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[bookmark: _Toc9000698]Introduction
This paper discusses the proposed project, the overarching concept of steganography the importance of this project, why it should exist and how it will be different to the pre-existing steganography tools available. To begin a brief history of steganography, the type of media that can be used to conceal data and messages along with an explanation on how steganography is done and the types of individuals who may use it.
The overarching aims and the validity of the project and its importance are discussed in detail explaining the importance of media companies needing to hide scripts and other data that they do not want the general public seeing, but are constantly under threat of having stolen and leaked may find a steganography tool of use as it does not raise suspicion to what is being sent which may provide an extra layer of protection.  
The aims are broken down into tasks and those tasks are also broken down into sub-tasks to ensure that the project is easily manageable that all aspects and goals of the projects have been explored and noted to prevent vital steps in the project being missed potentially cause the entire project to unravel and fail.
 A critical review of an existing paper was conducted that was similar in nature to this project to aid in the creation of this paper and future papers as the student could recognise what was good and what was bad about the paper.
The expected outcomes of the overall project were touched upon and a list of all of the deliverables was noted. The research methods chosen for the project include positivise philosophy, deductive approach and three research strategies which include surveys, software development which will be the creation of the prototype and the experimentation of all aspects of the prototype. An agile development method was chosen that corresponds to the needs on a sole developer and a GANTT chart was created to allow the student to monitor progress and develop a better understanding of the time constraints of the project.





[bookmark: _Toc9000699]Proposed Project
The project is both a research and development project in to steganography. The research that will be carried out includes research into pre-existing programs that are currently being used to successfully carryout steganography for a number of purposes. Following the research process the project will involve the development of a prototype system that can successfully compete and integrate the tools that they use. The prototype will be tested using various methods including and not limited to user acceptance testing, validity testing of the code and the overall functional testing of the system to ensure that it meets requirements and carries out tasks as expected.

[bookmark: _Toc9000700]History of steganography
[bookmark: _Toc9000701]History
Steganography is the act of hiding messages or data within something inconspicuous such as an ordinary image, video or a sound file [1]. The file is available to many people, while the hidden message is unidentified and free to reach its desired recipients who can reveal the hidden content with the right tools [2][3][4].
The content that can be concealed using steganography include text, images or cipher text [1]. Encryption is used to protect the data if the media is compromised by a cracker, when encrypting data, a standard header file is included that holds information that indicates the methods used to encrypt the data, a cracker would have the information they need to carryout cryptanalysis. To prevent this the ‘Stealth’ tool by ‘Henry Haustur’ [5][6] can be implemented alongside the chosen steganography program, the ‘Stealth’ tool strips the header containing information of the encryption method used making it difficult for crackers.

It is established that human vision pales in comparison to the number of variations of colour that a machine can represent through bits [7] , human vision is not very good at distinguishing between slight colour alterations that occur due to the implementation of steganography . Due to the limitation of human sight steganography is possible.
There are numerous ways to use steganography and many techniques and tools to successfully conceal data and allow its retrieval without losing any information. The best steganography methods are the ones that maintain image integrity to preserve the image detail.
Within images and audio there is noise which is due to the equipment’s digital sensor being expose to light and heat [8][9][10], the noise that the digital sensor picks up is included within the final image that is produced. One technique to hide data is to replace the noise within the image with said data.

Copying data into the least significant bit (LSB) is another method of steganography, this is the act of mixing the data that will be concealed with the smallest bits of data of the pixels of an image, due to human sight being bad at distinguishing between slight colour alterations it is highly unlikely that they would differentiate the image that has the hidden data.
 
Steganography is used by individuals who want to send data secretly ‘in plain sight’, in effect sharing data without raising suspicion allowing for future retrieval and transfer of data for an unspecified period [11][4].
Steganography is often used by publishers to digitally watermark their media. If a media file with one of these watermarks is stolen and distributed without their consent, they can decrypt the publishers’ watermark to claim ownership [12].
Business who wish to keep their trade secrets secret can use steganography to prevent leaks by allowing the business to send necessary data to specific individuals. 
It can be used by the authorities or the army to communicate with individuals who are undercover and cannot communicate in any other way.
Steganography allows communication for individuals who reside within countries who censor their citizens. It allows communication of, events, news and important information without the fear of imprisonment or punishment by their government.  
It is speculated that steganography is used in espionage to aid terrorists who wish to communicate covertly to carryout plots and attacks [11]. Like many other computer tools steganography can either be used to benefit and protect or to harm and exploit individuals and their personal data.

There are numerous tools available to carryout steganography, some include:
· s-tools for windows
· steghide
· White noise storm
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The aim of the project is to successfully design and create a program that allows the user of the system to successfully insert and conceal text into an image with minimal visual alterations to the image. The purpose of the project is to compete with persisting steganography tools and systems to create a new system that is harder to identify and spot.

To fulfil the aims of the project and meet the deadline, the project was broken down into tasks and sub-tasks:
1. To begin research and the analysis of pre-existing steganography tools and programs will be carried out to identify the validity of the project and the issues and successes of the other systems. Once the research is carried out further analysis of the gathered research will be done to confirm the necessity of the project and its place within society [13].

2. Further analysis on the designs and functionality of pre-existing steganography systems will be conducted to identify the best user experience of the systems and ones that were more intuitive to use. 
Once the analysis of the system is done, designs will be created for a steganography program using the best techniques and systems. The designs will be analysed and tested by a focus group to gain new perspectives, then alterations based on the feedback will be made to improve the system and its functionality. 
Further research into how the systems were created and algorithms, programming libraries and mathematical equations that they required to aid in the systems success will be analysed to correctly recognise if they will be required in the development and construction of the system.

3. The development of the system with the use of researched material will be carried out using the algorithms discovered. The use of visual studio and programming libraries along with test data such as images and text documents to be hidden within the images.

4. Once the system is created and complete a series of tests will be created to test various aspects of the system to ensure it is functioning as required and is fit for purpose. The tests will be constructed into categories such as functionality, design, usability and image display.
a. Functionality are the tests to ensure that the system is functioning correctly and is successfully hiding text within images and that the text can be successfully withdrawn from the image intact.
b. The finished system will be shown to individuals with a number of test criteria and the original designs of the system the users will then provide feedback on the designs and how they feel they correspond to the original design and if there are various improvements that could be made.
c. The system will undergo various tests by subjects to test if the system is user-friendly and intuitive and if they can successfully navigate the system to hide their own text documents within images.
d. The image testing will be carried out using various images that have been put through the steganography process and some that have not and individuals will be questioned if they can identify the images that have been tampered with and the ones that have not, this final test will distinguish if the project has been a success as individuals will be able to give feedback.
e. The final task will be an evaluation of the system and the tests that were carried out to check the system and how it stands up to the overarching aims of the project, a critical review will be done to identify and explain if the system meets the requirements and has achieved its aim to successfully hide text within images. 

The project is worth doing as games, films and television shows become a staple within everyday life they constantly run the risk of private and confidential data being stolen or leaked to the general public.
Many companies are forced to get the people working on their projects to sign NDA [14][15] (non-discloser agreements) to prevent these leaks and the potential loss of their ideas and properties, steganography can be used to send scripts to actors, story boards to directors or poster designs to designers as another layer of protection for their sensitive information. By using steganography suspicions are not raised and outsiders or hackers do not question what is being sent between people working on a project making it less likely to produce gossip or allegations or the sensitive data being found.





[bookmark: _Toc9000704]Critical review
The paper chosen for the literature review is “Importance of Integrating Cryptography, Steganography, and Digital Watermarking for Undergraduate Curriculum” [16] the paper discuses and describes steganography its purpose and importance in how it is used in detail, it provides an appropriate explanation that is both insightful and understandable.
Through reading this paper individuals can learn what steganography is and how it is implemented and importantly why it is used, such as its use in concealing hidden data or the use of a watermark. It also discuses the misuses of steganography and the importance of being able to recognise when steganography is being used as it can be used for terrorism or by cybercriminals, the paper discuses the importance of teaching about steganography that individuals have the knowledge to identify it to stop it. The papers aim is to convince the reader of the importance of including steganography and cryptography in the curriculum and achieves this through sighting a previous paper that found that students found such enjoyment from using steganography in their class that their learning improved.  
Appropriate references are provided throughout the paper and for each claim that is made within the paper a following reference is provided, but for some sections of the paper references should have been included to solidify what was being stated.
The paper is illustrated as it uses diagrams during its explanations which provides a visual explanation on how steganography is used in information hiding making the data more accessible to individuals who better learn visually and interpret data in that way [17]. But there is a limited number of illustrations, more could have been provided to improve the readability of the paper.
The drawback of the paper is that it does not discuss in detail how to carryout steganography and only discuses one tool to detect steganography and remains vague on crucial details, the paper discuses the importance of teaching individuals the topics of steganography and cryptography but does not provide statistical evidence of its importance or a figure on the necessity of students going into industry requiring those skills to succeed. The paper fails to provide evidence of industries that are actively seeking students who have prior knowledge of steganography and are actively hiring based on their knowledge of the topic.

The paper was significant to the project as it provided details on steganography and its origin and the ways in witch it is used and misused. It also provided examples were steganography could and would be used increasing the knowledge and understanding of the student allowing them to fully comprehend how their own project could potentially be used once it is completed.
For this project the writer will include more illustrations and references than the paper that has been read. The project will involve more examples on why and how it will be used and be more informative than the literature reviewed paper.
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One of the most important deliverables will be the report that records and details the development process of each stage of the prototype, the report will include details on the importance and unique approach that the steganography tool will be used within the media industry.
The other deliverable will be the solution capable of carrying out steganography along with the designs and the evolution of the system as it is being built upon and amendments are being made to the system over time. A working program that successfully conceals text within images that is not overtly noticeable or obvious to individuals viewing the image.
A list of resources required for the successful completion of the deliverables will be: 
· Algorithms
· Math based solutions 
· Knowledge in C++
· C++ libraries
· Research materials e.g. journals, books, papers.
· Best practices for C++ programming
· Project mentor
· Study assistant 
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[bookmark: _Toc9000707]Research philosophy positivist
The research philosophy that will be used will be positivist, this philosophy involves verifying data through scientific methods and gaining knowledge through experimentation [18][19][20][21]. Due to the nature of the project relating to sight and the entire purpose of the project being done to successfully mask messages and data within images with limited visual clues to the date’s existence, the limits of human vision will be tested to identify if the test subjects can verify if images have been tampered with. 
Due to the project being heavily math based the system will require a lot of mathematical algorithms to successfully hid data within images, the way this will be tested is by testing data and checking to see if the mathematical algorithms and equations successfully hide the data within the image, there are methods of checking images that have been through the steganography process to see if there have been noticeable alterations to the original image and these test can be done to check and test images to see if the system can detect steganography.

[bookmark: _Toc9000708]Research approach deductive
The deductive approach is an approach that allows for the testing of a hypotheses through data gathering [22], the hypothesis can be made on any aspect of the software that is being designed for this paper as long as it can be tested through various means [23]. The hypothesis created and proposed within this paper is that a better steganography tool that is more efficient at hiding data within images will be designed and created by the end of the project that is both user-friendly and intuitive. This hypothesis of a user-friendly and more efficient system will be tested using test subjects who will test both the prototype system from this project against pre-existing systems and fill in questioners to confirm if the prototype has succeeded the existing systems.
A deductive approach was preferred as it allows the student to successfully test their creation to verify if it was or was not a success.
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A variety of research strategies will be used to confirm the success of the project:
Survey
The system will be tested by a number of individuals who will test the pre-existing steganography systems and complete a survey with questions ranging from how they found using the programs and the one that they found easier to use if they preferred the prototype steganography system over the pre-existing systems. 
Images will be put through the different steganography tools and they will be shown to the same test subjects and they will be asked to compare the images and to see what images they think have been tampered with. If the test subjects chose the images that were put through the other steganography programs or if they are unable to tell if the images put through the steganography prototype program, this will prove that the program is a success. 

Software development
Software development involves the design, development and creation of the specified software prototype of the steganography tool to conceal data within images. This involves not only the steganography itself but the use of other tools available to aid in the creation of the software development. The system will be tested to ensure that it is capable of steganography. A number of images will be used to test the software capability to hide and retrieve the data from the image. The success of the prototype hinges on the completed prototype being available by the deadline.

Experiment
The experiment will be a comparison of the steganography prototype against pre-existing steganography software available, the test will be done with test subjects who will test the systems and prove that it can compete under the same scrutiny by users of the software. 
A software tool that can identify images that have been put through steganography will be used. A number images will be put through the different steganography programs and the images will be tested using a steganography detecting tool that checks the images to discover if they have been tampered with, 50 - 100 images will be put through the s-tools, 50 - 100 images will be put through the steghide program and 50 -100 images will be put through the resulting prototype of this program and all images will be tested using the different tools available to discover if the images have data hidden inside of them, the results of the tools that are used to find the steganography will provide a realistic representation on the success of the images and if they are caught. If more images of the different programs are caught over the steganography prototype it is proven that the steganography prototype is better.
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The development method that will be used throughout this project will be XP extreme programming which is a type of agile development method that involves feature driven development, prototyping and a test first programming method. It was chosen due to the necessity of creating a software project that is likely to evolve and alter the longer the project is being worked on as issues arise and the needs of the project change. The development method that was chosen allows for flexibility and changes to be implemented into a project when and as they are needed.
This development method involves rigours planning to understand what is needed along with simple designs and small realises of the system that follows a coding standard. 
It begins with the ‘stories’ this involves deciding on what the system will have and what it should do to successfully meet the needs of clients. This section of the method is meant to be short descriptions on the needs and the wants of the clients/project and how the product should function to meet the needs of the client/project.
The original ‘stories’ are used in later discussions or contemplations of the project to ensure that anything new that will be considered does not deviate from the original concepts and must haves of the project ensuring the project stays focused and on track. 
A weekly cycle involves the student at the begging of each week reflecting on the progress that has been made to date, the student will then choose the ‘stories’ that they wish to work through for that week and forms a plan and approach to successfully meet the goals expressed within the stories. At the end of each week it is expected that the ‘stories’ will be completed, and a working prototype will be available and tested. The student will then analyse the completed prototype and create a list of improvements and alterations to be made in the form of ‘stories’.
Slack is another method within XP these are stories that are put into the weekly cycles that are low priority tasks that can be abandoned if the student finds that they have been unable to complete the vital stories of that week.
The XP model uses the ten-minute build methodology this involves an automatic build of a system that only takes ten-minutes, this is stated as the system must use automation when running.
XP revolves around a test first programming this involves creating automated unit tests within the code, the tests are usually small but are used to validate what the code will do, the tests are run and are usually expected to fail, once the tests have been created code is then related to make the test pass [24]. This form of coding is done as systems will rely on the unit tests as a the system is slowly built upon.
A quarterly cycle comes next in this method witch in involves the student at the end of each month reflecting on the entire system so far and to complete a progress report on the stories that have been completed and to analyse any of the ‘slack’ that were failed to complete and to reintegrate them into the upcoming stories of the future quarterly cycle if they are relevant or to make a note of them being abandoned if they are not required. When the quarterly cycle commences entire stories based on the requirements of the system can change and with each change it will be noted with a brief explanation to why.


The image within figure 1 [25] shows a diagram of the XP method in action, as seen it involves the constant building and releasing of the prototype and the constant fixing and re-evaluation of the prototype and how it works and the involvement of alterations and changes to the original stories to continually Updata and release different iterations of the prototype with inprovments.

[bookmark: _Toc9000688]Figure 1 XP agile methodology
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For testing to be completed and carried out consent papers must be signed, and approvals must be made that it is ethical for the project to commence and exist.
An issue that may arise is that some of the test subjects may resent or not appreciate their results being put into a paper, if individuals for any reason want to retract their results the student working on the project must oblige and remove the paper form her work resulting in a less accurate testing.
A law that will effect the testing and the surveys that will contribute towards the findings of the projects will be the data protection act, this law states hat irrelevant data must not be sought out or used and only relevant data can be acquired from individuals and kept for a specified length of time and for as long as it is required [26] . The student working on this project must follow these laws and ensure that only relevant questions are put into questioners and the each of the test subjects consents to their own questioners being used. 
If the finished project once it is complete and if it functions as expected if the student working on the project decides to publish the working project an issue that has been found in multiple papers and journals is that steganography has been used by terrorists and cyber criminals [27][28], the prototype runs the risk of also being used by these people if it is not managed correctly.
The limitations of the student are also a contributing factor as a lack of skill and knowledge run the risk of causing the entire project to fail. The student must proceed and work through a number of C++ tutorials and gain further knowledge of programming and a greater understanding on code than they currently have, this can be done through research and experimentation of code and practicing programming.
Because images are being used the student runs the risk of choosing images that violate copyright [29], to prevent this images from free stock image websites will be used during the entire process. 
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The data gained from the questioners and the tests that will be carried out will be put into a spreadsheet and analysed and the average number of test subjects that could not tell if the image was tampered with will be checked and analysed with the number of individuals who could or could not tell if the images were tampered with by one of the other steganography tools. The averages will be taken and a further analysis will be conducted to understand if the prototype yields a similar result or if its results show that it failed in comparison to the other steganography programs or is it was better than them. 
The tests conducted on the images put through the steganography prototype made from this project to test if the system works and is capable of hiding data within images will be analysed and checked on 100 images to ensure that it is capable to repeatedly successfully hiding data. If all 100 images can hide data successfully without corrupting the data once it retrieved and the images are not obviously tampered with this will be a success of the prototype. 
Once the questioners are done and the prototype is capable of hiding data and allowing the retrieval of the data the gathered research will be used to improve the project and make alterations. Such as the way the prototype look and the usability of the system could be altered if a number of test subjects repeatedly complained that the controls of the system were hard to follow or understand.
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[bookmark: _Toc9000714]Required resources
To successfully build and develop a working prototype within the timeframe a number of resources and working strategies will be implemented to aid in the success of the project.
· People to test the system
· Visual studio
· The C++ programming language
· C++ libraries that relate to the mathematical algorithms needed
· Relevant papers and research material
· Library within the UNI
· Laptops and computers
· University staff
· ‘Stealth’ programming tool 
· Other steganography solutions
· Gordon Dickers research supervisor
· David Williams learning support



[bookmark: _Toc9000715]Gantt chart
To successfully understand the time frames available in the construction and completion of the project a GANTT chart was constructed and designed that would be used to monitor if tasks are being completed behind or ahead of schedule and if tasks require alteration or to be stopped to ensure the project does not fail. The image within figure represents the GANTT chart designed for the project. 
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[bookmark: _Toc9000716]Conclusion
The paper successfully underlines the necessity for the student to stick to a deadline to successfully complete the prototype, with the use of the GANTT chart the student can analyse and monitor their progress to ensure that deadlines do not exceed one another and the prototype is successfully created in time.  
The aims have been set out in accordance to what the prototype wishes to achieve along with subtasks that branch off the original task of the project, the resources required along with the research strategies allow the student to understand the different methods that will be required to create the prototype the different philosophy’s and research approach ensures that the research that will be done will be concise and directly linked to this specific project, saving time and energy to ensure that the project is completed and a success. 
The critical revel allowed the student to analyse the weaknesses and strengths of another paper to understand what needed to be done with this paper for it to be better than it could have been. The history and the explanation on how steganography is done allowed the student to gain a better understanding on what they could expect to achieve at the end of this project and making them aware of the work load that will be required of them to achieve their goals.
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aims
E 8 - Develop aims and 30 days Fri 14/06/19 Thu 25/07/19
< objectives
5 9 - constuct ideas on project 30 days Fri 14/06/19 Thu 25/07/19 4
£ validity
é 10 - Research relevant ethics 30 days Fri 14/06/19 Thu 25/07/19 4
and leagal issues
11 = Identifying design 30 days Fri 26/07/19 Thu 05/09/19 10
resources
12 - Build solution 3 mons Fri 06/09/19 Thu 28/11/19 11
13 - Test the project 1 mon Fri29/11/19 Thu 26/12/19 12
14 - Gain user feedback 1 mon Fri27/12/19 Thu 23/01/20 13
15 = Evaluate project success 15 days Fri 24/01/20 Thu 13/02/20 14
16 - submit 0 days Thu 13/02/20 Thu 13/02/20 15
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