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[bookmark: _Toc225015707]Introduction
This report documents the research and practical implementation undertaken for Coursework 1 of the Network Operating Systems and Services module. As part of a simulated enterprise scenario, the task required building and deploying a virtualised network for a multinational corporation called NOSSLONDON2026, operating across two sites: Birmingham and London.
The report is structured across three tasks. Task 1 presents academic research covering the key concepts underpinning the implementation, including hypervisor technology, IP addressing and subnetting, routing protocols, and core network services. Task 2 provides a full technical record of the practical deployment, including hypervisor selection and justification, evidence of software downloads and installation, virtual machine creation, network configuration, IP addressing, and connectivity testing. Task 3 reflects on the deployment process, covering both the technical challenges encountered and personal learning outcomes.
All virtual machines were deployed using Oracle VirtualBox 7.2.6 as the chosen Type 2 hypervisor, running Windows Server 2019, Windows 10 Pro, and Debian Linux across a custom VLSM addressing scheme spanning two isolated NAT Network segments.
[image: ]
Topology For this Course Work 1

[bookmark: _Toc225015708]Task 1
· Research on Hypervisor
Hypervisors serve as the foundational abstraction layer enabling hardware virtualization, classified into Type 1 (bare-metal) and Type 2 (hosted) architectures [1]. Type 1 hypervisors, including VMware ESXi and Microsoft Hyper-V, execute directly on physical hardware without an intermediary operating system, delivering superior performance through reduced latency and efficient resource allocation. These hypervisors provide robust VM isolation, enhancing security and stability in enterprise environments. Conversely, Type 2 hypervisors such as Oracle VirtualBox and VMware Workstation operate atop a host OS, offering flexibility and ease of deployment at the cost of performance overhead.
Figure 1 Topology for Coursework 1 & 2
[image: ][image: ]

For the NOSSLONDON2026 topology requiring Windows Server 2019 (B-DC) as Domain Controller with AD DS, DNS, and DHCP services alongside a Debian Server (L-CD) functioning as DHCP Relay, VirtualBox (Type 2) presents a pragmatic choice for development and testing environments. While Type 1 hypervisors would offer better performance for production deployments supporting the BIRMINGHAM.ACCA domain infrastructure, VirtualBox's cross-platform compatibility, open-source licensing, and minimal hardware requirements make it suitable for educational implementations [1]. The topology's multi-site architecture connecting Birmingham (192.168.100.0/24) and London (192.168.200.0/24) subnets via a point-to-point 10.0.0.0/30 link can be adequately simulated using VirtualBox's internal networking capabilities, enabling practical exploration of inter-site routing and DHCP relay configurations without enterprise-grade hardware investments.

· Research on IP Addressing
· Internet Protocol addressing provides the logical identification mechanism which enables end-to-end transmission of data between linked networks [2]. IPv4, utilizing 32-bit addresses represented in dotted-decimal notation (e.g., 192.168.100.10), remains predominant despite address exhaustion concerns, while IPv6's 128-bit addressing offers virtually unlimited address space with enhanced security features [2] [3]. Routers examine destination IP addresses to make forwarding decisions using routing tables, while switches operate at Layer 2 using MAC addresses, together facilitating hierarchical data flow between network segments.
· Subnetting divides larger networks into manageable segments, optimizing address utilization and reducing broadcast domains [3]. The NOSSLONDON2026 topology demonstrates effective subnet design: Birmingham utilizes 192.168.100.0/24 providing 254 usable host addresses for the Windows Server 2019 (192.168.100.10) and Windows 10 Pro client (192.168.100.50), while London employs 172.16.2.0/24 for the Debian Server (192.168.200.30) and clients (192.168.200.40). Critically, the inter-site link uses 10.0.0.0/30, a point-to-point subnet yielding exactly two usable addresses (10.0.0.1 and 10.0.0.2), representing efficient allocation for router-to-router connectivity [3]. This design exemplifies Variable Length Subnet Masking (VLSM), where different subnet sizes serve specific purposes: /24 for host-dense LANs and /30 for minimal-waste WAN links. DHCP-assigned addressing for clients centralizes IP management through the Windows Server, with the Debian server's relay functionality extending DHCP services across subnet boundaries.
[image: ]
Figure 2: Topology for Coursework 01( This Coursework)
	Site
	Subnet
	Device
	IP Address

	Birmingham
	192.168.100.0/24
	Server01 (Win Server 2019)(DC)
	192.168.100.10

	Birmingham
	192.168.100.0/24
	BirmClient01 (Win 10 Pro)
	192.168.100.50

	London
	192.168.200.0/24
	LondServer01 (Debian CLI)
	192.168.200.30

	London
	192.168.200.0/24
	LondonClient01 (Debian GUI)
	DHCP Assigned/192.168.200.40

	Inter-site Link
	10.0.0.0/30
	Server01 Interface
	10.0.0.1

	Inter-site Link
	10.0.0.0/30
	LondServer01 Interface
	10.0.0.2


Table 1: IP Configaration Chart for that topology.
· Research on Routing
· Routing protocols determine optimal paths for data packet transmission between networks, fundamentally categorized as static or dynamic [4] [5]. Static routing involves manual configuration of fixed routes, offering predictability, minimal resource consumption, and reduced security exposure since no routing information is advertised. Dynamic protocols, including RIP, OSPF, and EIGRP, enable routers to automatically discover and adapt to network topology changes [5]. OSPF employs link-state algorithms with Dijkstra's shortest path calculation, achieving faster convergence (approximately 83ms) compared to RIP's distance-vector approach (177ms), making it preferable for larger enterprise networks [4] .
· For the NOSSLONDON2026 topology connecting Birmingham and London via the 10.0.0.0/30 point-to-point link, static routing represents the most appropriate approach. The network's straightforward two-site architecture with a single interconnection path eliminates the complexity that would justify dynamic protocol overhead [5]. Static routes configured on both servers (Windows Server 2019 and Debian) would direct traffic destined for the remote subnet through the WAN interface: Birmingham routes 192.168.200.0/24 via 10.0.0.2, while London routes 192.168.100.0/24 via 10.0.0.1. This configuration directly supports the Debian Server's DHCP Relay functionality, ensuring DHCP Discover broadcasts from London clients reach the Birmingham DHCP server across subnet boundaries. The predictable, single-path topology makes dynamic routing's auto-discovery capabilities unnecessary while maintaining the simplicity crucial for troubleshooting and security auditing.

· Research on Network Services
· Enterprise network infrastructure relies on integrated Services encompassing VPNs, DHCP, Active Directory Domain Services (AD DS), and Certificate Authorities (CA) to deliver secure, scalable operations [6] [7]. Virtual Private Networks establish encrypted tunnels across public networks, enabling secure remote connectivity using protocols such as IKEv2 and SSTP with certificate-based authentication [8]. AD DS provides centralized identity management, authentication through Kerberos, and Group Policy enforcement, representing a critical security boundary where compromise potentially yields access to entire organizational resources [6] [7]. Certificate Authorities issue digital certificates for user/device authentication, SSL/TLS encryption, and code signing, forming the trust foundation for PKI implementations.
· The NOSSLONDON2026 topology implements these services strategically: B-DC (Windows Server 2019 at 192.168.100.10) hosts multiple roles including Domain Controller, DNS, DHCP, IIS, and RDS server for the birmingham.noss domain. Best practices mandate least-privilege administrative models, protected privileged groups (Domain Admins, Enterprise Admins), and tiered access architectures [7]. DHCP centralization on B-DC with L-CD functioning as DHCP Relay enables consistent IP management across both sites, forwarding client requests via the Giaddr field to reach the cross-subnet DHCP server [8]. Both client machines (Windows 10 Pro at 192.168.100.50 and ClientL1) function as domain members receiving DHCP-assigned addresses, demonstrating the integrated approach where AD DS provides authentication while DHCP automates network configuration. This architecture's security depends on proper certificate deployment for secure LDAP communications and implementing Microsoft's recommended hardening measures against common attack vectors like Kerberoasting and DCSync [6].



[bookmark: _Toc225015709]Task 2
[bookmark: _Toc225015710]2.1. Hypervisor Justtification
For this coursework, Oracle VirtualBox 7.2.6 was selected as the Type 2 hypervisor to deploy the NOSSLONDON2026 virtualized network infrastructure. This decision was based on comprehensive research and practical considerations that align with both educational requirements and future scalability for Coursework 2.
2.1.1 [bookmark: _Toc225015711]Evidence-Based Justification
1. Cross-Platform Compatibility: VirtualBox operates seamlessly across Windows, macOS, and Linux host systems. This flexibility ensures that the network topology can be developed and tested regardless of the underlying hardware platform, supporting diverse learning environments.
2. Cost Efficiency: As an open-source solution released under GPLv2 license, VirtualBox eliminates licensing costs that would be incurred with enterprise solutions like VMware Workstation Pro. This makes it ideal for educational deployments where budget constraints are significant.
3. NAT Network Feature: VirtualBox provides robust NAT Network functionality that enables isolated virtual networks while maintaining optional internet connectivity. This feature is essential for simulating the Birmingham (192.168.100.0/24) and London (192.168.200.0/24) sites as separate network segments.
4. Snapshot and Clone Capabilities: The built-in snapshot feature allows preservation of VM states before configuration changes. This is critical for Coursework 2 where additional network services (DHCP, DNS, IIS, RDS) will be deployed, enabling rollback if configurations fail.
5. Guest Additions Support: VirtualBox Guest Additions enhance VM performance through paravirtualized drivers, shared folders, and seamless mouse integration. This improves the practical workflow when managing multiple VMs simultaneously.
6. Hardware Virtualization: VirtualBox leverages Intel VT-x/AMD-V hardware virtualization extensions for near-native performance. Both Windows Server 2019 and Debian benefit from hardware-accelerated virtualization.
2.1.2 [bookmark: _Toc225015712]Comparison with Alternatives
	Feature
	VirtualBox
	VMware WS
	Hyper-V

	Cost
	Free (GPLv2)
	£199+ License
	Windows Pro+

	Host OS
	Win/Mac/Linux
	Win/Linux
	Windows Only

	NAT Networks
	Yes (Built-in)
	Yes
	Internal Switch

	Snapshots
	Unlimited
	Unlimited
	Checkpoints


Table 2: : Hypervisor Comparison.
[bookmark: _Toc225015713]2.1.3 Future Scalability (Coursework 2)
VirtualBox supports the additional services required for Coursework 2, including DHCP Server configuration on B-DC, DNS zone management, IIS web server deployment, and Remote Desktop Services. The NAT Network architecture will enable DHCP Relay configuration between sites, demonstrating cross-subnet DHCP functionality.
[bookmark: _Toc225015714]2.2. Download and Setup: 
[bookmark: _Toc225015715]2.2.1 Evidence of Download and installation.
2.2.1.1 Download and Install VirtualBox
Open browser to https://www.virtualbox.org/wiki/Downloads
Download and Install VirtualBox 
[image: ]
Figure 3
VirtualBox Hypervisor is the tool for installing virtual machine for Windows and Linux servers and clients. 
To install VirtualBox, the installer was downloaded from the official website (virtualbox.org) by selecting the Windows hosts package. The .exe installer was then executed and the setup wizard was followed accepting the default installation path and components, including the VirtualBox USB Support and Networking features. After installation, VirtualBox 7.2.6 was launched and confirmed to open successfully, as shown in the screenshot above. The version number and build date visible in the interface serve as timestamped evidence of installation.


2.2.1.2 Download Windows Server 2019
Open browser to https://www.microsoft.com/en-us/evalcenter/download-windows-server-2019
Download Windows ISO Downloads(64bit-edition)
[image: ]
Figure 4: Windows 2019 Server Download Page.
2.2.1.3 Download Windows 10
Open browser to https://www.microsoft.com/en-us/evalcenter/download-windows-10
Download Windows ISO Downloads(64bit-edition)
[image: ]
Figure 5: Windows10 Download page
2.2.1.4 Download Debian Linux
Open browser to https://www.debian.org/download
Download Debian 13.3.0 ISO (amd64bit-netinst)
[image: ]
Figure 6: Debian Server & Client Download page
2.2.1.5 Creation of Virtual machine 
Windows Virtual Machines (Birmingham Site):
[image: ]
Figure 7: VirtualBox Manager showing both Windows VMs created: Server01 (Windows Server 2019) and BirmClient01 (Windows 10 Pro
Linux Virtual Machines (London Site):
[image: ]
Figure 8: VirtualBox Manager showing both Debian VMs created: LondServer01 (Debian Server CLI) and LondClient01 (Debian Client GUI)
Each virtual machine was created using the VirtualBox New VM wizard. For each VM, the Machine Name was set according to the naming scheme (e.g., Server01, BirmClient01, LondServer01, LondClient01), the Type was set to Microsoft Windows or Linux as appropriate, and the Version matched the target OS (64-bit Windows Server 2019, 64-bit Windows 10 , or Debian (64-bit)). Memory was allocated as 2048 MB for servers and 1024 MB for clients, and a new virtual hard disk was created with a minimum of 20 GB using the VDI (VirtualBox Disk Image) format in dynamically allocated mode. The ISO image for each OS was then attached under Settings Storage before first boot.


2.2.1.6 Operating System Installation Evidence
Desktop screenshots confirming successful OS installation:
[image: ]
Figure 9: BirmServer01 Desktop - Windows Server 2019 logged in showing Server Manager
[image: ]
Figure 10:  BirmClient01 Desktop - Windows 10 Pro logged in showing desktop
[image: ]
Figure 11: LondServer01 Terminal - Debian CLI showing login
[image: ]
Figure 12: LondClient01 Desktop - Debian GNOME desktop
Each operating system was installed by booting the VM from its attached ISO image. For Windows Server 2019, the Standard Evaluation (Desktop Experience) edition was selected to obtain a full GUI. The installation proceeded through disk partitioning (selecting the full unallocated VDI disk), account creation, and OOBE configuration. For Windows 10, a similar process was followed using a local account setup. For the two Debian VMs, the Debian graphical installer was used: LondServer01 was configured without a desktop environment to produce a CLI-only server, while LondClient01 had the GNOME desktop environment selected. In all cases, the post-install desktop or login prompt visible in the screenshots above confirms successful OS installation.
[bookmark: _Toc225015716]2.2.2 Netwrok Deployment
2.2.2.1 Nat Network Configuration in Virtualmachine:
[image: ]
Figure 13: VirtualBox: File > Tools > Network Manager showing NATNetworkBirmingham-Windows (192.168.100.0/24)
[image: ]
Figure 14: VirtualBox: Network Manager showing NATNetworkLondon-Linux (192.168.200.0/24)
Two separate NAT Networks were created Utilising VirtualBox's Network Manager (File & Tools & Network Manager & NAT Networks tab & Create). NATNetworkBirmingham-Windows was configured with the network CIDR 192.168.100.0/24 to represent the Birmingham site. NATNetworkLondon-Linux was configured with 192.168.200.0/24 to represent the London site. DHCP was intentionally disabled on both NAT Networks so that static IP addresses could be manually assigned to each VM, giving full control over the addressing scheme. The screenshots above show both NAT Networks listed in the Network Manager with their respective CIDRs confirming correct configuration.
2.2.2.2 Windows VMs Connected to NATNetworkBirmingham-Windows:
[image: ]
Figure 15: BirmServer01 VM Settings > Network > Adapter 1 attached to NAT Network: NATNetworkBirmingham-Windows
[image: ]
Figure 16: BirmClient01 VM Settings > Network > Adapter 1 attached to NAT Network: NATNetworkBirmingham-Windows
To attach each VM to the correct NAT Network, each VM’s Settings were opened, then the Network tab was selected. Under Adapter 1, the “Attached to” dropdown was changed from “NAT” to “NAT Network”, and the Name field was set to the appropriate network. BirmServer01 and BirmClient01 were both assigned to NATNetworkBirmingham-Windows, placing them in the 192.168.100.0/24 broadcast domain. The screenshots above confirm the adapter attachment for both Birmingham Windows VMs.
2.2.2.3 Linux VMs Connected to NATNetworkLondon-Linux:
[image: ]
Figure 17 : LondServer01 VM Settings > Network > Adapter 1 attached to NAT Network: NATNetworkLondon-Linux
[image: ]
Figure 18: : LondClient01 VM Settings > Network > Adapter 1 attached to NAT Network: NATNetworkLondon-Linux
Using the same process, LondServer01 and LondClient01 were both assigned to NATNetworkLondon-Linux, placing them in the 192.168.200.0/24 subnet representing the London site. This network isolation between the two NAT Networks is intentional: without any routing configured, Birmingham and London VMs cannot communicate which will be verified in the connectivity testing section below. The screenshots above confirm the adapter settings for both London Linux VMs.
[bookmark: _Toc225015717]2.3. Configure IP Addressing
2.3.1 VLSM IP Addressing Scheme
A custom VLSM (Variable Length Subnet Masking) IP addressing scheme was designed to efficiently allocate IP addresses across both sites. This approach demonstrates advanced subnetting skills beyond using the default topology addresses.
IP Addressing Design
	Site
	Device
	IP Address
	Subnet
	Gateway

	Birmingham
	Server01 (DC)
	192.168.100.10
	/24
	192.168.100.1

	Birmingham
	BirmClient01
	192.168.100.50
	/24
	192.168.100.1

	London
	LondServer01
	192.168.200.30
	/24
	192.168.200.1

	London
	LondClient01
	192.168.200.40
	/24
	192.168.200.1


Table 3: VLSM IP Addressing Scheme for NOSSLONDON2026
VLSM Justification
The /24 subnet mask (255.255.255.0) provides 254 usable host addresses per site, allowing for future expansion of workstations and network devices. Server IPs are allocated in the lower range (.10, .30) while client IPs use a higher range (.50, .40) to facilitate easy identification and management.
IP Configuration Evidence for Birmingham (Windows Server & client)
[image: ]
Figure 19: Windows 2019 Server (BirmServer01) - Birmingham IP Configaration
[image: ]
Figure 20: Windows 10 (BirmClient01) - Birmingham IP Configaration
Static IP addresses were configured on the Windows VMs using the Windows Network and Sharing Centre. On BirmServer01, the Network Adapter properties were opened (Control Panel & Network and Sharing Centre & Change Adapter Settings & Ethernet & Properties & IPv4 Properties). The IP address was set to 192.168.100.10, subnet mask 255.255.255.0, and default gateway 192.168.100.1. On BirmClient01, the same process was followed, setting IP 192.168.100.50, subnet mask 255.255.255.0, and default gateway 192.168.100.1. The ipconfig /all output shown in each screenshot confirms the assigned addresses, subnet mask, and gateway are correctly applied.
IP Configuration Evidence for London (Linux Server & Client)
[image: ]
Figure 21: Debian Server (LondServer01) - London IP Configaration
[image: ]
Figure 22: Debian Client  (LondClient01) - London IP Configaration
On the Debian VMs, static IP addresses were assigned by editing the network interfaces configuration file. On LondServer01 (CLI), the command sudo nano /etc/network/interfaces was used to set the interface (typically enp0s3) to static mode with address 192.168.200.30, netmask 255.255.255.0, and gateway 192.168.200.1. The networking service was then restarted with sudo systemctl restart networking. On LondClient01 (GUI), the GNOME Network Manager was used to create a manual IPv4 connection with address 192.168.200.40, netmask 255.255.255.0, and gateway 192.168.200.1. The ip addr show output and Network Manager dialog shown in the screenshots above confirm the assigned addresses are active on both Linux VMs.
[bookmark: _Toc225015718]2.3.2. The previously discussed topology provides network addresses for the networks.
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Figure 23: Network IP address from NATNetworkBirmingham-Windows for windows
[image: ]
Figure 24: Network IP address from NAT NetworkLondon-Linux for Linux 
[bookmark: _Toc225015719]2.4. Test and Troubleshoot 
[bookmark: _Toc225015720]2.4.1. Perform Connectivity tests 
Outcome 1: 
The following screenshots confirm successful ping connectivity within the Birmingham (Windows) network. BirmServer01 (192.168.100.10) and BirmClient01 (192.168.100.50) were both able to reach each other, demonstrating that both VMs are correctly assigned to NATNetworkBirmingham-Windows and have valid static IP configurations.
[image: ]
Figure 25: BirmServer01 (192.168.100.10) pinging BirmClient01 (192.168.100.50)- 4 packets sent and received, 0% packet loss, confirming successful intra-site connectivity on the Birmingham network
[image: ]
Figure 26: : BirmClient01 (192.168.100.50) pinging BirmServer01 (192.168.100.10) – replies received successfully, confirming two-way communication within the Birmingham NAT Network
Successful connectivity within the London (Linux) network:
[image: ]
Figure 27: : LondServer01 (192.168.200.30) pinging LondClient01 (192.168.200.40) – 4 packets transmitted, 4 received, 0% packet loss, confirming successful intra-site connectivity on the London network
[image: ]
Figure 28: : LondClient01 (192.168.200.40) pinging LondServer01 (192.168.200.30) – replies received, confirming two-way communication within the London NAT Network

Outcome 2: 
The following screenshots demonstrate expected connectivity failure between the Birmingham (Windows) and London (Linux) networks. Because no routing has been configured between the two NAT Networks, cross-site pings are blocked this is intentional at this stage of the coursework.
Cross-network ping tests demonstrate that the Birmingham and London sites are isolated as separate network segments:
[image: ]
Figure 29: BirmServer01 (Birmingham) attempting to ping LondServer01 (London): Run 'ping 192.168.200.30' – It show 'Request timed out'
[image: ]
Figure 30: LondServer01 (London) attempting to ping Server01 (Birmingham): When run 'ping -c 4 192.168.100.10' – It show 'Network is unreachable'
Analysis of Connectivity Results
The successful pings within each site confirm that the NAT Networks are functioning correctly and all VMs have proper IP configuration. The failed cross-site pings demonstrate network isolation - the two NAT Networks (192.168.100.0/24 and 192.168.200.0/24) are separate broadcast domains with no routing configured between them.
This isolation is by design for this coursework phase. In Coursework 2, inter-site connectivity will be established through router configuration and static routes, enabling the DHCP Relay functionality between sites.
[bookmark: _Toc225015721]Task 3
[bookmark: _Toc225015722]3.1. Reflect on the following
[bookmark: _Toc225015723]3.1.1. Technical Analysis - Network Implementation and Evaluation
Deploying the NOSSLONDON2026 virtualised network across four VMs presented a range of practical challenges that required systematic diagnosis and resolution. The following account documents the key issues encountered during Task 2 and explains how each was identified and resolved.
Challenge 1: NAT vs. NAT Network Confusion
When first creating the VMs, network adapters were left in the default “NAT” mode. During initial connectivity testing, pings between VMs on the same supposed subnet failed entirely. Investigation revealed that VirtualBox’s standard “NAT” mode assigns each VM its own isolated DHCP-served 10.0.2.x address and does not allow inter-VM communication. This is fundamentally different from “NAT Network”, which places multiple VMs onto a shared virtual network segment. The fix was to create dedicated NAT Networks (NATNetworkBirmingham-Windows and NATNetworkLondon-Linux) via File & Tools & Network Manager, then reassign each VM’s Adapter 1 to the appropriate NAT Network. After this change, intra-site pings succeeded immediately.
Challenge 2: Static IP Configuration on Debian (Network Not Persisting After Reboot)
On LondServer01 (Debian CLI), after manually setting the IP address using the ip addr add command, the configuration was lost on reboot because ip addr add only applies changes temporarily at runtime. The permanent solution was to edit /etc/network/interfaces and define the interface as static with the address, netmask, and gateway fields. After saving the file and running sudo systemctl restart networking, the IP address 192.168.200.30 persisted across reboots. This highlighted an important distinction in Linux between ephemeral runtime network changes and persistent configuration file changes.
Challenge 3: Windows Firewall Blocking ICMP (Ping) Replies
When attempting to ping BirmServer01 (192.168.100.10) from BirmClient01, the request timed out despite both machines being on the same NAT Network. The Windows Server 2019 firewall was blocking inbound ICMPv4 Echo Requests by default. The resolution was to open Windows Defender Firewall with Advanced Security, navigate to Inbound Rules, locate the “File and Printer Sharing (Echo Request – ICMPv4-In)” rule for the Private and Domain profiles, and enable it. After this change, ping responses were received successfully. This is a common real-world issue in enterprise environments where host-based firewalls require explicit rules for management traffic.
Challenge 4: Expected Cross-Site Failure (Verifying Isolation)
Cross-site ping tests between Birmingham and London VMs deliberately failed, producing “Request timed out” on Windows and “Network is unreachable” on Linux. This was the expected and correct behaviour for this stage of the coursework. The two NAT Networks are separate broadcast domains with no configured routing between them. The “Network is unreachable” message from the Debian server is particularly informative, it indicates that the kernel’s routing table has no route to the 192.168.100.0/24 network, which confirms that the subnets are properly isolated. In Coursework 2, static routes will be added to both servers to enable inter-site routing and support the DHCP Relay configuration.
[bookmark: _Toc225015724]Summary
In all cases, issues were diagnosed methodically: connectivity was tested step by step from the physical layer upward (adapter attachment >> IP assignment >> routing >> application layer). Checking VirtualBox network adapter settings, reviewing OS IP configuration commands (ipconfig /all on Windows, ip addr show on Linux), and examining firewall rules formed the systematic troubleshooting process. This approach mirrors real-world network administration practice and provided valuable hands-on insight into the interaction between virtualisation networking, OS-level configuration, and host-based security controls.
[bookmark: _Toc225015725]3.1.2. Personal Reflection
Prior to undertaking this coursework, my understanding of network virtualisation was largely theoretical. I had studied concepts such as subnetting, hypervisors, and IP addressing in class, but translating that knowledge into a functioning multi-site virtual network exposed a significant gap between knowing a concept and applying it practically. This project has substantially narrowed that gap.
One of the most valuable lessons was learning how to read error messages diagnostically rather than reactively. When the Debian server returned “Network is unreachable” during cross-site testing, my initial instinct was that something was misconfigured. After careful analysis, I realised the message was accurate and expected; the kernel routing table simply had no entry for the remote subnet, which is precisely what should happen when no inter-site routing has been configured. This shift from interpreting errors as failures to reading them as informative diagnostic signals is a mindset I will carry into future networking work.
The distinction between VirtualBox’s “NAT” and “NAT Network” modes was a specific area of confusion that cost me time early in the project. This experience reinforced that documentation and tool selection require careful reading; two features with similar names can behave very differently. I now understand that NAT provides each VM with private, isolated outbound internet access, while NAT Network creates a shared internal network segment that more closely mirrors a real LAN segment. This distinction is critical to building any multi-VM topology.
Working across both Windows Server 2019 and Debian Linux simultaneously was another aspect I found genuinely challenging but rewarding. The same conceptual task; assigning a static IP address; required entirely different procedures depending on the OS. On Windows, this was done through a GUI dialogue in the adapter settings. On Debian, it required editing a configuration file via the terminal and restarting a systemd service. Developing fluency in both environments will be essential in professional IT roles, where heterogeneous infrastructure is the norm rather than the exception.
Looking ahead to Coursework 2, I feel well-prepared to build on this foundation. The VLSM addressing scheme already in place, the VM infrastructure, and the deliberate network isolation all position the topology correctly for the next phase of services deployment, including DHCP, DNS, Active Directory, IIS, and RDS. I am particularly looking forward to configuring the DHCP Relay on the Debian server, which will require the cross-site routing I have already theorised but not yet implemented. Overall, this coursework has given me a meaningful hands-on grounding in enterprise network deployment that purely theoretical study could not have provided.
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