


Contents
Introduction	3
Part 1 / 2	3
1.0 REStful Web services	3
1.1 Representations	4
1.2 Messages	5
1.3 URIs	6
1.4 Uniform interface	6
1.41 Identification of Resources	6
1.42 Manipulation of resources through these representations	6
1.43 Self-descriptive messages	6
1.44 Hypermedia as the engine of application state (A.K.A. HATEOAS)	7
1.5 Stateless	7
2.0 RESTful Best Practices	8
2.1 Use nouns and not Verbs	8
2.2 Not altering the state with a GET method	8
2.3 Use Plural Nouns	9
2.4 Using Paging and Sorting	9
2.41 Offset Pagination	9
2.42 keyset Pagination	9
3.0 Conclusion	10
Part 3	11
1.0 Serverless Technologies	11
1.1 Baas	11
1.2 Faas	12
2.0 Serverless Models	12
2.2 Google Cloud Functions	12
2.3 IBM Openwhisk	12
2.4 Microsoft Azure Web Jobs	13
3.0 Benefits and disadvantages of Serverless	13
4.0 The circuit breaker pattern	13
4.1 Closed State	14
4.2 Open State	14
4.3 Half-Open State	15
2.1 AWS Lambda	15
5.0 Conclusion	15
6.0 Reference List	16


Figures
Figure 1: JSON Sending Data to Database with AJAX	4
Figure 2: HTML Identifier	5
Figure 3: HTTP Request Diagram	5
Figure 4: HTTP Response Diagram	6
Figure 5: Stateless Design	7
Figure 6: Example of using Nouns	8
Figure 7: Serverless Technology	12
Figure 8: Fass	12
Figure 9: Circuit Breaker Pattern States	14















Introduction
This report will comprise of three main sections with part 1 and 2 investigating the best practices used for web services using RESTful designs and showing how these restful services work with the implementation used in Part one to create an application to auction groups of car number plates. The system for part 1 implementation will aim to achieve automatic generated number plates which will group number plates into batches to be auctioned, this system will allow users of the system to bid on groups of number plates to a specified date and provide the winner of the auction. Part 3 will critically analyse serverless technologies and how they work in conjunction to web hosting further to part 3 the circuit breaker pattern implementation will be investigated with modern day web development.

Part 1 / 2

1.0 REStful Web services
Representational state transfer known as RESTful web services are very efficient light weight services which are built to be loosely coupled which allows it to be very resourceful for API clients which are spread across the internet. V.Vaqqas reports ‘Every system uses resources. These resources can be pictures, video files, Web pages, business information, or anything that can be represented in a computer-based system. The purpose of a service is to provide a window to its clients so that they can access these resources.’[1] With these resources developers prefer a system that is easy to implement for better productivity, that’s where RESTful services has its advantages providing these qualities, V.Vaqqas goes onto explaining the main properties and features of a RESTful service which include:-
Representations
Messages
URIs
Uniform interface
Stateless	[1]

1.1 Representations
With RESTful services there are resources, these resources need to be accessed some way or another. The aim is to identify these resources and decide on how to relate them to each other. When this stage has been determined the next step is to find a way to represent the resources. RESTful has no limitations on the type of format that needs to be used which gives developers many ways to represent the object, T.Fredrich supports ‘it is desirable for a service to support multiple representations of resources, including JSON and XML, as well as wrapped JSON and XML. As the default representation, the recommendation is JSON, but services should allow clients to specify alternative representations.’[2] The web service built for this assignment was implemented with the use of JSON and with the use of AJAX calls.









Figure 1: JSON Sending Data to Database with AJAX
Fig1 illustrates an AJAX POST request the endpoint can be entered to direct where the data is needed to be stored the data is written to represent the style of a JSON. 

Figure 2: HTML Identifier
After each object for example $(“#firstname”).val() this snippet of code will be replaced with the value entered on the frontend HTML page with a unique ID=”firstname” as illustrated on Fig2. This method can also be used to request a GET to retrieve data from the database. This delivers integration with backend, frontend and database systems M.Masse states ‘JSON borrows some of JavaScript’s good parts and benefits from seamless integration with the browser’s native runtime environment.

1.2 Messages
Messages play a big part where a user can talk to a server by using a request and receiving a response. This communication can be achieved with a RESTful service using hypertext transfer protocol (HTTP). The messages contain metadata. When a request is made there are a number of status response messages that can be returned for example a client error can return 4xx errors common ones such as 404 not found.[3] A HTTP request can be broken down and explained with a simple illustration.








												[4]
Fig 3 explains visually how a HTTP request is represented and how the data is held. The common used methods when using a RESTful resource with an HTTP message contain GET, PUT, DELETE and POST. GET reads a message, PUT creates, DELETE removes and a POST updates an existing resource. 





												[4]
Fig 4 illustrates a HTTP response, the server returns a response code which provides the given status of the made request, as previously mentioned such as a 3 digit code (404 Error). The response header contains the metadata and response message and the response body will give a message containing information such as a successful/failed request.

1.3 URIs
A unified resource identifier can be simply explained as an identifier of a resource. L.Berners, T.Fielding et al states ‘A Uniform Resource Identifier (URI) provides a simple and extensible means for identifying a resource.’[5] The REStful primary job form an addressability point of view is covered by the URIs. Every resource has its own unique URI, REST API Tutorial states ‘The constraint of uniform interface is partially addressed by the combination of URIs and HTTP verbs, and using them in line with the standards and conventions.’[6] A URI usually follows a user friendly, hierarchy to allow understanding and usability. 

1.4 Uniform interface
A uniform interface constraint is the core design of a RESTful service, using the uniform interface method allows a simple design with decoupling of architecture, giving parts of the system to independently grow. Four key interface principles can be defined.
1.41 Identification of Resources
The main difference with this is a client representation of a resource can be completely independent from a developer’s representation, a given server can send JSON, HTML or even XML to a client but it will have none of the server’s representation of the resource with it even though it is the same resource.
1.42 Manipulation of resources through these representations
A client may have a resource which hold enough informational data and metadata attached to it allowing the information to be easily deleted and modified. 
1.43 Self-descriptive messages
Self-descriptive messages is self-explanatory messages have enough information included to explain how a process is working.
1.44 Hypermedia as the engine of application state (A.K.A. HATEOAS)
This can be seen as a user using something such as hypertext or hyperlinks within the server to make transition through the means of actions.

1.5 Stateless
When using RESTful web services are used it demands high performance. There can be many servers and services relying on each other with older type services creating a possibility of one thing falling over resulting in all servers falling over, Stateless proves to have a huge advantage within RESTful services due to being able of having a cluster of servers, Rodriguez A explains ‘Statelessness in this sense improves Web service performance and simplifies the design and implementation of server-side components because the absence of state on the server removes the need to synchronize session data with an external application.’[7] 




										
										      [7]
The stateless system is a self-contained and does not rely on information to be stored, statelessness allows communication to be asynchronous and allows multiple requests to work alongside each other without waiting for a response, S.Gruner backs this statement ‘Statelessness enables asynchronous communication where multiple requests are sent in parallel without waiting for a response. Moreover, it reduces the requirements on the main memory for servers that need to handle many connections’[8]. With less requirement on main memory of the servers creates a better useful and efficient web service.


2.0 RESTful Best Practices
Although RESTful Services has been briefly explained above there are best practices to stick to when using this type of system, following these best practices will make sure the upmost advantage is taken. When using RESTful web services there are many best practices that should be undertaken for a successful system 
2.1 Use nouns and not Verbs
It is best practice to always use nouns for resources it allows an easier understanding as illustrated in Fig6.

Figure 6: Example of using Nouns
It is bad practice to use verbs such as:-
/getallnumberplates
/createnewnumberplate
/deleteallnumberplates
Using verbs in a URI can possible create confusion for a user it is generally better to use the noun as if say a number plate is needed instead of using /getallnumberplates getting just /numberplate is sufficient enough to use.
2.2 Not altering the state with a GET method
A best practice to follow is to not use a GET method request to alter the state it is bad practice to do so instead a PUT, POST or delete method should be used. Using HTTP methods such as these can provide CRUD functionality, phauer reports ‘With the five HTTP methods GET, POST, PUT, PATCH and DELETE you can provide CRUD functionality (Create, Read, Update, Delete) and beyond.’[9]
Read: Use GET for reading resources.
Create: Use POST or PUT for creating new resources.
Update: Use PUT and PATCH for updating existing resources.
Delete: Use DELETE for deleting existing resources. [9]


2.3 Use Plural Nouns
Using plural nouns is a best practice for RESTful web services due to the nature of RESTful API services the common practice is to use a GET request using plurals allows a more readable and intuitive style its provides consistency for everyone using the service to keep the names concrete. Mulloy.B mentions ‘Being consistent allows developers to predict and guess the method calls as they learn to work with your API.’[10] And also goes onto saying ‘In summary, an intuitive API uses plural rather than singular nouns, and concrete rather than abstract names.’[10] This sort of organised naming is very important to have a uniform design of RESTful service.

2.4 Using Paging and Sorting
When using endpoints most some sort of paging or pagination will need to be used. Without the use of pagination network traffic could dramatically increase due to millions of results returning from what was meant to be a simple search. There are a few different types of pagination that can be investigated.

2.41 Offset Pagination
Offset pagination can be seen as one of the simplest way of paging. This version is popular with SQL databases which already have limits and offsets applied through the SQL syntax.  Simple GET method to search for 10 rows and starting from the 50th row can be written as 
GET /items?limit=10&offset=100.
The main benefits of using this type is the easy implementation needed to create almost no coding is needed to pass directly to a SQL database, and it works as a stateless server. But it does come with disadvantages such as it can become not consistent when new items are inserted to the database known as page drift, this method can also struggle with large offset values.

2.42 keyset Pagination
Filter values from the last page are used for keyset pagination to fetch the next set of items. Benefits of this style is that there is consistent ordering even with newer items being placed into the tables. It also works well with sorting most recent items. This system works well with large offsets. And it only needs an additional limit URL parameter. Disadvantages with this type is the tight coupling involved which forces a API user to have to use added filters even though they may not even be needed. Keyser pagination does not work with enum strings.


3.0 Conclusion
To develop a lightweight web service RESTful can be an excellent way of doing so, with ease of implementation easy maintenance and good discovery. RESTful service is easy and fast to develop which from an organisation level may be a good thing to look into for productivity. RESTful has been used by companies such as Twitter and Yahoo who have been using this type of web service successfully and it is commonly used by social media services such as Facebook. Due to the huge increase in mobile app usage REST pattern is more than like used due to its fast response and request data processing.















Part 3 
1.0 Serverless Technologies
Serverless technology has gained a lot of attention within the tech industry for the staggering benefits it can deliver the main question that can be investigated, what is serverless technology? The simplest break down of serverless technology can be explained as a cloud based provider that manages and deals with the server side of the organisation in saying this serverless does cover a lot more as explained by M.Roberts, et al ‘As soon as we get into any level of detail about Serverless, we hit the first confusing point: Serverless actually covers a range of techniques and technologies. We group these ideas into two areas: Back end as a service (BaaS) and Functions as a service (Faas).’[11]
1.1 Baas
Baas also commonly known and MBass (mobile back end service) is a method in a way of connecting applications to cloud storage these services can be provided my various companies and usually entail topics such as:-
Push notifications.
Integration of social networks.
Cloud storage.
Chat and messages.
User management.
Business logic, object-oriented program structures.
Usage analysis.







	[12]
1.2 Faas
Faas framework as a service is a readily customised service that meets the business needs of a user by providing foundations for an application. Faas is commonly vended buy companies such as Microsoft windows azure this is because it is created with features that include visual studio and .net frameworks of cloud based apps. What Microsoft does with the cloud based approach is to provide all the necessary tools to work together in one place. Developers are able to use this system to create an app through the cloud and it will have no problems with running on different operating systems such as windows and Linux in multiple languages for any browser and any devices.





	
	[13]

2.0 Serverless Models
There is a lot of serverless models and vendors that are becoming a large scale business most famous serverless models are:-
2.2 Google Cloud Functions
Googles cloud functions system is a very big and upcoming micro service business. Google has been diving and pushing the like of technologies such as kubernetes (containerisation systems). It striving to become a big competitor of AWS lambda. It only support Node.js at the moment but is looking into new languages.
2.3 IBM Openwhisk
IBM Openwhisk is an open source version of AWS lambda again this service used Node.JS framework but it also supports snippets of swift language. The IBM openwhisk can be run on any Operating system such as Ubuntu, MAC OS X and windows. 

2.4 Microsoft Azure Web Jobs
Microsoft although has been lagging compared to the likes of amazon, IBM and google are also offering a cloud computing platform. Azure web jobs will have all the building blocks of a strong cloud computing platform providing a robust serverless based framework with its next generation design to be called service fabric

3.0 Benefits and disadvantages of Serverless
The main benefits of serverless technology is that with serverless a programmer or developer can write any code and it can be run into the cloud base with no worry of having the correct hardware specifications needed as it all provided through cloud based vendors, this removes all the complexity of worrying that your computer hardware system can run what has been built. Development time is significantly reduced and hence cost is cut due to the scalability of cloud services managing the application without any additional effort from a developer. Although there are a lot of benefits there are disadvantages that can occur for example serverless can ass friction due to the fact if the application grows there may be countless of function created and developed for many parts of the growing system making it hard to debug later on, which in conclusion creates a confusion architecture. The nature of serverless cloud systems have to be looked at in a different way to usual methods because the cloud systems can go far beyond a simple use-case, this shows that cloud based systems can become very complex and can be harder to follow the natural flow. Srinath.P explains ‘Serverless need tools and Integrated Development Environments (IDEs) to simplify the experience for complex serverless applications. Such an IDE should enable users to create functions in one view, compose them, test the fully composed application in the IDE itself, debug, make sure everything works, and then a push a button to deploy it to a serverless platform.[14] Given you have the right environment this would work fine but without the correct tools cloud computing could become a problem to work with your system. 

4.0 The circuit breaker pattern
The circuit breaker pattern helps to detect if a service is available or not. The main aim of the circuit breaker pattern is if it detects any failures within the system it will then block the application from accessing the service until the system is available again. If a system fails for some apparent reason the aim is not to show the customer how the system has failed but to be able to handle these errors. Montesi.F, Janine.W explain ‘The circuit breaker pattern is aimed at preventing the failure of a single component to cascade beyond its boundaries, and thereby bring the entire system down with it.’[15] Therefore this allows a fast down failure. Montesi.F, Janine.W also go onto saying ‘when a service becomes unresponsive, its invokers should stop waiting for it, assume the worst, and start dealing with the fact that the failing service may be unavailable. Thus, circuit breakers contribute to the stability and resilience of both clients and services’[15] because a circuit breaker pattern utilises this fast approach it stops an overloaded service because the detection of failure is picked up and taken down before a backlog of error logging is created. There are three main states of a circuit breaker pattern as illustrated in Fig9.
[image: https://cdn-images-1.medium.com/max/2400/1*e-gSQkRTwx1Cau6p4TYSJg.png]









												[16][bookmark: _Toc8654731]Figure 9: Circuit Breaker Pattern States

[bookmark: _Toc8755093]4.1 Closed State
The closed state can be defined as the server working in the correct way allow requests to pass to the service, but a threshold can be created meaning that a given amount of failures can be acceptable but if the threshold is exceeded then this will change the closed state into an open state.
[bookmark: _Toc8755094]4.2 Open State
The open state is in a failed state the requests are not passed to the service, while in this state a fast response error handling message is given to a user. Mechanisms can be created to handle the failure. This state can be check if it can go in a half-open state by sending information to the service to try and regain a response.
[bookmark: _Toc8755095]4.3 Half-Open State
The half-open state can be explained as the in the middle state where it’s neither in a fail or working order, therefore it can only send a limited amount of requests to the service. If the certain amount of requests sent reply with too many failures then it can either go back into an open state or try again on the other hand if a certain amount of requests are sent and it warrants enough successful replies then the state can change to a closed state as a working service. This would also result in all failures and timeouts to be reset as the service begins a new correct working order.

[bookmark: _Toc8755096]2.1 AWS Lambda
AWS Lambda started off with Node.js AWS was announced back in 2004 and is now seen as one of the most mature and stable serverless frameworks available. The service has grown and now supports the like of Java and python. Lambda is very powerful and has very good flexibility with its service and is used by Mobile and IOT developers. 
[bookmark: _Toc8755097]5.0 Conclusion
Serverless is a style of architecture relying on server-side systems as part of an application through the two key uses of Faas and Baas. Serverless is a clever system to allow developers to have better productivity, easier implementation and simpler maintenance by letting vendors do all the hard work. It allows scalability and saved deployment effort, there is also the advantages of easier operational management and a reduced environmental impact. Serverless does brings problems such as debugging the system as is grows in size with a business specification, careful planning is needed with serverless technology and shouldn’t be something to dive right into as architecturally it can be more complex for a traditional developers. The coming advancement with server technology will be very interesting in the coming future as smaller organisations compared to larger scale companies if used correctly could hugely benefit from cloud based systems.
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