Question 1:

a. STP Operations
 Network topology increases due to redundancy. The network from a single point of failure, is protected. For example, a failed switch of network cable. Physical redundancy that loops and duplicate frames when occurs have a very negative impact on the switched network. To address these issues, STP (Spanning Tree Protocol) was developed. It is used to prevent loop occurrence by developing a path that is free from loops. The failures are compensated by the switches. 
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Fig: STP Operations

In the diagram, 
PC1- Broadcast out into the network
S2- Port for Trunk 2 (blocking state)
S2- Configuration with STP

STP Port Roles
The decision that which switch ports is to be put in a blocking state is taken by The Spanning Tree Algorithm so that the loops can be prevented. A switch is designated as the root bridge for that.
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b. Process Switching: It is the procedure in which the processor or CPU’s router is involved in the forwarding decision directly. CPU is responsible for making the choice of the appropriate procedure required to handle the project as well as schedule the process running. Every packet can take a different path and is handled independently. Process switching allows to share the load across links (not be utilized).
Two problems are presented by Process Switching:
i. As each packet has to be processes, the CPU utilization rises.
ii. Packets can be caused to receive at the destination out of sequence because of the packets from different routes. The destination host requires to do more work when the packets arrive out of sequence.
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Fig: Process Switching


Question 2.
a. LAN Design Model

There are three layers in the hierarchal LAN design model. These are 
a. Access: The access layer comprises Layer 2 switches and it controls user and workgroup access on the network. It means it accesses the points that are providing connectivity between servers and workstations. 
b. Distribution: It is the communication point between the core and the access layer. The significant functions include filtering, routing, WAN access as well as analysis of the way how packets can access the core layer. 
c. Core Layer: Another name for this layer is network balance. It makes the transportation of huge amounts of traffic possible. High-speed devices are usually comprised in it, for example, switches with redundant links and high-end routers. 

Diagram:
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Fig: Hierarchal LAN Design Model

b. EIGRP Packet Types:

a. Hello: This EIGRP packet is used to discover neighbours. EIGRP Hello packets are multicast to 224.0.0.10. They are sent in every 5 seconds by default.
b. Acknowledgment: The main function of an acknowledgment packet is to acknowledge that an update packet is received. It can be considered as a Hello packet without any data. They are sent to the sender’s unicast address of the update packet.
c. Update: These contain routing information for destinations. Update packets are unicasted by EIGRP to neighbours that are newly discovered. Otherwise, EIGRP multicasts update packets to 224.0.10 when a metric or a link changes. They ensure reliable transmission.
d. Query: These are used to find feasible successors to a destination. They are multicast always.
e. Reply: These are sent to respond to query packets. They are unicast to the query packet sender.


Question 2 c. 

i. Fast Convergence in EIGRP: EIGRP uses queries, when there is no feasible successor, to EIGRP peers. It has to wait for responses. It then slows convergence and to achieve fast convergence, proper network design is needed. In order to limit the scope of EIGRP queries, summarization helps. As a result, convergence speeds up.

ii. Partial Updates in EIGRP: Partial updates mean information only about the route changes is included. Proper information is not added in these types of updates.

iii. Multi-network layer support: It supports IPv4, IPv6, Apple Talk, and Novell Internetwork Packet Exchange (IPX). All these are PDM (protocol-dependent modules). The protocol requirements that are specific to the network layer are handled by PDMs.

iv. Successor and feasible successor: Successor is used by the EIGRP routing protocol. It is termed as the best route for a particular destination. It contains the route that is installed in the routing table. 
The next best path to a successor is called a feasible successor.


Question 3:
 Secure Scalable Network as an IT Infrastructure consultant
Consider This When You Start your Network Design
A great number of factors need to be considered when designing a secure, efficient, and scalable network. While individual network demands will vary greatly between networks, it is important to think through your network design. Here are eleven design tips that will make your network secure, efficient, and scalable.
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Choice of Devices
For the migration, backup devices, diverse bandwidth-intensive devices, clustered storage systems, virtualization appliances, bladed servers. Data center LAN, SAN, NAS, and cluster fabric. All these devices when interconnected will fulfil the increased storage and bandwidth needs. 

Technology:
High-Density Blade Server Technology: This technology will facilitate server virtualization. Taken from a physical-hardware perspective, there are advantages of using this technology. The blade servers in the technology will maximize CPU processing PPW consumed which it does by containing multiple servers in a single chassis-based enclosure. It is also capable of changing the data centre design paradigm. With the help of the technology, space required can be minimized and efficiency can be maximised. The resources will consolidate into increased port connections, smaller physical footprints. When trying to manage complex and dense port counts, pre-terminated modules and cable assemblies should be used. 
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