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[bookmark: _Toc225505685]Abstract
This report presents a comprehensive cyber security solution for HealthPlus Analytics (HPA), a data-driven organisation operating in a highly sensitive digital environment. The study identifies modern cyber threats including ransomware-as-a-service, AI-driven social engineering, insider threats, and supply chain vulnerabilities. Based on these risks, the report proposes a layered security strategy aligned with Zero Trust principles and frameworks such as NIST Cybersecurity Framework and ISO 27001.
The solution integrates technical controls such as multi-factor authentication, SIEM-based monitoring, and secure backup strategies alongside organisational policies and user awareness programmes. A proactive incident response model supported by continuous monitoring is also outlined to enhance resilience against emerging threats.
The findings demonstrate that a holistic approach combining technology, policy, and human awareness significantly improves cyber resilience. The proposed framework ensures confidentiality, integrity, and availability of organisational data while preparing HPA for evolving cyber threats.
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[bookmark: _Toc225505686]Introduction
Cyber security has become a critical concern in modern organisations due to increasing digital transformation and reliance on networked systems. Cyber attacks such as ransomware, phishing, and insider threats have significantly impacted organisations globally, causing financial loss, reputational damage, and operational disruption.
HealthPlus Analytics (HPA) operates in a data-sensitive environment, handling large volumes of personal and health-related information. This makes it a prime target for cybercriminals. Protecting such systems requires a combination of strong policies, technical safeguards, and continuous monitoring.
The growing complexity of cyber threats, especially with the rise of artificial intelligence and cloud computing, has made traditional security approaches insufficient. Therefore, modern frameworks such as Zero Trust and NIST Cybersecurity Framework are essential in designing resilient systems.
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[bookmark: _Toc225505688]2.1 Identification of Modern Cyber Security Threats
HPA faces a wide range of internal and external cyber threats that are increasingly sophisticated.
One of the most significant threats is Ransomware-as-a-Service (RaaS), where attackers use ready-made ransomware tools to encrypt organisational data and demand payment. This model has lowered the barrier to entry for cybercriminals, increasing attack frequency [1].
Another emerging threat is AI-powered social engineering, including phishing and vishing attacks. Attackers use artificial intelligence to create highly convincing emails or voice calls, tricking employees into revealing sensitive information [2].
Supply chain attacks also pose a serious risk. These occur when attackers exploit vulnerabilities in third-party vendors or software providers, allowing indirect access to HPA’s systems.
Additionally, insider threats—whether malicious or accidental—can lead to data breaches. Employees with access to sensitive systems may unintentionally expose data or deliberately misuse it.
The shift to cloud computing and hybrid work environments has further expanded the attack surface. Misconfigured cloud services and unsecured remote access points create vulnerabilities that attackers can exploit.

[bookmark: _Toc225505689]2.2 Modern Security Policies
To mitigate these threats, HPA must implement robust security policies aligned with Zero Trust principles, which assume that no user or system should be trusted by default.
A key policy is access control, ensuring that users only have access to resources necessary for their roles. This follows the principle of least privilege and supports confidentiality.
Another important policy is data protection and encryption, ensuring that sensitive data is encrypted both at rest and in transit. This aligns with the CIA Triad, particularly confidentiality and integrity.
HPA should also implement an incident response policy, defining clear procedures for detecting, reporting, and responding to cyber incidents.
Compliance with frameworks such as NIST Cybersecurity Framework and ISO 27001 ensures that policies follow internationally recognised best practices. For example, NIST provides guidelines for identifying, protecting, detecting, responding, and recovering from cyber threats [3].
Additionally, adherence to GDPR is essential for protecting personal data and avoiding legal penalties.

[bookmark: _Toc225505690]2.3 Technical Mitigation Measures
HPA should implement a range of technical controls to reduce cyber risks effectively.
Multi-Factor Authentication (MFA) should be deployed across all systems to prevent unauthorised access, even if credentials are compromised.
A Security Information and Event Management (SIEM) system should be used to collect and analyse security logs in real time, enabling early detection of suspicious activities.
To protect against ransomware, HPA must implement immutable backups, ensuring that backup data cannot be altered or deleted by attackers.
Regular patch management based on the CISA Known Exploited Vulnerabilities (KEV) catalogue is essential to address known security weaknesses promptly.
Network security can be enhanced through firewalls, intrusion detection systems (IDS), and network segmentation (VLANs) to limit the spread of attacks.
Cloud environments should be secured using Cloud Security Posture Management (CSPM) tools to detect misconfigurations.
These measures are realistic and achievable within the context of modern organisations and align with best practices in cyber security.

[bookmark: _Toc225505691]2.4 Proactive Monitoring and Incident Response
A proactive approach to monitoring and incident response is critical for minimising the impact of cyber attacks.
HPA should implement 24/7 monitoring using SIEM tools to detect anomalies in real time. This should be supported by Security Orchestration, Automation, and Response (SOAR) systems to automate incident handling.
A typical incident response process includes the following stages:
1. Preparation 
2. Detection and Analysis 
3. Containment 
4. Eradication 
5. Recovery 
6. Lessons Learned 
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For example, in a ransomware attack:
· The SIEM system detects unusual encryption activity 
· The system isolates affected devices (containment) 
· Malware is removed (eradication) 
· Data is restored from backups (recovery) 
This structured approach ensures quick response and reduces damage.

[bookmark: _Toc225505692]2.5 Continuous Training and Awareness
Human error remains one of the biggest causes of cyber security breaches. Therefore, continuous training is essential.
HPA should implement a security awareness programme that includes:
· Regular phishing simulations 
· Vishing attack scenarios 
· Interactive training sessions 
· Role-based training for IT staff and general employees 
Unlike traditional annual training, this programme should be continuous and adaptive, reflecting current threats.
Gamification techniques, such as quizzes and rewards, can increase engagement and participation.
Research shows that organisations with regular training programmes experience fewer successful cyber attacks [4].
By fostering a culture of security awareness, employees become the first line of defence against cyber threats.

[bookmark: _Toc225505693]Conclusion 
This report has identified key cyber security threats facing HealthPlus Analytics and proposed a comprehensive solution based on modern frameworks and best practices. The integration of Zero Trust policies, technical controls, and continuous monitoring significantly enhances organisational resilience.
It is recommended that HPA adopts a proactive security strategy supported by continuous training and adherence to standards such as NIST and ISO 27001. Future improvements may include the adoption of AI-driven threat detection and advanced behavioural analytics to further strengthen security capabilities.

[bookmark: _Toc225505694]References 
[1] StealthLabs, “Cyber Security Threats,” 2024.
[2] The Knowledge Academy, “Types of Cyber Security Breaches,” 2024.
[3] NIST, “Cybersecurity Framework,” 2023.
[4] ISO, “ISO/IEC 27001 Information Security Standard,” 2022.

Appendix (Presentation Slides)

[image: ][image: ]
[image: ]
[image: ][image: ][image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
image5.svg
       Security Analysis Report • HealthPlus Analytics (HPA) • Networks & Cyber Security Essentials • Student Name  – Student ID


image6.png
Introduction

e Cyber security is critical
* Rising threats: ransomware, phishing
 HPA handles sensitive data




image7.svg
       Introduction • Cyber security is critical • Rising threats: ransomware, phishing • HPA handles sensitive data


image8.png
Scenario Overview

e Data-driven healthcare organisation
* Cloud & hybrid environment
e Target for cyber attacks




image9.svg
       Scenario Overview • Data - driven healthcare organisation • Cloud & hybrid environment • Target for cyber attacks


image10.png
Cyber Threats

Raa$s

Al phishing/vishing
Supply chain attacks
Insider threats




image11.svg
       Cyber Threats • RaaS • AI phishing/vishing • Supply chain attacks • Insider threats


image12.png
Security Policies

Zero Trust model
Least privilege
Encryption

NIST & ISO 27001




image13.svg
       Security Policies • Zero Trust model • Least privilege • Encryption • NIST & ISO 27001


image14.png
CIA Triad

* Confidentiality
* Integrity
* Availability




image15.svg
       CIA Triad • Confidentiality • Integrity • Availability


image16.png
Mitigation Measures

MFA

SIEM

Firewalls & IDS
VLANS

CSPM




image17.svg
       Mitigation Measures • MFA • SIEM • Firewalls & IDS • VLANs • CSPM


image18.png
Ransomware Protection

* Immutable backups
e Patch management
* Endpoint security




image19.svg
       Ransomware Protection • Immutable backups • Patch management • Endpoint security


image20.png
Monitoring & Response

e 24/7 SIEM monitoring
* SOAR automation
* Fast response




image21.svg
       Monitoring & Response • 24/7 SIEM monitoring • SOAR automation • Fast response


image22.png
Incident Process

Preparation
Detection
Containment
Eradication
Recovery




image23.svg
       Incident Process • Preparation • Detection • Containment • Eradication • Recovery


image24.png
Training & Awareness

* Phishing simulations
* Role-based training
e Gamification




image25.svg
       Training & Awareness • Phishing simulations • Role - based training • Gamification


image26.png
Benefits

e Reduce human error
* Improve awareness

e Strong security culture




image27.svg
       Benefits • Reduce human error • Improve awareness • Strong security culture


image28.png
Conclusion

* Layered security approach
* Policies + Technology + Training




image29.svg
       Conclusion • Layered security approach • Policies + Technology + Training


image30.png
Future Work

* Al threat detection
* Behaviour analytics
e Regular audits




image31.svg
       Future Work • AI threat detection • Behaviour analytics • Regular audits


image1.jpeg
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David





image2.jpeg
legal and
regulatory
r

expectations

Minimal
understanding
of third-party

6 Common Obstacles
Boards Members Face During
Cybersecurity Change

Limited board
resources to
focus on

cybersecurity

Limited
understanding
of the complex

cyber threat
landscape





image3.jpeg
Cyber Incident Response Process

>\ &

P 4. Eradication

AT




image4.png
Security Analysis Report

e HealthPlus Analytics (HPA)
* Networks & Cyber Security Essentials
e Student Name — Student ID




