1. Introduction
As a world-renowned brand, NatureGarden (NG) is committed to pursuing healthy life and excellent economic benefits. Its excellent product quality makes it a market leader, but it also faces data security issues. The entire company relies on cloud services to provide information technology services and wireless technology is used in 95% of network infrastructure. In this situation, a strong security framework is required. One of the main challenges facing NG is how to ensure that employees and customers can safely access the corporate network while ensuring data security. In addition, how to protect intellectual property worth billions of dollars is also a key issue. At this time, NG has not yet established a comprehensive security policy framework, especially in terms of data security and governance, exposing company data to risks. To solve these problems, NG will conduct research on mainstream security frameworks to establish a powerful security system that is in line with the actual status of the industry and global standards.

2. Research on security frameworks and models
When addressing security issues for NG's information systems, two main security frameworks and models need to be carefully reviewed: the ITIL (Information Technology Infrastructure Library) framework and ISO 27000. These frameworks and standards provide guidance and best practices for designing and implementing security measures.
2.1 ITIL framework
ITIL sorts out and studies the entire process of IT service activities, and launches a relatively complete process-oriented IT service management methodology system to provide guidance and ensure best practices in service management. The ITIL framework is more beneficial for larger organizations like NG because of more formalized processes. ITIL provides NG with comprehensive guidelines for designing, implementing, and improving information security processes, enabling NG to establish more effective service management and improve information security[1]. The ITIL framework consists of several key components as shown in Figure 1 ITIL Framework. A wide-ranging information technology service management system is composed of these parts. Key components include service strategy, service design, service transition, service operations, and continuous service improvement[2]. A set of methods, such as developing a service strategy and generating service design specifications, are included in each section. The ITIL framework is detailed because of the interrelatedness of these steps [3].
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One of the strengths of the ITIL framework is its ability to integrate all aspects of service management to provide organizations with an organic whole that helps them plan, design, implement, operate, and improve their services.
2.2 ISO 27000 
Of the ISO 27000 series standards, ISO 27001 and ISO 27002 are requirements for information separation and security management systems.
NG implements ISO 27001 and can protect data security by ensuring data confidentiality, integrity, and availability[4]. This standard provides a framework for NG to comply with international safety standards to meet international safety requirements. The ISO 27000 series of standards focuses on information security management systems (ISMS). ISO 27001 is the most widely used standard in the series and an internationally recognized information security standard. It provides guidance and a framework containing requirements for establishing, implementing, maintaining, and continuously improving information security management systems. ISO27001 is aimed at the field of information security. It not only includes technical requirements such as asset management, data processing, and information management, but also involves laws and regulations, personnel management, authority management, and many other aspects. It puts forward very specific requirements and standards for information security and privacy protection management, achieving comprehensive protection of information security[5].
The principles on which ISO 27000 information security management systems are based include privacy, availability, and integrity. Confidentiality means that access will be closed to persons who are not authorized to access protected information within the organization. or to prevent unauthorized persons from disclosing this information. Therefore, the information is confidential and should be protected.
Availability of information means that it is immediately available to authorized personnel whenever needed. Even if the organization encounters a problem, the information should be available and readily available. What is essential here is that the information is accessible to those who have access to it.
The integrity of information, like the source of the information, means that the information remains unchanged, undistorted, and remains accessible to authorized persons. The completeness of the information cannot be mentioned if it has been partially altered or altered. Fundamental principles of the ISO 27000 standard include continuous improvement, a risk-based approach, consideration of the organizational context, and regulatory compliance. To ensure consistency in information security and enterprise operations, these principles provide enterprises with a sustainable and risk-sensitive information security framework[6].
ISO 27002 provides a set of best practice recommendations to help organizations implement ISO 27001. This includes details on security policies, organizational security, asset management, human resource security, physical and environmental security, etc., and provides operational guidance for implementing specific measures.
NG can strengthen compliance, security, and information systems management by carefully considering ISO 27000 standards and ITIL framework best practices.

3. Situation assumptions
3.1 Organizational structure and scale
NatureGarden (NG) is a large multinational company with over 10,000 employees and millions of customers worldwide. Because of the company's size and scope, the security controls for its information systems span multiple countries and cultures and must address various local legal and market requirements.
3.2 Technical infrastructure
The majority of NG's network infrastructure is wireless and we make heavy use of cloud services to provide IT services to our clients and staff. Suppose NG needs to integrate cloud services with internal systems. These services are provided by many major cloud service providers.
3.3 Current status of information system security
Currently, NG lacks a clear information systems security strategy, especially in terms of data security, governance, and compliance. Data security management is further complicated by the need for employees and customers to use personal devices to access corporate networks and resources.
3.4 Intellectual Property Rights and Data Security
NG owns billions of dollars worth of intellectual property and is extremely concerned about the security of its employees and customers' data. Therefore, NG must take strong measures in their information system security management to protect these critical assets.
3.5 Legal and ethical compliance
To operate globally, NG must comply with local, state, federal, and international data protection regulations, including the EU's GDPR. NG must simultaneously ensure that their activities comply with industry ethical standards and social morality.
3.6 Security governance and strategic planning
NG currently lacks a clear security governance structure and strategic plan. To improve information security, NG must develop clear security governance policies and strategic plans and integrate them into their overall business strategy.
3.7 Risk management and contingency planning
Risk is an ongoing concern in the rapid world of project and company management. In order to adhere to NG, the company and individuals must be able to recognize possible risks, assess their possible effects, take necessary steps in order to mitigate those effects, and develop backup plans in case of breaches of data and attacks from hackers.

4. Solutions
By combining ISO 27000 and ITIL to create security system solutions, NG can fully leverage the advantages of both to ensure thorough information security management and efficient service management.
4.1 Complete understanding of requirements
Understanding NG's needs is the prerequisite for meeting its expectations, which can start with NG's business operations and information assets. It can be carried out through various methods, such as in-depth communication with management, technical personnel, and other stakeholders, to gain a comprehensive understanding of the company's business. processes, technology infrastructure, and critical information assets. In the process of understanding needs, we should pay attention to active communication with the company, actively listen to the voices of employees and management, understand their pain points and problems, and use this as a basis to upgrade and optimize products or services[7]. The process of understanding business needs focuses on the challenges posed by corporate structure, technology architecture, and cultural and geographical diversity. As a global business, research the local market and legal requirements and gain an understanding of the various ways that information security management is applied in various nations and cultures worldwide. This entails using cloud services and wireless network infrastructure, as well as figuring out how to safely combine these services to benefit clients and staff. These preliminary studies identified NG's specific needs, such as data security, employee device usage policies, and intellectual property protection.
Additionally, to guarantee alignment with NG's business goals and principles, and boost governance and risk management procedures. To enhance efficiency and accuracy, these improvements involve standardizing, implementing automation, and simplifying procedures. Risk management, accordance reviews, and security processes for making decisions are given special attention. Provide individualized training courses for all staff and guarantee a full understanding of information security[8].
4.2 Customized security framework
Since NG has yet to have an established information system security strategy, an extensive security plan built on the combination of ITIL and ISO27000 will be created. The program deals with the problem of staff and customers accessing the company network on personal devices. With NG's dedication to data security and its billion-dollar worth of protected intellectual property, this security solution includes a variety of safeguards to protect these essential possessions and guarantee seamless integration with internal systems.
4.3 Risk management and contingency planning
NG aims to set up efficient ways to assess risk and management frameworks to detect, evaluate, and regulate potential information security risks. Backup plans will be developed and tested to ensure that data breaches, internet-borne attacks, and other security issues can be quickly and appropriately addressed
4.4 Employee training strategy
Develop a comprehensive employee training plan to ensure that each employee understands how to use the company's information systems safely and is familiar with the company's security policies and procedures by the requirements of the security plan. Training will cover data protection regulations. Comply with GDPR, social and industry ethical standards, and ensure employee conduct is consistent with global business requirements.
4.5 Review and updates
NG establishes a continuous review and improvement mechanism to ensure that the security plan can respond to changing business needs and security threats. This mechanism consists of routine risk assessments to find new hazards and shortcomings and evaluate how well controls are in position. Compliance checks ensure all operations comply with international regulations such as GDPR and adhere to industry standards and best practices. Security drills and mock strikes evaluate the reactivity of an organization and the potency of its contingency plan. One of the more extensive ways to enhance network security is through offensive and defensive drills, which are crucial for network security training in the digital age. implementing both offensive and defensive drills concerning safeguarding data, NG can become less susceptible to cyberattacks[10].
Continuous updates are critical to maintaining a healthy information security environment, allowing NG to remain agile and quickly adapt to changes in the external and internal environment. NG should establish a regular vulnerability repair plan and regularly update systems and software. Regularly update software and systems to obtain the latest security patches and feature updates to maintain system security and stability.
4.6 Security governance
A clear security governance structure will be established to guide NG’s information security operations. A personalized design approach is crucial to ensuring the security, control, and compliance of NG's information systems.

5. Factors to consider
5.1 Compliance
Today, data privacy is not just a legal obligation but a key element in building and maintaining customer trust. Based on this recognition, global privacy regulations are increasing and consumer expectations for how data is handled are rising. Many countries where NG does business have relevant laws and regulations regulating the way personal data is processed. NG must always comply with local laws, conduct risk assessments and data protection measures to ensure the security of the transmission of personal information domestically and abroad, and comply with legal and regulatory requirements. NG must also fulfill its ethical obligations in information management and ensure that its operations comply with industry ethical standards, social ethics, and legal requirements. For example, user privacy must be maintained, personal information must be protected, and information technology must not be used to harm others or the community[11].
5.2 Security governance and strategic planning
Data resources can be secured by implementing the proper protection measures after data security policies and technologies have determined the sensitivity, importance, and other requirements of the data set information. This involves setting out the duties and responsibilities at every level and making sure that every decision adheres to the company's overarching business plan. Especially during the strategic planning stage, NG needs to set clear, prospective goals for the security of their information systems and create thorough strategies to accomplish these objectives. These plans need to be closely integrated with the organization's overall plan, take into account the organization's long-term development strategy, and allocate resources appropriately [12].
5.3 Security Policy
To ensure the security of information systems, strict security policies must be formulated, involving issues such as data access restrictions and intellectual property protection. When creating these security policies, the solution must not only consider the specific business needs of the NG, but also compliance, market requirements, industry standards, and best practices[13]. Employee awareness of their duty of care and the proper methods to preserve information security is further enhanced by these policies. This includes establishing policies for the safe management of corporate information, equipment use, and intellectual property protection.
5.4 Risk management
For NG, putting in place an adequate and effective risk management program is essential. This can assist NG in recognizing these threats and, subsequently, in determining the precise impact that these threats may have on its business activities through an in-depth risk assessment. Based on these evaluations, NG needs to come up with efficient response tactics which consist of process modifications, technological adjustments, and contingency plans. To assist organizations in immediately detecting and reacting to novel hazards, prepared risk management is equally as crucial as continuous risk monitoring.
5.5 Security management models and practices
NG needs to select a security management model that fits its needs and risks and incorporate it into everyday activities to ensure the security and effective management of information assets[14]. Security risk assessment is largely about assessing an enterprise's ability to resist damage and recover. This ability is not only reflected in the identification of weak links before an incident occurs, and then through the system and control measures, priority is given to dealing with risks of different emergency and hazard levels to judge and prevent destructive safety incidents in advance; it is also reflected in the identification of weak links when an incident occurs, with the ability to respond promptly, quickly solve problems, and achieve damage-resistant recovery. Comprehensive security training also needs to be provided to teach employees how to identify potential threats, increase security awareness levels, and build a strong security culture throughout the company.
5.6 Contingency Plan
Developing effective contingency plans and response strategies is critical to managing information systems crises. NG should create emergency plans to stimulate instantly when security breaches occur and take swift remedial action in dealing with threats to safety such as weaknesses in the system, viruses in computers, hacking attempts, and intrusions, along with security incidents like leaks of data and illegal access to data. The emergency plan ought to try to deal with potential security incidents along with creating suitable reaction plans, such as internal reporting systems, cause investigations, corrective actions, data recovery, impact analyses, and alerting the individuals whose personal information had been compromised[15]. Emergency protocols for communication are even more crucial as they ensure that, in the event of an incident, everyone is informed as soon as possible and that a successful response is set up. Precise instructions and methods for promptly returning to normal business operations must be supplied to lessen the impact of system failures and interruptions to business.
5.7 Protection mechanism
NG must implement strong data and intellectual property protection measures such as access controls, data encryption, intrusion detection systems, and authentication techniques[16]. The basic elements for NG to create security measures are business needs and technical standards. This thorough consideration guarantees the security and integrity of information during its transfer and retention while also satisfying business operations and regulatory compliance requirements. Having a thorough security plan in place is essential to defending NG against hacking and intellectual property theft.
5.8 Service Level Agreement
SLA (Service Level Agreement) is a contract between a network service provider and a customer. It is crucial to ensure the functionality and security of information systems. To ensure that its services comply with generally accepted information security standards, NG must clarify these agreements with partners and service providers. Backed by an SLA, the service must provide the required availability, resiliency, security, and basic promises of the cloud. In addition to being made initially, these agreements are then regularly examined and revised to make sure that service levels stay up to date with the company's business needs and ongoing development[17].

6. Conclusion
There were several weaknesses in NatureGarden's information security systems, such as poor risk management, a lack of security governance, and insufficient compliance. In response to these problems, this report proposes a series of solutions. The main way that NG makes sure that business operations comply by legal and moral standards is by putting in place a strict adherence framework. Additionally, NG can align its information systems with its overall business plan through the development of comprehensive security governance and a strategic plan that outlines assignments and information security choices. Regarding risk management, NG recommends developing comprehensive risk management procedures to quickly identify and respond to potential threats.
Building the right solution is very important for NG. Through in-depth needs analysis, customized security frameworks, process optimization, employee training, regular reviews and updates, and the implementation of continuous improvement concepts, NG provides comprehensive and effective information security, governance, and establishment of compliance frameworks to ensure corporate information security. Assets are fully protected, NG processes are functioning properly, and employees have the necessary security skills.
NG establishes a culture of continuous learning, motivates employees to remain sensitive to new threats and security technologies, strengthens cooperation with industry organizations and professional institutions, and shares information security best practices. This can improve safety levels across the industry. Communication and collaboration are emphasized within the organization to ensure effective communication and understanding of information security policies so that all departments actively participate in the construction of the overall security system. In addition, investments in new technologies such as artificial intelligence and blockchain can help improve NG’s ability to prevent sophisticated threats. Conducting regular security drills and simulations and using data analytics to monitor potential anomalous behavior are important steps in building a strong information security system. This comprehensive strategy will help NG stay ahead of changing information security risks and ensure the continued healthy development of the company's business.
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