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[bookmark: _Toc165634946]Introduction
Within this assignment, I will present an understanding of network structures and their security. I will also explore the vitality of cyber-security within a network and discuss tactics that could be used to strengthen security against cyber-attacks including prevention, detection, and defense. 
[bookmark: _Toc165634947]Part 1 – A 
Cyber criminals will spend an abundant amount of time strategising an attack. It is important that organisations are prepared for the delivery. 
NIST stands for ‘National Institute of Standards and Technology, it provides crucial support with strengthening and reinforcing cybersecurity measures for organisations across various scales.  With NIST, businesses gain information by managing and lessening the impact of cybersecurity threats protecting their networks and sensitive data. Implementing NIST within a business involves focusing on five key factors: Identification, Protection, Detection, Response, and Recovery.[1]
[bookmark: _Int_mbpAowFq]As shown with Figure 1, NIST has five key stages within its framework when it comes to safeguarding digital assets and personal data in today’s society.
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Fig. 1 Five Functions of the Safeguarding Framework [2]

These five functions include; Identify, Protect, Detect, Respond, Recover, and represent the main stands for successful cybersecurity protection. 
At the ‘Identify’ stage, assists organisations with understanding and managing cybersecurity risks with their systems, people, assets, data and capabilities. With the essential knowledge of how to recognise a cyber-attack organisations can be better equipped to tackle the ever-evolving challenges within this field. This may include identifying hardware and software assets which establish the foundation for an ‘Asset Management Program.’. This is a structured program for catergorising and managing all technical assets within an organisation. [3] It also involves understanding the organisation's position in the supply chain, establishing cybersecurity polices, identifying any threats or vulnerabilities by carrying out a Risk Assessment and setting constraints, and making risk decisions support the Supply Chain Risk Management strategy. [4]
[bookmark: _Int_0zlVWI6S]The second stage is ‘Protect’. This stage involves establishing substantial safeguards to ensure delivery of critical infrastructure service. This function assists with minimising the impact of a potential cybersecurity attack. This will include ‘Access Control’ within the organisation, physically and remotely and ensuring staff are knowledgeable about the potential risks through awareness and training such as privileged user training.[5] Data Security protection is also established to protect the confidentiality, integrity, and availability of information. Management of protective technology is also essential to ensure the security and strength of systems and assets compliant with the organization's polices and agreements.
Furthermore, there is the ‘Detect’ stage which assists with identifying a cybersecurity attack. It ensures that the attack is identified within a timely manner with ‘Continuous Security Monitoring’ capabilities and ensuring the potential impact of these risks is understood. ‘Continuous Security Monitoring’ establishes an ongoing surveillance of cybersecurity control automatically to aid in risk management and making decisions. [6]

The next stage is ‘Respond.’ This requires action regarding any detected cybersecurity threats and intends to reduce the cyber-attack's impact. ‘Response Planning’ processes are carried out during and after the attack, this is a set of instructions to help the company prepare for a data breach. [7] There must also be communication with stakeholders, law enforcement, external stakeholders during and after the attack. Forensic analysis is also conducted to ensure sufficient support recovery and determine the attack's impact. Protection is given to prevent expansion of the attack and to resolve it. 
Lastly, there is the ‘Recover’ stage. This stage includes identifying the next steps a company should take going forward after a cybersecurity attack and recovers any capabilities and services that were affected by it. It helps get things back to normal quickly after an incident to minimize its impact. The company is advised to implement a ‘Recovery Planning’ process which clearly outlines the steps they should follow to heal from the cybersecurity attack. [8] The organisation will then review the attack and its approach and how security could be strengthened for future attacks.
Thus, if an organisation follows these key stages of NIST’ Cybersecurity Framework they should achieve a dominant objective of safeguarding assets and personal data.

[bookmark: _Toc165634948]Part B
Nmap and Wireshark can be used in the reconnaissance stage of a cyber-attack as a great defense, especially with gathering pertinent information.
Nmap means ‘Network Mapper’.  It is a command-line tool used to scan IP addresses and ports within a network while also detecting any installed applications. Nmap grants network admins to discover what devices are running on their network, find open ports and services while also detecting any vulnerabilities. [9]
Nmap assists with collecting relevant information by conducting a scan to aid with determining what is active on a computer or network. [10] Nmap exhibits a Transmission Control Protocol which is a standard communication for delivering data through networks. This is to gather information during the scan. [11]
To gain and overview and understanding of how significant Nmap can be as a tool, it is crucial to understand the elementary flow that guides penetration testers through the phases in the ‘cyber-kill’ chain. Within the reconnaissance stage the attack reveals valuable data such as passwords, employee names and network information. When this occurs, Nmap uses commands like Nmap 192.168.1.103. It Nmap detects operational systems along with their corresponding IP addresses. It is a particularly useful tool as it works quickly, as it can map an entire public IPv4 address space within forty-five minutes. [12]
Wireshark is a network packet analyser, which represents apprehended packet data in a very detailed manner.[13] Within the ‘Reconnaissance’ stage of an attack, Wireshark can be utilised by ethical hackers. Network administrators can gain a better understanding of the IT environment by overviewing the packets captured in Wireshark. This can assist with identifying and troubleshooting network issues. [14] Wireshark can detect various network-based attacks, such as port scanning and attacks using FTP, ICMP, or BitTorrent. [15] Furthermore, Wireshark tunes into network connections in real time, capturing entire steams of traffic, essentially handling thousands of packets simultaneously. Wireshark is reliable, sifting through huge quantities of data with ease.

[bookmark: _Toc165634949]Part C
WannaCry is a malware used by cyber-attackers to extort financial gain.  [16] WannaCry operates by putting a block on user access to files or systems. These files or entire devices are held hostage with encryption until the victim of the cyber-attack pays a ransom to gain access again with a decryption key.[17] WannaCry ransomware attacked many hospitals, companies, universities and even caused the NHS a loss of £92 million in 2018.[18]
There are mitigation strategies that can be established to provide protection from a ‘WannaCry’ attack. The best actions to take are preventative measures.  It is crucial that users keep their operating system and software updated. In May 2017, WannaCry targeted Microsoft Windows. Two months before the attack was even launched, Microsoft released a security patch that protected their users from ‘WannaCry’s attempt. However, as most users and organisations did not keep their operating systems up to date with the newest version, many were exposed to ‘WannaCry’s attack. Thus, it is crucial that users and organisations keep their operating systems up to date. It is also important to lock down multilayers of security protection, ensuring the antivirus is updated often and to back up all valuable data offline on a regular basis. Spam messages should also be ignored, and anti-spam settings should be ensued in the correct way. Furthermore, Windows Firewall should be kept on and configured correctly and public Wi-Fi should be used with a VPN or not at all. [17]
RAT stands for Remote Access Trojan. It is malware that allows attackers to control an infected computer remotely. TeleRAT is a Python based Remote Access Trojan which makes use of telegrams for sending commands and receiving data to and from an infected computer. TeleRAT infiltrates hardware and software often through deceptive distribution such as phishing emails or fake websites. [19] It communicates with a remote server which can remotely control a victim’s device. Once control is gained, attackers can carry out their malicious intent such as swiping personal data, monitoring the victim’s activity or implementing additional malware. TeleRAT is stealthy and can operate easily without detection. This makes it difficult for users and organisations to remove the malware once infected. [20] Some mitigation strategies that can be taken against teleRAT include exercising caution when downloading apps or files, keeping software updated, installing antivirus software, having awareness of ‘phishing’ attempts, activating firewalls, and regularly backing up important files as well as avoiding the use of public Wi-Fi. 
[bookmark: _Int_JzFf6r8d]Phishing is the practice of sending scam emails or SMS messages, that consist of links to malicious websites. These websites often include malware such as ransomware which can compromise individual’s systems or entire organisation's systems. These websites are often designed with intent for users to fall for revealing sensitive data such as passwords or banking information. 
Whaling is a type of phishing attack. The difference with whaling is that the fraudulent messages usually appear to have been sent from someone senior. This makes it more convincing and more enticing for people to interact with. For example, the cyber-attacker could pose as an individual's senior manager at work and send them an email containing a malicious link that the employee is likely to click on unbeknownst to them. The cyber-attacker will then be able to access sensitive files and information.  [22]
Pharming another type of phishing attack. This is when malicious code is installed on an individual’s personal device or server. It misleads users to counterfeit websites without the user’s content nor knowledge. This entices the user to input their personal data, such as their banking information and passwords. Thus, enabling the cyber-attacker to commit identity theft if on the agenda. [23]
As shown in the image below, there are four layers of mitigating the risk associated with phishing and types of phishing attacks. 
[image: ]
Fig. 2 The Four Layers of Mitigation Against Phishing Attacks. [21]
The first layer includes; “Make it difficult for attackers to reach your users”. [21] This includes things such as not enabling your email addresses to be a resource for attackers. The organisation can make it difficult for the emails to be recreated by a cyber-attacker by implementing anti-spoofing controls such as DMARC and encouraging peers, colleagues, and partners to do the same. Monitoring the information put on company websites or personal social media is also important, only putting the information online that is completely necessary. Putting a block on all spam emails is also very important. The second layer of mitigation is helping users identify and report suspicious phishing emails. Staff should be trained to identify phishing emails. The organisation should also ensure employees can spot fraudulent request emails with ease. This can be done by ensuring staff have a well-rounded knowledge of their daily tasks so that they can spot unusual requests with ease. The organisation should also ensure there is a lot of encouragement around reporting phishing if they come across it. The third layer consists of protecting the organisation from the effects of phishing emails that go undetected. This can be done by protecting devices from malware, protecting users from malicious websites, and using effective authentication and authorisation to get into accounts. The fourth layer involves responding to attacks as soon as possible. Users and companies can use a security logging system to identify incidents that may not have come to light yet. An incident response plan should also be put in place to ensure the company is prepared if an attack should occur.

[bookmark: _Toc165634950]Part 2 – A
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Fig. 3 Secure Network Design Topology. 
The above figure shows a topology of a secure network which includes eliminated single points of failure and accommodates reliable crossover. The Network provides high availability as redundancy is used. There are extra routers within the network meaning if one should fail the network is not compromised. Load balancing is also shown in the network. This means incoming traffic is distributed across the various network paths, so none become overloaded, which improves overall performance. This also ensures reliable crossover. Fault tolerance is also incorporated in the network. There are various routers under the same IP address. This means that the network can continue operation if any hardware or software were to cease. 

[bookmark: _Toc165634951]Part B 
A software technology that can be used to enhance network security would be SIEM. SIEM stands for ‘Security Information and Event Management’. It is a security software that assists companies to identify and tackle potential security risks and threats before they get the opportunity to hinder business operation. [24] SIEM uses artificial intelligence to detect any suspicious activity and to automate a vast number of processes associated with cyber-attack threats and incident response. In terms of its functionality, SIEM systems consume log data from many throughout the network, such as servers, routers, firewalls, and switches. These logs consist of useful information surrounding the activity within the network, and user activity. Once this log data is collected, SIEM correlates the log data to spot patterns and any potential threats. It provides an understanding to effectively locate and mitigate potential threats to cyber-security. Furthermore, SIEM monitors the network traffic in real-time. It analyses log data for any usual activity such as unauthorized access attempts or malware infections. If any unsavory activity is detected, then an alert will be sent out. In addition, because of the automatic gathering of data, SIEM is a useful tool for collecting and verifying compliance data across the business. This reduces the weight of cyber-security management and assists with detecting potential threats early so they can be handled and resolved quickly. Thus, it is safe to assume that SIEM can enhance network security exponentially by providing real time insights, threat detection and threat responses capabilities.
A hardware technology that can be used to enhance network security would be Unified Threat Management (UTM). UTM is when several security features or services are combined into one device within the network. [25] They do this by integrating firewall, intrusion detection, antivirus and antimalware protection and content filtering. UTM is a great tool as it is easy to manage, can easily integrate with any existing infrastructure and is also designed for high availability and redundancy.[26] Thus, providing reliable and effective security measures across the network. 

[bookmark: _Toc165634952]Conclusion
To conclude, examining network security assists businesses and individuals to strengthen protection against the various forms of cyber-attacks. Regular monitoring and quick action are crucial when it comes to ensuring the network is secure and stays as such. 
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