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1 - Introduction
 A Fault Tree Analysis (FTA) is a method of deductive failure analysis, used to evaluate the possible failure modes, or faults, within a system, their probability of occurring, and the cumulative probabilities of the system not functioning as intended.
Named due to its plantlike design, with each branch branching into several others, and so on and henceforth, until the fault can be broken down no further, upon which the root causes have been identified. These root causes are often described as “Basic Events”, with the levels in between called “Intermediate events, then “Primary Events” until the “Final Event” is summarized at the top – in the case of FTA this is usually “system fails to function”, however in more complex systems with more subsystems, the FTAs may be separated out to allow for ease of working. An example of this would be:
1. Engine Doesn’t Start (Final Event)
2. No Fuel To Engine (Primary/Intermediate Level 1 Event)
3. For the former - Fuel Pump Not Working, Airlock in Fuel System, No Fuel in Tank (Intermediate Events)
4. For the former – Fuel Pump Broken, Broken Wiring, Broken Switch, Battery Flat (Basic Events/Root causes)
As you can see, this splits down each problem into its individual faults. When combined with statistical calculations, it can be used to inform which potential faults require more effort to combat, and which are least likely and therefore require less focus.
The format of a FTA can also be used with the successful probabilities instead of the probabilities of failure in order to determine the probability of a system functioning correctly, however it is most commonly used in its negative assessment role. 
In the systems engineering module, a task was given to students as part of their system engineering module requiring them to carry out a FTA of a given problem. It is detailed in this report.


2 – Task - Calculation of Probabilities Probability of Success
[image: ]The task presented was that of a hypothetical Individual, Bill, wishing to make himself a hot drink. The hot drink could be either Tea or Coffee, was made using an electric kettle, and needed to be made with Sugar/Sweetener and Milk. A process chart was given to summarize the process, which is shown in figure 1. 
Fig. 1 – Given Process Chart
Alongside the process chart, the probability of several basic level events was given – some of successful events (highlighted in green) and some of negative events, or faults (highlighted in red). The figures given are shown within the first two columns of table 1. Utilizing the two sets of information given above, students were tasked to undertake a complete Fault Tree Analysis of Bill’s drink making process and determine his overall probability of success.
	Given Event
(EG)
	Probability of EG
(PEg)
	Calculation
	Inverse Event
(EInv)
	Derived probability of Inverse Event
(PEInv)

	Tea availability
	0.8
	1 – 0.8
	Tea being unavailable
	0.2

	Coffee availability
	0.9
	1 – 0.9
	Coffee being unavailable
	0.1

	Chance of leaky Kettle
	0.1
	1 – 0.1
	Kettle not leaking
	0.9

	Chance of water supply failure
	0.01
	1 – 0.01
	Water supply working
	0.99

	Kettle reliability
	0.99
	1 – 0.99
	Kettle chance of failure
	0.01

	Plug in operation reliability
	0.7
	1 – 0.7
	Kettle not plugged in
	0.3

	Switch on reliability
	0.7
	1 – 0.7
	Kettle not switched on
	0.3

	Mains supply failure chance
	0.01
	1 – 0.01
	Mains supply working
	0.99

	Cup availability
	1
	1 – 1
	Cup not available
	0

	Cup reliability
	0.7
	1 – 0.7
	Cup chance of failure
	0.3

	Milk availability
	0.9
	1 – 0.9
	Milk not available
	0.1

	Milk freshness
	0.8
	1 – 0.8
	Milk gone bad
	0.2

	Sugar availability
	0.6
	1 – 0.6
	Sugar not available
	0.4

	Sweetener Availability
	0.9
	1 – 0.9
	Sweetener not available
	0.1


Table 1 – Calculated Probabilities of Basic Events/Root Causes from Given Information
To begin, as shown above, the given basic level events were then used to calculate the inverse event – the probability of either success or failure of each event, whichever wasn’t given. Once the probability of success and failure had been determined for all 14 basic events, these could then be combined in line with the process chart to give the 7 intermediate events. The calculation for the Probabilities of failure for the intermediate level events are shown in table 2.
	Event
	Calculation
	Probability of Failure

	A1 – No Water in Kettle
	No Water Supply OR Leaks
1 – [[1 – P(A1.1)] x [1 – P(A1.2)]]
1 – (0.99 x 0.9)
	P(A1) = 0.109

	A2 – No Power to Element
	Not Plugged in OR Not Switched On OR No Mains Supply OR Kettle Broken
1 – [[1 – P(A2.1)] x [1 – P(A2.2)] x [1 – P(A2.3)]        x [1 – P(A2.4)]]
1 – (0.7 x 0.7 x 0.99 x 0.99)
	P(A2) = 0.520

	B1 – Cup Broken
	N/A – Given as Basic Event
	P(B1) = 0.3

	B2 – No Cups Available
	N/A – Given as Basic Event
	P(B2) = 0

	C1 – Incorrect Drink
	No Tea AND No Coffee
 P(C1.1) x P(C1.2)
0.2 x 0.1
	P(C1) = 0.02

	C2 – No Sugar
	No Sugar AND No Sweetener
P(C2.1) x P(C2.2)
0.4 x 0.1
	P(C2) = 0.04

	C3 – No Milk
	Unavailable OR Gone Off
1 – [[1 – P(C3.1)] x [1 – P(C3.2)]]
1 – (0.9 x 0.8)
	P(C3) = 0.02


Table 2 – Calculated Probabilities of Intermediate Events
These probabilities could then be combined to calculate the probabilities of failure at the high intermediate/primary event level, summarized to three factors – the provision of hot water, the presence of a functional cup, and the combination of correct ingredients.
	Event
	Calculation
	Probability of Failure

	A – No Hot Water
	No Water in Kettle OR No Power to Element
1 – [[1 – (P(A1)] x [1 – P(A2)]]
1 – (0.891 x 0.480)
	P(A) = 0.572

	B – No Cup
	Cup Broken OR No Cups Available
1 – [[1 – P(B1)] x [1 – P(B2)]]
1 – [0.7 x 1]
	P(B) = 0.3

	C – Wrong Ingredients in Cup
	Incorrect Drink OR No Sugar OR No Milk
1 – [[1 – P(C1)] x [1 – P(C2)] x [1 – P(C3)]]
1 – (0.98 x 0.96 x 0.98)
	P(C) = 0.078


Table 3 – Calculated Probabilities of Primary Events
Finally, the calculated figures for these three primary events could be combined to give Bill’s overall probability of failure in his Drink-Making Task. This could then be reversed to give the probability of him being successful, as shown below.
P(Incorrectly Made Drink) 	= No Hot Water OR No Cup OR Wrong Ingredients In Cup
= 1 – [[1 – P(A)] x [1 – P(B)] x [1 – P(C)]]
= 1 – (0.428 x 0.7 x 0.922)
= 0.276 (3dp)
Therefore: P(Correctly Made Drink)	= 1 – (0.276)
					= 0.724 (3dp)
As such, it is calculated that Bill has a 72.4% chance of making his drink correctly with zero issues. The completed FTA for this process is shown n the next page in figure 2.
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3 – Application of Human Factors
For the second part of the task, the hypothetical scenario was developed. We were told that “Bill has woken up in the middle of the night and wants to make a cup of tea. Bill’s ability to plug in and switch on the kettle will drop to 75% of normal and his ability to select a cup will drop to 90% of normal”. This is an example of how Human Factors outside the direct functions of a system can, and will if given the chance, affect the desired output.
Given the above (paraphrased) statement, it was determined that it would require the recalculation of the following events:
	Event
	Previous Success Rate
	Fatigue Effect
	New Success Rate
	New Failure Rate

	A2.1 – Plugging In the Kettle
	0.7
	75% Decrease
	0.525
	0.475

	A2.2 – Switching on the Kettle
	0.7
	25% Decrease
	0.525
	0.475

	B1 – Select Non-Broken Cup
	0.7
	10% Decrease
	0.63
	0.37


Table 4 – Events Fatigue Effects
Once these three individual events had been recalculated, the new figures could then be fed back into the calculations for the intermediate events within the system. Specifically, this altered events A2 and B1, which are highlighted in table 5.
	Event
	Calculation
	Probability of Failure

	A1 – No Water in Kettle
	No Water Supply OR Leaks
1 – [[1 – P(A1.1)] x [1 – P(A1.2)]]
1 – (0.99 x 0.9)
	P(A1) = 0.109

	A2 – No Power to Element
	Not Plugged in OR Not Switched On OR No Mains Supply OR Kettle Broken
1 – [[1 – P(A2.1)] x [1 – P(A2.2)] x [1 – P(A2.3)]        x [1 – P(A2.4)]]
1 – (0.525 x 0.525 x 0.99 x 0.99)
	P(A2) = 0.730

	B1 – Cup Broken
	N/A – Given as Basic Event
	P(B1) = 0.37

	B2 – No Cups Available
	N/A – Given as Basic Event
	P(B2) = 0

	C1 – Incorrect Drink
	No Tea AND No Coffee
 P(C1.1) x P(C1.2)
0.2 x 0.1
	P(C1) = 0.02

	C2 – No Sugar
	No Sugar AND No Sweetener
P(C2.1) x P(C2.2)
0.4 x 0.1
	P(C2) = 0.04

	C3 – No Milk
	Unavailable OR Gone Off
1 – [[1 – P(C3.1)] x [1 – P(C3.2)]]
1 – (0.9 x 0.8)
	P(C3) = 0.02


Table 5 – Calculated Probabilities of Intermediate Events (Changes Highlighted)
These were then combined to give the new figures for the primary events. Again, changes have been highlighted in the table below.
	Event
	Calculation
	Probability of Failure

	A – No Hot Water
	No Water in Kettle OR No Power to Element
1 – [[1 – (P(A1)] x [1 – P(A2)]]
1 – (0.891 x 0.27)
	P(A) = 0.759

	B – No Cup
	Cup Broken OR No Cups Available
1 – [[1 – P(B1)] x [1 – P(B2)]]
1 – [0.63 x 1]
	P(B) = 0.37

	C – Wrong Ingredients in Cup
	Incorrect Drink OR No Sugar OR No Milk
1 – [[1 – P(C1)] x [1 – P(C2)] x [1 – P(C3)]]
1 – (0.98 x 0.96 x 0.98)
	P(C) = 0.078


Table 6 – Calculated Probabilities of Primary Events (changes Highlighted)
Finally, the three primary events could once again be combined to give the new (fatigued) overall probability of failure, and thus the updated probability of Bill being successful.
P(Incorrectly Made Drink) 	= No Hot Water OR No Cup OR Wrong Ingredients In Cup
= 1 – [[1 – P(A)] x [1 – P(B)] x [1 – P(C)]]
= 1 – (0.24 x 0.63 x 0.922)
= 0.861 (3dp)
Therefore: P(Correctly Made Drink)	= 1 – (0.861)
					= 0.139 (3dp)
As can be seen, the probability of Bill producing a correctly made drink has reduced from 0.724 to 0.139. This is an extremely large decrease which illustrates the effects that human factors can have upon even a relatively simple scenario. In this case a 25% reduction in the ability to plug in the kettle and turn it on, and a 10% reduction in the ability select an unbroken cup, has resulted in an 81% reduction in the ability to complete the task.



4 – Conclusion
As demonstrated in the task given for this report, a fault tree analysis can be an excellent tool for evaluating the progress, and overall impact of faults through a system and their effect on overall outcomes. It has, however, been noted that particularly within larger systems with more layers and a greater number of events, that the calculations can become somewhat expansive and hard to keep track of. As such, care should be taken when carrying out an FTA to ensure that all calculations are done correctly, that the successful probability and it’s inverse of the probability of failure don’t become confused, and that the formulae for calculating the AND and OR relationships are applied correctly.
The second part of the task highlighted the potential impact of human factors, in this case simulated fatigue, upon a system. A relatively small reduction in success rates, none greater than by 25%, across a few basic events/root causes, was shown to result in an 80% reduced success rate. This highlights how human factors should always be considered when designing a system with human influences.
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