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Introduction 
The following assessment based on key study of Council of Republic of Snowdenia were Jones Smith Truman Consultants is invited to present information about data protection and low-level hacking. He explains that to talk about data protection is important to talk about information security, which is based on three elements: confidentiality, integrity, availability, also known as CIA, with relative risk and possible solution or prevention and some example. Other topics discussed by Jones Smith Truman Consultants is the attack done by one stuff of Snowdenia, where he used the ARP attack whit Man-in-the-middle. In this report there are present possible solution of this type of attack and how can be prevent.   

Confidentiality 
The concept of confidentiality is like the concept of privacy. Confidentiality is the ability to hide their own data from unauthorized access, so it is necessary to secure privacy. The confidentiality needs to be granted during storing of data or transit through a network. The reason for the violation of confidentiality can be a human error or a malicious attack. The mode of attack can be different, and it can be a subtraction of password or action of social engineering or interception of data in the net. People error which compromises the confidentiality can be given access to the third party not authorized or the wrong usage of the tool of authentication. For example, a person who wants to withdraw money from an ATM. In this case, the person will keep secret the PIN, and the society which keeps ATM will take secret abut modification of person account after withdrawing. If the confidentiality were compromised in any part of the transaction, there would be a violation, and there will be economical and privacy damage for the person and reputation damage for the company. The confidentiality can be compromised if any person stands behind the first person, and he can see the PIN or password, or in general, when there is a loss or theft of data. The concept of confidentiality is not univocal, because there are different elements that company need to take care in the relation of business, the grade of sensibility of information the level of secrecy. There is a different type of tool to ensure confidentiality like cryptography, a combination of username and password, PIN code and recently biometric identity verification like a fingerprint, face recognition and voice recognition.

Integrity 
Integrity is the capacity to maintain truthfulness of resource, data and to guarantee that they will not be modified or cancel from not authorised person. Integrity is the prevention of not authorised changing of information and ensure that data can be verified. The violation of data integrity can be done in different level, from the simple user to administrator, the reason can be a wrong implementation of security policy, there is some vulnerability in code of the program which exposes the application and resource to potentially fraudulent use, putting the integrity of that information at risk. For example, if there is an e-commerce web site and some malicious person want to do some shopping but changing the price of the product on his choice. This will be an integrity violation because the information is altering whit out authorisation. Another example is when a user tries to connect to a website, but a malicious person is standing between user and site and redirect the traffic to a different site. To ensure the integrity is essential to have authentication policy and to monitor steadily the enough access and resource usage whit tool which create control log. To check the access whit Identity and Access Management, the procedure of authentication, Intrusion Detection system, restriction of access and user training this represents the possible solution of integrity.

Availability
Availability is the possibility of an authorised person to access to a resource for a fixed and uninterrupted time. This means that during the fixed time, there is any interruption and guarantee that the resource is ready when needed. To ensure this service, it is possible to use the mechanism of Disaster Recovery, back up and Business Continuity, which can reduce the effect of potential data loss. Possible threats of availability are made by a software error, device breaks, environmental factor and catastrophic events, and this event can cause an interruption in electricity support, floods, earthquakes. There is some human action like Denial of Services or Distributed Denial of Services or interruption of communication. Another possible situation is the overuse of hardware and software component or accidental removal of data. The countermeasures that can be used in this situation are the design of network infrastructure capable of ensuring the redundancy of the system and offering the service required even in the event of failures or accident, firewall system which can protect the network internally and continuous circulation checking. The infrastructure policy updating to guarantee a solution to be capable of limiting the possible points of attack.     
 
Definition of Man-in-the-Middle attack
A Man-in-the-Middle (MITM) attack is not limited to the online world or home computers. Through these attacks (in their pure form) the hacker is inserted between two entities that are trying to communicate with each other, "poisoning" the communication and intercepting the messages sent. The hacker could also pretend to be one of the two parties and "poison" the messages. In the offline world, an example is: someone creates false invoices or payments, places them in the victim's mailbox and then tries to intercept the payment of these invoices. In the online world, it is a bit more complicated, but the idea is the same. The hacker is inserted between the target (the victim) and the source (the server or router) that the first is trying to contact. The presence of the hacker is perceived neither by the victim nor by the source that the hacker is personifying.
 
Types of MITM
During a typical MITM attack, a hacker uses a Wi-Fi network to intercept user communications. This generally works by "poisoning" the connection of the router at first sight "healthy", or by exploiting a flaw in the router setup with the aim of intercepting users' sessions on the router. In the latter case, a hacker could configure the victim's wireless device, for example, a laptop, by 'rigging' a free Wi-Fi hotspot, giving it one of those names commonly used in public Wi-Fi areas such as airports or cafeterias. Later, when the user connects to the 'fake' router and tries to access sensitive sites, such as their bank's site or sales pages, the hacker identifies a weakness in the configuration or in the router encryption system and exploits the flaw to intercept the communication between the user and the router. This is the most complex case, but it is also the most effective if the hacker can establish a constant and lasting communication (hours or days) with the compromised router. This would give him the possibility of silently spying on the sessions that the victim establishes with the router, in theory, safe (imagine the case of communication with the corporate email server) and steal a large amount of sensitive data. A recent variant of MITM is the attack known as man-in-the-browser. In this case, the hacker uses different methods through which he "plants" a malware code on a victim's computer, codes that act inside the browser. The malware is then able to record the data exchanged between the browser and the target sites where the hacker has entered the malware code. This type of attack has become quite popular in recent years because it allows the hacker to hit various victims at the same time, and the shot can be carried out remotely.
 
Defence methods from MITM 
There are various ways to defend against MITM attacks. However, almost all attacks are directed at routers and servers, and this prevents users from controlling transaction security themselves. For example, it is possible to use an effective encryption program that acts between client and server. Thanks to these programs, the server can authenticate itself by presenting a digital certificate, and the client and server can establish an encrypted channel through which to send sensitive data. However, it is essential that encryption is enabled on the server. Another possibility is to avoid free Wi-Fi connections altogether or use a browser plug-in such as HTTPS Everywhere or ForceTLS that can establish secure connections. However, these defence methods have limitations, and there have been cases of attacks such as SSLStrip or SSLSniff that question the security of SSL connections.

ARP Spoofing 
It is an attack were malicious person send a false Address Resolution Protocol in a local area network. This attack creates a link IP address of victim computer and malicious person, and the attacker will obtain all data interest that IP address. The attacker can intercept, modify or stop data in-transfer. Arp attack is used with other attacks like Denial of service attack, Session hijacking and Man-in-the-middle.
 
ARP Spoofing Protection 
 There is some recommendation to prevent ARP spoofing. Avoid trust relationship, and the organisation need to implement the protocol on trust relationship as small as possible because this type of relations based on IP makes it easy for malicious to attack. Use cryptography network protocols; it makes stronger the prevention of ARP attack because data are encrypted before the transition, an example of secure communication protocol are HTTP Secure, Transport Layer Secure, Secure Shell. Use of ARP spoofing detection software, there exist program which works by inspecting and certifying data before the transition, and block data that can be spoofed. Packet filtering, it inspects packets when they are transmitted, and they filter out and block packet whit conflicting source address information.

Password cracking
Password cracking means all operation that gives access to a password from a resource like an encrypted file. This attack can be repeated several times. They can be done to remote or locally. It is possible to use Brutal force attack.

Conclusion 
Fore data protection we need data security based on Confidentiality verified by cryptography, a combination of username and password, PIN code and recently biometric identity verification like a fingerprint, face recognition and voice recognition, Integrity verified by Identity and Access Management, Availability whit redundancy of the system. Man-in-the-Middle (MITM) attack is one of ARP attack, possible solution are avoid trust relationship, use cryptography network protocols, Use of ARP spoofing detection software, Packet filtering. 
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