Footprinting

Lab Submission Requirments: 
· Reconnaissance Report
 
· Questions and Research

Tools:
· Ping
· Web Data Extractor
· Email Tracker Pro
· TCP View tool
· Sublist3r
· Recon-ng	

Alternate Tool:
· Subfinder

Questions and Research

Task 1: Use Windows Command Line Utility to Gather Information

What is the outcome of the above two ping commands? What is the 
reason for the two outcomes?

#Ping 1 - Success - ping www.itsecgames.com -f -l 1472
First ping succeeds due to being a suitable packet for network transmission.
#Ping 2 – Failure - ping www.itsecgames.com -f -l 1473
The second ping fails however due to being unsuitable for transmission on the network. There are multiple reasons for this which will be addressed. 
Firstly, the packet size we have requested to transmit via the -l “1500” flag is too large for the network indicated by the “Packet needs to be fragmented” response. This is due in part to the lack of consideration of additional packet headers i.e., IP and ICMP which are added during packet construction. Are more suitable size would be 1472 allowing for the addition of the outlined headers. 

Further to the above, we have also instructed the packet to “Don’t Fragment” or in other words don’t split yourself up indicated by the -f flag. This instructs the packet to complete transmission whole. 
The instructions we have outlined in this scenario give the packet no options but to fail transmission. 
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By issuing the -i command, you are setting the TTL to a certain value to check the time span of the packet. By setting the TTL to 1, 2, 4, 5, 9 etc what piece of information did you gather? 

· Network pathing / Topology
· IP Addresses
· Device Responses
By incrementing the Time-To-Live (TTL) of a packet we can begin to get an understanding of the network topology.
Each incrementation provides us with interaction at a different device. For example, a TTL of 1 will only reach the default gateway as that is the next hop when trying to get to the internet. 

However, as we increment further. We see different devices and can gather vital information from them I.e., IP, response. 

Request timed out responses can indicate firewalls or filtered traffic and can be navigated through via the next increment. This works due to filtering and forwarding. Firewall may be setup to not respond but only forward to the next hop.
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Do research on the internet and find out what are the options, you can use with ping command and what are their functionalities with suitable example?

Ping is a command line utility that has extensive application and can be used it a wide range of situations [1]. The following is a demonstration of some of its functions [2]:
continous ping: -t 
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force ipv4 
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Specify number of requests: -n
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By issuing the above steps, you may get the records of domain from an authoritative server. What is so important in getting the information like this?

Obtaining DNS records for authoritative servers is critical for accurate and reliable information about the queried domain. Authoritative servers maintain official records ensuring the data provided is trustworthy. 

This can avoid potential caching issues and will provide the most recent information available.

In relation to security, authoritative servers aid in analysing the legitimacy of a domain identifying attacks such as DNS spoofing.

How can we prevent our Infrastructure from these kinds of attack? Could you reflect your reviews in a short description with appropriate citations? Why do we get an output like this?
 
There are several mitigation techniques that can be utilised to prevent your network being effectively footprinted.
 
· Restrict network traffic using a firewall. By setting rules we can prevent unauthorized DNS and ICMP traffic. 
 
· Monitor traffic via logs and filter out any suspicious traffic such as malformed DNS queries or advanced search parameters. 
 
· Set DNS information to private.



Task 2: Use Web Data Extractor tool to extract data from web pages. (Web Scraping or Web Data Mining)

What information did you gather? Did you get the below result? If so, why? If not, what would be the reason for an outcome like the below one?

Results differed from the example; sessions settings were the same however not as many results retrieved. This could be to changes in the page itself i.e., being made more secure, information being removed. Alternatively, the tool used is not as efficient. 
 
In relation the timeout on bad URLs. This could potentially be server-side errors due to the size of the item being retrieved. Alternatively, the server could be denying the request and sending the timeout instead.

What information did you gather? 

Target 1 - certifiedhacker.com
Site was inactive. Unable to retrieve any useful results. Multiple attempts made. No obvious issues other than inactivity
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Target 2 - itsecgames.com
Scan was succesful. Information retrieved included:
 
· Meta tags
· URLS
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Research on the internet and find out similar tools used? Document them with their operations, functions, and screenshots.

Scrapy is a Python based open source and collaborative framework for extracting data from websites [3]. It uses custom built web spiders to crawl webpages and retrieve data. It can retrieve different formats of data as demonstrated by the example crawlers presented below.
 
Data types include  HTML, XML, CSV
 
Scrapy is run in the command line and can output results in several formats i.e., CSV, JSON, XML [4]
 [image: ]
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HTML Crawl spider  
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XML CrawlSpider 
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Task 3: Use Email Tracker Pro to trace and track delivered email.

What information did you gather?

Was unsuccessful in my attempts to get the program installed. Tried on multiple machines and got the same error. Troubleshooted and tried installing Java however, installer still throwing the same error.
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Research on the internet and find out similar tools used? Document them with their operations, functions, and screenshots

Was unable to find any tools that were an exact match in terms of functionality especially the tracking side of things. Most were deemed unreliable and not worthy of use. However, there are a number of tools that can be used to inspect email data and provide interesting information.
MX Toolbox [5] - Email Header Analyzer, RFC822 Parser - MxToolbox
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Gaijin [6] - https://www.gaijin.at/ 
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Task 4: Use TCP View tool to identify the processes running on a Machine
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	ENDPOINTS: 227
	ESTABLISHED:12
	LISTENING:28



What happens in the TCPView window?

Colours indicate current connection status. When a program is closed the endpoints, established, listening updated accordingly. 
	RED = TIME WAIT
	GREEN = ESTABLISHED
	YELLOW = IN-PROCESS
	BLUE = UDP
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Task 5 - Use Sublist3r tool to enumerate subdomains of Websites using OSINT

Target 1 certifiedhacker.com

Results: 30 Unique subdomains enumerated.
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Research on the internet and find out similar tools used? Document them with their operations, functions, and screenshots.
Subfinder is a command-line utility [7], installed via apt and powered by Golang. It provides identical functionality to sublist3r and is used for enumerating subdomains. 

To invoke Subfinder you use the term “Subfinder” follow by an appropriate switch i.e., -h [8] 
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Output will be returned onscreen on completion of query i.e, 
Example query: Subfinder -d certifiedhacker.com -t 10 -o certifiedhacker [image: A screenshot of a computer
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Task 6: Use Recon -ng tool

Do research on the internet and find out the purpose, functionality of this tool. In relation to this tool, find out what Marketplace is?

Recon-ng is a full-featured reconnaissance framework designed with the goal of providing a powerful environment to conduct robust open-source web-based reconnaissance [9].
It functions in the command line [10] and provides users with an extensive platform for automated information gathering via a wide array of modules [11].
Modules are stored in a “Marketplace” which serves as a central repository that can be interacted with via a search function [11]. 
Modules vary in utility and requirments, for example some require API keys for access.
Each module servers a different purpose and are generally categorized as follows [12]: 
· Discovery 
· exploitation
· import
· recon
· reporting
Self-explanatory the categories help a user to search effectively for an effective usable module depending on the context of their objective. 
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What information did you gather?

Unsuccessful using the Bing domain web module. Potentially behind an API as no results were returning for any sites. 

Utilised hackertarget as an alternative. Enumerating several different domains which could be utilised for further reconnaissance.  
 
	Target 1: certifiedhacker.com
	Target 2: itsecgames.com
	Target 3: hackxor.net

	29 Hosts found
	1 Host found
	8 Hosts found




Do research on the internet and find out other modules to find out more hosts. Document them with their operations, functions, and screenshots.

Hackertarget in recon-ng is an information gathering and reconnaissance module that can be used for the collection of information about various targets during the initial foot printing phase. 
Using the HackerTarget.com online platform it provides tools that include DNS lookup, domain monitoring, WHOIS.
Installed via recon-ng marketplace “marketplace install hackertarget.”
Functionally it operates equal to other host enumerating modules such as Bing domains web. Targets can either be pre-defined or set using.
“Options set source.”

Run command operates the function and will return when complete. Results are listed and a summary is provided with number of hosts found. 
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Results can also be viewed in tabular format using “Show Hosts.” 

[image: A screenshot of a computer

Description automatically generated]

Brute Hosts:
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Recon-ng Report
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Alternate Tool 

Original tool: Sublist3r
Alternate tool: Subfinder

What is Subfinder?

Subfinder is an open-source subdomain discovery tool written in Go, designed for security assessments and penetration testing. It employs concurrent DNS queries for fast subdomain enumeration and integrates with various public APIs, including Censys and Virustotal [13]. The tool supports recursive subdomain discovery and allows users to specify custom DNS resolvers [7]. Output can be saved in multiple formats, and Subfinder can be seamlessly integrated into larger penetration testing workflows
Demonstration
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Results

	[image: A screenshot of a computer

Description automatically generated]
	[image: A screenshot of a computer screen

Description automatically generated]



Both Subfinder and sublist3r returned a total of 30 subdomains. Analysing the results, they appear to be identical.  
Comparison

Tools are identical in functionality, visual appearance, and interaction. No apparent advantages to utilising one over the other. Both provided the same list of results in the same format. No additional options present in either. 
Conclusion

From utilising both tools and exploring their options there is no discernible difference between the two tools other than their name. Both are adequate at enumerating subdomains of a target host and could be utilised as part of a footprinting toolkit. 
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[scrapy. core.engine] INFO: Spider opened
[scrapy.extensions. logstats] INFO: Crawled @ pages (at © pages/min), scraped
[scrapy. extensions. telnet] DEBUG: Telnet console listening on 127.0.0.1:6023
[scrapy.core.engine] DEBUG: Crawled (404) <GET https://quotes.toscrape.com/ro
[scrapy.core.engine] DEBUG: Crawled (200) <GET https://quotes.toscrape.com/pa
[scrapy.core.engine] DEBUG: Crawled (200) <GET https://quotes.toscrape.com/pa
[auotes] DEBUG: Saved file quotes-1.html

[auotes] DEBUG: Saved file quotes-2.html

[scrapy.core.engine] INFO: Closing spider (finished)
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import scrapy
from scrapy.spiders import CrawlSpider, Rule
from scrapy.linkextractors import LinkExtractor

class myspider(CrawlSpider):
name = "example.con’
allowed_domains = [
start_urls = [*http://wa.example.con"]

rules = (
# Extract Links matching 'category.php’ (but not matching 'subsection.php’)
# and follow Links from them (since no callback means follow=True by default).
Rule(LinkExtractor (allow=(r"category\.php",), deny=(r"subsection\.php",))),
# Extract Links matching 'item.php’ and parse them with the spider’s method parse_item
Rule(LinkExtractor(allow=(r"item\.php",)), callback="parse_item"),

def parse_item(self, response):

Self.logger.info("Hi, this is an item page! ¥:", response.url)
scrapy.Iten()
response.xpath(*//td[@id
"name"] = response.xpath('//td[@id
"description”] = response.xpath(

*//tdleid="iten_description™]/text()®
).get()
item["link_text"] = response.meta[link_text"]
url = response.xpath(®//td[@id="additional_data"]/@href').get()
return response. follou(

ten_id"]/text()').re(r"ID: (\d+)")
tem_name"]/text()') -get ()

Url, self.parse_additional page, cb_kwargs=dict(item=item)

def parse_additional page(self, response, item
iten[ "additional_data"] = response.xpath(
*//pleid="additional_data"]/text()"
).get()
return item
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#rom scrapy.spiders import XiLFeedspider
from myproject.itens import TestItem

class MySpider (XiLFeedSpider):
name = "example. con
allowed_domains = ["example.com”]
start_urls = [*http://wa.example.com/Feed.xml"]
iterator = "iternodes” # This is actually unnecessary, since it's the default value
itertag

def parse_node(self, response, node):
self.logger.info(
Hi, this is a <¥> node!: ¥s”, self.itertag, "

join(node. getall())

TestIten()

node. xpath("6ia").get()
item["name"] = node.xpath("name").get()
item["description”] = node.xpath("descriptior
return item

").get()
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SPF and DKIM Information

Headers Found

Header Name Header Value

MIME-Version 10

Date Fri, 22 Jul 2022 13:07:37 +0100

Message-ID <CAFoJXA_R7zJrGuAe=+Mg-jb3F_AIMEz7v3a1Cyq4Bu3hSDNL6g@mail gmail com>
Subject Read please

From Dave Comelius <davejcomelius@gmail.com>

To julie comelius <julie c23@hotmail co.uk>

Content-Type ‘multipart/mixed: boundary="0000000000003¢304205e463b05d"

Received Header

MINE-Version: 1.0
Date: Fri, 22 Jul 2022 13:07:37 +0100
Message-1n:

Subject: Read please

From: Dave Cornelius

To: julie cornelivs
Content-Type: multipart/mixed; boundary="0866000000003¢304205463b05d"

- -0000000000003¢3042052463b05d
Content-Type: multipart/alternative; boundary="6000000000003¢364005¢463b05b"

--000000000000323040052463b05D
Content-Type: text/plain; charset="UTF-8"

--000000000000323040052463b05D
Content-Type: text/htnl; charset="UTF-5"

000000000000323040052463b05b-
000000000000323042052463b05d
Content-Type: application/vnd.openxmlformats-officedocunent .uordprocessingnl.document; name="Research and case scenario in Data Security and Compliance.docx”
Content-Disposition: attachment; ilename=
Content-Transfer-Encoding: basesd
X-Attachment-Id: f_lsuf3voho

Content-1D:

esearch and case scenario in Data Security and Compliance.docx”

- -0000000000003¢3042052463b05d-




image14.png
Headers

Delivered-To:

Received:
X-Google-Smtp-Source:
X-Received:

ARCSeal:

ARC-Message-Signature:

ARC-Authentication:
Results:

Return-Path:
Received:

Received-SPF:

Authentication-Results:

X-MSFBL:

DKIM-Signature:

Tor

Message-ID:
Date:

Date (formatted):
Content-Type:
MIME-Version:

davejcomelius@gmail.com
by 2002:205:6022:34c4:b0:4c:2a0f:7ch7 with SMTP id codcsp7562154lab; Sun, 7 Jan 2024 11:58:28 -0800 (PST)
AGHT+1GrouBAVOrMNTEAvYusSMgm + GfSv12ThQ3n/UxupIZKIEdb-+AeqdBSISMygU +/ZSKVgFCD

by 2002:205:600c:3113:b0:400:877d:ca9 with SMTP id g19-20020205600¢311300b00404877d0ca9mr1289550wmo. 104.1704657508305;,
‘Sun, 07 Jan 2024 11:58:28 -0800 (PST)

1; a=rsa-sha256; t=1704657508; cv=none; d=google.com; s=arc-20160816;
THrtDQIF+3tuwBWL7d38IXLBC+u+Rm+BpkoFQWCE;3Pp736+16MAN20wW1 CuTKFL
IdIMbSSVhic1 didbPAIPXEVESmA-++KOZBKW/IcFWXVCEO 30TV wkSHVCNPLMFc0a3W
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8icanpUBTIG?47QbxuMO/UKCDVGV1AagBOeH5 21 WnXIO1IWPUUFFc7USjbroglZCDNN
'UP2VpLVX1Po4YayC52CM3wfOGM2y120/Zdf4PSx07dbBCtURSMI6UGTRWHI3ZOXKL tap IAA:
i=1; mx.google.com; dkim=pass headeri=@announcement.deliveroo.co.uk header.s=scph0420 header.b=CSmIVWrc; spf=pass (google.com:
‘domain of msprvs1=19736bcsa179d=bounces-1898-138@announcement.deliveroo.co.uk designates 223.165.114.87 as permitted sender)
‘smtp.mailfrom="msprvs1=19736bc5a179D=bounces-1898-138@announcement. deliveroo.co.uk’; dmarc=pass (p=REJECT sp=REJECT
dis=NONE) headerfrom=deliveroo.co.uk

<msprvs1=19736bcSa179D=bounces-1895-138@announcement. deliveroo.co.uk>

from qgla.announcement. deliveroo.co.uk (qgla.announcement.deliveroo.co.uk. [223.165.114.87]) by mx.google.com with ESMTPS id jha-
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‘mx.google.com; dkim=pass headeri=@announcement.deliveroo.co.uk header.s=scph0420 headerb=CSMIVWIE; spf=pass (google.com:
‘domain of msprvs1=19736bcsa179d=bounces-1898-138@announcement.deliveroo.co.uk designates 223.165.114.87 as permitted sender)
‘smtp.mailfrom="msprvs1=19736bc5a179D=bounces-1898-138@announcement. deliveroo.co.uk’; dmarc=pass (p=REJECT sp=REJECT
dis=NONE) headerfrom=deliveroo.co.uk

‘SSTQBSYEQURIVanHA3ZVK/MCGU178I0QxkwIKp2wiE= | €yJ02WShbnRfaWQiOi)
2CGNIdSISImN1C3RYbWVYX2IKT}oiMToSOCISINTIOKYXZIamNvemSIbGl1c0B
~nbWFpbCSjb20iLCIzdWIhY2NVAWS0X2IKTjoMTMATiwibWVZc2FnZVSpZCIGTY 10TUZMzAYOWIZNTIGZIMWNIn0=

rsa-sha256; c=relaxed/relaxed; d=announcement.deliveroo.co.uk; s=scph0420; t=1704657507; i=@announcement.deliveroo.co.uk;
'bh=DB6ZzqhvpV/TchDSZPTttyF/ILqwZW5upqq +0pSKGZE: :Message-ID:Date: Content-Type:Subject:From: From:To: Cc:Subject;
'b=CSmIVWreXheaW+vGseRWKHFPDSZ01v6lj1 SBZCSXPOETCWIjFonrRasMMcauVVPw
‘SXdn40BNGFISXVPijj7e70G]VcShaX0jMadnMYSLSI3IbLSGCPT+tVCpULORUXMO2t ONy1iJXzwipylLPPGVRZXVOX4IX2bYDsperhS5ad:
davejcomelius@gmail.com
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[Time Wait] TP Time Wait 10027 60226 68.219.88.97 a3

[Time Wait] TP Time Wait 10027 60227 18.245.218.39 a3

[Time Wait] TP Time Wait 10027 60242 35.227.233.104 a3

[Time Wait] TP Time Wait 10027 60244 13.224.222.58 a3

[Time Wait] TP Time Wait 10027 60245 35.227.233.104 a3

[Time Wait] TP Time Wait 10027 60246 142.250.179.232 a3

[Time Wait] TP Time Wait 10027 60250 216.58.213.2 a3

[Time Wait] TP Time Wait 10027 60251 18.164.72.126 a3

[Time Wait] TP Time Wait 10027 60252 204.79.197.239 a3

[Time Wait] TP Time Wait 10027 60253 204.79.197.200 a3

[Time Wait] TP Time Wait 10027 60254 157.240.2253 a3

[Time Wait] TP Time Wait 10027 60255 18.164.72.126 a3
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lf( Soor o iii)-[/home/kali]
 sublist3r -v —d certifiedhacker.con -t 10 -e "baidu,yahoo,google,bing,ask,netcr
aft, dnsdumpster, threatcrowd, ssl, passivedns”
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# Coded By Ahmed Aboul-Ela - @aboul3la

[-] Enumerating subdomains now for certifiedhacker.com
[-] verbosity is enabled, will show the subdomains results in realtime
[-1 Searching now in Baidu
[-1 Searching now in Yahoo
[-1 Searching now in Google
[-1 Searching now in Bing..
[-1 Searching now in Ask..
-1
-1
-1
-1
-1

Searching now in Netcraft..
Searching now in DNSdumpster
Searching now in ThreatCrowd
Searching now in SSL Certificates..

Searching now in PassiveDNs..

©1 (oriiicii trustcenter.certifiedhacker.com

S0 Cortiicaico w.trustcenter.certifiedhacker.com
0 Certificatess iam.certifiedhacker.com

0 ortiicaio blog.certifiedhacker.com

. ortiooio events.certifiedhacker.com

90 ot fleet.certifiedhacker.com

0 Certiiicoioo itf.certifiedhacker.com

S50 Certificaies: news.certifiedhacker.com

0 Certiiicoieo notifications.certifiedhacker.com
0 (ertiicoio pstn.certifiedhacker.com

0 ertiicaio sftp.certifiedhacker.com

L Certiiicaies soc.certifiedhacker. com

S0 Certiicoioo we.blog.certifiedhacker.com

0 Cortiioiioo ww.events.certifiedhacker.com

S0 ertiooioo ww.fleet.certifiedhacker.com

0 Certificaioo we.iam.certifiedhacker.com

0 Certiiiooto we.itf.certifiedhacker.com

0 Certiicoioo wew.news.certifiedhacker.com

©0 Certiiootos wer.notifications.certifiedhacker.com
S0 Certiicaioo we.pstn.certifiedhacker.com
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@Kali: /home/kali
File Actions Edit View Help

0 Certificates mail.certifiedhacker.com
0 Certificoioo webdisk.certifiedhacker.com
. Certificaics webmail.certifiedhacker.com
0 Certiiiooioo we.certifiedhacker.com
[-] Total Unique Subdomains Found: 30
. certiFiedhacker. com

autodiscover. certifiedhacker. com

blog. certifiedhacker.con

wa.blog. certifiednacker. com
cpanel.certifiedhacker. com

cpcalendars. certifiedhacker. com
cpcontacts. certifiedhacker. com

events. certifiedhacker. com

i . events. certifiedhacker.con

fleet. certifiedhacker. com

. fleet. certifiednacker. com

iam. certifiedhacker. com

. iam. certifiedhacker.con
itf.certifiedhacker.com

w . itf . certifiedhacker.com
mail.certifiednacker.com

news . certifiedhacker.con

i .news . certi fiedhacker . com
notifications.certifiedhacker.com

. noti Fications. certifiedhacker.con
pstn.certifiedhacker.con

. pstn. certi fiedhacker. com
sftp.certifiedhacker.con

war.5Ftp. certifiedhacker. com
soc.certifiedhacker. com

wa . s0C . certifiedhacker.con

trustcenter. certifiedhacker.com

wa . trustcenter. certifiedhacker. com
webdisk.certifiednacker. com
webmail.certifiedhacker. com

’j( ©0 ) [/home/kali]
0

££02::2
gravemind.pc juice-shop.pc
gravemind.vm Juice-shop.vm
ip6-allnodes 1ocathost
ip6-allrouters  metasploitable.pc

££02 ip6-localhost metasploitable.vm

E(iome 1411)-[/home/kali]
i

mutillidae.pc
nutillidae.vm
webgoat.pc
webgoat..vm
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root@kali: homelkali (]
File Actions Edit View Help

E(root@ ' )-[/home/kali]
+ sublist3r -d certifiedhacker.com -p 80 -c bing,yahoo,google,ask,netcraft,
dnsdumpster, threatcrowd, ssl, passivedns.
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# Coded By Ahmed Aboul-Ela - Gaboul3la

Enumerating subdomains now for certifiedhacker.com
searching now in Bing..
Searching now in Yahoo
searching now in Google

Searching now in Ask..

Searching now in Netcraft..

Searching now in DNSdumpster ..

Searching now in ThreatCrowd..

Searching now in SSL Certificates..

Searching now in PassiveDNs.

Total Unique Subdomains Found: 30

start port scan now for the following ports: 80
autodiscover. certifiedhacker.com - Founc open port
. certifiedhacker.com - Found open ports: 80
cpcalendars. certifiedhacker.com — Found open ports: 80

-1
-1
-1
-1
-1
-1
-1
-1
-1
-1
-1
-1

80

BONF#EEES G Brotcr
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File Actions Edit View Help

. fleet. certifiedhacker.com - Found open poric: 80
i . events. certifiedhacker.com = Found open ports: 80

news . certifiedhacker.com - Found Gpen poris: 89
itf.certifiedhacker.com - Found open ports: 80

. notifications. certifiedhacker.com = Found open ports: 80
i itf . certifiedhacker.com = Found open ports: 80

i .news . certifiedhacker.com = Found open ports: 80
notifications.certifiedhacker.com - Found open poris: 80
. iam. certifiedhacker.com -~ Found open ports: 80

blog. certifiedhacker.com = Found open ports: 80

iam. certifiedhacker.com - Found open ports: 80

fleet. certifiedhacker.com — Found open ports
cpanel.certifiedhacker.com - Found open port
mail.certifiedhacker.com = Found open ports: 80
pstn.certifiedhacker.com = Found open ports: 89

. SFtp. certifiedhacker.com - Found open ports: 80
sftp.certifiedhacker.com - Found open ports: 80
soc.certifiedhacker.com - Found open poris: 80

trustcenter. certifiedhacker.com - Found open ports: 80
. pstn. certifiedhacker.com — Found open ports: 80
webmail.certifiedhacker.com — Found open ports: 80

. trustcenter. certifiedhacker.com - Found open ports: 80
. 50C. certifiedhacker.com = Found open ports: 80
webdisk.certifiedhacker.com ~ Found open ports: 80
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4 subfinder -h
subfinder is a subdomain discovery tool that discovers subdomains for website
s by using passive online sources.

Usage:
subfinder [flags]
Flags:
NPUT
-d, -domain string[] domains to find subdomains for
-dL, -list string  file containing list of domains for subdomain discov
ery
SOURCE:
-s, -sources string[] specific sources to use for discovery (-s
crtsh,github). Use -s to display all available sources.
—recursive use only sources that can handle subdomain
s recursively (e.g. subdomain.domain.tld vs domain.tld)
-all use all sources for enumeration (slow)

-es, -exclude-sources string[] sources to exclude from enumeration (-es a
lienvault,zoomeye)

FILTER:
-m, -match string[] subdomain or list of subdomain to match (file or com
ma separated)
~f, -filter string[] subdomain or list of subdomain to filter (file or c
omma separated)

RATE-LIMIT:
-rl, -rate-limit int maximum number of http requests to send per second
-t int number of concurrent goroutines for resolving (-acti

ve only) (default 10)

UPDATE:
-up, -update update subfinder to latest version
-duc, -disable-update-check disable automatic subfinder update check

ouTRUT:
-0, -output string file to write output to
03, -json write output in JSONL(ines) format
oD, -output-dir string directory to write output (-dL only)
-cs, -collect-sources include all sources in the output (-json only)
-oI, -ip include host IP in output (-active only)
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File Actions Edit View Help
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projectdiscovery.io

[INF] Current subfinder version v2.6.0 (oiid:ici)
[14F] Loading provider config from /root/.config/subfinder/provider-config.yaml
[14F] Enumerating subdomains for certifiedhacker.com
itf. certifiedhacker.con

i certifiedhacker. con

i SFtp. certifiedhacker. con

i news . cert i fiedhacker. con

cpanel. certifiedhacker.con

cpeontacts. certifiedhacker..com

i Fleet. certifiednacker. com

cpealendars. certifiedhacker.con
fleet.certifiedhacker.com

i events. certifiedhacker .com

iam. certifiedhacker. con

i 1am. certiFiedhacker. con

i 1tF . certifiedhacker. con

pstn. certifiedhacker.com

autodiscover. certifiedhacker. con

i Soc. certifiedhacker. con

notifications. certifiedhacker. con

soc. certifiedhacker. con

events. certifiedhacker.con

i pstn. certifiedhacker. con

blog. certifiedhacker.com

webdisk. certifiedhacker.com

news. certifiedhacker..com
mail.certifiedhacker.com

i notifications. certifiedhacker.con
trustcenter. certifiedhacker.com

sFtp. certifiednacker.com

i blog. certifiedhacker. con

webmail. certifiednacker.com

. trustcenter. certifiedhacker. com

[14F] Found 30 subdomains for certifiedhacker.com in 2 seconds 79 milliseconds
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File Actions Edit View Help

[recon-ng] [PROJECT-x] > options
Manages the current context options

Usage: options <listlsetlunset> [ .

[recon-ng] [PROJECT~x] > options list

kali@Kali: ~

default nameserver for the resolver mi

proxy server (address:port)
number of threads (where applicable)
socket timeout (seconds)

Name Current Value Required Description
NAMESERVER 8.8.8.8 yes

xin

PROXY no

THREADS 10 yes

TIMEOUT 10 yes

USER-AGENT Recon-ng/vs  yes user-agent string
VERBOSITY 1 yes

ose, 2 = debug)

verbosity level (0 = minimal, 1 = verb

[recon-ng] [PROJECT~x] > options set THREADS 11

THREADS = 11
[recon-ng] [PROJECT~x] > options list

default nameserver for the resolver mi

proxy server (address:port)
number of threads (where applicable)
socket timeout (seconds)

Name Current Value Required Description
NAMESERVER 8.8.8.8 yes

xin

PROXY no

THREADS 11 yes

TIMEOUT 10 yes

USER-AGENT Recon-ng/vs  yes user-agent string
VERBOSITY 1 yes

ose, 2 = debug)

[recon-ng] [PROJECT—x] > []

verbosity level (0 = minimal, 1 = verb
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B root@Kali: fhome/kali (%]
File Actions Edit View Help
[recon-ng][default] >
[recon-ngl[default] > marketplace search recon
[+] Searching module index for 'recon
Path | version | status | Updated | D
| B e e ST B 1 1.0 | not installed | 2019-06-24 |
II*rl(nn/(nmpanie5—(nnta(ts/(ensys,email,address 12.6 | not installed | 2021-05-11 | *
I|*rl(nn/(nmpanies—(nnta(ts/pen 11.1 | not installed | 2019-10-15 |
I| rl(nn/(nmpanies—dnmains/(ensys,subdnmains 12.6 | not installed | 2021-05-10 | *
II*rl(nnl(nmpaniesfdnmains/pen 11.1 | not installed | 2019-10-15 |
I| rl(nn/(nmpanies—dnmains/viewdns,reverse,ﬂhnis 11.1 | not installed | 2021-08-24 |
I| rl(nn/(nmpanies—dnmains/whnxy,dns 11.1 | not installed | 2020-06-17 |
II*rl(nn/(nmpanies—hnsts/(ensys,nrg 12.06 | not installed | 2021-05-11 | *
I|*nlmn/mmpaniesfnnsts/msys,ﬂs,sunjms 12.06 | not installed | 2021-05-11 | *
I|*rlmn/(nmpaniesfmulti/gimun,mim 11.1 | not installed | 2020-05-15 |
I|*rl(nn/(nmpanies—multi/shndan,nrg 11.1 | not installed | 2020-07-01 | *
II*rl(nn/(nmpanies—multi/uhnis,miner 11.1 | not installed | 2019-10-15 |
I| rl(nn/(nnta(tsf(nnta(tslab( 11.6 | not installed | 2019-10-11 | *
I| rl(nn/(nnta(ts—(nnta(ts/mailtester 1 1.6 | not installed | 2019-06-24 |
I| rl(nn/(nnta(ts—(nnta(ts/mangle 11.0 | not installed | 2019-06-24 |
I| rl(nn/(nnta(tsf(nnta(tslunmangle 11.1 | not installed | 2019-10-27 |
I| rl(nn/(nnta(ts—(redentials/hibp,brea(h 11.2 | not installed | 2019-09-10 |
I|*rl(nn/(nnta(ts—(redentials/hibp,paste 11.1 | not installed | 2019-09-10 |
Ix 1
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File Actions Edit View Help

[recon-ng] [PROJECT-x][hackertarget] > options set source certifiedhacker.com
SOURCE = certifiedhacker.com
[recon-ng] [PROJECT-x][hackertarget] > run
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SUMMARY

[+] 29 total (29 new) hosts found.

[recon-ng] [PROJECT-x][hackertarget] > options set source hackxor.net
SOURCE = hackxor.net

[recon-ng] [PROJECT-x][hackertarget] > run
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ali@Kali: ~ (%)

File Actions Edit View Help

| rowid | host | ip_address | region | coun
try | latitude | longitude | notes |  module |
11 | researchi.hackxor.net | 138.68.117.124 | 1
1 | 1 | hackertarget |
12 | hkrb.hackxor.net | 138.68.117.124 | 1
1 1 1 | hackertarget |
13 | hmrc.hackxor.net | 138.68.117.124 | 1
1 I [ | hackertarget |
|4 | dreaded.hackxor.net | 138.68.117.124 | 1
1 [ i | hackertarget |
I's | phonecorp.hackxor.net | 138.68.117.124 | 1
I I | hackertarget |
16 | analytics.hackxor.net | 138.68.117.124 | 1
! 1 1 | hackertarget |
17 | intranet.hackxor.net | 10.60.10.18 | 1
1 [ 1 | hackertarget |
I8 | transparency.hackxor.net | 138.68.117.124 | 1
I I | hackertarget |
19 | itsecgames.com 131.3.96.40 | 1
1 1 1 | hackertarget |
I 10 | soc.certifiedhacker.com | 162.241.216.11 | I
1 i I | hackertarget |
I 11 | www.soc.certifiedhacker.com | 162.241.216.11 | 1
1 i 1 | hackertarget |
112 | itf.certifiedhacker.com | 162.241.216.11 | 1
1 i 1 | hackertarget |
113 | ww.itf.certifiedhacker.com | 162.241.216.11 | 1
1 i 1 | hackertarget |
I 14 | blog.certifiedhacker.com | 162.241.216.11 | 1
1 i 1 | hackertarget |
115 | www .blog.certifiedhacker.com | 162.241.216.11 | 1
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lali@Kali: ~ { %

File Actions Edit View Help

recon/domains-hosts/netcraft

[recon-ng] [PROJECT-x] > modules load brute_hosts
[recon-ng][PROJECT-x][brute_hosts] > options set source certifiedhacker.con
SOURCE = certifiedhacker.com

[recon-ng][PROJECT-x][brute_hosts] > run

CERTIFIEDHACKER.COM

[+] No Wildcard DNS entry found.

[+] 0.certifiedhacker.com = No record found.
[+] 02.certifiedhacker.com = No record found.
[+] 10.certifiedhacker.com = No record found.
[+] 13.certifiedhacker.con = No record found.
[+] 12.certifiedhacker.con = No record found.
[+] 11.certifiedhacker.com = No record found.
[+] 14.certifiedhacker.com = No record found.
[+] 15.certifiedhacker.com = No record found.
[+] 16.certifiedhacker.com = No record found.
[+] 18.certifiedhacker.com = No record found.
[+] 17.certifiedhacker.con = No record found.
[+] 20.certifiedhacker.con = No record found.
[+] 3.certifiedhacker.com = No record found.
[+] 3com.certifiedhacker.com = No record found.
[+] 4.certifiedhacker.com = No record found.
[+] 5.certifiedhacker.com = No record found.
[+] 1.certifiedhacker.com = No record found.
[+] 01.certifiedhacker.com = No record found.
[+] 6.certifiedhacker.com = No record found.
[+] 8.certifiedhacker.com = No record found.
[+] 9.certifiedhacker.com = No record found.
[+] 7.certifiedhacker.com = No record found.
[+] ILMI.certifiedhacker.com = No record found.
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4 subfinder -h
subfinder is a subdomain discovery tool that discovers subdomains for website
s by using passive online sources.

Usage:
subfinder [flags]
Flags:
NPUT
-d, -domain string[] domains to find subdomains for
-dL, -list string  file containing list of domains for subdomain discov
ery
SOURCE:
-s, -sources string[] specific sources to use for discovery (-s
crtsh,github). Use -s to display all available sources.
—recursive use only sources that can handle subdomain
s recursively (e.g. subdomain.domain.tld vs domain.tld)
-all use all sources for enumeration (slow)

-es, -exclude-sources string[] sources to exclude from enumeration (-es a
lienvault,zoomeye)

FILTER:
-m, -match string[] subdomain or list of subdomain to match (file or com
ma separated)
~f, -filter string[] subdomain or list of subdomain to filter (file or c
omma separated)

RATE-LIMIT:
-rl, -rate-limit int maximum number of http requests to send per second
-t int number of concurrent goroutines for resolving (-acti

ve only) (default 10)

UPDATE:
-up, -update update subfinder to latest version
-duc, -disable-update-check disable automatic subfinder update check

ouTRUT:
-0, -output string file to write output to
03, -json write output in JSONL(ines) format
oD, -output-dir string directory to write output (-dL only)
-cs, -collect-sources include all sources in the output (-json only)
-oI, -ip include host IP in output (-active only)
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. subfinder -d itsecgames.com -t 10

/1 () i
/TR | W v 17
(VR R vy TRV ) — ) /)
SIS

projectdiscovery.io

[INF] Current subfinder version v2.6.0 (:iid:ici)

[14F] Loading provider config from /root/.config/subfinder/provider-config.yaml
[14F] Enumerating subdomains for itsecgames.com
i . itsecgames . con

[1NF] Found 1 subdomains for itsecgames.com in 1 second 768 milliseconds

E(rootska\i)—[/m/nli]
 subfinder -d itsecgames.com -t 10 ||
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root@Kalk fhome/kali

File Actions Edit View Help

projectdiscovery.io

[1NF] Current subfinder version v2.6.0 (- 1 @
[11F] Loading provider config from /root/.config/subfinder/provider-config.yanl
{147] Enumerating subdomains for certifiedhacker.con
itf. certifiednacker.con
wan . certi fiedhacker. con
i 5Ftp. cortifiedhacker..con
wn . news . cert i fiedhacker . con
cpanel..certifiedhacker. con
cpcontacts. certifiedhacker. con
wan. Fleat . certi Fiedhacker . con
cpealendars. certifiedhacker. con
Fleet.certifiedhacker.con
wan . svents. certifiedhacker. con
iam. certifiedhacker. con
wan 1am. certifiedhacker. con
ww tF. certiFiedhacker. con
pstn.certifiednacker. con
autodiscover. certifiedhacker. con
wan.soc. certifiedhacker . con
notifications. cortiFiedhacker. con
Soc. certifiedhacker. con
events. cortifiedhacker. con
wanpstn. certifiedhacker.con
blog. certifiedhacker . con
webdisk.certifiedhacker.con
news. certifiedhacker. con
mail.certifisdhacker con
wan. noti fications. certifiedhacker. con
trustcenter. certifiedhacker.con
sFtp.certifiedhacker. con
. 5log. certifiedhacker..con
webnail.certifiedhacker.con

. trustcenter. certifiedhacker. con
[74F] Found 30 subdomains for certifiedhacker.com in 2 seconds 79 milliseconds

L0 [ /home/iali ]
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Pinging itsecgames.com [31.3.96.48] with 1472 bytes of data
Reply from 31.3.96.48: bytes=1472 time=27ms TTL=52
Reply from 31.3.96.48: bytes=1472 time=25ms TTL=52
Reply from 31.3.96.48: bytes=1472 time=23ms TTL=52
Reply from 31.3.96.48: bytes=1472 time=22ms TTL=52

Ping statistics for 31.3.96.40:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss)
Approximate round trip times in milli-seconds:

Minimum = 22ms, Maximum = 27ms, Average = 2ums

C:\Users\David>ping www.itsecgames.com —f -1 1473

Pinging itsecgames.com [31.3.96.46] with 1473 bytes of data
Packet needs to be fragmented but DF set.

Packet needs to be fragmented but DF set.

Packet needs to be fragmented but DF set.

Packet needs to be fragmented but DF set.

Ping statistics for 31.3.96.40:
Packets: Sent = U, Received = @, Lost = 4 (160% loss),

C:\Users\David>|
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C:\Users\David> ping ww.itsecgames.com i 1

Pinging itsecgames.com [31.3.96.48] with 32 bytes of data:
Reply from 192.168.6.1: TTL expired in transit.

Reply from 192.168.6.1: TTL expired in transit.
Reply from 192.168.6.1: TTL expired in transit.
Reply from 192.168.6.1: TTL expired in transit.

Ping statistics for 31.3.96.40:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\David> ping ww.itsecgames.com i 2

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 31.3.96.40:
Packets: Sent = 4, Received = @, Lost = 4 (160% loss),

C:\Users\David> ping ww.itsecgames.com i 4

Pinging itsecgames.com [31.3.96.46] with 32 bytes of dat:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 31.3.96.40:
Packets: Sent = 4, Received = @, Lost = 4 (160% loss),

C:\Users\David> ping ww.itsecgames.com i 5

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 62.254.42.174: TTL expired in transit.

Reply from 62.254.42.174: TTL expired in transit.
Reply from 62.254.42.174: TTL expired in transit.
Reply from 62.254.42.174: TTL expired in transit.

Ping statistics for 31.3.96.40:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\David> ping ww.itsecgames.com i 9

Pinging itsecgames.com [31.3.96.48] with 32 bytes of data:
Reply from 176.74.228.38: TTL expired in transit.

Reply from 176.74.228.38: TTL expired in transit.
Reply from 176.74.228.38: TTL expired in transit.
Reply from 176.74.228.38: TTL expired in transit.

Ping statistics for 31.3.96.40:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),

C:\Users\David>|
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C:\Windows\System32>ping 8.8.8.8 -t

Pinging 8.8.8.8 with 32 bytes of data:

Reply from 8.8.8.8: bytes=32 time=15ms
Reply from 8.8.8.8: bytes-32

Reply from 8.8.8.8: bytes-32 time-ldms TTL-116
Reply from 8.8.8.8: bytes-32

Reply from 8.8.8.8: bytes-32

Reply from 8.8.8.8: bytes-32 time=13ms TTL-116
Reply from 8.8.8.8: bytes-32 ti

Reply from 8.8.8.8: bytes=32 time=12ms

Reply from 8.8.8.8: bytes=32 time=13ms TTL-116
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Windows\System32>ping google.com -4

Pinging google.com [142.256.179.238] with 32 bytes of dat:
Reply from 142.256.179.238: bytes=32 time-16ms TTL-116

Reply from 142.250.179.238: bytes=32 time-15ms
Reply from 142.250.179.238: bytes-32 time-12ms TTL-116
Reply from 142.250.179.238: bytes=32 time-12ms TTL-116





