Task 1
Data is the expression of information, and information is a kind of resource which is of great significance to human beings because it reflects people's history, culture, and daily life. So data security has attracted extensive attention.
Data security refers to taking necessary measures to ensure that the data is in the state of effective protection and legal utilization, and can ensure the continuous security state. It can be understood as: making the network system run normally by adopting various technologies and management measures, to ensure the availability, integrity, and confidentiality of network data.
To ensure data security, on one hand, it is vital to maintain the security of data itself which mainly refers to the active protection of data by using modern cryptographic algorithms, such as data confidentiality, data integrity, two-way strong identity authentication, etc. And on the other hand, it is also important to maintain the security of data protection which mainly adopts modern information storage means to actively protect data, such as disk array, data backup, remote disaster recovery, and other means to ensure the security of data. Data security is an active protection measure, and the security of data itself must be based on a reliable encryption algorithm and security system, There are mainly two kinds: symmetric algorithm and public-key cryptosystem.
Introduction of three models
There are several kinds of security frameworks or models.
1. ISO 27000
ISO 27000, ISO means International Organization for Standardization. And ISO 27000 is a set of specifications for information security management systems (ISMS), which describes in detail the requirements for establishing, implementing, and maintaining the information security management system. It can be used to guide relevant personnel to apply ISO/IEC17799. The ISO27000 standard family has 7 main standards, including 27000 ISMS overview and terminology, 27001 ISMS requirements; 27002 ISMS practice specifications; 27003 ISMS implementation guide; 27004 ISMS measurement; 27005 information security risk Management; 27006 certification body requirements, and 27007 ISMS audit guidelines. Its ultimate purpose is to establish an information security management system suitable for the needs of enterprises.　
2. COBIT
COBIT means Control Objectives for Information and related Technology. COBIT is a good collection of best methods, Indicators, metrics, and processes on control and evaluation of IT. COBIT contains 34 information technology process controls, which are grouped into four controls Domain: IT planning and organization (Planning and Organization), system acquisition and implementation (Acquisition and Implementation), delivery and support (Delivery and Support), and information system operation performance monitoring (Monitoring). COBIT has 6 components: Executive Summary, Management Guidelines, Framework, Control Objectives, Implementation Toolset, and Audit Guidelines. First, COBIT considers the company’s strategic planning, analyzes and positions the business environment and the company’s overall business strategy, and sets the strategy The goals, policies, and action plans generated by the plan are used as the key environment of information technology, and IT standards are determined accordingly. COBIT realizes trackable performance measurement. Through the balanced scorecard, you can maintain balance in finance (enterprise resource management), customer (customer relationship management), process (intranet, workflow tools), learning (knowledge management), etc., and evaluate the company The achievement of goals and IT performance, and adjust business goals and IT strategies, and carry out continuous IT management. COBIT is easy to understand and implement, can help companies build bridges on the communication gap between management, IT, and audit, and provide a common language for communication with each other. Almost every organization can benefit from COBIT to determine [image: 图示

描述已自动生成]reasonable control based on IT processes and the business functions they support.
3. ITIL
[image: 图示

描述已自动生成]ITIL means Information Technology Infrastructure Library. A set of widely recognized practice guidelines for effective IT service management. ITIL is designed to solve and correct these possible drawbacks. It provides a guiding framework that can retain reasonable parts of the organization’s existing IT management methods while adding necessary technologies and facilitating the interaction between various IT functions. Communication and coordination. But it is not a set of theoretical models, but a sustainable improvement plan based on the best global practical experience, based on high-quality, reasonable definition, repeatable processes, and other operations. The application of ITIL needs to focus on corporate culture, organizational structure, operating procedures, and the selection of appropriate tools.
The relationship among the three models
COBIT is based on many existing architectures. Based on the summary of these standards, COBIT focuses on what the company needs, not how the company needs to do it. It does not include specific implementation guidelines and implementation steps. It is a control framework, rather than a specific process framework. The "target audience" of COBIT is information system auditors, senior corporate managers, and senior IT managers. Its perspective is top-down, separating governance from management. Senior managers should understand how they should approach corporate IT. A set of practices. ITIL is established based on the best practices of the enterprise. ITIL’s perspective is head-up. It talks about service management. It is a roadmap to determine how to organize IT staff’s work practices and processes. It lists the “best” for each service management process. "goals, activities, inputs, and outputs, as well as the relationship between the various processes, but did not define a wide-ranging control structure. It focuses on methods and implementation processes. Because it focuses on IT Service Management (ITSM), its vision is narrower than COBIT, but it defines a more detailed and easier-to-understand process set for the provision and support of IT services. Its "target audience" is IT, staff, and service managers. Although the two standards have many differences, there are very consistent guiding principles behind COBIT and ITIL. Information system auditors usually use COBIT and ITIL's self-assessment methods to evaluate the enterprise IT service management environment. COBIT provides key objective indicators (KPIs), key performance indicators (KPIs), and key success factors (CSFs) for each process. These indicators can be combined with ITIL processes to establish ITIL process management benchmarks. In practical applications, some companies have integrated the two standards and proposed a more understandable IT governance and operation framework suitable for their corporate environment. ISO emphasizes the effectiveness, economy, comprehensiveness, universality, and openness of the information security management system, and its purpose is to provide a high-quality, highly practical reference for organizations that hope to achieve a certain management effect. Its biggest feature is that it is extensive but not in-depth, and it is only for reference. In short, ISO27000 is a measurement standard used by companies implementing ITSM to measure the implementation status of the company. That is, obtaining this certification means that it has been recognized by international standards and proves that the company has met this unified requirement. They are all IT management methods, but their respective focuses are different. COBIT focuses on IT control and measurement and evaluation, and does not involve much in IT processes and security; ISO17799 is mainly about security control and management; and ITIL is mainly for IT process management, with little attention to security and system development.
The importance of the framework
Based on the discussion above, my opinions about why we should constantly update or make new regulations and standards are as follows.
To begin with, computers have been popularized in all fields. Personal private information needs computer storage; information related to the country’s politics, economy, military, and national defense also needs computer storage and processing. Whether it is personally sensitive information, privacy, or state secret information, it is the "prey" that lawbreakers and hostile forces are vying to obtain, posing a threat to the security of the country and individuals. In the meantime, with the development of information technology, the forms of cyber attacks are becoming more diverse and escalating, just like viruses, which gradually become resistant to drugs as people take them. Therefore, to resist network attacks and maintain information security, we need to formulate or update security regulations and standards according to the real situation.
In addition, as people have higher requirements for the use of the network, more functional network products have been derived, and as these products have more extensive functions, people have higher requirements for their security and confidentiality. So it is necessary to have new or updated regulations and standards to meet people's needs.
Last but not least, because there is no technical restriction on network users, users can surf the Internet, publish and obtain all kinds of information at will. This has also become a factor that cannot be ignored that affects network security. In addition, many Internet users do not have strong security awareness, improperly set user access rights, simple password settings, or share the administrator account with others, which will bring security threats. So, it is of great importance to have new or updated regulations and standards.
Task 2
1. Company profile
CoffeeBlue sells Blue Mountain Peak coffee from Jamaica, one of the best and most sought-after blends in the world. CoffeeBlue has an extensive presence around the globe.
1.1 Demand analysis
[bookmark: OLE_LINK1]Owing to its large staff and international customer base, the company has recently come under immense pressure to allow both its staff and customers to use their devices to access the company's network/resources. Security of personal staff's data and client's data is the company's major concern. The company is also concerned about protecting its intellectual properties, which are worth billions. Therefore, there are the following problems in the specific implementation:
[bookmark: OLE_LINK2]● Protect its intellectual properties
●A large amount of user information will not be stolen
●Stably provide services to employees/households
●Provide more automated cloud services
●The company has insufficient IT operation and maintenance training
2. Scope
 Based on the above requirements, I formulated a specific transformation plan. The whole plan consists of three parts. The first part is based on the ITIL theoretical framework to implement the standardization, standardization, and process of the operation and maintenance system; the second part is based on the DevOps theory to greatly improve the operation and maintenance the level of automation; the third part is to strengthen communication between the operation and maintenance team.
	NO
	Demand
	Solution

	1
	Stably provide services to employees/households
	Build an integrated ITIL system, so that it can meet the needs of personalized customization, fewer input interface elements, and system dockings such as development and testing.

	2
	Protect its intellectual properties
	

	3
	A large amount of user information will not be stolen
	

	4
	Provide more automated cloud services
	Vigorously improve the automation of operation and maintenance, refer to the theoretical knowledge of DevOps, and build
Operation and maintenance automation and cloud platform system.

	5
	The company's lack of IT operation and maintenance training
	Regularly preach the operation and maintenance system and incorporate the operation and maintenance system into the training.


3. Governance and Strategic Planning for Security 
The standardization of the operation and maintenance system means that every routine operation and maintenance work has relevant document guidelines. These routine tasks cover server shelves, on-duty inspections, daily backups, emergency handling, etc. All operation and maintenance personnel perform operation and maintenance work following the document guidelines, rather than relying on their technology to fight on their own. It is necessary to fully integrate ITIL's ideas and rely on the construction of an integrated ITIL system to implement the standardization, standardization, and process of the operation and maintenance system.
3.1 Building an integrated ITIL system
 The ITIL system design needs to meet the following functions:
(1) It needs to include the main modules of ITIL: change management, incident management, problem management, data maintenance, configuration management, service request, service level management, authority management, etc. It also needs to include personal salary and support the display of charts, such as pie charts, bar charts, etc.
(2) Provide a third-party API interface, which can be connected to CoffeeBlue's existing OA system, program publishing platform, test platform, mobile office system, and other systems. Approval of changes and other processes can be carried out through the mobile terminal.
(3) The configuration management module needs to realize an automatic collection of system configuration information, rather than manual entry, to ensure that the configuration information is complete and accurate.
(4) The system needs to support secondary development, customer-defined modules, easy to transform and upgrade, select mature software developers, and have many successful cases in the catering industry. The interface is friendly, using the WEB interface, there are few entries, and the information is brought in from the configuration library.
3.2 Optimize ITIL operation and maintenance management process
The scope of this project is mainly composed of three sub-projects, which are the IT service desk, transaction service desk, and IT asset management. Among them, the transaction service desk is a solution for customers to order online orders and employees to find orders online. With the transaction service center as a pilot, a service desk model of the business operation unit was established to provide platform-level support for the efficient operation of business operations. The logical framework diagram [image: ]of the overall solution is as follows:
3.3 Configuration Management Automation
The new ITIL platform configuration management module plans to use agents to automatically collect basic information such as servers, databases, and applications, which solves the problem of inaccurate configuration information and large manual input by operation and maintenance personnel.
It is planned to establish a configuration management team, promote the implementation of configuration management naming and configuration management specification documents, and sort out the existing system names, forms, and levels of configuration management. Promote the docking of the quality control platform, project management platform, and cloud management platform with the new ITIL platform configuration management module. Automatically collect network equipment information, improve architecture diagram display technology, and register application configuration attributes, and generate upstream and downstream relationship topology diagrams through network collection. Continue to advance through the configuration management data operation report, and urge the responsible person to maintain and confirm the configuration management information promptly in the form of tasks.
4. Improve the automation level of operation and maintenance
Due to the low level of operation and maintenance automation, the satisfaction of processing and fulfilling IT requirements are low. As the system service
The increase in servers has also led to increased pressure on operation and maintenance engineers. Manual operation alone cannot meet the increasing demands of business departments.
Increasing IT system requirements need to refer to the DevOps operation and maintenance model to greatly improve the automation level of operation and maintenance.
4.1 Realize the DevOps operation and maintenance model
Establish a culture of communication and cooperation between development and operation and maintenance teams, resolve existing conflicts between development and operation and maintenance teams, bridge the gap between them, and promote more communication, cooperation, and trust. At the same time optimize the existing KPI performance appraisal, establish OKR (Objectives and Key Results), set the common goal of the two teams, and be output-oriented, and the output of the IT department is to empower the business, let the system go online as soon as possible, and run stably, based on this, refine the corresponding target performance orientation, so that the two teams have a sense of honor and responsibility.
4.2 Building a cloud computing platform
The rapid development of CoffeeBlue is inseparable from the rapid construction of IT systems, and the rapid construction of IT systems is based on IT infrastructure. IT infrastructure resources include networks, servers, storage, databases, middleware, etc. Cloud computing has been developed for more than 10 years and is now a very mature technology. Cloud computing is a distributed computing technology that integrates network, server, storage, and other resources through software technology to realize computing resource sharing and on-demand Allocation, users can apply for resources on the "cloud" at any time, use them according to their needs, and pay for usage to maximize the use of resources, reduce usage costs, and improve the automation level of operation and maintenance.
CoffeeBlue IT operation and maintenance center plans to realize the rapid delivery of IT resources by building a cloud platform, and building a unified standard IaaS, PaaS, and SaaS cloud platform, as shown in Figure 5-6. The IaaS platform will integrate physical machines, virtual machines, and network resources; the PaaS platform includes DevOps platforms, multi-tenant management, middleware, storage, open-source databases, container management, and search. The DevOps platform includes DevOps components such as Gitlab, mirroring construction, and product warehouses, which are used to implement a part of DevOps functions. Multi-tenant management includes functions such as operation [image: ]statistics, operation traces, monitoring alarms, billing bills, data backup, and authority management. 
5. Improve service level
Conduct ITIL, DevOps, and AIOps training. Through ITIL, DevOps, and AIOps training and promotion, employees’ awareness of operation and maintenance processes and knowledge of operation and maintenance management are improved, so that employees understand that only by improving operation and maintenance efficiency can they release productivity, automate routine and repetitive tasks, and reduce human errors. Reduce the pressure of operation and maintenance, so that operation and maintenance personnel can have more energy to learn more skills, do more valuable things, and improve personal capabilities.
6. Contingencies Planning 
To restore the business as quickly as possible, it is necessary to minimize the duration of detection, diagnosis, and repair to minimize the impact on users and businesses. To ensure the efficiency of each link in the event process, operation and maintenance personnel need to follow the following principles:
(1) Anything must be reported: An incident work order is established as soon as an incident occurs, and the incident process is followed in an orderly manner.
(2) Quick response: Take the restoration of the IT service level as the primary goal, and quickly respond to incident handling. For emergencies and major incidents, under the premise of ensuring efficient communication, it is not necessary to fill in a work order, and make a supplementary record after the incident is handled.
(3) Emergency first: When multiple events occur during the same period, resources should be allocated to high-level events first according to the event level, and they should be handled level by level according to the level of the event and the causal relationship.
(4) Full follow-up: After the incident, the front-line post is responsible for tracking the incident until the business service is restored and the work order is closed.
(5) Accurate records: Accurately record incident reports, diagnosis, and analysis, disposal recovery, verification and closure, etc., and regularly report or notify relevant parties following clear rules.
7. Summary
List the improvement measures for CoffeeBlue’s problems, and then classify these improvement measures to arrive at a specific optimization plan: (1) Based on ITIL theoretical framework, optimize the change management, fault management, and other processes, implement the standardization of the operation and maintenance system, standardization and proceduralization; (2) Based on DevOps theory, vigorously improve the automation level of IT operation and maintenance; (3) Strengthen the communication of the operation and maintenance team. At the same time, the above three solutions are detailed and discussed, and it is pointed out that the process of implementing the standardization, standardization, and process of the operation and maintenance system must first build an integrated ITIL system; it also points out that through the promotion of the DevOps operation and maintenance model and the construction of a cloud computing platform, Improve the automation level of operation and maintenance; specific measures are given to strengthen the communication of the operation and maintenance team.
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