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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  

Here is my report on Features of IPv6

Features of IPv6
Declaration
[bookmark: _GoBack]The work of this report completed under the supervision of Kapilan Radhakrishnan. I declare that this report is the product of my own work and is not being submitted for any other degree etc.
May Davies
Abstract
This is a report about IPv6, IPv4 and why it would be wise to switch from IPv4 to IPv6 for the future of the internet.



1.Introduction
There are many protocols that are put in place for technology today for the average user of today to access the internet and effectively use it with ease, two of these particular protocols are IPv4 and IPv6. Currently today most devices are using IPv4, however with the growth of devices being connected to the internet at once increasing, there is only so much time left for IPv4, so that leads to the question of what exactly is IPv6? 
2.What is IPv6?
The protocol IPv6 (Internet Protocol version 6) is one of the newest versions of the internet protocol. The previous, most well known version of the internet protocol is IPv4 (Internet Protocol version 4), and therefore, IPv6 is considered to be its successor [1].
The typical header for an IPv6 packet consists of a version field, traffic class, flow label, payload length, next header, hop limit, source address and destination address. The version field which is 4 bits in length which informs the receiver of the version of the internet protocol the packet is(IPv6=6). The next field is the traffic class field which is 8 bits in length and typically is used to give priority to certain types of traffic, which can be useful for prioritising traffic for say video streaming or gaming, or many other different possible priorities for a device connected to the internet. The field after this is the Flow Label that is 20 bits long. The flow label is relatively new to IPv6 and is used to ensure a router handles all packets with the same flow in the same way, which can make real time services much more efficient as it means the router doesn’t process all the packets as much. Then the next field is the payload length field, being 16 bits long, and contains the actual data sent inside the packet. While it is the same length as the IPv4 protocols total length field, it differs in that the header itself is not included in the payload length field in IPv6. After this, the next field is the next header, which is 8 bits in length. It is a field that is used to determine the protocol that is to be used on the data contained within the payload length field. The hop limit field is 8 bits long. The hop limit field works fairly similar to the idea of Time To Live in IPv4, in that it is used to determine if a packet should be dropped or not. Lastly, the last two fields are the source address and the destination address. These are both 128 bits in length and are much bigger than IPv4’s source and destination address (32 bits) [2].
2.1. What does an IPv6 address look like?
An IPv6 address is written in a hexadecimal format as opposed to a decimal format. This is done as it means there is a larger range of addresses available in comparison to IPv4 which only uses decimal. An example of an IPv6 address could be [3]:
“2001:0:9d38:6ab8:1c48:3a1c:a95a:b1c2” [3].
2.2. What is IPv4?
IPv4 is the current most used internet protocol today. IPv4 is a protocol that has been around for at least 30 years now, and was originally designed to be used for the most part for computers, however, as technology has improved, the internet has been used to connect with other devices that aren’t just computers, such as phones, Amazon Echo and others means that a protocol primarily designed for an internet of computers is being put under more and more strain by what we currently have today: an Internet of Things [1].
There are some similar fields in IPv4 that are in IPv6. The fields in IPv4 are the version field, Internet header length, type of service, total length, identification, flags, fragment offset, time to live, protocol, header checksum, source address and destination address [2].
2.2.1 What does an IPv4 address look like?
An IPv4 address uses denary, and unlike IPv6 does not use any hex. It is also considerably smaller. 
An example of an IPv4 address would be the IP assigned to a local PC such as [4]:
“192.168.0.1”[4]
3. Why do we need IPv6?
IPv6 is needed because the world is running out of available IPv4 addresses. This is because early allocation of IP’s was inefficient, as even though the limit of IP’s is 4.3 Billion, the possible amount is lower than that due to poor allocation. Additionally, computers aren’t the only thing using the internet today, people have more than one device, such as gaming consoles for example with online gaming becoming more popular, this means that eventually, IPv4 will become obsolete due to there not being enough addresses for all devices to connect to the internet [5]. In addition to this, IPv6 also allows for more data per packet to be sent at once due to the payload itself not having to contain any header information, however even then it can include jumbograms which can be used to send a larger packet if necessary. [2]
4. Conclusion
As discussed previously within this report, eventually, the world will run out of assignable IPv4 addresses which can cause issues, this in and of itself is a big disadvantage for IPv4. The internet of today is much more focused on internet of things, so moving from IPv4 to IPv6 is reasonable, and in fact, rather necessary given that eventually if nobody switches to IPv6, then a lot of people could get a lot of issues when it comes to accessing the internet, which is important to consider in a culture that is growing more and more fond of technology.
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	Subnet B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	Subnet D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	Subnet F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	Subnet E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	Subnet A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	Subnet C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	R1 to R2(S0/0/0)
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	R2 to R3(S0/0/1)
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



Workings for subnets
Determined order of subnets
· Subnet B: 2000/11
· Subnet D: 500/9
· Subnet F: 180/8
· Subnet E: 60/6
· Subnet A: 16/5
· Subnet C: 6/3
· S0/0/0: 2/2
· S0/0/1: 2/2
Calculating Subnet B
32-11=21

	/8
	/16
	+5
	

	172
	16
	2
	0



Working in 3rd Octet
172.16.x.x (note: Starting from 172.16.2.x, so any numbers after .2 are fine. Don’t start from .0)
Move +3 in as theres +3 in the 3rd octet.
	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	1
	1
	1
	0
	0
	0


Subnet mask=128+64+32= 248
The remaining bits when flipped become the range
	128
	64
	32
	16
	8
	4
	2
	1

	0
	0
	0
	0
	0
	1
	1
	1


Range=4+2+1=7
Therefore
Subnet mask = 255.255.248.0
Network ID: 172.16.2.0
First IP: 172.16.2.1
Last IP: 172.16.9.254
Broadcast ID: 172.16.9.255
Calculating Subnet D
32-9=/23
	/8
	/16
	+7
	

	172
	16
	2
	0


Working in 3rd Octet
172.16.x.x (note: This is continuous, so continuing from where subnet B had ended, meaning that the network ID is 172.16.10.0
Move +7 in as there is +7 in third octet.
	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	1
	1
	1
	1
	1
	0


128+64+32+16+8+4+2= 254
Flip bits for range
	128
	64
	32
	16
	8
	4
	2
	1

	0
	0
	0
	0
	0
	0
	0
	1


Range is 1.
Subnet mask = 255.255.254.0
Network ID: 172.16.10.0
First IP: 172.16.10.1
Last IP: 172.16.11.254
Broadcast: 172.16.11.255





Calculating Subnet F
32-8=24
	/8
	/16
	/24
	

	172
	16
	2
	0


As the subnet here is not varied length, there is no need to calculate this. The subnet is 255.255.255.0, meaning that work is being done in the 4th octet. (note: From here on assume that all subnets are calculated continuously.)
Network ID: 172.16.12.0
First IP: 172.16.12.1
Last IP: 172.16.12.254
Broadcast ID: 172.16.12.255
Calculating Subnet E
32-6=26
	/8
	/16
	/24
	+2

	172
	16
	2
	0



Move in by +2, working for 4th Octet
	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	0
	0
	0
	0
	0
	0


128+64=192
Flip bits for range
	128
	64
	32
	16
	8
	4
	2
	1

	0
	0
	1
	1
	1
	1
	1
	1


32+16+8+4+2+1=63
Subnet mask=255.255.255.192
Network ID: 172.16.13.0
First IP: 172.16.13.1
Last IP: 172.16.13.62
Broadcast ID: 172.16.13.63
Calculating Subnet A
32-5=27
	/8
	/16
	/24
	+3

	172
	16
	2
	0


Working in 4th octet
Move +3 in
	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	1
	0
	0
	0
	0
	0


128+64+32=224
Flip bits for range
	128
	64
	32
	16
	8
	4
	2
	1

	0
	0
	0
	1
	1
	1
	1
	1


16+8+4+2+1=31
Subnet mask=255.255.255.224
Network ID:172.16.13.64
First IP:172.16.13.65
Last IP:172.16.13.94
Broadcast ID: 172.16.13.95










Calculating Subnet C
32-3=29
	/8
	/16
	/24
	+5

	172
	16
	2
	0


Working in 4th octet
Move +5 in
	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	1
	1
	1
	0
	0
	0


128+64+32+16+8=248
Flip bits for length
	128
	64
	32
	16
	8
	4
	2
	1

	0
	0
	0
	0
	0
	1
	1
	1


Length = 7
Subnet mask: 255.255.255.248
Network ID: 172.16.13.96
First IP:172.16.13.97
Last IP:172.16.13.102
Broadcast ID: 172.16.13.103
Calculating Serial link for R1 to R2(S0/0/0)
32-2 = 30
	/8
	/16
	/24
	+6

	172
	16
	2
	0


Working in 4th octet
Move +6 in
	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	1
	1
	1
	1
	0
	0


128+64+32+16+8+4=252
Flip bits for length
	128
	64
	32
	16
	8
	4
	2
	1

	0
	0
	0
	0
	0
	0
	1
	1


Length= 3
Subnet mask: 255.255.255.252
Network ID: 172.16.13.104
First IP:172.16.13.105
Last IP:172.16.13.106
Broadcast ID:172.16.13.107
Calculating Serial Link for R2 to R3(S0/0/1)
32-2 = 30
	/8
	/16
	/24
	+6

	172
	16
	2
	0


Working in 4th octet
Move +6 in
	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	1
	1
	1
	1
	0
	0


128+64+32+16+8+4=252
Flip bits for length
	128
	64
	32
	16
	8
	4
	2
	1

	0
	0
	0
	0
	0
	0
	1
	1


Length= 3
Subnet mask: 255.255.255.252
Network ID: 172.16.13.108
First IP: 172.16.13.109
Last IP: 172.16.13.110
Broadcast ID: 172.16.13.111
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