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[bookmark: _Toc131156157]Introduction
In this report, I have been tasked with exploring various dimensions of network programmability as a whole and the impact it crates in today’s world. In-depth research has been undertaken to explain the various API technologies along with their various architectures and the many frameworks and tools which are included through them. This report also includes a breakdown of the any API standards which developers need to adhere to when building, along with critical reviews of the security and compliance of the API technology. To finalise the report, I will go on to talk about the alternate resources that are available for developers to use which are very similar to the Cisco DevNet community.

[bookmark: _Toc131156158]Network Automation
This technology allows professionals to carry out tasks to network attached systems on a mass scale by creating various scripts which helps reduce the amount of time required if there was a human to carry all the duties out, It also aids us into carrying out administration and maintenance tasks at ease by continuously monitoring systems, which can help with troubleshooting any issues that could arise. It consists of a number of scripts which have been pre-built and tested thoroughly beforehand using various mediums such as pre-production environments and when deployed, they are able to carry out the desired outcome rather than manually carrying out the task on each device, using Command Line interfaces etc. 

Network Automation is crucial in the industry if you are looking to meet the never-ending changes to business demand where maintenance is an absolute priority, an example of this would be an issue with an application update being applied automatically, as part of automation we are able to identify the problematic devices by using various filtering/query techniques and target the required update to those devices through the use of an update script, which will point and remediate those problematic devices to the correct update location, where it would install silently/unattended without the need of human interaction [1].




[bookmark: _Toc131156159]Network APIs
A network API allows communication to happen between applications, networks, web browsers and databases compared to an API alone, which only communicates between applications only. There are several types of network APIs, these mainly being known as:

HTTP-based API
These APIs are found to utilize the Hypertext Transfer Protocol and today communicate using the following architectural style:
· [bookmark: _Toc131156160]RESTful – Also known as Representational State Transfer, who are found to manifest specific data and functions to allow interactions and exchanges to happen between various computer programs and to allow developers to use a subset of rules when building their own application that can be leveraged by clients with various platforms. Today most web apps are built on the foundations of REST APIs as it is easily scalable due to it being orthogonal, which means there is a clear divide within the functions between each of them. The architecture of RESTful is built as a hierarchical structure which has many advantages, one being is that it allows the system to be easily designed as each one of the components can operate with each layer that it needs. Also, with RESTFUL APIs there is no central control needed and is incorporated within a lot of web technologies in the current industry [2].

REST APIs communicate between hosts through the following flow design:
[image: Understanding Rest Architecture]
Figure of REST architecture design [3] 

In today’s world not a lot of APIs are built from scratch, as developers tend to use frameworks to help build their overall product, this makes the designing process much easier for them to put RESTful resources into play using their desired programming language [4]. These frameworks and tools include the following:

· [bookmark: _Toc131156161]Ruby on Rails
This found as a software architecture pattern known as Model View Controller framework (MVC) [5], which its concept is to break down applications into three blocks which are – Models which is a representative of data that’s organised in the database, views that consist of all information which is what is used to be sent to the client and finally Controllers that consist of all the actions which will be performed by the server on which the client is unable to be viewed such as authentication. The MVC is used to separate between the way the client side interacts to the way the information is presented over to them from the server side. 

The name ‘Rails’ terminology comes from a popular web application framework used which is essentially built on top of ruby that is an object orientated script that is very lightweight [6]. It functions in a way that each part of the code resides within the API and is where the various controllers can communicate in a standard approach, so rather than having a large number of tools to create the bigger picture for how the API will operate, the rails method allows developers to link the data needed from its database at ease through the use of the MVC architecture.
[image: Diagram
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Figure of Rails architecture data flows [7]

· [bookmark: _Toc131156162]Django
This is built on a python-based platform which also uses the Model View Controller architectural pattern like the framework above, the only difference is that its model provides access directly to the data storage as the ‘view’ block is replaced by templates and ‘controller’ is replaced by views Pro Django - Google Books as identified through the figure below: 
[image: A simple Django architecture diagram - René Fleschenberg]
Figure of Django architecture data flows [8]

The beauty of Django is that developers are able to get to grips with it quickly at ease by creating and even import modules in through the use of its developer community as the solution is fully customizable. Not only that but you only need to write code within one area of it as it honours the ‘Don’t repeat yourself’ philosophy, so code can be kept simplistic, and developers’ won’t need to copy and paste the code into multiple places which can add additional time onto the build process and make things get untidy very quickly. Django is recognised at an enterprise level due to its applications supporting higher level security.

If there is a scenario where developers do not build using REST architecture, this will be deemed as utilising the use of non-RESTful API technology.


[bookmark: _Toc131156163]SOAP – Also known as Simple Objects Access Protocol. This protocol only operates using XML data formats, whereas REST allows developers to use a wider selection, such as JSON, XML and YAML direct data formats. SOAP is mainly used to exchange information using HTTP/HTTPS.
[bookmark: _Toc131156164]
NETCONF-based API
This is primarily used as a management protocol for entire networks, where professionals can run various automation scripts to carry out network related tasks where needed. It functions using the RPC (Remote Procedure Call) technology to communicate between the management application and the managed device where the messages exchanged each way are encoded through the use of XML [9]. This protocol is structured using various layers where each of them have their own responsibilities which plays a key role in the overall operation.

[image: What Is NETCONF? Why Do We Need It? - Huawei]
Figure of NETCONF API data flow [10]
The architecture of NETCONF is built upon the use of client and server communication where a client can manage the network related devices then sends RPC requests to the server which will then query or even modify values or parameters [10]. The client is also able to know the status of any devices managed by using events or alerts which are passed down from the NETCONF server.
From the server side, maintains all the information for all network managed devices and can also respond to any requests which are sent directly from clients. 


[bookmark: _Toc131156165]REST API Standards
To allow a fair playing field where everything can communicate effectively using REST API technology, when building any REST APIs, developers must abide with a standard which is broken down to the following:

· Decoupled – client and server applications through REST are split apart from each other, due to this the information the client facing application is aware of is the Uniform Resource Identifier of the remote resource.

· Layered – By utilizing this, it allows developers to create a completely scalable structure and communication is made through these different layers due to the client-server applications are decoupled.

· Client and Server – These must be able to function freely without being heavily reliant on each other due to them both abiding by their own rules which allows scalability to be fulfilled at ease.

· Statelessness – Any systems which are being utilised using REST are destined to become stateless at some point where it can cause servers to be unaware of client state. This can be avoided by adding constraints utilising resources instead of commands or even cache which is the next rule found below can help resolve any issues with statelessness [11].

· Cacheable – This is something which we are heavily reliant in the modern digital age, where it helps with providing high speed performance on applications on both client and server end. 

· Code on Demand – This enables the server to send the software code to clients where it can be executed during request from the software on client side.

[bookmark: _Toc131156166]API Security
The use of this API technology allows various platforms and systems to communicate in a standardized manner using the following authentication methods:

· Basic Authorization – This is usually in the form of the standard username and password method which is encoded using base64 and are all included within the HTTP header. The drawback to this method is that the details are not encrypted, and it can be quite straight forward for these details to get compromised. 

· API Key – is presented in a HTTP header with a series of random characters or an API payload. This unique key can determine what application is required to be used. This method is used to replace the use of username and password-based authentication with accounts  [12].

· OAuth 2.0 – is a protocol which is used to delegate authorization for accessing resources via HTTP [13]. It authenticates using a token method that is initially generated from the OAuth server when it is firstly linked up or created, then grants that API access to the data/services it requires every time a connection needs to be made.

A study has recently been carried out by Gartner’ analysts which have provided a case study stating that “application programming interface (API) attacks will become the most-frequent attack vector, causing data breaches for enterprise web applications“ [14], so focusing on tightening security for API technology is crucial. When focusing on the security element of authentication, when apps are published over the web I would highly recommend the use of the OAuth 2.0 method, as we are able to set up SSL/TLS technology on the server side, so all OAuth requests and traffic through the use of the token are securely encrypted using cookies, whereas if we went down the basic authentication route, this technology is quite outdated in the modern era and as the credentials are HTTP passed and not encrypted they could easily get compromised. Alternatively, API keys wouldn’t be recommended either because if they key gets into the wrong hand’s attackers are able to authenticate to the application server over the web and as they are stored within a HTTP header and not encrypted which is very common at present, so these can easily be infiltrated. 
Other parts of security to consider would be to ensure that the API resides behind a gateway as traffic can be filtered if originating from malicious clients, with advanced monitoring tools and to ensure that any internal traffic once it’s able to connect through to the API server’ infrastructure is all going through HTTPS, so none of the packets can be sniffed while in transit.
A solid way to enforce high level security for API services is the use of ‘Zero Trust’ framework, where essentially services will deny access by default but then have access control measure to allow the access needed from requests that are able to fulfil those conditions, so this is highly recommended. Another case study was revealed by Gartner in January 2024 which revealed that only 10% of large enterprises would have Zero trust programs implemented by 2026, and that in potentially the next 3 years hacktivists will have the ability to target areas where the Zero trust framework doesn’t cover, so enterprises need to highly consider getting this security barrier put into place promptly as a proactive measure to avoid any cyber breaches [15].
To ensure that API and software is safe and secure, there is a non-profit community that has been founded globally called OWASP – Open Worldwide Application Security Project, which ensures that all software products remain secure using various tools, resources and community input and training. If there any security vulnerabilities identified, these will be raised with OWASP.
[bookmark: _Toc131156167]
Compliance and Privacy 
As API communication transmits masses of information between client and server, it needs to remain compliant with data compliance standards, these being:
· GDPR – Also known as General Data Protection Regulation which outlines security and privacy for handling users’ data within the European union. With APIs if there is personal data being handled on the server side, this will need to reside within a datacentre situated within the EU [16]. 

· HIPAA – This stands for the Health Insurance Portability and Accountability Act, which is mainly a legislation from the United States that ensures that barriers are in place to ensure the privacy and security of digital health information. They set the standard on how this type of data is held by healthcare professionals and that it is all keeps secure from any fraud of theft [17].

· PCI-DSS – which stands for Payment Card Industry Data Security Standard, if there are any financial data being transmitted, stored or processed within the API system, they will need to adhere to this [18]. It essentially is a set of security requirements that have been put into place to ensure that enterprises have a safe and secure environment to handle this type of data.


[bookmark: _Toc131156168]Cisco Developer Resource Reflection
As a developer I feel that the use of Cisco DevNet allows me to expand my knowledge within the software development industry, as their website has masses of up-to-date documentation that can be referred to, along with test labs within their learning programs where APIs can be developed in an isolated manner prior to implementing it into production.

[image: Graphical user interface, text

Description automatically generated]Figure of Cisco Developer documentation website [19]
[image: Graphical user interface, website

Description automatically generated]Figure of Cisco Developer courses webpage [20]

When selecting the desired course, it opens an interactive page where I can break down to a specific area that I am looking to achieve. In this example I wanted to learn how to clone and work with git repositories, where I was able to find this covered within the ‘Coding and APIs-Fundamentals’ learning lab. When accessing this lab, I was able to learn the correct syntax and apply it into a test lab console on the right hand side of the page until I know I have coded it correctly.
[image: Graphical user interface, application, Teams

Description automatically generated]Figure of Coding & API fundamentals webpage [21]


Aside from the learning labs and the documentation on the devnet pages with Cisco, it also has a powerful searching index that ties into their documentation, code and even learning labs by entering a keyword.
[image: Graphical user interface, text, email, website

Description automatically generated]
Figure of searching ‘API’ keyword on Cisco developer webpage [22]
I feel that using Cisco developer pages, you can gain advanced knowledge from the ground up if people looking to learn utilise their powerful resources on their pages and labs and to keep abreast of any updates and changes in the future.
There are several similar resources available on the internet which allow developers to learn and share their projects/ideas, these being:



[bookmark: _Toc131156169]Cisco Developer Alternatives
Sandbox – Microsoft Learn
Microsoft have learning resources available for Sandbox configuration/setups which is quite in detail where it covers quite a lot in detail within PowerApps. I feel that this is not as powerful as Cisco Developer as you are able to learn and carry out practicals within the isolated lab environment at the same time.
[image: ]
Figure of the Manage Sandbox Environments article through Microsoft Learn [23]

Code Exchange – Twilio
Twilio are a group which provide a code exchange platform which utilises Github at the back-end, where developers are able to review each other’s code, make contributions where needed and utilise pre-built APIs through their active community.

[image: Graphical user interface, text, application

Description automatically generated]Figure of Twilio website with the rewards app API webpage [24]
[image: ]Figure of Twilio code exchange on Github webpage [25]

[bookmark: _Toc131156170]
Conclusion
After carrying out this task, I feel that I have gained extensive knowledge and solid analysis skills into network programmability and API technology through its various mediums of architectures and frameworks all the other key principals it entails. I feel a very interesting aspect of this report was the amount of standards developers have to abide to allow the technology to remain an open platform for all to develop on and use throughout, along with the security that is involved and how much that has changed over the years where today it is a fundamental due to attackers getting more upskilled, so hardening the authentication and the infrastructure can reduce the risks.
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