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ABSTRACT/SYNPOSIS

The report investigates the installation of a Type 2 Hypervisor on a specified laptop running as the host for the Virtual Box software. A number of options present themselves to the installer that determine the specifications of the Virtual Machine (VM) performance. When options are presented, the report provides information for the continuation of installation.
Details of the install are presented in this report in the form of snips taken of the author’s screen and a flow chart illustrating the phased path.

The installation is completed successfully with some last-minute changes to the firewall to allow seamless communication between the networked devices.

The last section of the report researched key topics highlighting the difference between type 1 and 2 Hypervisor, the importance of an ipv4 subnet, cloud computing and a glossary of terminologies introduced throughout the installations and around the respective subjects (VM’s and Active Directory).
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[bookmark: _Toc65501057]SEction 1 


1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc65501058]Introduction
Virtual Machines (VM) come as two types of Hypervisors, Type 1 and 2. They are popular deployments in organisations as they are usually (mainly Type 1) very resourceful and convenient to deploy. One VM host can host many guest operating systems. VMs can run multiple instances of Operating Systems, depending on administrators’ requirements. They are very quick to “Spin Up” and resources can be given to or taken away from the management console in an instant, such as allocating more Random Access Memory (RAM). Type 2 Hypervisors can be installed on a host machine (usually a laptop or Personal Computer (PC)), and can be used as a testing environment or to host a small scale service.

Computer architecture has changed over the years and most services these days are aimed towards the cloud’s infrastructure where many VMs are installed in Data Centres (DCs). Cloud Computing brings many advantages to organisations that this report highlights in its section on  cloud computing.. 

Internet Protocol version 4 (IPv4) has been the main networking protocol and remains the main protocol of choice, despite the slow introduction of IPv6. The subnet mask is a very key concept that determines network size and host size. When deploying networks, it is very important to select the correct subnet mask. IPv4 subnet mask and its importance when designing a network.

Throughout the implementation of the VM and Task 2 Active Directory Domain Service ( AD DS), the reader will be introduced to new terminologies. This report will state these terminologies and produce them as a reference.

   
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc65501059]Aim
The aim of this report is to demonstrate the process of installing and configuring a Type 2 Hypervisor on a Windows Operating System (OS) host. The installation can be used as a reference for future installations with an understanding of all the selectable options available. 



1.3 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc65501060]Structure Of The Assignment
The assignment is structured into two three parts. The report begins with section one detailing the structure and aim of the report. Then section two details phased installation of the software and general configuration of the VMs. Thirdly some observations of key concepts from the installation and topics around networking and wider VM uses. 

Section one sets out the aims and objectives of this assignment.

Section two documents the installation of VMs, two Windows Server 2019 and two Windows 10 Clients.

Section three contain an observation on Type 1 and 2 Hypervisors, IPv4 Subnetting, Cloud Computing and terminologies that have presented themselves in this task and task 2.




[bookmark: _Toc121041584][bookmark: _Toc202288061]

[bookmark: _Toc266447540][bookmark: _Toc65501061][bookmark: _Toc266447528]SECTION 2 – Insallation of a critical service

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc521745969][bookmark: _Toc521746632][bookmark: _Toc521746817][bookmark: _Toc521761797][bookmark: _Toc521762060][bookmark: _Toc521762206][bookmark: _Toc521762310][bookmark: _Toc521762379][bookmark: _Toc521762441][bookmark: _Toc522085361][bookmark: _Toc522085424][bookmark: _Toc522092208][bookmark: _Toc522114220][bookmark: _Toc522193136][bookmark: _Toc522197083][bookmark: _Toc522369014][bookmark: _Toc522598111][bookmark: _Toc522698241][bookmark: _Toc522698309][bookmark: _Toc522702163][bookmark: _Toc522702227][bookmark: _Toc522784252][bookmark: _Toc522864221][bookmark: _Toc522864295][bookmark: _Toc522865136][bookmark: _Toc522865213][bookmark: _Toc522865314][bookmark: _Toc522865482][bookmark: _Toc522865570][bookmark: _Toc522865644][bookmark: _Toc522865730][bookmark: _Toc522865804][bookmark: _Toc59224164][bookmark: _Toc59477390][bookmark: _Toc59477656][bookmark: _Toc60134652][bookmark: _Toc60224002][bookmark: _Toc65180625][bookmark: _Toc65180697][bookmark: _Toc65180796][bookmark: _Toc65245760][bookmark: _Toc65501062][bookmark: _Toc202288068][bookmark: _Toc266447541]
[bookmark: _Toc65501063]2.1	 Introduction
Building a Virtual Local Area Network (LAN) using a Type 2 Hypervisor Management Software is a process. For an effective Virtual LAN, the user must decide on the type of Virtual LAN required, planning their deployment on which hosts and servers are required. In this section, the author implemented a Virtual LAN consisting of two Windows Server 2019 Virtual Machines (VM) and two Windows Desktop 2010 guest VMs. This was a small deployment, however the author sets out to provide the reader with an introduction to the deployment, highlighting key topics associated with the installation. This is not a “how to” guide. The Virtual LAN should not be confused with a VLAN in networking terms – the network segregation 802.1q protocol[1]. In this report a Virtual LAN is the Server and Client network in the Virtual Box environment, 

The following computer specification for the host computer was used for the installation:

	Host:
Dell Latitude 7300 Laptop
Core i7 vPro 8th Gen Processor @ 1.90Ghz 2.11Ghz
4 Cores, 8 Logical processors
64bit Operating System (OS)
Windows 10 Enterprise build 19042.746
Windows Feature Experience Pack 120.2212.551.0
16GB Random Access Memory (RAM) (15.8GB usable).



	Type 2 Hypervisor Installed:
Oracle VM Virtual box 6.1.


Table 1: Created by the author using information gathered from the host machine.

[bookmark: _Toc65501064]2.2	Assumptions
The VM configuration displayed in the following sections show the installation and configuration of Server1 and Client1. 
The reader should assume that Server2 and Client2 are configured following the same process, but using different configuration outputs such as Internet Protocol (IP) Addresses, hostnames etc.

[bookmark: _Toc65501065]2.3	The Installation
[image: https://documents.lucid.app/documents/0b71337c-d6c3-474b-8976-e4b92084b2dc/pages/0_0?a=220&x=-98&y=-45&w=2051&h=1425&store=1&accept=image%2F*&auth=LCA%200442a4206a0d223b2e576d73edb1153a0a0617db-ts%3D1612474889]

Figure 1: A diagram created by the author outlining the attributes of each Guest VM in the environment after both servers (server 1 & 2) and hosts (client 1 & 2) were created.


	Section
	Information

	General
	The name given to the VM by the creator and the OS it is running.

	System
	Amount of memory (base) given to the VM.
Boot order (if features are supported).
Acceleration to improve resource and performance of the VM[2].

	Display
	The amount of RAM available to be used by the VM video aspect.
Graphics Controller used on Windows 7 and later Guest OS to enhance experience, also support 3D.
Remote Desktop Protocol (RDP)option to be able to use any RDP software to access the Guest host.
Recording facility to track session[3].

	Storage
	Virtual Disk Image (VDI), the native format that Virtual box uses. Persistent VDI is used. The VMs processing is done on the host machine. 25GB is the size of allocated memory for the VM[4].
The source image file stored on the host that is used for the VM is listed.

	Audio
	Virtual box uses the native audio driver for the VM. Not configured.

	Network
	Up to four network adapters can be used to configure for the VMs. In this installation, a public access and a private access is configured on the servers. A private only is configured on the client VMs.

	USB
	To use a USB plugged into the host on the guest VMs, it has to be specified here. Not configured.

	Shared Folders
	To have a Shared folder on the host machine accessible by all Guest VMs, it has to be configured here. Not configured.

	Description
	A place for installation notes, comments, observations. Helpful for tracking changes / problems.



Table 2: Created by the author. Describing the outputs used to show Guest OS specifications in the VirtualBox Manager Dashboard.

[image: ]

[bookmark: _Toc63416477][bookmark: _Toc63943682][bookmark: _Toc64545023][bookmark: _Toc65004904][bookmark: _Toc65005067][bookmark: _Toc65005151]Figure 2: Created by the author. Illustrating step 1 – 5 of the configuration process.

Figure 2 highlights steps taken to create and start allocating configuration requirements to Server 1. It displays where the host will save the VM, the type of VM it is and the version of OS. Depending on what the VM will be used for will determine what the memory size of the VM will be, but a slider appears with the green zone and recommended value anticipated performance from the host machine. 

[image: ]
Figure 3 : Created by the author. Illustrating steps 6 – 10 of the configuration process.

Figure 3 explains the steps required when configuring the Hard Disk Drive (HDD) parameters. Virtual box gives recommended values. The user can select the type of HDD file from three options:

Virtual Desktop Infrastructure (VDI) – The native format of Virtual Box for VMs
Virtual Hard Drive (VHD) – The native format of Microsoft for VMs.
Virtual Machine Disk File (VMDK) – The native format of VMWare for VMs[5].

In Virtual box all three options are supported and as the installer is using VirtualBox, VDI is selected.

[image: ]

Figure 4 Created by the author. Illustrating steps 11 – 15 of the configuration process.

Figure 4 is the process of adding the image and memory requirements allocating system, storage and display resources. A start up disk for the VM is pointed to a directory and storage is created to a Serial Advanced Technology Attachment (SATA) Port 0 for applications (25GB). The image size on SATA port 1 is 4.98GB.

If Virtual Box users experience performance issues when starting the VM, the processor can be increased, the host machine in the demonstration has four cores available to support this change. Extended features are enabled, Physical Address Extension, which means more RAM can be utilised. The nested VT-zA/MD-V will offer the user the capability to run their VM environment, within another VM environment[3]. Additional network configuration would be required on the nested VM for them to have access.  This requirement is good for testing VM in a safe environment.

The Display settings will determine the user’s graphical experience.





[image: ]
[bookmark: _Toc63943683][bookmark: _Toc64545024][bookmark: _Toc65004905][bookmark: _Toc65005068][bookmark: _Toc65005152]Figure 5: Created by the author. Illustrating steps 16 – 21 of the installation.

Figure 5 demonstrates that the OS has been successfully initiated and can now be configured. The parameters set in virtual box manager (storage size etc) are displayed here. 

[bookmark: _Toc63943684][bookmark: _Toc64545025][bookmark: _Toc65004906][bookmark: _Toc65005069][bookmark: _Toc65005153][bookmark: _Toc65245764][bookmark: _Toc65501066][image: ]

Figure 6: Created by the author. Illustrates steps 22 – 25 of installation.

The final stages of the installation is setting a password for the administrator account, followed by the administrator account logging in and then chosing roles to the server. Server Manager can configure numerous roles for a server to service. Third party installations can also be installed in a server environment to provide services, such as a Cisco Unified Call Manager (CUCM)[6] server to manage enterprise phone assets, Cisco Identity Service Engine (ISE)[7] to manage Authentication, Authorization and Accounting (AAA). These types of installation would require a Type 1 Hypervisor due to the processing capabilities in serving requests at enterprise level rates.


[bookmark: _Toc63943685][bookmark: _Toc64545026][bookmark: _Toc65004907][bookmark: _Toc65005070][bookmark: _Toc65005154][bookmark: _Toc65245765][bookmark: _Toc65501067][image: ]

Figure 6: Created by the author. Illustrating network configuration of the Server 1 Network Interface Cards (NICs)

For Network connectivity, two network cards are configured for the devices. Private (for Server to local host connection) and Public for Server to Server connection. Figure 6 validates the network configuration on Server1. A NIC can be configured statically (administrator manually types the IP address in), this will not change unless the administrator changes it, or via Dynamic Host Control Protocol (DHCP). A DHCP address scope is configured on the DHCP server. A host that has reachability to it requests an IP address from the Local Area Network that it belongs to. The Discover, Offer, Request and Acknowlege DORA process is set for DHCP;

Discover – The host sends a discover message over the LAN to the helper address,
Offer – The DHCP server receives the Discover message and sends an available offer,
Request – The host requests the offered IP address,
Acknowledges – The server acknowledges the request and assigns the host with the       address for a leased amount of time specified when the DHCP pool was configured[8].

The DHCP service gives IP address, Subnet, Gateway. Further options can also be configured for services such as Domain Name System Service (DNS), Trivial File Transfer Protocol (TFTP)[9], the options are optional, the basic functionality of DHCP is to provide devices IP addresses so that they can communicate at Layer 3.

Dedicated servers IP addresses should not change, however client addresses can change. If a server IP address changes, the clients will not be able to reach the server without manually changing the configuration. DHCP can be configured for IPv4 or IPv6 protocols. 

[image: ]
Figure 7: Created by the author. Illustrates the importation of a Windows 10 Guest OS into the Virtual Box Manager. After this it can be configured the same as Server1 and started.

[image: ]
Figure 8 Created by the author. Illustrates a ping from Client 1 to Server 1. 

Figure 8 displays two scenarios where a ping is made from Client 1 to server 1 with the windows firewall on, and off. This demonstrates the importance of a firewall on the network. The red arrow shows the ping being denied and the green shows the ping being accepted. 

A Firewall default state is to deny ALL traffic until permit policies are created. Computer firewalls do allow basic communication protocols through, however an out of the box firewall that is deployed to filter all network traffic will deny all. A network firewall has much more functionality than a client firewall[10], however a client’s firewall is the last point of defence. Figure 8 shows that Internet Control Message Protocol (ICMP) where Packet Internet Groper (PING) is categorised is blocked by the windows firewall. A rule can be created in the Windows Firewall client to permit ICMP traffic, but in this case the firewalls were simply disabled which means all traffic is allowed. This leaves both hosts and servers at their most vulnerable and is not reflective in a production network. It is good practice to enable ICMP packets over the network as it provides the administrator with useful information when troubleshooting network issues, but every deployment is different[11].





[bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc65501068][bookmark: _Toc202288080]2.4	Conclusion 
This section has demonstrated a begin to end installation and configuration of a type 2 hypervisor. The options that arose have been discussed and an overview on why settings selected were chosen. Issues relating to traffic being blocked between server and client were addressed. The reader was introduced to some networking protocols that operate, even in a virtual environment.


[bookmark: _Toc65501069]
Section 3 – Observations

2 [bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc521745975][bookmark: _Toc521746639][bookmark: _Toc521746833][bookmark: _Toc521761813][bookmark: _Toc521762076][bookmark: _Toc521762222][bookmark: _Toc521762326][bookmark: _Toc521762395][bookmark: _Toc521762457][bookmark: _Toc522085377][bookmark: _Toc522085440][bookmark: _Toc522092224][bookmark: _Toc522114236][bookmark: _Toc522193152][bookmark: _Toc522197101][bookmark: _Toc522369032][bookmark: _Toc522598129][bookmark: _Toc522698259][bookmark: _Toc522698327][bookmark: _Toc522702181][bookmark: _Toc522702245][bookmark: _Toc522784270][bookmark: _Toc522864239][bookmark: _Toc522864313][bookmark: _Toc522865154][bookmark: _Toc522865231][bookmark: _Toc522865332][bookmark: _Toc522865500][bookmark: _Toc522865588][bookmark: _Toc522865662][bookmark: _Toc522865748][bookmark: _Toc522865822][bookmark: _Toc59224170][bookmark: _Toc59477396][bookmark: _Toc59477662][bookmark: _Toc60134658][bookmark: _Toc60224008][bookmark: _Toc65180631][bookmark: _Toc65180703][bookmark: _Toc65180802][bookmark: _Toc65245768][bookmark: _Toc65501070][bookmark: _Toc266447529]
1. [bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc521745976][bookmark: _Toc521746640][bookmark: _Toc521746834][bookmark: _Toc521761814][bookmark: _Toc521762077][bookmark: _Toc521762223][bookmark: _Toc521762327][bookmark: _Toc521762396][bookmark: _Toc521762458][bookmark: _Toc522085378][bookmark: _Toc522085441][bookmark: _Toc522092225][bookmark: _Toc522114237][bookmark: _Toc522193153][bookmark: _Toc522197102][bookmark: _Toc522369033][bookmark: _Toc522598130][bookmark: _Toc522698260][bookmark: _Toc522698328][bookmark: _Toc522702182][bookmark: _Toc522702246][bookmark: _Toc522784271][bookmark: _Toc522864240][bookmark: _Toc522864314][bookmark: _Toc522865155][bookmark: _Toc522865232][bookmark: _Toc522865333][bookmark: _Toc522865501][bookmark: _Toc522865589][bookmark: _Toc522865663][bookmark: _Toc522865749][bookmark: _Toc522865823][bookmark: _Toc59224171][bookmark: _Toc59477397][bookmark: _Toc59477663][bookmark: _Toc60134659][bookmark: _Toc60224009][bookmark: _Toc65180632][bookmark: _Toc65180704][bookmark: _Toc65180803][bookmark: _Toc65245769][bookmark: _Toc65501071]
[bookmark: _Toc65501072]3.1	Introduction
In this section, the author will observe key topics that are related to VM’s and cloud computing. IPv4 subnetting will be explained and a glossary of terms for the reader to reference against.



[bookmark: _Toc266447530][bookmark: _Toc65501073]3.2 	Type 1 and 2 Hypervisors
[image: ]
Figure 9: A visual comparison of a Type1 and Type2 Hypervisor [12]

Figure 9 illustrates the main difference between Type 1 and a Type 2 Hypervisors. Hypervisor Type 1 exists on a dedicated physical piece of equipment “bare metal”, and a Type 2 exists on a hosted OS software environment. A Hypervisor allows one host system to run multiple guest OS at the same time. Each VM instance will take system resources that offer scalability opportunities. Due to the high powered specification of type 1 Hypervisors, enterprises would deploy them into their environment so that powerful servers could be installed to provide crucial services, without reaching the threshold of the processing capabilities. Type 2 Hypervisors are easily installed on a host (see Part 1), however, other resource applications that run simultaneously on the host can affect performance. A Type 2 deployment wouldn’t serve a large organisation but could be sufficient enough for small scale purposes. In their Study, Singh and Singh[13] highlight  further differences between Type 1 and Type 2 Hypervisors. These are listed below:

· Type 1 extremely costly,
· Type 1 requires specific hardware,
· Type 2 requires a host Operating System (OS),
· Type 2 requires decreased security.
A Type 1 Hypervisor can require extra configuration, in enterprise networks especially when it comes to Virtual Switching and Security. There is no underlying OS on the type 1 hypervisor, the Hypervisor is the OS. Type 1 Hypervisors use a management interface to control the clusters of VM’s installed/

Despite the differences listed above, the pros and cons of running any VM on either Hypervisor are relatively the same[14]. 

Pro’s

· VMs can use the same host,
· Work on one VM does not affect the others,
· Easy to take snapshots of VMs and backup and restore,
· Can upgrade without affecting VMs
· Save server room rack space,
· Much cheaper than installing dedicated servers per service.
Con’s

· If the host fails, all VM’s fail
· Security needs to be done on the host and each VM
· If access to the host is breached, all VM’s are compromised.

Running a VM instance is like running an application. If the instance crashes, administrators only need to restart the one instance and not the whole host that has other VMs running on it.

	Vendors of Type 1 Hypervisors include[15];

	Vendors of Type 2 Hypervisors include[16];


	VMware vSphere / ESXi
	VMware Server


	Microsoft Windows Server Hyper-V

	Microsoft Virtual PC


	Xen . Citrix XenServer

	Oracle VM VirtualBox


	Red Hat Enterprise Virtualisation

	Red Hat Enterprise Virtualisation

	KVM

	KVM


Table 3: Created by the author, Type 1 and Type 2 Hypervisor vendors.

[bookmark: _Toc65501074]3.3 	Subnet Mask in IPv4 Networking
Why do Network administrator’s subnet? In networking terms, a subnet is a given network, broken down into smaller networks, increasing broadcast domains, which is a good thing. A broadcast is a term for a type of traffic intended for all the hosts in one network (broadcast domain). This type of traffic is very bad for networks as it can cause many issues, specifically broadcast storms which are very demanding on Computer Processing Unit (CPU) of Switches and network resources[17]. A switch is a Layer 2 (L2) device, as it works on the data link layer of the Open Systems Interconnection model (OSI). L2 devices forward broadcast traffic, specifically frames using Media Access Control (MAC) addresses. Layer 3 devices (L3), namely routers, do not forward broadcasts[18]. Traffic intended for all hosts on the network is contained within that particular network. 

For example, if there is one room (network) filled with 8 individuals(hosts), the individuals are paired off. In that room, there are 4 separate conversations being held. The individuals are all seated randomly, so to converse with their peer they need to shout over the other people, making the conversations very loud, distorted and unworkable. To solve this issue, the solution would be to have 4 separate rooms(networks) that each pair (host) could sit in and continue their conversation. This is what subnetting does, albeit on a much larger scale as illustrated in Figure 10.

In networking, a subnet mask specifies where the network portion ends and the host portion begins. This is important for communication to take place between hosts at L3. If a packet, a L3 Protocol Data Unit (PDU), needs to be sent across a network, the sending host needs to verify if the destination address is in its network or not[13]. To determine this, the sending host verifies its own Internet Protocol (IP) address and Subnet mask against the destination IP address. If the destination address isn’t in the same network, it is sent to the Default Gateway, and if it resides in the network it is passed to L2. The broadcast address of a network is always an odd number and is the address between the last usable address in a network and the start of the new network ID. It would also be determined by the subnet mask[19]. If a PING request is sent to a network broadcast address, every host on that network will reply to the request.
The Subnet mask is important when considering network deployments as it is used to ensure the host and network availability is adequate for a deployment. For instance, on a point to point router interface, an administrator wouldn’t allocate a /24 address as that would waste 252 usable addresses for a link that only requires two addresses. Therefore a /30 would be used. 

[image: ]
Figure 10: A chart showing subnet mask annotation, number of subnets and hosts per subnet mask[19].

With the depletion of IPv4, and the introduction of IPv6, administrators need to think carefully on how they subnet their address scopes, especially as the Bring Your Own Device model has created more of a requirement for devices to obtain IP addresses[20].



[bookmark: _Toc65501075]3.4	Cloud Computing  
Since the development in network speeds and reliability, especially with Fibre to the Premises (FTTP) and Fibre to the Cabinet (FTTC), organisations can send masses of data out from their own data centres to the cloud. This specifically assists them with resiliency and availability. With this ability, further developments in the cloud mean that organisations can migrate certain applications / services or all application / services to the cloud depending on their model. The three models organisations can implement in cloud computing are[21]:

1. Private Cloud – Rackspace, companies install their own infrastructure in a Data Centre (DC). Fully controlled and maintained by the organisation.
2. Public Cloud – Owned by Service Providers(SP), maintained by SP’s and delivered over the internet.
3. Hybrid Cloud – Servers remain in organisation DC but some services extended to the cloud.

The advantages of cloud computing include[22]:

· On demand delivery of computer power, database storage, 
· Pay as you go pricing – ideal if only requiring certain cloud services. Prices over time should also decrease as newer services are offered,
· Right type and size of computing resources. The organisation can start provisioning services from the onset and accessed by the entire organisation,
· Access instantly, no waiting for resources to be installed and become available.  Furthermore, if the initial purchase didn’t provide enough resources or too much, it can be scaled as required,
· Easy access to servers, storage and application services,
· Uses the cloud Data Centre (DC) instead of organisation hosting all. A cloud DC will have very high standard equipment and well maintained.

Disadvantages:

· If the organisations outgoing interface loses connection to the cloud, the workforce could not have access to their resources,
· Depending on the model chosen, security is taken from the organisations’ hands.

Cloud services can be categorized into three types:

[image: ]


Figure 11; Security as a Service, Platform as a Service, Infrastructure as a service providers [23]

The major providers for the cloud computing are listed below[22];

	SaaS – runs Business applications
	PaaS – used for software development
	IaaS – used for network infrastructure

	Google
Dropbox
Salesforce
Cisco WebEx
SAP
	Microsoft Azure
Amazon Web Services (AWS)
Google Cloud
IBM Cloud
Oracle Cloud Infrastructure
	Amazon EC2
Rackspace
Compute Engine
Digital Ocean
Azure Virtual Machines
Linode
Virtual Machine Manager
Alibaba Elastic Compute Service
Hostwinds


Table 4: Created by the author, an example of Service providers.

[bookmark: _Toc65501076]3.5	Task 1 and 2 Terminologies
Active Directory Domain Service (ADDS) – A directory of users and computers on a computer domain. Domain users accounts are managed here.

Directory Service Restore Mode – Every Domain Controller should have a DSRM password in order to provide back door entry to the database in event of a catastrophic failure[24].

Domain Name System – Instead of memorising IP addresses, administrators can use domain names to reach their destination[25]. For example; 
[image: ]
Figure 12: A snip from the authors home broadband connection and an nslookup command from their command prompt to the news website bbc.co.uk.

In the case above, the authors home router is the DNS server.
The non-authoritative answer means that the home router does not have the entry for bbc.co.uk and has requested the information from a server that has an authoritative entity. The IPv6 and IPv4 addresses refer to where bbc.co.uk can be reached.

[image: ] 
Figure 13 A snip from the author’s home broadband connection and a reverse nslookup for 8.8.8.8, resulting in a dns.google returned.

This assumes that there is only one DNS server for google, the truth is, there are many servers associated with 8.8.8.8 around the world. 
On an organisation’s network, records are maintained and managed by administrators for services specific to the organisations network.
 
Dynamic Host Configuration Protocol (DHCP) – a server issues DHCP addresses to network clients from an address pool configured by the administrator. Time of leases and options can be further configured to allow the network client to request further information[26].

Group Policy – A way of policing devices on a domain. Policies can be used for separate user groups. As explored earlier, features and functions can be made available or removed for users that need access.

Network Address Translation (NAT) – It is a protocol that enables conserving public IP addresses, and can be used as a measure to secure public facing servers.  There are three variants of NAT. 
Static – a one to one, private IP to public IP,
Dynamic – private IP’s in a pool are allocated to one public IP,
Port Address Translation (PAT) – 65,000 private addresses using one public IP address.
If a client on the internet wants to contact an organisations server – usually in a Demilitarized Zone (DMZ), they can come in via the public facing IP address, without the need to know the private network details[27].


PING – An Internet Control Message Protocol used to test connectivity between network devices.
Private Network – not routable over the public network (internet).
· 10.0.0.0/8 IP addresses: 10.0.0.0 – 10.255.255.255
· 172.16.0.0/12 IP addresses: 172.16.0.0 – 172.31.255.255
· 192.168.0.0/16 IP addresses: 192.168.0.0 – 192.168.255.255[28]
These addresses are not routable over the internet. For internet access NAT can be used.

Public Network – A network that is routable over the internet with a public IP address. Excluding the addresses in the private network allocated space listed above.

Server Manager – A central place where servers on a Windows Server OS can be configured and managed locally.

Virtual Network – a network created without any physical hardware. A virtual network sits in a VM environment.

X.500 standard – An international directory scheme to identify people, organisations, services, network hardware[24]. 


[bookmark: _Toc65501077]3.6	Conclusion
[bookmark: _Toc65501078]In this section the author has discussed the difference between Type 1 and 2 Hypervisors, the benefits that each of the types bring to the users. Subnetting has been explained, and a general understanding conveyed to the reader. The importance of IPv4 subnetting has been elaborated. Cloud Computing platforms have been provided, including pro’s and con’s of the Cloud Computing model. Major providers of Cloud Computing and what services they provide have also been presented. A helpful list of terminologies that readers have been introduced to is given at the end of the section.
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