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QUESTION ONE

(a) Figure 1 shows a network with solicited node multicast address. Both R2 and R3 are
listening to the same solicited-node multicast address (FF02::1:FFAA:BBBB). The

received packet is for R2. How will R2 and R3 respond?

(4 marks)

2001:DB8::500:AAAA:BBBB %
2001:DB8::501:AAAA:BBBB g

2001:DB8::500:1234:5678

=

Figure 1

(b) 2031:0000:130F:0000:0000:09C0:876A:130B is a version 6 IP address. Write it down
in abbreviated format, identify subnet prefix and interface ID.

(4 marks)
(c) Explain the difference between IPv4 header vs IPv6 header. Diagrams can be used to
illustrates the difference.

(17 marks)

QUESTION TWO

(a) Define network management?
(2 marks)

(b) Name the five areas of network management of the ISO model. Explain each areas in
detail.
(15 marks)

(c) What is SNMP manager and SNMP agent?
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(8 marks)

QUESTION THREE

(@) You have been asked by Swansea Maritime Consulting Company to propose a new
design for their computer network in order for the network administrator to better manage
the network. He would also need WiFi to be implemented for each department. The
current network is a flat backbone with all departments connected only to a central
switch. There are four department:

e Marketing

e HR

e Accounting

e Sales
The maximum number of users in any department is 30. The IP network address used is
172.17.21.0 and subnet mask 255.255.255.0
Outline all the necessary requirements that would be needed for the new design. Provide
a labelled network diagram to aid in your proposal.

(25 marks)

QUESTION FOUR

(a) What are the components required to establish a VPN connection for the network in
figure 2 and explain how VPN provides security for data?
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Figure 2
(8 marks)
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(b) List and explain the characteristics of secure VPNs
(15 marks)
(c) Why do organizations use VPNs?
(2 marks)
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