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Figure1 The overall framework of ITIL

1.2 Introduction to each function module
1.2.1 ITIL service management implementation plan
Provide clients with comprehensive guidance on how to set long-term goals and how to position and analyze the current situation. Identify reasonable objectives and conduct gap analysis based on them. How to prioritize implementation activities and review implementation processes.
1.2.2 ICT infrastructure management
This process is designed to ensure that a relatively stable and reliable IT infrastructure is provided so that business operations run smoothly.
1.2.3 Application management
Coordinate the relationship between IT service management and application system development, testing and deployment. So that the four can better provide services to customers, so that the business can better operation.
1.2.4 Safety management
Protect the IT infrastructure and provide appropriate benefits so that unauthorized use is avoided and users are protected.
1.2.5 Business perspective
IT effectively helps business managers gain insight into the role of ICT infrastructure's ability to support business processes and IT service management in providing end-to-end IT services. This includes business management systems, outsourcing management, continuous improvement and ICT. In this way, more commercial value can be excavated.
1.2.6  Service management
The core content of ITIL is divided into ten management processes and one management function, divided into two groups: service delivery and service support.

2 Network Security Model
The security goal of information systems is to control and manage the access of Subjects (including users and processes) to Objects (including data and programs).
Security model: accurately describes the important aspects of security and their relationship to system behavior. Improve the level of understanding of the successful implementation of security requirements[1].
2.1 Bell-LaPadula Model
The first network security model is called the Bell-LaPadula model and is the most famous model. David Bell and Len LaPadula came up with it in 1973, the BLP model for short. BLP model is a state-transition model of trusted system. Its main task is to define the set of states that make the system reach "safe", confirm whether the initial State of the system is "safe state", and check whether all state changes start from one "safe state" and end in another "safe state".The BLP model defines the rules for how Subjects access Objects in the system.Each principal has a level of security, and its access to each object with a different level of security is governed by various provisions.The method is a combination of autonomous access control and mandatory access control, which can effectively ensure the security of information in the system and improve the confidentiality level of information. The disadvantage is that the integrity of information cannot be guaranteed.So with the development of computer security theory and technology, BLP model has been unable to meet the growing needs of people.
2.2 Clark Wilson Model
In 1987, computer scientist David Drlark and accountant David R.Wilson proposed the Clark-Wilson model, or CW model for short. This model can ensure the integrity of business data and provide the integrity of security assessment framework and application layer model in business application system. The Clark-Wilson model focuses on how to protect the integrity of information and systems, i.e. well-organized transactions and clear division of responsibilities.Well-organized transactions mean that users must operate within the limits of their authority on information to ensure data integrity.The division of responsibility means that the task needs to be completed by more than two people, and the task should be divided to avoid the occurrence of individual deception.


Here are three tasks to ensure integrity1. Prevent unauthorized modification 2. Maintain internal and external consistency 3. Prevent authorized but inappropriate modifications.
2.3 Biba Model
The Biba model was the first model involving the integrity of a computer system, published in 1977.The Biba model classifies threats to integrity as originating inside and outside the subsystem. An insider threat occurs if a component of a subsystem is malicious or incorrect; An external threat occurs if one subsystem attempts to modify another subsystem through incorrect data or incorrect function calls.Biba believes that insider threats can be addressed through program testing or validation. So the model focuses on external threats. Biba model is based on two kinds of rules, one is the rule of the read down attribute that the subject cannot read the data with a security level lower than it. The second is the up-write property, which means that a subject cannot write data with a higher security level than it.
2.4 Chinese Wall Model 
The idea of this model is to divide some data that may cause access conflicts into different data sets, forcing all subjects to access only one data set at most, but which data set to access is not restricted by mandatory rules. Access to the data is limited by the access rights that the principal has acquired to the data, not by the attributes of the data (the secret level). Chinese Wall model secure access theorem. Theorem 1: Once a subject has visited an object, it can only access objects located in the same company's data set or information in different conflicting interest groups.Theorem 2: In a conflict of interest group, a principal can access at most one company data set.
2.5 P2DR security model 
It is also the main model of dynamic information security proposed by ISS, an American international Internet security system company. 
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Figure2 P2DR security model
The model argues that:
Security = Risk analysis + enforcement policy + system implementation + vulnerability detection + real-time response
Here are four key words: Policy Protection Detection Response. 
Policy: Security policies are the core of security management. Therefore, to implement the dynamic network security cycle, security policies must be formulated first. All protection, detection, and response are implemented based on security policies.
The establishment of a policy system includes: security policy formulation, security policy evaluation, security policy implementation, etc.
Protection: Protection is usually achieved by using some traditional static security technologies and methods, including firewall, encryption, authentication and so on. By monitoring and restricting the data packets entering and leaving the network through the firewall, you can prevent illegal access from the outside, inside and outside, and improve the network defense capability. Of course, you need to formulate a reasonable firewall policy according to the security policy. You can also use SecureID, a one-time password, to increase system security, and so on.
Detection: In the process of network security cycle, detection is a very important link, detection is the basis of dynamic response, it is also a powerful tool to enforce the implementation of security policies, through the continuous detection and monitoring of the network and system, to find new threats and weaknesses, through cyclic feedback to make effective response in time.
Response: Emergency response occupies the most important position in the safety system and is the most effective way to solve the safety potential. In a sense, security is about addressing emergency response and exception handling. To solve the problem of emergency response, it is necessary to formulate a good emergency response plan and do all the preparatory work in the emergency response plan.

2.6 PDRR Security model 
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Figure3 PDRR security model
The US Department of Defense proposed Protection, detection, response, recovery
The goal of security is to maximize the protection time as much as possible, reduce detection and response times, and recover as quickly as possible after a system has been damaged to reduce the time the system is exposed.
Protect: The most important part of network security policy PDRR model is protection (P). Defense is a condition that prevents an attack from occurring in advance, so that an attacker cannot successfully invade.Defense can reduce most intrusion events.
Detect: The second step of PDRR model is detection (D). The above mentioned protection system removes the conditions of intrusion events. It can prevent most intrusion events from happening, but it cannot prevent all intrusions. Especially those that exploit new system flaws, new means of attack. Therefore, the second security barrier of security policy is detection, that is, detection if an intrusion occurs, and this tool is intrusion detection system (IDS).
React: The third link in the PDRR model is the response (R). Response is a known attack (intrusion) event after the occurrence of processing. In a large-scale network, the task of responding to this is a special department, that is, the computer response team. CERT, the world's first computer response team, was established in 1989 in the United States and is the most famous computer response team in the world. Since the establishment of CERT, countries and institutions around the world have also established their own computer response teams. China's first computer emergency Response team, CCERT, was established in 1999, mainly serving the China Education and Research Network.
Restore: Recovery is the last link in the PDRR model. Recovery is the process of restoring a system to its original state, or a more secure state, after an event has occurred. Recovery can also be divided into two aspects: system recovery and information recovery. System recovery refers to fixing the flaws in the system that were exploited by the incident so that hackers can't exploit them again. General system restoration includes system upgrade, software upgrade, and patching. Another important part of system recovery is removing backdoors. Generally, hackers exploit flaws in the system the first time they break in. After the first successful breach, the hacker opens some back door to the system, such as installing a Trojan horse[2].

3 ISO 27000 series standards
Introduction to ISO 27000 series standards
ISO has reserved ISO/IEC 27000 series numbers for information security management system standards, similar to ISO 9000 series standards for quality management systems and ISO 14000 series standards for environmental management systems.
The planned ISO 27000 series contains the following standards:
ISO 27000 - "Information Security Management System Principles and Terminology"
Information security management system fundamentals and vocabulary This standard addresses the fundamentals and terminology of ISMS and is expected to be released in 2008.
ISO 27001 - Information Security Management System Requirements
Information security management system requirements
The standard originated from BS7799-2, mainly presents the basic requirements of ISMS, has been officially released in October 2005.
ISO 27002 - Code of Practice for Information Security Management
Code of practice for information security management
The standard will replace ISO /IEC 17799:2005 and is scheduled to be published in 2007.
ISO 27003 - Information Security Management System Implementation Guide
Information security management systems implementation guidance
The standard, which will provide guidance for the establishment, implementation, maintenance, and improvement of ISMS, is currently under development and is expected to be released in 2007.
ISO 27004 - Information Security Management Measurement and Indicators
Information security management measurements and metrics
This standard describes the measurement and indicators of information security management, used to measure the implementation of information security management effect, is expected to be released in late 2007 or 2008.
ISO 27005 - Information Security Risk Management
Information security risk management
The standard is based on BS7799-3 and ISO13335 and is expected to be released in 2007.
ISO 27006 - "Information Security Management System Audit and Certification body Requirements"
Information technology - Security techniques - Requirements for bodies providing audit and certification of information security management systems
The standard puts forward requirements on the institutions providing ISMS certification, and all the institutions providing ISMS certification services need to prove their competence and reliability according to the requirements of the standard.
Among the above standards, ISO 27001 is the main standard of the ISO 27000 series, similar to the ISO 9000 series
All kinds of organizations can establish their own information security management system (ISMS) in accordance with the requirements of ISO 27001, and through certification. The current valid version is ISO/IEC 27001:2005.
ISO27001
Information security is extremely important in enterprise risk management. IT emphasizes the protection of confidentiality, integrity and availability of IT systems and information necessary for the operation of an organization, improves the rate of return on investment, and reduces the risk of loss and business interruption caused by information security accidents. ISO27001 system has been promulgated by the international standards organization as the international standard ISO 27001:2005, is the only "information security management standard" in the world at present, has become the "information security management" of the international common language, and has been used by more than five thousand government agencies and well-known enterprises. The method is through "risk assessment", "risk management" into the information security needs of enterprises, effectively reduce the risks faced by enterprises. The establishment of information security management system (ISMS) has become a variety of organizations, especially high-tech industry, financial institutions and other important and indispensable mechanism to manage operational risks. In some industries, such as software outsourcing, ISO27001 certification has become a prerequisite for customer requirements.


4 CoffeeBlend case study
Everyone knows a brand of coffee called CoffeeBlend, which originated in Jamaica. It's one of the most popular coffees in the world. Because of its huge popularity, so there are a large number of customers and employees, it is distressing that now the company does not have a sound information security protection policy. So that the current cloud service system can not meet the current demand, if the hacker attacks, will lead to a large number of privacy information loss.

After analyzing the actual situation of the company, we applied the idea of P2DR safety system model and ISO27000 standard to design a solution. Through advanced technology, good management, and the cooperation of personnel. Implement a dynamic cycle of protection, response and detection at all levels to gradually improve the level of information security in CoffeeBlend.

4.1 Policy on cyber security
The network security system of Coffee company needs to be further improved, which needs to improve the confidentiality ability of data transmission and the security of the system platform. Therefore, it is necessary to detect and prevent malicious attacks on the network and system in a timely manner.

4.2 Policy on access control 
The reason to control access is to avoid illegal access. For example, use functions such as firewalls to control IP addresses and set security measures. In this way, the user identification and security control of network and server can be realized. The network resources of an enterprise can be accessed by certain employees and customers. Therefore, access control needs to be set at a specific time. Access policies are used to restrict users' access to the enterprise network resources. And can control the access time, once some hackers try to access, then the company system will record the number of access, once the unauthorized access reaches the set number, the account will be blocked.

4.3 Policy on Intranet Interconnection Security
CoffeBlend has expensive intellectual property, so it needs a strong security mechanism to protect its intellectual property from attacks. In order to prevent illegal unauthorized access and various intrusion attacks, firewall technology can notify the technical personnel of relevant companies through response. After receiving the information, managers can quickly make changes and adjustments[3].

4.4 Information Security Managemment System
In order to achieve long-term and effective management of security risks, we intend to establish ISMS through ISO27001 and apply PDCA model to make existing security needs or security risks controllable and manageable.
We will solve the problem in four stages.
(1) Planning: establish a good overall management system, which involves how to establish its safety management organization and formulate the overall safety strategy.
Provides excellent solutions to existing security problems.
(2) Implementation: In view of the current safety problems, and implement the selected program, and finally achieve the effect of solving the safety problems.
(3) Evaluation and review: Through a series of evaluation, check whether the system information security issues have been effectively managed.
(4) Maintenance and improvement: modify the management plan according to the experience of handling things and the results of safety evaluation, so as to achieve effective management.

4.5 Risk management systems 
The entire coffee company has the following three risks: (1) the security risk of the database;(2) the security risk of the public server; (3) the risk of being exposed to the virus and being attacked Therefore, the company can refer to ISO27005 information security management process to deal with security problems[4].

Since the company is allowed to give individuals access to the company's resources, such behavior will lead to security risks. So it's very important to combine the external network, the internal network and Public server isolation, so as to prevent the leakage of information brought bad effects. If necessary, the access information from the external network must be filtered.

Common security risks of the database server are as follows: unauthorized users accessing the database server, external attacks on the database server, and data loss due to hardware and software problems.Therefore, you can prevent data theft by setting user authentication and access rights.

Also not to be underestimated is the attack of the virus, because the virus is always bound to some programs or web pages are not easy to be found, and the virus can infect the whole computer in a short time.The data may have been lost by the time the virus was discovered. In order to avoid such problems, you need to install virus detection software, to periodically kill viruses, and to Open the antivirus software in real time to monitor the computer, to use the latest version, pay attention to regular updates, the latest version is often difficult to attack, and can recognize some new viruses[5].
For individual users, you can set up a separate space on your computer's hard drive to set up encrypted disk software. Encrypt and store some private files,
Users only need to use their password to access it.
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