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Task_ 1 Research in Data Security and Compliance
[bookmark: _Toc233211208][bookmark: _Toc233211902][bookmark: _Toc234089101][bookmark: _Toc233211209]Title: The Zero Trust Architecture
A Critical Analysis of its Principles, Implementation Challenges, and Effectiveness Compared to Traditional Security Models.
Abstracts: This research paper is on Zero Trust Architecture, a modern cyber security approach. It describes how Zero Trust helps companies to predict, protect, detect and automatically respond to cyber assaults. The study also discusses obstacles such as cost, legacy systems and user experience and contrasts Zero Trust with standard security methods. It argues that Zero Trust can improve cybersecurity resilience when supported by governance, monitoring, and automation.
Research Question:

How can Zero Trust Architecture help modern organisations anticipate, protect, detect and automatically respond to cybersecurity threats? 

[bookmark: _Toc233211903][bookmark: _Toc234089102]Task_1 Introduction
In today’s complicated digital environment, users, devices, apps and data are no longer safeguarded by one corporate network.  Cloud computing, remote work, mobile devices and third-party services have changed how organisations access and safeguard information. Traditional security models relied mainly on a strong network perimeter, but this is no longer enough because attackers can steal credentials, compromise accounts, exploit weak devices and move laterally. Zero Trust Architecture follows the principle of “never trust, always verify”, continuously checking identity, device health, behaviour and access [1]. This paper analyses how Zero Trust helps organisations anticipate, protect, detect and automatically respond to cyber threats.

[bookmark: _Toc233211904][bookmark: _Toc234089103]


 
1.1 Background: What is Zero Trust Architecture?
Zero Trust Architecture is a cybersecurity model that removes automatic trust from users, devices, networks and services. Unlike traditional security models, which focus mainly on protecting the boundary between the internal network and the internet, Zero Trust treats every access request as potentially risky. Access decisions are based on identity, device security, location, behaviour, data sensitivity and risk level [1].
[bookmark: _Toc233211905][bookmark: _Toc234089104]The main principles of Zero Trust include continuous verification, least privilege access, strong identity management, micro-segmentation, multi-factor authentication, device monitoring and real-time policy enforcement. Zero Trust is not a single product, but a security strategy that requires planning, governance, monitoring and automation [2].


Table 1: Key Principles of Zero Trust Architecture
	Zero Trust Principle
	Meaning

	Never trust, always verify
	Every access request must be checked before access is granted.

	Least privilege access
	Users only receive the access they need for their role.

	Continuous monitoring
	Systems, users and devices are monitored for suspicious activity.

	Micro-segmentation
	The network is divided into smaller protected areas.

	Multi-factor authentication
	Users must provide more than one form of verification.

	Assume breach
	The organisation acts as if attackers may already be inside the system.











1.2 How Zero Trust Helps Organisations Anticipate Threats
Zero Trust helps companies anticipate attacks by requiring them to understand their digital environment before an incident happens. To deploy Zero Trust successfully, an organisation must know its users, devices, applications, services and sensitive data. This helps identify the most important assets and the threats that could affect them.

Zero Trust also supports threat anticipation through risk-based access control. Access decisions are not based only on usernames and passwords. The system may also consider device security, login location, data sensitivity and user behaviour. If something appears suspicious, additional verification may be required or access may be blocked.

This approach is stronger than traditional security because it assumes threats may already exist inside the network. However, it depends on accurate asset inventories, good data classification, strong governance and continuous risk assessment [3].
[bookmark: _Toc233211906][bookmark: _Toc234089105]








1.3 How Zero Trust Protects Organisations


Zero Trust protects organisations by eliminating the implicit trust given to people, devices, and systems. Multi-factor authentication is a key security mechanism to prevent attackers from accessing accounts using stolen credentials alone. Least privilege access is important also, people should only have access to the systems and information they need for their respective duties . This reduces the impact of compromised accounts, stolen credentials or inside attacks [1].
Zero Trust also implements conditional access. So that means that level of access may vary depending on the level of risk. For example, the system may allow access if they are logged in on a trusted work laptop. Or, if the same employee logged in from a device or location not recognised by the system, the system would need additional authentication or block access altogether.
Micro-segmentation provides us with an extra layer of safety. Rather than granting users unrestricted access to the network, the company separates systems into smaller segments. At the same time, compromise of a single device by an attacker does not necessarily mean compromise of the entire network.
Zero Trust also implements conditional access, meaning access is based on risk. For example, an unknown device or odd location may require further authentication or deny access. Micro-segmentation is a means to separate systems into smaller sections, so limiting the impact of a hack and limiting virus spread. Encryption also protects data while it is being transmitted and when it is stored [1]. 
Zero Trust, in general, provides a whole set of security features, including identity security, device security, access control, monitoring, and data protection. However, if policies are poorly constructed, this might lead to too many login hurdles, and the productivity of employees can be reduced. So, it’s important for organisations to find a balance between usability and security.

[bookmark: _Toc233211907][bookmark: _Toc234089106]

1.4 How Zero Trust Helps Detect Threats
Zero Trust allows for continual monitoring and analysis to identify potential threats. In traditional security, monitoring would be focused on the network perimeter. But Zero Trust does require organisations to actively monitor who is accessing their data, as well as their applications, devices and users. This allows suspicious conduct to be detected at an earlier stage.
This could be flagged as out of the ordinary conduct, for example, if a user normally accesses files from the United Kingdom during working hours but suddenly tries to download significant volumes of data from another country at midnight. The system can choose to alert, require extra authentication, or block the action.
Security tools like as SIEM systems, endpoint detection and response and user behaviour analytics can gather and analyse security data to help Zero Trust. These tools help businesses identify unauthorised access attempts, malware activity, compromised accounts or unusual trends.
Also, it is essential to do device posture assessments. And if security updates, antivirus protection or encryption is not enabled, access may be refused. This allows for the identification of potentially dangerous gadgets before they are connected to critical systems.
Zero Trust’s detection capacity is valuable because many cyberattacks are not quickly detected. Attackers often try to stay within systems for a long time. Continuous monitoring prevents invaders from being unnoticed [4].
But detection is no less full of hurdles. Organisations may collect huge amounts of data which could lead to an excessive number of notifications. When security teams are unable to respond to these notifications appropriately, important alarms may be missed. Therefore, companies need automated response mechanisms, trained individuals and good alert prioritising.

[bookmark: _Toc233211908][bookmark: _Toc234089107]

1.5 How Zero Trust Supports Automatic Response

One of the biggest benefits of Zero Trust is the automatic reaction. But the speed of cyber invasions means that today’s organisations can’t just respond manually. Automating security measures helps shorten response time and minimise damage.
In a Zero Trust environment, you can notice questionable activity and automatically address it. For example, a high-risk login may require multi-factor authentication, malware-infected devices may be disconnected, and access outside a user’s role may be denied. The system can also revoke access tokens or reset sessions if an account shows signs of compromise.
Security orchestration, automation and response tools can use playbooks to respond to threats. For example, ransomware activity may trigger actions such as blocking suspicious traffic, warning the security team and quarantining the infected device [2].
However, automation must be monitored carefully. If controls are too strict, they can block legitimate users. Therefore, organisations should review security policies, test automated responses and keep human oversight for serious incidents.

[bookmark: _Toc233211909][bookmark: _Toc234089108]1.6 Comparison with Traditional Security Models
Traditional security models usually focus on defending the network perimeter. Firewalls, VPNs and internal network controls are used to separate trusted internal users from untrusted external users. This model worked better when most employees worked inside the office and most applications were hosted internally.
However, modern organisations are different. Employees work remotely, data is stored in the cloud, devices connect from different locations and third-party services are common. This means the traditional perimeter is no longer clear. A user may access company data from home, a mobile phone, a cloud application or a partner network. In this environment, trusting users simply because they are inside the network is risky.
Zero Trust is more suitable for modern organisations because it focuses on identity, context and continuous verification. It does not assume that internal access is safe. It also limits lateral movement, which is one of the main weaknesses of perimeter-based security.
However, traditional security tools are not completely useless. Firewalls, VPNs and network monitoring can still support security. The difference is that they should not be the only defence. A strong modern security strategy can combine traditional controls with Zero Trust principles.
[bookmark: _Toc233211910][bookmark: _Toc234089109]Zero Trust is therefore more effective than traditional security when organisations use cloud services, remote working and sensitive digital data. However, it requires better planning, stronger identity management and more continuous monitoring than older models [1].
Table 2: Traditional Security Model vs Zero Trust Architecture
	Area
	Traditional Security Model
	Zero Trust Architecture

	Trust
	Users inside the network are often trusted.
	No user or device is automatically trusted.

	Focus
	Protects the network perimeter.
	Protects users, devices, applications and data.

	Access
	Access may be broad after login.
	Access is limited using least privilege.

	Monitoring
	Mainly focuses on external threats.
	Uses continuous monitoring.

	Remote work
	Less suitable for hybrid work.
	Better suited to cloud and remote access.

	Response
	Often depends on manual action.
	Can support automated response.


1.7 Implementation Challenges
There are many benefits to Zero Trust. However, it can be difficult to apply. Price is a big hurdle. Organisations may have to spend on automation platforms, educating workers, monitoring tools, end point security and identity management solutions. These costs may be problematic for smaller organisations.

Legacy systems also offer a barrier. Older apps might not support modern authentication or continuous monitoring. This can make it hard to consistently apply Zero Trust across your organization.

The user experience is another tough one. If employees are asked to authenticate themselves too often, they can become frustrated and try to bypass security barriers. This might lead to a decline in productivity and resistance to change.

Zero Trust also demands cultural change. It is important that staff understand why access is restricted and why security measures are necessary. The approach must be endorsed by management, and security teams need to work closely with IT, compliance and business departments.

Another risk is treating Zero Trust as a product rather than a strategy. Some organisations might purchase an instrument and say they have implemented Zero Trust. However, for true Zero Trust a whole strategy of rules, processes, governance, monitoring and continuous improvement is needed [5].

This confirmed the effectiveness of Zero Trust, but it’s no mean feat. Organisations need to roll this out in a phased way, starting with the most vital systems and building up gradually.


[bookmark: _Toc233211911][bookmark: _Toc234089110]1.8 Recommendations
 To implement Zero Trust, organisations are required to complete a risk assessment. They need to determine vital systems, users, devices and business processes and critical data so that they know what needs the most robust security.

Organisations should reinforce their identity and access management, through the deployment of multi-factor authentication for the most sensitive systems and providing users only the access that is required. Access privileges also need to be reviewed periodically.

Also, it is necessary to increase the security of gadgets. Sensitive systems should not be accessed until devices are updated, monitored and confirmed. Block or provide limited access to unfamiliar or risky devices.

Data should be classified by sensitivity, key data encrypted and ongoing surveillance put in place to detect suspicious activities. Use automated responses progressively, with further verification, quarantining compromised devices and blocking high risk logins.
Finally, companies should have their policies reviewed and their personnel trained on a regular basis. Zero Trust is a continuous improvement process, not a one-shot effort [2].

Table 3: Zero Trust Security Control Register
	Control ID
	Security Control
	Supports

	ZT-01
	Multi-factor authentication
	Protect

	ZT-02
	Least privilege access
	Protect

	ZT-03
	Micro-segmentation
	Protect / Detect

	ZT-04
	Continuous monitoring
	Detect

	ZT-05
	Device posture checks
	Anticipate / Protect

	ZT-06
	Encryption
	Protect

	ZT-07
	SOAR playbooks
	Automatically Respond

	ZT-08
	Asset inventory
	Anticipate






[bookmark: _Toc233211912][bookmark: _Toc234089111]Task_1 Conclusion

Zero confidence Architecture is a strong concept for cyber security because of the continual validation required and lack of inherent confidence. It helps businesses discover assets, users, devices and dangers and at the same time protects systems with encryption, micro-segmentation, multi-factor authentication and least privilege access. It also helps with ongoing surveillance and detection and enables automated responses such as quarantining compromised devices and blocking suspicious activities.

Zero Trust is better suitable for today’s digital world, remote employment and cloud computing than traditional perimeter security. However, it can be expensive and difficult to adopt, particularly in businesses with legacy systems or poor governance.

Zero Trust can increase security over the long run, particularly when it is deployed as a strategy with governance, training, automation and monitoring.

[bookmark: _Toc234089112][bookmark: _Toc233211211][bookmark: _Toc233211914]Task_ 2 Case Scenario: Equifax Data Breach
[bookmark: _Toc234089113][bookmark: _Toc233211212]Title: Designing a Forward-Looking Cybersecurity Programme After the 2017 Equifax Data Breach.
Research Focus:
This report uses the 2017 Equifax data breach as a case study to design a structured cybersecurity programme based on governance, accountability, risk management, Zero Trust principles, NIST Cybersecurity Framework 2.0, compliance, incident response and technical protection controls.

[bookmark: _Toc233211915][bookmark: _Toc234089114]Task_2 Introduction
The 2017 Equifax data breach is a significant case study that demonstrates the need for a structured and forward-looking cybersecurity programme in modern organisations. Equifax is one of the major credit reporting companies and holds large volumes of sensitive financial and personal data. In 2017, attackers exploited an unpatched Apache Struts vulnerability. The breach exposed the personal data of more than 147 million people, including names, Social Security numbers, dates of birth and addresses [6].
The Equifax incident was not only a technical failure. It also highlighted weaknesses in governance, accountability, risk oversight, asset visibility, patch management, monitoring and compliance management. The impact of the breach was increased because attackers were able to remain inside the environment for a long period before being detected [7]. This shows the need for organisations to move beyond manual processes and traditional perimeter-based security.
A modern cybersecurity programme should be able to anticipate threats, protect critical assets, detect suspicious behaviour quickly and respond effectively. This report designs a cybersecurity programme for an organisation like Equifax. The programme uses the NIST Cybersecurity Framework 2.0, Zero Trust principles and recognised incident response practices. The aim is to reduce the risk of a similar breach, improve accountability, reduce attacker dwell time and strengthen the long-term resilience of the organisation.
[bookmark: _Toc233211916][bookmark: _Toc234089115]
2.1 Organisational Structure and Accountability
[image: ]A strong cybersecurity programme requires clear accountability from board level to operational teams. One of the key lessons from the Equifax breach is that cybersecurity cannot be treated only as a technical IT issue. It must be treated as an enterprise risk because a breach can affect customers, regulators, reputation, legal compliance and business continuity.
Figure 1: Proposed Cybersecurity Governance Structure




The suggested governance structure reinforces accountability through clear reporting lines and duties throughout the company. This is in line with NIST Cybersecurity Framework 2.0, which highlights the role of governance in managing cybersecurity risk [8]. Each role has its own purpose within the cybersecurity risk management domain.

· Board Risk Committee:
Reporting on cybersecurity to the Board Risk Committee should be a regular activity. These reports should include significant vulnerabilities, patch performance, incident patterns, compliance risks, third party risks, data protection concerns and business continuity preparation. This allows senior leadership to gain a holistic view of cyber risk and prevents technical departments from hiding security flaws [8].
· Chief Executive Officer
The CEO needs to make sure that cybersecurity is aligned with the goals of the firm, consumer trust and business continuity. This is important since cybersecurity decisions often need finance, corporate backing and organisational transformation [8].
· CISO:
The Chief Information Security Officer should own the whole cybersecurity strategy and report directly to executive leadership. This reporting line provides better visibility and ensures that critical cyber hazards can be escalated swiftly [8].
· Security architect team:
When designing secure systems, the Security Architecture Team should apply Zero Trust principles such as segmentation, strong authentication, and least privilege access [9].
Vulnerability and Patch Management Team
The Vulnerability and Patch Management Team is responsible for identifying, prioritising and remediating vulnerabilities. This team should be responsible for scanning systems, applying patches, testing versions and reporting on progress. This immediately addresses one of the key shortcomings in the Equifax breach, which was the failure to appropriately patch a known vulnerability [6]. 
· Security Development Team:
The Secure Development Team must ensure that apps are fully tested before they are deployed This covers the implementation of secure coding methods, vulnerability testing, and security certification prior to the deployment of systems [8]. 
· SOC and incident response teams:
The SOC and Incident Response Team should make sure to monitor systems at the same level and respond immediately to suspicious activities. This mitigates the impact of incidents and reduces attackers’ dwell time [10] .
· On Data Protection & Compliance Team:
The Data Protection and Compliance Team protects personal data and ensures that the company complies with statutory requirements. This includes help with breach notification, data protection assessments and access reviews [11].
· Business Continuity Team: 
The Business Continuity Team should design recovery strategies to assure the ongoing provision of vital services during and after a cybersecurity event. This is in line with the Recover function in the NIST Cybersecurity Framework 2.0 [8].

This structure promotes accountability by giving each security function a distinct owner, reporting line and measurable obligation. For example, patch administration should not be an informal task that is passed among the teams with no ownership. A defined team should be responsible for the scanning, prioritising, upgrading, testing and progress reporting. Escalate to the CISO and subsequently to the Board Risk Committee if a critical vulnerability is not remediated within the requisite period. This decreases the chance of critical vulnerabilities going undetected [6], [8].


[bookmark: _Toc233211917][bookmark: _Toc234089116]2.2 Policies and Procedures
Formal policies and processes are needed to ensure that the cybersecurity is auditable, enforceable and quantifiable. The Equifax case brought to light the need for businesses to have stronger systems for vulnerability and patch management as a known vulnerability was not successfully remediated [7]. Policies should not be limited to written documents. They must provide clear ownership, dates, evidence requirements and escalation procedures.

Table 1:  Proposed Cybersecurity Policies and Procedures
	Policy Area
	Requirement
	Measurement
	Justification

	Vulnerability Management Policy
	All systems must be scanned regularly for known vulnerabilities.
	Weekly vulnerability scan reports.
	Helps identify weaknesses before attackers exploit them.

	Patch Management Policy
	Critical internet-facing vulnerabilities must be patched as a priority.
	Percentage of critical patches completed within target time.
	Reduces the chance of another Apache Struts-type failure.

	Asset Visibility Policy
	All applications, servers, devices, certificates and data stores must be recorded in an asset inventory.
	Monthly asset inventory review.
	Prevents unknown or unmanaged systems from being missed.

	Secure SDLC Policy
	Applications must go through security testing before release.
	Evidence of code review, vulnerability testing and approval.
	Reduces software weaknesses before deployment.

	Monitoring Policy
	Critical systems must be continuously monitored.
	SIEM reports, SOC alerts and incident logs.
	Helps detect suspicious activity earlier.

	Data Protection Policy
	Sensitive personal data must be encrypted and access controlled.
	Encryption checks and access review reports.
	Reduces the impact if attackers gain access.

	Incident Response Policy
	Security incidents must follow a defined response process.
	Incident response exercises and post-incident reports.
	Improves response speed and reduces organisational impact.





These policies directly address the failures shown in the Equifax breach. A patch management policy would reduce the chance of a known vulnerability remaining unpatched. An asset visibility policy would help the organisation know which systems are exposed to the internet. A monitoring policy would reduce the risk of attackers remaining undetected for long periods. A data protection policy would reduce the impact of data exfiltration [7].
The policies must also be aligned with enterprise risk. For example, not every vulnerability has the same priority. A vulnerability on an internet-facing system that processes sensitive personal data should be treated as critical because the likelihood and impact are both high. This means the organisation should use risk-based patching rather than treating all systems equally. Critical vulnerabilities should have clear deadlines and executive reporting. If the deadline is missed, the issue should be escalated [8].
The Secure Software Development Lifecycle policy is also important. Applications should be designed, coded, tested and deployed with security in mind. Security testing should include vulnerability scanning, code review, penetration testing and approval before release. This reduces the chance that insecure applications are placed into production [9].


[bookmark: _Toc233211918][bookmark: _Toc234089117]2.3 Governance and Strategic Alignment
The cybersecurity programme should be aligned with the NIST Cybersecurity Framework 2.0. This framework is suitable because it connects cybersecurity with enterprise risk management, governance, protection, detection, response and recovery [8]. It also helps organisations treat cybersecurity as part of business resilience rather than only a technical function. 

Table 2: Alignment with NIST Cybersecurity Framework 2.0
	NIST CSF 2.0 Function
	Application to the Cybersecurity Programme

	Govern
	Establish board oversight, security leadership, policies, risk appetite and accountability.

	Identify
	Maintain asset inventories, classify data and identify business-critical systems.

	Protect
	Apply Zero Trust controls, patch management, encryption, multi-factor authentication and least privilege access.

	Detect
	Use SIEM, endpoint detection, continuous monitoring and vulnerability scanning.

	Respond
	Use incident response plans, escalation procedures, forensic investigation and breach notification.

	Recover
	Maintain disaster recovery plans, tested backups, customer communication and service restoration.









This alignment ensures that cybersecurity is connected to organisational objectives. For a company like Equifax, trust is a business-critical asset because customers, regulators and partners expect the organisation to protect sensitive personal and financial information. If the organisation fails to protect this data, it may face legal penalties, reputational damage and loss of customer confidence [11].

Zero Trust also supports strategic alignment because it focuses on protecting users, assets and resources rather than relying only on a traditional network perimeter [9]. This is important for modern organisations that use cloud systems, remote access, third-party services and large volumes of sensitive data. A Zero Trust approach supports the idea that no user, device or application should be automatically trusted. Access should be continuously verified based on identity, device health, location, behaviour and risk level.

The strategic aim of the programme should therefore be to protect customer data, maintain business continuity, reduce regulatory risk and strengthen long-term resilience. Cybersecurity should be measured using key performance indicators such as patch compliance, vulnerability remediation time, number of detected incidents, incident response time, access review completion and disaster recovery test results. This allows leadership to understand whether the organisation is becoming more resilient over time [8].







	
[bookmark: _Toc233211919][bookmark: _Toc234089118]
2.3 Risk Management and Assessment
A high-level risk assessment helps the organisation prioritise the most serious risks. The Equifax case shows that internet-facing systems, patch gaps, weak asset visibility, poor monitoring and weak segmentation can create major organisational impact.


Table 3: High-Level Risk Assessment
	Risk
	Likelihood
	Impact
	Priority
	Mitigation

	Unpatched internet-facing application
	High
	Very High
	Critical
	Automated vulnerability scanning, patch deadlines and executive reporting.

	Incomplete asset inventory
	High
	High
	Critical
	Central asset register, ownership assignment and monthly review.

	Weak network segmentation
	Medium
	Very High
	High
	Micro-segmentation and least privilege access.

	Poor monitoring visibility
	Medium
	Very High
	High
	SIEM, EDR, certificate monitoring and SOC alerts.

	Sensitive data exposure
	Medium
	Very High
	Critical
	Encryption, data classification and access control.

	Third-party software vulnerability
	High
	High
	High
	Software supply chain risk management and security testing.

	Delayed incident response
	Medium
	High
	High
	Incident response playbooks, tabletop exercises and escalation procedures.



	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



The biggest dangers include unpatched internet-facing programs, insufficient asset visibility and sensitive data exposure. These threats are to be considered critical since they represent a direct conduit for attackers to access personal data. The mitigation approach should focus on systems that are externally accessible, systems that contain sensitive data, and systems that support important business processes [8].

Risk must also be assessed on an ongoing basis. A vulnerability that is considered low risk now can become severe if exploit code becomes available, or if the machine affected is made internet-facing. Therefore, the organisation should prioritise vulnerabilities by risk and not address them equally.

The risk assessment should also consider the risk of exposure through the supply chain. There are many businesses that depend on cloud services, libraries, frameworks and third-party applications. Without monitoring, verification or update of these components, there can be substantial security concerns. This is relevant to the Equifax case since Apache Struts was a third-party framework used in an application addressing the internet [7].

In addition, problems in segmentation must be evaluated. Attackers that penetrate a single system should not be able to easily move throughout the entire network. Micro-segmentation and least privilege access can limit lateral movement and reduce the impact of a hack. This is strongly related to Zero Trust in that Zero Trust assumes a breach has already occurred and so limits unneeded access [9].





[bookmark: _Toc233211920][bookmark: _Toc234089119]2.4 Compliance, Incident Response and Protection Controls
Critical components of a cybersecurity program include technical controls, disaster recovery, compliance alignment and incident response planning. The organization must have in place a transparent breach notification process in the case of a personal information breach. UK data protection law obliges companies to notify the Information Commissioner’s Office (ICO) of any notifiable personal data breach ‘without undue delay’ and, where feasible, within 72 hours of becoming aware of it [10]. This means that the organization needs to be able to rapidly discover, assess, document and disclose any breaches.
The incident response plan should conform to established incident response criteria. NIST SP 800-61 Rev. 3 states that incident response should be integrated into cyber security risk management and the functions of the NIST Cybersecurity Framework 2.0 [11]. This shows that incident response is not just a post-attack activity. It must be embedded within governance, identification, protection, detection, reaction and recovery.
The incident response process should include preparation, detection, analysis, containment, eradication, recovery and applying lessons learned. Preparation is a process that comprises assigning responsibilities, developing playbooks, testing response processes and training workers. Detection is the surveillance of alarms, vulnerability reports and suspicious activities. The analysis step is to identify affected systems and data and to understand the magnitude of the incident. Containment means to isolate compromised systems and to stop unauthorised access. Eradication is the process of removing the malware, repairing vulnerabilities, and resetting compromised credentials. The recovery process includes the secure restoration of services and continued surveillance for any other suspicious activities. It is vital to apply the knowledge gained towards improving policies and controls [11].
Disaster recovery planning is also important. The organization must maintain recovery time objectives, recovery point objectives and tested backups. This assists in ensuring the successful continuity or quick resumption of critical services following a major incident. Disaster recovery should not be focused only on the restoration of systems. It should also include evidence maintenance, legal notification, customer communication and regulator communication [10].

Table 4: Protection Controls and Justification

	Control
	Purpose
	How it reduces risk

	Continuous monitoring
	Monitors systems, users and network activity.
	Detects suspicious activity earlier.

	Automated vulnerability scanning
	Identifies known vulnerabilities.
	Reduces the chance of unpatched systems being exploited.

	Endpoint Detection and. Response
	Detects malware and abnormal device behaviour.
	Helps contain compromised devices quickly.

	Encryption
	Protects data at rest and in transit.
	Reduces the impact if attackers access data.

	Multi-Factor Authentication
	Requires extra verification.
	Reduces risk from stolen credentials.

	Micro-segmentation
	Separates systems into smaller security zones.
	Limits lateral movement by attackers.

	Secure SDLC
	Builds security into software development.
	Reduces application vulnerabilities before release.

	SOAR playbooks
	Automates response actions.
	Reduces response time and human delay.



These controls reduce dwell time by allowing the organisation to identify and mitigate threats at an earlier stage. In the Equifax incident, attackers remained inside the environment for a long period before being detected [7] .A stronger cybersecurity programme that includes continuous monitoring, certificate management, SIEM alerts and endpoint detection would make it more difficult for attackers to remain hidden in the environment [8].
In addition, these controls reduce organisational impact. For example, segmentation can help prevent attackers from moving easily across the network. Encryption reduces the value of stolen data. Multi-factor authentication reduces the risk of stolen passwords being used successfully. Automated vulnerability scanning can identify missing patches before attackers exploit them. SOAR playbooks can also trigger automatic actions, such as isolating a device, blocking suspicious traffic, escalating an alert or initiating password resets [8],[9]However, these controls must be implemented carefully. If too many controls are introduced without proper design, they can create complexity and frustrate users. Therefore, the organisation should focus first on critical systems, test controls properly and review their effectiveness regularly. Security controls should also be audited to confirm that they are working as intended [8].
[bookmark: _Toc233211921][bookmark: _Toc234089120]
2.5 Critical Evaluation of the Proposed Programme
The proposed cybersecurity program will improve security by addressing the technological and governance weaknesses [8]. It's not just suggesting instruments. It also describes policies, accountability, risk assessment and incident response procedures [8], [11].This is important since the Equifax attack proved that technical safeguards are insufficient without strong governance and accountability [7].
One of the program’s strengths is the use of board-level governance. This raises the visibility of cybersecurity to top leadership and enables more effective funding and decision making. Another strength is the quantifiable policies. For example, one can audit and measure vulnerability repair time, incident response exercises and performance upgrades. Which makes ignoring big threats a bit more difficult.
The application of the NIST Cybersecurity Framework 2.0 is also advantageous as it helps to bridge the divide between cybersecurity and overall business resilience. It enables the organization’s governance, identity, protection and detection, response and recovery. Zero Trust adds value by eliminating implicit trust and decreasing the impact from hacked accounts or devices [9]
However, the project is not without its limitations. Implementing it can be costly, particularly if the firm has old systems, too few security staff or poor asset visibility. Additionally, security policies that are too restrictive can cause operational problems. For example, if there are too many authentication checks, employees may get annoyed and their productivity may suffer. Automation can be problematic however, such as if it creates too many notifications or disrupts legitimate users.
The programme should therefore be rolled out in a risk-based progressive manner. The organization should start with the most essential systems, especially those containing sensitive personal data and internet-facing applications. The initiative could potentially be extended to a wider organization in the future [7].



[bookmark: _Toc233211922][bookmark: _Toc234089121]Task_2 Conclusion
The Equifax breach demonstrates that cybersecurity failures are not merely technological problems. They are also weaknesses in governance, accountability, risk management and compliance. Therefore, a structured cybersecurity program needs to include specific leadership, policies that can be enforced, strategic alignment, risk assessment, incident response, and technical protection controls built in.
Having a solid foundation, such as following the NIST Cybersecurity Framework 2.0 and Zero Trust principles, will help prevent such situations. Board-level oversight promotes accountability and asset visibility, monitoring, data protection and patch management rules offer measurable controls. Risk assessment is especially important for internet-facing systems and sensitive personal data to prioritise the most severe vulnerabilities. Automated controls and incident response reduce dwell time and organisational harm.
Ideally you want a proactive cybersecurity approach that’s not just waiting for attackers to be successful. It must be able to forecast future threats, defend important assets, spot suspicious behaviour, and react quickly to reduce harm. This approach would enable an organization like Equifax to be more resilient, compliant and credible.
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