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Introduction TC "Introduction" \f C \l "1" 
The internet could be seen as a mass library of information, opinions and religious beliefs. Because the internet has some large underlying ethical issues the purpose of this paper is to try and address them, and provide evidence to parts that maybe seen as ethical and unethical.
This paper has been divided into two sections

Part 1:

This section will discus briefly about Internet and ethics as a whole, giving examples of different scenarios on what maybe seen as ethical or unethical.
Part 2:

This section shall discuss child targeted internet marketing, how, how ethically is the advertising structured, some believe they effect children. Also how some websites try to promote parental supervision of children viewing the internet.

Part A: Internet & Ethics TC "Part A: Internet & Ethics" \f C \l "1" 
What is ethics? TC "What is ethics?" \f C \l "2" 
Well ethics could be seen as a way to open a moral debate, but basically ethics is what the social order thinks is right or wrong. There is so much debate on what is ethical as there is always a counter argument and due to the different cultures there are many different opinions on what is right and what is wrong in a moral principal. In general however the world does have some ethical consensus for example, it is unethical to Murder, Rape and Steal; however on the hole there the world does not have consensus 1. Examples of an ongoing ethical debate are subject such as Abortion and Cloning where some cultures believe it is ethical and some do not. 
The Internet & Ethics: TC "The Internet & Ethics:" \f C \l "2" 
The internet has five key aspects in which are of importance:

· Global Scale

· Anonymity

· Interactivity

· Reproducibility

· Uncontrollability 
[2]
Global Scalability: TC "Global Scalability:" \f C \l "3"  

The internet itself can be found globally from the United Kingdom all the way round to Australia. Because of its scale many people use it to communicate ideas, opinions and knowledge, this of course is a great way of getting people to interact as it can bring in new ideas from all parts of the world.

Because the internet is global, some material or discussions on the internet in some countries may be seen as illegal activity. Most government bodies see the internet as anarchy and that there should be some kind of international law; however as of present there is no international law due to the fact that there is no global consensus on what laws should be enacted. 3
At present government bodies of most countries regulate the internet according to their own laws. One example of local laws being enforced is in Afghanistan where the government senate wish to push for the death penalty for blasphemy against Islam. The Man who’s name is Pervez Kambakhsh, aged 23 was arrested for distributing an article via the internet that was apparently blasphemous to Islam 4. 
The Internet has also been used by the people to organise consumer groups. One group that the consumer named comp.sys.intel was the catalyst for large media coverage against Intel; they were angry because Intel had made a faulty chip and instead of recalling their products or making the consumers aware that the chip was faulty, they decided to keep quiet, therefore when it was announced by the media Intel was in a very humiliating position. Because of the incident Intel was humiliatingly forced to change their policy 5. 
Anonymity: TC "Anonymity" \f C \l "3"  
On the internet most believe anonymity is good idea as it protects an individuals privacy; by protecting an individuals privacy they may express themselves in ways they would not ordinarily. Also being anonymous makes it easier for individuals to express true opinions, where their opinions may be construed to them as embarrassing. If one was to ask a student who actively downloaded copyright music to add his name and his opinion on a sheet of paper then the student may not give an honest answer, where as if the student was told just answer the question do not give your name then they may give their true opinion 6. 

Another example would be Mr Tweed who had an erectile dysfunction wished to see the doctor so he could have Viagra prescribed however Mr Tweed felt it was too embarrassing to ask a doctor, so he went to an internet search engine to find if he could have them ordered on the internet anonymously 7
There are also negative effects to anonymity, such as individuals who actively search and look at child pornography, and on this matter there is general consensus in the west that anybody perusing a desire to view such images should be caught and dealt with.  A recent case of a caught paedophile was the BAFTA award winning celebrity Chris Langham whom was caught and detained by the police for having child pornography saved on his computer. Mr Langham probably believed that the internet anonymity would be enough to protect him however the police managed to trace him and eventually caught him 8.

Because of the internets anonymity some internet users may take it upon themselves to cheat consumer by acting as a retail goods supplier, here is an example; the company eBay behind the site www.ebay.com has taken it upon itself to try and target fraudsters using eBay to exploit consumers . Because of the anonymity of the internet people over the years have opened accounts on eBay using false details in order to post products that they have no intention on delivering in order to make money 9.
Interactivity TC "Interactivity" \f C \l "3" : 
The Internet brings a new level on Interactivity to many people, some have taken to the internet as a second life in the virtual world game called “Second Life” where people can live, die and make money. Second Life has become so popular with some that businesses have and are opening up that offer services only in the Second Life game. People also buy houses, land, cloths and etc on the game as you would in the real world 10.
As well as playing second life, people are using the internet for other social activities such as dating. In an article found on the BBC website it mentioned that some of the Muslim community are finding partners on the internet in the UK, as there’s a difficulty finding partners who are also Muslim and of the same ethnic community. Mr Rahim of an the Islamic dating site called Islamic Faces created the site in order for Muslim people could find marriage where it would otherwise be difficult for them 11. 

The interactivity of the internet can also have a negative effect as it can lead to a person becoming anti-social, and at the same time can occupy much time from a user while in the end accomplishing nothing.

Reproducibility TC "Reproducibility" \f C \l "3" : 
While using the internet many items on the internet are reproducible such as music or computer programs. A good point to reproducibility is that when software is purchased or made available freely such as open source software then it allows a user to add the information on to a CD or forward it onto other media such as a pen drive. Also a legitimate purpose of reproducing material may be to back up information in order to guarantee its availability if internet is inaccessible due to the internet not being readily available to the user. 

Although there are legitimate uses of reproduction of data, most tend to reproduce data illegally. There are millions of users on the internet who use it to download material illegally; however music industry has been putting increased pressure on Internet Service Providers (ISP) in recent years in order to have them disclose information on their customers who conducted illegal downloading of material 12. ISP however are reluctant to do this as they are trusted by consumers to keep their details confidential, and to give out these details would disrupt trust between consumer and the Internet Provider making it considerable difficult to receive new customers.

Wai Lau mentions in an article that people maybe infringing copyright because in some cases the availability of software and music, the price of programs and music and because it most areas its believed to be socially acceptable 13.  De George believes that copyright infringement is wrong, but at the same time believes that at this moment in time the law is not enforceable. 14
Although copyright law at this time is not enforceable some people were prosecuted as the music industry was out witch hunting for individuals. One person whom was prosecuted is a girl named Annie Leith who at the age of 14 downloaded 960 songs which were all downloaded using a program called Kazaa. Leith was sued $3000 in the United States along with 2000 others 15. 
Uncontrollability TC "Uncontrollability" \f C \l "3" : 
Because the internet is so vast, some believe it to be uncontrollable, as Lessig points out when he speaks of copyright infringement the internet is buy its very nature uncontrollable due to the fact that there are so many people out there willing to go out of there way to ensure it can be done. Lessig also points out that if the internet is uncontrollable then why be ethical 16; however Bowie points out that while it may seem uncontrollable that does not mean we should give up on trying 17. 

Because of its uncontrollability China made a pact with yahoo in 2002 in order to ensure that Chinese citizens were not able to view any material containing influential information regarding certain lifestyles outside of communist china through their website. Soon after the pact with yahoo was made other companies such as Google, Cisco and Microsoft were targeted by china to ensure that they also agreed to the same rules 18. So instead of controlling the internet the Chinese government has ensured that the people of china only see and hear what the Chinese nation would allow them to see. 
Part B: Child Targeted Internet Marketing TC "Part B: Child Targeted Internet Marketing" \f C \l "1" 
Overview TC "Overview" \f C \l "2" :

Around 10 million children in the United States of America now enjoy the privilege of using the internet for their enjoyment, whether it is at school or at home. Many minors have resorted to using the internet through the advertising of a web address on their favourite television programme which is promoting its internet counterpart. The websites offer the children communication with their favourite cartoon characters, while also offering interactive games and competitions in which prizes may be won. The Internet also gives children the opportunity to have an adaptive learning environment through educational websites 19. While there are many advantages to the internet there are however, some negative effects due to the range of children using the internet in this modern day society.

Web based marketing has increased dramatically over the past few years and one worrying factor to this is that many advertising companies are targeting child based websites in order to exploit the child spending power. In 1995 children under the age of 12 spent around £7 billion, while teenagers were spending around £35 billion, and together minors influenced around £90 billion of their parent’s income in total 20. 

Internet Marketing Methods TC "Internet Marketing Methods" \f C \l "2" :

Due to the fact that children bring in a lot of money it is of course logical, from a corporate standpoint, that advertising also follow into the new age of cyberspace, however, there are negative effects.

Due to a child’s lack of understanding and judgement abilities they are unable to distinguish accurate from inaccurate information. Children often do not understand that when they are playing a game they are providing personal information to a commercial entity, and due to the fact that children do not have the ability to give true consent to release personal information, the commercial entities behind this kind of information are exploiting this weakness. For as well as exploiting a child’s curiosity many commercial entities have now gone to great lengths in order to integrate their advertising with their web based games so even for an adult it can be hard to distinguish it as a marketing ploy from a game.

Because children are incapable of understanding the consequences of handing over personal information, corporate entities have invaded their privacy by giving them incentives to enter their information and in return they are promised a prize or the chance to play a particular game. Some corporate entities have also requested children to offer friend and family details along with their own. A website named KidsCom in 1996 was one that forced a child to enter information such as their name, age, sex, e-mail address and their favourite television program in order to use the website however, due to the growing concern they have slightly changed the way they register new users 21.
Another disturbing issue of online marketing techniques has been to monitor children’s internet activities and make detailed profiles of each user in order to create and target personal advertising at each individual child so that the advertisement is more effective on the user 22. 

Ethical Issues TC "Ethical Issues" \f C \l "2" :

Many regulations have been created in order to protect children; in 1996 after a call for the need of an investigation into online marketing was made by The Centre for Media Education 23, the United States of Americas Federal Trade Commission (FTC) conducted a two day workshop in order to look into the privacy concerns in regards to collecting personal information from children. A second workshop was then held in 1997 in order to identify consumer protection issues related to the internet and encourage advertisers to self regulate their child marketing techniques 24. The FTC surveyed 120 child related websites and out of the 120 only 4% required parental authorisation with only 30% posting privacy policies; disappointingly 86% of them however, were collecting personal information from users without parental consent.

Due to the obvious ethical standpoint the FTC sent a clear warning from the director, Jodie Bernstein, in 1997 and she stated; “Protecting children’s privacy is a high priority. Any company that engages in deceptive or unfair practices involving children violates FTC act. The FTC can bring legal action to halt such violations and seek an order imposing restrictions on future practices to insure compliance with the FTC act”. 25
Another issue of child marketing is if the advertisement is shown often to children, then the language should be clean of any indecent or potentially offensive language, and if the advertisement is placed on a site meant primarily for children then the language used should also reflect this. Because of the danger of offensive language being used the USA’s Communications Decency Act was appended in 1997 to make it a crime to add indecent or offensive language on a webpage that was primarily used by children. This act was heavily scrutinized by the American Supreme Court as it was in violation of Freedom of Speech, and even though the American Supreme Court objected to this action it was passed by the American Congress and sealed with the American President’s signature in 1996 26.
A UK based marketing company First Impressions Marketing (FiM) has gone to excellent lengths to ensure the self regulation of ethical advertising when advertising to children; the company states that their advertising must adhere to at least one of their six topic criteria when advertising to children, the criteria being:

· Educational Value 

· Creativity

· Hygiene

· Safety 

· Sports & Music

· Healthy Eating 27
FiM also have a good history of working with organisations who specialise in the well being of children; such organisations include National Association for Primary Education (NAPE), National Confederation of Parent Teacher Associations (NCPTA) and the Duke of Edinburgh’s Award Scheme. The company has also worked alongside the National Consumer Council (NCC) in order to ensure that the guidelines were suitable when marketing to schools 28. 
To see The Enlightenment Model to supplement child marketing issues regarding ethics and profit can be seen in Appendices 2: The Enlightenment Model page.
To see the Henderson Model to supplement child marketing issues regarding ethics and legality please refer to Appendices 3: The Henderson Model page: .
The Effects of Child Marketing:

Because of the large marketing efforts of advertisers on the internet and in the real world, children are becoming out of control as more and more children will not take no for an answer from parents, and more so with teenagers. The reason children are becoming more wanting is often due to the structure of today’s style of advertisements. Often advertisements try to make it look as if without their product the child will be unpopular and with it they shall become part of the group just by purchasing their product 29. 

Because children are always learning especially at a young age they tend to find it difficult to distinguish what is real and what is not, where children tend to find it hard to distinguish an advertisement from a true television program, which makes message of the advertisement all that bit stronger. Also children are often left wanting when they receive an item that they had requested and after seeing it in a television advertisement, because of the way a product is portrayed on the advertisement. The advertising companies often make products appear to do more on an advertisement than what they actually do in reality. This kind of marketing can lead to materialism which may cause development problems later on in regards to self image and personal values 30. 

Some believe that marketing junk food has led many children to become obese 31, 

 and that marketing has also been theorised to be the key to why children of a younger age are exhibiting precocious sexual behaviour due to the content of some marketing techniques. Also the advertising of credit cards and loans both on the and off internet, have been blamed to why some older children have already driven themselves into debt 32. Although the advertisements are not meant for children, they do often see them by no fault of their own, especially on certain websites that some may consider safe for children. 

Some also believe that advertising does not affect children in any way. Advertising specialists from Denmark were asked if they thought if advertising was affecting children, their response was so: “Young people as well as adults are smart enough not to be influenced. Young people are so much used to commercials it does not affect them” 33.
Protecting the Children TC "Protecting the Children" \f C \l "2" :

It is important in the internet age to be able to protect children from certain outside influences, and at the same time it is important to make children aware of the risks involved when interacting with web based activities so they can better identify problem areas and avoid them. In order to make sure children are safer online it is clear that parents need to be educated as most are unaware of the risks the internet presents. Such risks include the possibility of seeing pornographic images, speaking to an adult pretending to be another child of the same age by means of a chat room, and the possibility of  seeing obscene or offensive language 34. 

One precaution that a child based websites could make is a requirement for parental consent with a parental password as this would force a parent then to view what the child was looking at on the internet. Doing this limits the possibility of children falling prey to the issues discussed above, such as personal information gathering from a internet based marketing game. Also with a parent present a child would have less of a chance of viewing things that are still beyond their understanding.

In Sweden, the government has enforced legislation that disallows any advertisements towards children unless the advertisement is made to advertise educational products, and products that enhance a child learning experience. While they allow some advertising, the allowed advertising is heavily investigated to ensure that children don’t find the advertisement too gripping 35. 
Conclusion TC "Conclusion" \f C \l "1" :
IT would seem that most at this present time that the internet is not truly controllable, however as it is written in the document many countries are attempting to do so. If there is to be a global law there will obviously have to be global consensus.
It also seems that there are far too many risks on the internet and most believe because of this the internet should have some degree of control; however the other argument is that if there is a degree of control on the internet then people would not have the right on the internet to Freedom of Speech and Freedom of Expression as they believe in time it would be expelled.

It would be logical to say that some matters on the internet have a great need to be controlled, in order to make the internet a safer place for everybody; matters such as child pornography, internet fraud and etc.

It would also seem that in the whole, many countries are attempting to protect their young on the internet, with a degree of success, however it is not enough.

Given the restrictions on words this paper can not go into far more detail however if a person would like to know more please visit the references to acquire more knowledge on the subjects.
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