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Abstract
The report that Iwan has been asked to create is for the proposed BOYD implementation for hyer-font ltd for both staff and customers so that they can connect their personal devices to the company’s network. Over the course of this report the writer will be researching all the potential security threats that somethings like this poses and creating sufficient user’s policies, device management policies and security policies. Iwan will then be designing and creating the network by using Cisco Packet Tracer in accordance to the policies that Iwan will be creating. Iwan will then create a dataflow diagram to show the flow of data in the BYOT management architecture. He will show restrictions in the network for users that are on the network for both staff and customers, these restrictions will include file restrictions and restrictions from using the services provided by the company. He will be researching and speaking about the data that these devices will retain from the network, the risk for data to be leaked from the network, how Iwan will address the personal and professional usage of their devices. To follow on from that the writer will then research and speak about the strategy’s that I will use to deal with the different device brands, the different operating systems that these devices are running. He will also speak about how I will be dealing with the different applications people will be running on their devices. That finally leaves the writer with what mitigating strategy he will use if a given device is stolen, lost or fails. The results of the research carried out by the writer shaped the network that he created and reflects the research that he did. The network policies that he has put in place have all reflect the research that he conducted on network policies.	Comment by arya sdgh: 
Abstract is too long. You are expected to sum up what the reader should expects to see in the report. You should also highlight the solution you are recommending with brief justifications.	Comment by arya sdgh: 
Its not good practice to refer to your own name repeatedly in the document. In the rare cases where you refer to yourself, it is advisable to use the word author instead. And generally good practice to write academic reports in third person.	Comment by arya sdgh: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person
[bookmark: _Toc534743069]Introduction
As per the brief for this project Iwan will be creating a working network for Hyper-font ltd to allow both their staff and customers to use their own personal devices on the network. He will be looking into various options and then will be putting forward what he believes to be the best solution to their problem with all the correct security policies and procedures in place. To begin this project, Iwan will be focusing on researching the problem and looking at various solutions. From researching the many different examples of the BOYD network, he will then be able to make his own judgement and proceed to planning and creating the network.	Comment by arya sdgh: 
It's also a good idea to give an overview of the structure of your document here. So the reader will see what information you have included in each section.
[bookmark: _Toc534743070]Research	Comment by arya sdgh: 
Literature Review, or Background is more appropriate title.
The first part of Iwans research is going to consist of looking at the security threats and challenges of a BOYD network. He has conducted this research by reading through various websites online to get a better understanding of the topic and its problems.	Comment by arya sdgh: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.

After the research that Iwan conducted he realised that the biggest issue with the BOYD network is the security aspect, which is what he expected. To begin, the network Iwan will be proposing will make both staff and customers log into the network if they wish to gain access to the network. If the customers wish to have access to their network, they will have to use their account log in details to get onto it. This will help to keep out any potential hackers to the network and to make the company “less susceptible to a man in the middle attack” (Comparitech, BYOD security: What are the risks and how can they be mitigated?, n.d.). By making staff and customers use their already existing accounts the IT department can then put file permissions to the accounts which will only allow them to access files they have been allowed to view. For staff this means they will be able to access all files and data that they require to complete their tasks but nothing more than that. Any files and data that are necessary to them they will not have access to them. This also applys to all customers too. High level staff in the company who have access to all files will have the permissions to allow them to do so also. By doing this, the company keeps control over their resources as they will in turn be able to control who has access to what files keeping Hyper-font in complete control as without this they would clearly not be in control of their own resources. If the data on the network is not protected then it could be lost and this is a big deal especially if it is sensitive data or customers personal data as this could cause the company to be breaking many data protection laws. Another problem is that if a user of the network has got a virus or has some malware on their device, accessing the network on said device could allow the same virus or malware to jump onto the companies netowork. I will be speaking more about this when I talk about the policies but all users on the network have a responsibility to make sure their devices are safe and protected from viruses and malware. To help defend the network from such things it is vital to have an anti-virus sweeping the network and all devices on it, which if any problems are detected the anti-virus will quarintine the problem until it is solved. This is one of the major risks to having the BOYD network as once logged into the network users are bypassing lots of security and there is a huge risk. This follows on to Iwans next point. In order to keep the network safe and all data secure staff will need aditional training on how to keep the network and their own personal data safe from any unwanted users this will also add another layer of security to the network. Another security risk is the use of the network from family and friends of a staff member or customer. On the website Iwan was reading they reffered to this as “unacceptable use of the network” (Comparitech, BYOD security: What are the risks and how can they be mitigated?, n.d.) This problem is very difficult to manage and this is something Iwan will again refer to in the policies of the network. Next the writer wrote about network policies. The network policies that will be put in place are also very important and play a big role in keeping the network safe and secure. I read a report on BOYD network policies written by University of Strathclyde, Glasgow. In the report they have spoken about the responsibility of all members of staff have for their own device and usage of said device on the network. Quoted from this report, “Familiarise themselves with their device and its security features so that they can ensure the safety of University information as well as their own information” (University of Strathclyde). This is a big part of the network safety as educating the staff and customers on the network is vital as this is the part that could cause the biggest issue down the line and pose the biggest security risk to the company. They go onto speak about the condition of each device on the network. Each user should make sure that they have the appropriate security including anti-viruses on their device which is not only for the benefit of the company and they data but also for the users themselves. They are also required to have sufficient security on their devices such as passwords, passcodes and biometric passwords to protect any unwanted access to their device and potentially an unwanted user gaining access to the network. Another policy that is spoken about ”monitoring and accessing” the university have said that they have the right to “Prevent access to a particular device from either the wired or wireless networks or both” this policy is there to provide information tot the users of the network to show them that if they are not using the network appropriately then the network team have the right to step in and take the necessary action which could include stopping a device from connecting to the network. Finally, Iwan conducted research on device management software to see what the best reviews were, and which one would be the best and which would work best with the network the company has and will have. The device management that he has decided to proceed with is VMware Airwatch. He came to this decision after searching for the top software in this field and read up on the three. The writer read up on Cisco Meraki, Trend Micro Mobile Security and finally, VMware air watch. There were lots of positives for all these pieces of software, but narrowed it down in the end. He was reading a review on Trend Micro mobile security (PC Mag, n.d.) even though there were many pros the cons outweighed the pros as the biggest disadvantage was that the stand alone one time purchase for this software was very high and didn’t offer enough for me to go with it. The second piece of software I read about was VMware Air Watch. After reading this article the biggest stand out advantage to Iwan was that it fits a wide range of customer needs (PC mag, n.d.). This product was standing out to him, so he did a little more digging and I went onto their web site. Iwan could see that they had set up programs for a variety of different operating systems that they offer “Configure MDM policies for device restrictions, layout, settings access, notifications and more and assign based on OS or ownership type (BYO or corporate-owned)” (Vmware, n.d.). Finally, The last piece of software that Iwan researched was Cisco Meraki. There were lots of advantages to this software, with the biggest one being that they offer phone support and online support. However, the biggest issue was the fact that you had to pay for the licence monthly or annually and without it the whole network you have is rendered useless. Overall, his decision was to go with VMware air watch and this is the DMD software that Iwan will be implementing into my network.
[bookmark: _Toc534743071]Positives & Negatives
There are many advantages and disadvantages to having a BOYD network implemented. Iwan conducted some research to find out more. The first advantage he read about was about saving money. The article he read said that BOYD networks now save company’s money as most top businesses have this already and lots of employees use their personal devices in day to day work life so having a BOYD network allows the company’s to save money on having to buy more technology and devices for their staff to use to complete their work they can bring in their own devices and indivertibly save the company (Systemnet, n.d.). The second advantage that he read was, Employee individuality. In this section they have spoken about how employee use their phones and personal devices all day and allowing it “creates a whole new work environment” (Systemnet, n.d.), and as they are allowed their personal devices for “day to day activity” they are less likely to spend as much time on them during working hours. They also carried out some research and they found that “employees are reportedly happier on the job” and in turn makes the company look good. Iwan then conducted some research on the disadvantages of a BOYD network. The first one he read about on this given article was device incompatibility. There is bound to be a device that will not be compatible with the network caused by different software versions on the devices or having different platforms that conflict with the network. Even though the network will be built to cater for as many devices as possible there’s always a high chance of having these issues as there are so many different varieties of devices and software. The biggest disadvantage of all is the risk posed to the company’s network and all the data stored on it. Allow staff to connect to the network allows them to leave with the company’s data and this then means that all member of staff are a data leak potential.

Overall, the writer believes that the advantages of a BOYD network outweigh the disadvantages. He believes that in this day and age he cannot see how any business couldn’t offer a BOYD network as this is just the way the world has evolved and they way people go about their business day to day. (Lifewire, n.d.)



[bookmark: _Toc534743072]The Network
Iwan will be creating a simulation of the network using Cisco packet tracer. From the research that he has done he knows that the biggest problem is security and keeping the data separate. He will be running the BOYD network separate to the network that all the staff computers and devises use to prevent data loss or unwanted users getting access to data they shouldn’t. By running the BOYD network off separate to the company’s standard network will keep all the data separate which in turn should mean that all data is kept safe. Both of the networks will be linked but will also be kept separate at the same time. The other issue that Iwan has read about is the issues with staff using their personal devices during work hours. Iwan will solve this problem by setting it to only allow staff members access on the network during their break hours so for example allowing staff access to the network between the hours for 10 and 11 for break in the morning, between the hours for half 12 and half 2 for lunch and then between the hours of 4 and 4:30 to coincide with their breaks. This will be set with account type so this will not apply to customers who will be able to access the WiFi at all times during the day. To keep the network safe and secure, there will a firewall on the work which will be kept up to date to have all the security patches that are released. Iwan will be making sure that there is an anti-virus on the network to add another layer of security. The final security feature he will be making which will also be the first line of defence on the network is username and password protection. Each user both staff and customer will be able to access the WiFi with their own accounts, this keeps the integrity of the network and will keep users on the network safe as well as the network itself.	Comment by arya sdgh: 
Issue you read about... where is the reference? Also, doesn't BYOD means employees will be using their device at all times potentially anyways?	Comment by arya sdgh: 
Use numericals
[bookmark: _Toc534743073]Implementation
To design the network Iwan has used a simulation tool called cisco packet tracer. He used this tool to show the typology but to also show the security measures that he has set in place. The screenshot below shows the network in its whole. As you can see the network starts with the ISP server. This runs through and down to the modem. The modem is just a transmitted and receiver of data on the network. Next, we have switch 1 on the network. This is the main switch on the network controls all data flow running from each device and server on the network. The next main device Iwan has placed on the network are the servers. He has added three servers to this network. An email/DNS server, a NTP/AAA server and an FTP/WEB server. All these provide services to the company, but the services can only be utilised by the staff that are working on the computers in the offices they cannot be access by any user of a wireless device. The FTP/WEB server provides the services for users to use the internet but no data itself can be access on the network. The servers are not part of the smaller separate network that is used for the wireless connectivity due to the use of switches. Switch 1 is the centre of the network, but the network splits off here as it moves to switch 4 which is the centre of the office network. This switch controls all traffic and data flowing between the servers and the computers used by the staff. Switch 4 is the switch that all the servers are directly connected too however, running from switch 4 is switch 2 which is placed in the office room itself which has all the computers directly connected to it. Switch 2 and Switch 4 act as a gateway for the office side of the network. Back to switch one, routing off the opposite side of the network is the wireless part of the network for both the staff and customers. Running off switch 1 is switch 3 which is the centre of the wireless side of the network. Routing from switch 3 is the hub of the wireless network and that is the wireless access point. Running off the wireless access point is then all the wireless devices connect. The users if they wish to connect to the network will have to use the network password key before they move onto the next step. This security feature means they can get onto the network but won’t have access till they login. This will keep lots of basic threats out. All security features that have been spoken about in the research section will be implemented in the installation of the network. The only piece of security that Iwan has added that he didn’t speak about in the research section was the security that he has added to the switches that are on the network. On the switches Iwan added passwords which will only be shared with the network team so not just anybody can get onto the switches and potentially be able steal company data and personal data on staff and customers. Setting these passwords adds another level of security to the network at a more internal level.	Comment by arya sdgh: 
repeated information.
[image: ]
[bookmark: _Toc534743074]Policy’s 
[bookmark: _Toc534743075]Users Policy
· The users device must have security features to make sure the content of the device is kept safe and secure by using a passcode or a biometric password.
· Users are responsible for the up keep of their own device, this consist of making sure all their software is kept up to date and that they have a suitable anti-virus running on their device.
· Users must keep their log in credentials safe and secure to prevent any unwanted access or loss of data to the company.
· Only staff and the company’s customers are to use the network, no login details are to be shared with family and friends to allow them to connect to the network.
· All up keeping costs of a personal device for security measure will by no means be funded by the company nor will they replace or repair any damage or loss of a device.

[bookmark: _Toc534743076]Security Policy
· All files from the company that have been used on personal devices must be completely removed from all devices before they leave the building to keep the integrity of all data on the network. 
· All files on any personal device (including usernames and passwords stored) must be completely wiped from the device so the next user cannot gain any access to the network. 
· No personal data of any customers are to be transferred or stored on any personal device of any member of staff, personal data is to only be accessed by staff on the office computers. 
· If a personal device is lost or stolen while connected to the company’s network the member of staff or the customer must report this immediately to the network team.
· Under no circumstances are any members of staff or customers allowed to circumvent the devices or network anti-virus and security. 
· User passwords must contain an uppercase and lowercase letters. Special case must be used and the password must be more that 8 characters long.

[bookmark: _Toc534743077]Device Management Policy
· The company will not monitor any personal data on a personal device but will monitor all data traffic that goes between a user’s device and the company’s network.
· If for some special circumstance that a member of staff needs to store information on a personal device, they must seek approval from the CEO and from the network manager.
· Users must download a personal tracking software on their device to allow them to locate their device if their device is to go missing or get stolen. This will also allow the user to wipe their device 
· All personal devices must be only used for work related tasks and activities during working hours unless on break, only under special circumstances can a member of staff use their personal device for personal activities. For this they must seek the approval of a manager.

All the policies have been researched and other network policies were read which allowed Iwan to put together the best policies on user policies, a security policies and device management policies. (Newman University, n.d.) (CPCS Technologies, n.d.)


[bookmark: _Toc534743078]My Findings & Results
From the research that the writer carried out he has learnt a lot about the problems with having a BOYD network. Security is the big issue with trying to implement a network of this type. After finding out all the said issues, he researched into the potential solutions for the issues. From his research Iwan knew he had to think carefully about the security measures that he had to put in place. The writer then wrote about the results that he has got from his work. The first security measures that Iwan put in place were physical security measures. Switch 1 is the start of the network that is physically in the building. Switch 1 is kept in a secure locked room. The same room as switch 4 and the servers on the network. This room is kept locked at all times not allowing anyone in or out of the room. The only people that will have access to this room is the network manager and his team, as for the rest of the staff they will not have access to this room. The next line of defence is on all the switches on the network. Iwan added password protection to the switches to make sure no unwanted user gained access to the switches, in turn this would potentially allow the user to gain access to data on the network that they should have access too. On all the machines on the network a user must log in using they username and password that they have been assigned. These accounts will allow said user access to specific files that they need to complete their work but will not grant access to any data that is necessary for them to complete their work. Iwan has chosen to do this as first off you can only get onto the office computers if you have an account with the correct username and password. This stops any unwanted users gaining access onto the company’s machines and being able to just walk into the network and take whatever data they want. The writer then spoke about how setting file permissions for each account will stop staff getting at data that they don’t need as this could also be a distraction to them. As the writer previously spoke about the networks are kept separate with the different switches on the network. Switch 2 is the switch that controls the office network with all the computers on the office. Switch 3 controls the WiFi side of the network. These switches keep the networks separate as they are not directly linked to the servers, which is an added level of security on the network for the servers. For users to connect to the network they will need to log into the WiFi using their own log in’s and only customers of the company and staff will get a username and password that will allow them to connect to the network. There are other security options that Iwan chose not to go with. The first option that he looked at was the wireless access point options. Instead of having account logins on the network the access point could just be password protected. The only users that could get the password for the network would still be customers and staff. However, this is a less secure option as anyone could get hold of a password for the network. Also, this would mean that the network management staff of the network would be able to monitor who is on the network when and what they were trying to access as well as being able to restrict specific accounts to certain data on the network. Due to this disadvantage, Iwan stuck with the option that he has chosen and implemented into the network. The writer believes that from the research that he conducted the security solutions that he has put forward in this report is the best that he can do and believes that it is the best solution possible from the research that he has conducted. After the research that Iwan did on the policies, he has seen that the points that pop up the most and the writer could see that the biggest policy points are all related to security. The major points that will be in the writer’s policy are also highly security related. Users are responsible for the condition of their devices, this includes keeping their device software up to date and all recent patches to make sure their devices have the highest security protection against any attacks. All users are in charge of protecting their devices with pass codes and biometric passwords. It is also the users responsibility to look after their device, if their device is stolen there is a huge risk that data could be stolen from the company. It is their responsibility to make sure their device is safe. 

[bookmark: _Toc534743079]Conclusion
The writer has learnt many important pieces of information on a BOYD network throughout this project. He has highlighted security of the network and all devices on it as this has been the biggest issue that has popped up throughout the majority of the research that he carried out. Due to this factor his network design has been very much based around this security and Iwan has looked into all sorts of measures that he could take to make his security in the solution he will be forward the best that he could produce and to protect the company’s data and the devices on the network including the whole networks integrity. 
From the research that Iwan has conducted he will be proposing the network that he has designed and simulated using packet tracer. He will be implementing all the security features that he has spoken about and will run in accordance to the policy’s that he has written. Iwan believes that the design that he has put forward is the most ideal option for the company and is confident that it’s the best solution to stay up to date with the current day and age.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Only some literature is offered, but the sources used are absent from the document. (Grade mark: 60.00%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]9

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]There is evidence of some knowledge in the subject area, but reading more credible sources and better understanding of the assignment specification would improve the quality of work. (Grade mark: 50.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]7.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]No MDM solutions considered. Would have liked to see a comparative analysis between various MDM solutions and a recommendation based on justifications made by cross-referencing appropriate literature. (Grade mark: 60.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]24

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Some security settings are included in the PT submission. Hierarchical design is not observed from the PT file. Lack of redundancy. (Grade mark: 60.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]12

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]References are missing. Use of first person in academic report is no advised. Some restructuring is required (Grade mark: 40.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]4

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]57%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
Page 1 of 1

image1.png
o NTP/ARA Enai/oNs




