


Contents
Introduction	2
The database	2
User Authentication	3
Sensor Data	3
Transfer from Sensor	3
Using PHP to display RAW data	3
Using PHP to create graphs.s	3
User Management	4
Creating new users	4
Managing Users	4



[bookmark: _Toc33031824]Introduction

A website has been created using a mixture of PHP, HTML and CSS with a backend database to record IOT sensor data. The website allows the user to display the information in various formats. 
The author is currently on the Cyber Security stream. More time was taken on research various security techniques such as prepared statements, SQL injection prevention, MD5 hashing and user authentication.
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A database has been created to hold a series of tables.
1. Users – the users table contains the username, passwords and an auto incremented ID number. The passwords are encrypted with MD5 hash algorithm to increase security. The users table is used to allow only authenticated users to access the data and ‘back end’ of the website. An AI is used to create a unique identifier in the table.
2. rainfalldata – this table holds the information imported from the sensors. In this case sensor number, date, time, rainfall reading and an auto incremented ID. The AI ID creates a unique entry into the table. 
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To link the PHP pages to the database, a PHP file called conninfo.php is used. This file contains the details of the database along with login info. For the purposes of this assignment the database connection has no password. In practise a secure username and password should be created. 
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Upon accessing the website the user will be granted with a home page containing social media links and a username and password prompt.
The username and password prompt has been created using a HTML form. Any text entered into the password box is hidden using HTML Code - input type="password".
When entering a username and password the HTML form sends a post command with the details to another PHP page where it processes the data.
The username and password is sent using POST to the checklogin.php page. This page queries the database to see whether the username and password are correct. If they are a Session is created and saved for that user which allows them to access certain pages within the website. 
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To mitigate the risk of SQL injection attacks, the php code str_replace is used. By using the code below it would prevent an attacker using a statement such as ' OR 1=1--'. Str_replace prevents certain characters to be qurried.
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A MD5 hash of the password is created and stored in the table. This prevents plain text passwords from being stored in the database.
[image: ]
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Once the data has been stored in a text file from the sensors, a user can initiate the transfer from the web page. 
There are 3 text files containing data from sensor 1, 2 and 3 respectively. Each text file contains a date/time stamp and a rainfall reading. These need to be parsed and then imported into the table called rainfalldata. The PHP code below shows the transfer for Sensor 1. An initial check is carried out to check that there is data in the text file, if empty the user is informed. 
If the file contains data then using PHP an array is created. The data/time stamp is split and entered into the table independently along with the rainfall reading and eventually the sensor number. Finally the text file is wiped ready to accept more readings with the command $filelink=fopen($myfile,"w");. This prevents duplicate entries if the user was to run the transfer a second time on the same text file.
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[bookmark: _GoBack]From the main web page the user can view the raw data. A PHP query runs which fetches all data from the table rainfalldata. It then orders by the date descending and time descending. The reason this sorting was applied is that the latest date will always be first and it will run in time order.
A prepared statement is not required here because it doesn’t involve any query or input from the user, the select criteria is static.
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Once a user has logged in they are able to manage other users accounts. To add new users a HTML form was created and using the POST method the data is sent to a PHP query.
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The PHP query uses a prepared statement to check the username, the check is preformed to prevent duplicate accounts from being created. 
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If the user doesn’t already exist a prepared statement enters the username and a MD5 hashed password into the table ‘users’.
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List users is used to present a list of current user entries in the database. From this page user accounts can be deleted. 
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Using a HTML form and a POST method, entering a username in the box deletes the entry in the database. 
To prevent an administrator from loosing total access to the website, a check is preformed to prevent the account Admin from being deleted.
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Otherwise the command below is preformed and the account if it exists is deleted before the page is refreshed and the list of users updated.
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ELECT * FROM users WHERE username=? AND password:
mysqli_stmt_init(Slink);
mysqli_stmt_prepare ($stmt, Squery);

mysqli_stmt_bind param($stmt, "=s",Sun, SpwmdS) ;
mysqli stmt execute (Sstmt);
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//RainFall Data 1
$myfile

ensorbata/rainfalll.txt";//rainfall sensor 1 data

open ($myfile, "r")or die("Unable to open file!
if (filesize (Smyfile)>0)//check if there is something in the file
i

Sdata=fread($filelink, filesize ($myfile));//read entire file
fclose ($filelink);//close the file
Sinceming=array () ;

Sincoming=explode (chr (12) , $data) ;
$length=sizeof ($incoming) ;//how big is the array?
rray () ;

=0; $x<$length; $x++)

Sincoming[$x]=trim($incoming[$x]);//clean off the linebreak

Stempdata=explode (" ",$incoming[$x]);//split current line of data that has been read into 3
Sdateofreading=Stempdatall]." ".Stempdatal2];

Stimeofreading=Stempdata[l]." ".$tempdatal2];//stick datestamp back together in one variable (Stimcofreading)
Srainfall=trim($tempdatal0]);//rainfall reading data

Squery="INSERT INTO rainfalldata (mydata,thedate, thetime, sensor)

VALUES ($rainfall, '$dateofreading’, '$timeofreading’,1)"; //sensor 1 only
Sresult=mysqli_query ($link, Squery) ;

}

echo "Data from Sensor 1 has been transferred<br>"

$filelink=fopen (Smyfile, "w");

}

else//if there is nothing in the file

i

echo "No data from sensor 1, please check data.<br>

}
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$query="SELECT * FROM rainfalldata ORDER by thedate DESC, thetime DESC";
Sresult=mysqli_query ($link, Squery) ;

while ($r=mysqli_fetch array (Sresult))

{
echo.
echo.
echo.
echo.
echo.
echo.

}

netr>n;
n<td border:1px
n<td border:1px
n<td border:1px

n<td border:1px

solid black; paddin
solid black; padding:Spx'><center>
solid black; paddin
solid black; padding:Spx'><center>
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Sr["sensor"]
Sr"thedate"]
Sr["thetime"]
S$z["mydata”]

."</center></td>";

" </center></td>"
."</center></td>";
"</center></td>"
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J<form action="<?php $_PHP_SELF 2>" method="post">
<h2>Create a new user:</h2>

Username: <input type='text" name="username" id="usermame"><br>
Password: <input typs: password" id="password"><br><br>
<input type="Submit" i "EnterUser" value="EnterUser">

</form>
<strong><a href:

password" name:
nterUser" nam

secret.php'>back to home</a></strong>
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$stmt = mysqli_stmt_init($link);
mysqli_stmt_prepare ($stmt, Scheck);
mysqli_stmt_bind param($stmt,
mysqli_stmt_execute ($stmt) ;

Sresult=mysqli_stmt_get_result(Sstmt);
Sduplicat:

"s", $un);

=mysqli_num_rows ($result);
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"INSERT INTO users (username,password) VALUES (2,?)"; //values ?? for prepared statement
mysqli_stmt_init($link); //creating link to db for prepared query.

mysqli_stmt_prepare ($stmt, Squery) ;

mysqli_stmt_bind param($stmt, "ss", Sun,SpwmdS);

mysqli_stmt_execute ($stmt) ;

Sresult=mysqli_query ($link, Squery) ;

mysqli_stmt_close ($stmt) ;

mysqli_close ($1ink) ;

echo
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if($del_id *Admin’) {
die ('<h3>You camnot delete an admin account</h3>' . header("refresh:3;url=testdel.php"));
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$5ql="DELETE FROM users WHERE '$del id' = username

if (mysqli_query ($link, S$sgl))(
echo "Record was deleted successfully.
header ("refresh:3;url=testdel.php");
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