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[bookmark: _Toc225550802]Abstract 
FinSure Bank (FSB) is a rapidly growing digital-first financial institution operating primarily on cloud-based infrastructure and supporting Bring Your Own Device (BYOD) access for employees and partners. While these technologies enhance operational flexibility and customer accessibility, they also introduce significant cybersecurity, governance, and compliance risks, including data breaches, insider threats, and regulatory violations. This report evaluates these risks and applies established security frameworks including ISO/IEC 27001, NIST Cybersecurity Framework, COBIT, and ITIL to design a comprehensive security governance solution. The proposed approach integrates governance structures, risk management strategies, compliance controls, security policies, protection mechanisms, and contingency planning. The findings highlight that implementing a unified governance framework, combined with continuous risk assessment and updated regulatory compliance, significantly improves organizational resilience. The report concludes that adopting a structured security governance model will enhance FinSure Bank’s data protection capabilities, regulatory compliance, and overall cybersecurity posture in a rapidly evolving threat landscape.
[bookmark: _Toc225550803]Introduction 
Data security has become a critical priority in the banking sector due to the rapid digitalisation of financial services and the increasing sophistication of cyber threats. Financial institutions manage highly sensitive customer data, making them attractive targets for cybercriminals. Data breaches can lead to financial loss, reputational damage, and regulatory penalties, highlighting the need for robust governance and security frameworks (Mukhopadhyay and Jain, 2024).
Cloud computing and Bring Your Own Device (BYOD) policies have improved operational efficiency and accessibility for organisations. However, these technologies also introduce risks such as data leakage, unauthorised access, and third-party vulnerabilities. Cloud environments may reduce direct organisational control over infrastructure, while BYOD increases exposure to malware and compromised credentials (Hashizume et al., 2020; Soomro et al., 2021). These risks emphasise the need for structured security governance and risk management.
FinSure Bank (FSB) operates primarily through cloud-based infrastructure and allows employees and partners to access systems using personal devices. However, the organisation lacks formal governance frameworks, security policies, and compliance controls. These weaknesses increase exposure to cyberattacks, data breaches, and regulatory risks, highlighting the need for a structured security governance model (ACCA7028 Module Brief).
The aim of this report is to analyse FinSure Bank’s security challenges and propose a comprehensive data security, governance, and compliance framework using ISO 27001, NIST, COBIT, and ITIL.
This report is structured into scenario analysis, framework evaluation, risk assessment, governance design, compliance strategies, protection mechanisms, and recommendations.

[bookmark: _Toc225550804]FinSure Bank Scenario Analysis 
FinSure Bank operates using a cloud-based infrastructure and supports Bring Your Own Device (BYOD) access for employees and partners. While this approach improves flexibility and operational efficiency, it also introduces significant security and governance risks. The absence of a structured security framework increases the organisation’s exposure to cyber threats, compliance violations, and operational disruptions.
One of the primary issues facing FinSure Bank is the lack of formal governance and security policies. Without defined roles, responsibilities, and accountability structures, security decisions are inconsistent and reactive. This governance gap increases the likelihood of security incidents and reduces organisational resilience (Calder and Moir, 2021). Additionally, the absence of strategic planning and risk management processes limits the organisation’s ability to proactively address emerging threats.
Cloud computing introduces risks related to third-party dependency, data leakage, and limited infrastructure control. Misconfigured cloud environments, insecure APIs, and insufficient monitoring can expose sensitive financial data. Furthermore, cloud service outages may disrupt banking services and affect business continuity (Hashizume et al., 2020). Without appropriate governance and service level agreements, these risks remain difficult to manage effectively.
BYOD policies further increase security vulnerabilities. Personal devices may lack enterprise-level security controls, making them susceptible to malware, phishing attacks, and unauthorised access. Data stored on personal devices also increases the risk of data loss and compliance violations, particularly when employees access sensitive financial systems remotely (Soomro et al., 2021).
FinSure Bank also faces insider threats, including accidental data exposure or malicious misuse of access privileges. Inadequate access control mechanisms and monitoring increase the likelihood of internal security incidents. Additionally, compliance risks arise due to insufficient adherence to regulatory requirements such as GDPR and financial security standards.
Overall, FinSure Bank’s key challenges include governance gaps, cloud vulnerabilities, BYOD risks, insider threats, and compliance issues. Addressing these challenges requires a structured security governance model and comprehensive risk management framework.

[bookmark: _Toc225550805]Security Framework Research 
To address FinSure Bank’s security, governance, and compliance challenges, this report evaluates four widely adopted security frameworks: ISO 27001, NIST Cybersecurity Framework, ITIL, and COBIT. These frameworks provide structured approaches for managing information security risks, governance, and compliance.


[bookmark: _Toc225550806]ISO 27001 

[image: Image]
Figure 1:ISO 27001 ISMS implementation using the Plan-Do-Check-Act (PDCA) model (Digital Octopii, 2024).
ISO/IEC 27001 is an internationally recognised information security management framework designed to protect confidentiality, integrity, and availability of information. It uses a risk-based approach to implement an Information Security Management System (ISMS) and includes policies, procedures, and security controls to manage risks effectively (ISO, 2022). The framework follows the Plan-Do-Check-Act (PDCA) cycle, ensuring continuous improvement of security practices.
ISO 27001 is particularly useful for FinSure Bank because the organisation handles sensitive financial and personal data. Implementing ISO 27001 would help FinSure Bank establish formal security policies, risk management processes, and access control mechanisms. Additionally, ISO 27001 supports regulatory compliance such as GDPR and financial security standards, improving customer trust and organisational resilience (Calder and Moir, 2021). Therefore, adopting ISO 27001 would provide FinSure Bank with a structured and internationally recognised security governance model.
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Figure 2:NIST Cybersecurity Framework showing the six core functions: Govern, Identify, Protect, Detect, Respond and Recover (NIST, 2024).
The NIST Cybersecurity Framework provides a flexible and risk-based approach to managing cybersecurity risks. It consists of five core functions: Identify, Protect, Detect, Respond, and Recover. These functions help organisations develop comprehensive security strategies and improve resilience against cyber threats (NIST, 2023). The framework is widely used in financial institutions due to its practical implementation approach.
For FinSure Bank, the NIST framework would help identify security risks associated with cloud computing and BYOD environments. The Protect function would support implementation of access controls and encryption, while Detect and Respond functions enhance incident management capabilities. The Recover function ensures business continuity and disaster recovery planning. Implementing the NIST framework would allow FinSure Bank to improve threat detection, incident response, and operational resilience (Mukhopadhyay and Jain, 2024).
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Figure 3ITIL v3 service lifecycle framework showing service strategy, service design, service transition, service operation and continual service improvement (Erbay, 2015).:

Information Technology Infrastructure Library (ITIL) is a service management framework that focuses on aligning IT services with business objectives. ITIL includes processes such as service strategy, service design, service transition, service operation, and continual service improvement (Axelos, 2020). ITIL supports governance, risk management, and service delivery.
For FinSure Bank, ITIL would improve management of IT services and cloud infrastructure. ITIL processes help define service level agreements (SLAs), incident management, and change management. This is particularly important for cloud-based banking environments where system availability is critical. ITIL also supports continuous service improvement, enabling FinSure Bank to enhance security controls over time (Cartlidge et al., 2021). Therefore, ITIL provides operational governance that complements technical security frameworks.
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Figure 4:COBIT 5 governance and management key areas including Evaluate, Direct, Monitor, Plan, Build, Run and Monitor domains (Khusna and Ali, 2020).

COBIT (Control Objectives for Information and Related Technologies) is a governance and management framework designed to align IT strategy with business objectives. COBIT includes governance domains such as Evaluate, Direct and Monitor (EDM) and management domains including Align, Plan and Organise (APO), Build, Acquire and Implement (BAI), Deliver, Service and Support (DSS), and Monitor, Evaluate and Assess (MEA) (ISACA, 2020).
COBIT would help FinSure Bank implement structured governance and accountability across its IT operations. The framework supports risk management, compliance monitoring, and performance evaluation. COBIT also ensures alignment between business goals and security strategy, which is essential for digital banking operations. Implementing COBIT would strengthen FinSure Bank’s governance model and improve decision-making processes (De Haes et al., 2020).
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Risk assessment is a fundamental component of information security governance and enables organisations to identify threats, vulnerabilities, and potential impacts on business operations. FinSure Bank faces multiple risks due to its cloud-based infrastructure, BYOD policy, and lack of governance frameworks. A structured risk assessment helps prioritise mitigation strategies and improve organisational resilience (NIST, 2023).
One of the most significant risks facing FinSure Bank is data breaches. Financial institutions store highly sensitive customer data, including personal information, account details, and transaction records. A data breach could result in financial loss, identity theft, and regulatory penalties. According to recent studies, data breaches in financial services are increasing due to digital transformation and cloud adoption (Mukhopadhyay and Jain, 2024).
Insider threats also present a major risk. Employees, contractors, and third-party vendors with authorised access may intentionally or unintentionally compromise sensitive data. Insider threats are particularly dangerous because they bypass traditional security controls and exploit trusted access privileges (Soomro et al., 2021).
Cloud risks are another concern for FinSure Bank. These risks include misconfigured cloud services, insecure APIs, data leakage, and third-party vulnerabilities. Cloud service providers also introduce shared responsibility challenges, requiring organisations to maintain proper governance and monitoring (Hashizume et al., 2020).
BYOD risks arise from employees using personal devices to access corporate systems. These devices may lack security controls, increasing the risk of malware infections, unauthorised access, and data loss. Additionally, insecure public networks and lost devices further increase security vulnerabilities (Pagán Jr. and Elleithy, 2021).
Finally, cyberattacks such as ransomware, phishing, and Distributed Denial of Service (DDoS) attacks pose major threats. These attacks can disrupt banking services, compromise data, and damage organisational reputation (ENISA, 2022).

Risk Assessment Table
	Risk
	Likelihood
	Impact
	Risk Level
	Mitigation Strategy

	Data Breach
	High
	High
	Critical
	Encryption, access control

	Insider Threat
	Medium
	High
	High
	Monitoring, role-based access

	Cloud Security Risk
	High
	Medium
	High
	Cloud governance controls

	BYOD Risk
	Medium
	Medium
	Medium
	Device security policy

	Cyber Attacks
	High
	High
	Critical
	Firewall, IDS, incident response



Risk Matrix
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Figure 5:Appfluence (2024) Cybersecurity Risk Matrix. Available at: https://sync.appfluence.com/templates/cybersecurity-risk-matrix/

The risk matrix above illustrates the likelihood and impact of threats facing FinSure Bank. High-impact and high-likelihood risks such as data breaches and cyberattacks require immediate mitigation strategies. Medium-level risks such as BYOD and insider threats require monitoring and policy enforcement.
Implementing a structured risk management approach enables FinSure Bank to prioritise security investments, improve governance, and strengthen organisational resilience.
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A structured security governance model is essential for FinSure Bank to address security risks, improve accountability, and ensure regulatory compliance. Effective governance establishes leadership oversight, defines responsibilities, and aligns security strategies with organisational objectives. Implementing a governance framework enables proactive risk management and supports continuous improvement of security practices (Calder and Moir, 2021).
Governance Structure
The proposed governance structure for FinSure Bank should include a Chief Information Security Officer (CISO) responsible for overseeing security strategy, policy development, and compliance management. The CISO should report to senior leadership to ensure accountability and strategic alignment. Supporting roles should include security managers, risk officers, and compliance specialists who manage operational security and regulatory requirements (ISACA, 2020).
Clear roles and responsibilities must be defined to improve accountability. Senior management should provide strategic direction and allocate resources, while IT security teams implement technical controls and monitor risks. Business units should follow security policies and support compliance initiatives. This structured governance approach enhances communication and reduces organisational vulnerabilities (NIST, 2023).
Strategic Planning
Strategic planning is a key component of the governance model. FinSure Bank should develop a security roadmap outlining short-term and long-term security objectives. This roadmap should prioritise risk management, regulatory compliance, cloud security, and BYOD protection. Regular reviews and performance monitoring should be implemented to ensure continuous improvement (ISO, 2022).
Governance Model DiagramFigure 6:Information security governance framework illustrating governance, management and operational security functions (Stallings, 2018).
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The governance model diagram illustrates three key layers: security governance, security management, and security implementation. The governance layer focuses on leadership, policy development, and risk tolerance. The management layer defines frameworks, allocates resources, and selects security controls. The implementation layer includes operational security activities such as monitoring, incident response, auditing, and system updates.
Implementing this governance structure will improve FinSure Bank’s security maturity, enhance decision-making, and strengthen resilience against cyber threats. Additionally, the model supports regulatory compliance and ensures alignment between business objectives and security strategy.

[bookmark: _Toc225550812]Compliance & Regulations 
Compliance and regulatory requirements are essential for ensuring data protection, operational security, and legal accountability in financial institutions. As a digital-first organisation operating across multiple regions, FinSure Bank must comply with legal frameworks including the General Data Protection Regulation (GDPR), Data Protection Act, financial regulations, and contractual obligations.
The General Data Protection Regulation (GDPR) requires organisations to protect personal data, ensure transparency, and implement appropriate security controls. Key requirements include data minimisation, encryption, breach notification within 72 hours, and lawful data processing. Failure to comply with GDPR may result in significant financial penalties and reputational damage (European Commission, 2023).
The UK Data Protection Act 2018 complements GDPR by outlining how organisations must process personal data within the UK. The legislation requires lawful data handling, secure storage, and appropriate technical safeguards to protect sensitive information (ICO, 2023).
FinSure Bank must also comply with financial regulations such as those established by the Financial Conduct Authority (FCA). These regulations require financial institutions to maintain operational resilience, manage cyber risks, and implement regular audits and incident reporting procedures (FCA, 2022).
Additionally, legal requirements including cloud contracts and service-level agreements (SLAs) define responsibilities for data protection, service availability, and incident response. These agreements ensure accountability between FinSure Bank and third-party providers (Calder and Moir, 2021).
Overall, compliance with these regulations strengthens FinSure Bank’s governance, protects customer data, and reduces legal and operational risks.

[bookmark: _Toc225550813]Security Controls & Protection Mechanisms 
Implementing strong security controls and protection mechanisms is essential for FinSure Bank to mitigate cybersecurity risks and protect sensitive financial data. Security controls such as encryption, multi-factor authentication (MFA), firewalls, Zero Trust architecture, and cloud security measures help reduce vulnerabilities and improve organisational resilience (NIST, 2023).
Encryption is a critical control for protecting sensitive financial and customer data. Encryption ensures that data remains unreadable to unauthorised users during transmission and storage. FinSure Bank should implement end-to-end encryption, database encryption, and secure key management to protect customer information and financial records. Encryption also supports compliance with GDPR and financial regulations (Calder and Moir, 2021).
Multi-Factor Authentication (MFA) enhances access control by requiring users to provide multiple forms of verification, such as passwords, biometrics, or authentication tokens. MFA reduces the risk of credential theft, phishing attacks, and unauthorised access. Financial institutions widely adopt MFA to secure online banking systems and administrative access (Soomro et al., 2021).
Firewalls act as a barrier between trusted and untrusted networks. FinSure Bank should implement next-generation firewalls (NGFW) to monitor traffic, detect threats, and block malicious activities. Firewalls also help prevent distributed denial-of-service (DDoS) attacks and unauthorised network access (Pagán Jr. and Elleithy, 2021).
Zero Trust architecture is an emerging security model based on the principle of “never trust, always verify.” Zero Trust requires continuous authentication, device validation, and least-privilege access. This model is particularly useful for FinSure Bank due to its cloud-based infrastructure and BYOD environment (Rose et al., 2020).
Cloud security controls are also necessary because FinSure Bank operates primarily on cloud infrastructure. Cloud security measures include secure configurations, identity and access management, monitoring tools, and data loss prevention systems. These controls help mitigate cloud-related risks and enhance security visibility (Hashizume et al., 2020).
Implementing these security controls will strengthen FinSure Bank’s security posture and reduce cyber risks.
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Contingency planning is essential for FinSure Bank to ensure operational resilience and minimise the impact of cybersecurity incidents. Disaster recovery (DR) planning enables organisations to restore systems and data following cyberattacks, hardware failures, or service disruptions. Disaster recovery strategies should include regular backups, system redundancy, and recovery testing to ensure business operations can resume quickly (NIST, 2023).
An effective incident response plan (IRP) is also critical for identifying, managing, and mitigating security incidents. Incident response procedures should include detection, containment, eradication, and recovery phases. A structured incident response plan helps reduce downtime and financial losses (ISO, 2022).
Business continuity planning (BCP) ensures that essential banking services remain operational during disruptions. This includes alternative processing systems, communication plans, and staff recovery procedures (Calder and Moir, 2021).
Additionally, Cloud Service Level Agreements (SLA) define responsibilities between FinSure Bank and cloud providers. SLAs should address availability, data protection, incident response, and compliance requirements to ensure secure cloud operations (Hashizume et al., 2020).
[bookmark: _Toc225550815]Critical Discussion 
Cybersecurity regulations and standards continuously evolve due to the rapidly changing threat landscape, technological advancements, and emerging digital risks. Financial institutions such as FinSure Bank operate in dynamic environments where new cyber threats, including ransomware, phishing, and cloud vulnerabilities, frequently emerge. As a result, regulatory bodies regularly update standards to address these risks and ensure organisations implement appropriate security controls. For example, updates to GDPR and financial regulatory requirements reflect growing concerns regarding data privacy, cross-border data transfers, and cloud security risks (ENISA, 2022). Continuous regulatory updates also help organisations maintain compliance, protect customer data, and strengthen operational resilience (NIST, 2023).
Security frameworks such as ISO 27001, NIST, COBIT, and ITIL improve organisational security by providing structured governance, risk management, and security control implementation. These frameworks help organisations identify risks, define policies, and implement security controls systematically. Additionally, frameworks encourage continuous monitoring and improvement, which enhances organisational resilience against evolving threats (Calder and Moir, 2021). For FinSure Bank, adopting these frameworks would reduce fragmentation, improve governance, and enhance compliance.
However, while security frameworks offer several benefits, they also present limitations. One key benefit is improved standardisation and accountability, which strengthens governance and risk management. Frameworks also enhance regulatory compliance and improve organisational decision-making (ISACA, 2020). Conversely, limitations include implementation complexity, high costs, and the need for skilled personnel. Smaller organisations may struggle to implement comprehensive frameworks due to limited resources (Soomro et al., 2021).
Despite these limitations, the benefits outweigh the challenges. Continuous regulatory updates and framework adoption enable organisations such as FinSure Bank to improve security posture, maintain compliance, and enhance operational resilience.
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Several assumptions were made to develop the proposed security governance model for FinSure Bank. It is assumed that FinSure Bank is a medium-to-large financial institution operating across multiple countries with a growing digital customer base. The organisation is assumed to operate primarily on cloud infrastructure, using third-party cloud service providers to host banking applications and data. Additionally, it is assumed that FinSure Bank has a moderate security budget and is willing to invest in governance frameworks and risk management strategies. The organisation is also assumed to operate under international regulatory requirements, including GDPR and financial compliance regulations (NIST, 2023; Calder and Moir, 2021).
[bookmark: _Toc225550817]Recommendations 
FinSure Bank should implement a comprehensive security governance framework aligned with ISO 27001, NIST, COBIT, and ITIL to improve data security, governance, and compliance. The organisation should establish a dedicated security leadership structure led by a Chief Information Security Officer (CISO) and implement risk-based security controls including encryption, multi-factor authentication, and Zero Trust architecture. Additionally, FinSure Bank should introduce regular security audits, compliance monitoring, and employee security awareness training to reduce insider threats and cyber risks (NIST, 2023).
The implementation roadmap should follow a phased approach. Phase one involves conducting risk assessments and identifying security gaps. Phase two includes implementing governance frameworks and security controls. Phase three focuses on monitoring, auditing, and continuous improvement. This structured roadmap enhances organisational resilience and regulatory compliance (Calder and Moir, 2021).
[bookmark: _Toc225550818]Conclusion 
FinSure Bank faces significant cybersecurity challenges due to its cloud-based infrastructure, BYOD policy, and lack of structured governance and compliance controls. These issues increase the organisation’s exposure to data breaches, insider threats, cyberattacks, and regulatory risks. Without a unified security governance framework, FinSure Bank’s fragmented security approach limits its ability to effectively manage and mitigate these risks.
This report proposed a comprehensive security governance model using established frameworks including ISO 27001, NIST, COBIT, and ITIL. The proposed solution integrates governance structures, risk management strategies, compliance requirements, and protection mechanisms such as encryption, multi-factor authentication, and Zero Trust architecture.
Implementing these recommendations will enhance FinSure Bank’s security posture, improve regulatory compliance, and strengthen operational resilience. Overall, adopting a structured governance approach will enable FinSure Bank to manage evolving cybersecurity threats and protect sensitive financial data effectively.
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Figure 15—COBIT 5 Governance and Management Key Areas
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