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Abstract

I will describe in the paper how the current lack of Network Security of Che Se International puts the business at risk of attacks, externally and internally. I will cover what changes I can implement as the “IT Security Consultant” to design and recommend a framework to meet the correct standards.
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There are numerous ways we can use cyber security to make a network more secure, in this introduction I am going to talk about the structures and technology currently being used within Chi-Si and a how I plan to make them more secure.
1.1 Current Infrastructure/software Chi-Si use:

· Video Conferencing facilities
· Cloud Storage Facilities
· Access from any location this applies to (Staff Members, Clients, Vendors)
· Latest in Communication Technology
· Data

2. What current security risks are there to Chi-Si?
3. What can I do to make the network more secure?
4. How would I deliver this to the company worldwide?
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Che-Si is an international company that operates in multiple sites around the world. As Chi-Si is an international company this would mean staff members, client and vendors will operate on different time zones, this requires Chi-Si to have a 24-7 online connection to effectively manage operations. As stated in the introduction Chi-Si use multiple technologies to operate their business. These being listed below.

Video Conferencing facilities
Video Conferencing facilities is one of the most productive pieces of software when wanting to meet with people within businesses and organizations around the world as it is not set on any time constraint and anyone can be invited. As the list below all have their advantages, they also have numerous disadvantages. I shall further discuss how this software is prone to attack further in this document.
There is numerous Video Conferencing software that are currently available, according to techradar.com [1] the top 10 in the year 2021 are:

1. GoToMeeting
2. RingCentral Video
3. Microsoft Teams
4. Google Meet
5. Zoom Meetings
6. Click Meeting
7. U Meeting
8. Big Blue Button
9. Blue jeans
10. Life Size
Cloud Storage Facilities
There are multiple cloud storage facilities, they all operate on the same definition according to Tech Target Search Storage [2] the definition of Cloud Storage is:
“What is cloud storage?
Cloud storage is a service model in which data is transmitted and stored on remote storage systems, where it is maintained, managed, backed up and made available to users over a network -- typically, the internet. Users generally pay for their cloud data storage on a per-consumption, monthly rate.”
Having Cloud Storage facilities allows any user to connect to that network be it a Client, Staff Member or Vendor to access the network from an external device’s such as Laptops, Mobile Phones, Tablets, Network Adapters, Personal Computers that are not housed in Shi-Chi’s offices.

“Latest” in Communication Technology
Communication technology can cover a wide variety of different types of software, this is depending on how you would like to communicate with your colleagues, clients, or vendors. I have listed a few examples below:
[3]
1. [3] Sharepoint – Sharepoint is a collaborative platform for employees to map content to folder and to allow manual or automatic synchronisation. It also can publish documents and to an intranet page.
2. [3] Skype for Business – Skype offers messaging, voice, and video calls. This can be one to one or on a group basis. Skype has become very popular due to its ease of use and the ability to contact people in different countries.
3. [4] Slack – Slack is a cloud-based platform best used by business of all sizes looking to become more effect in communication with a team. You can use this application to send, archive or search for messages, carry out video and audio calls and share files with other uses. As Slack is a not a free service it has further integration within Google Drive, Dropbox and Zendesk
4. [4] Speakap - Speakap is a secure solution designed to make communication in businesses easier. It emulates social media with features like timelines, chat, and newsfeeds. Employees can easily communicate with each other and share videos and pictures.

Data
As Chi-Si is an international company and has offices/buildings all over the world. The company would hold sensitive data on numerous platforms, these being:
1. Staff details
1.1 Postal Address.
1.2 Date of Birth.
1.3 National Insurance number or Social Security Number.
1.4 Bank Details.
1.5 Contact details (Mobile Phone, Home phone, Personal and Work Email address).

2. Client Details
2.1 Clients Address.
2.2 Bank Details.
2.3 Contact details.
2.4 Invoice details.

3. Vendor Details
3.1 Vendor address.
3.2 Vendor delivery routes
3.3  Vendor Invoice and banking details
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To understand the security risk, we first need to know how the information is shared across the business, in this case it will be shared across a network connection.

What is a network?

[5] In IT, a network is when two or more computers are connected wirelessly or through a cable. The simplest network is two computers connected by a cable. This network is called a LAN or Local Area Network. The networks of today are more complex and usually use client-server networks as there are multiple devices connecting to a network, this would be called a WAN or a Wide Area Network.

Current Threats
There are many cyber security attacks that can happen to Wide Area Network. According to cisco.com [6] these are.
· Malware – Malware is a term used to describe malicious software, these can include spyware, ransomware, viruses, and worms. Malware work by breaking through a network at its most vulnerable point, typically when a service user clicks a link or opens an email attachment that then installs malicious software.

· Malware can

· Block access to key components of the network (Ransomware)
· Install additional harmful software.
· Obtains information by transmitting data from the hard drive (spyware)
· Can render the system inoperable locking you out completely.

· Phishing – Phishing is the practice of sending fraudulent communications that appear to come from a reputable source, usually through email. The goal of this email is to obtain sensitive information like bank details and login information or to install malware on the victim’s machine.
· Man in the Middle Attack (MitM) – MitM is also known as eavesdropping attacks, occur when the hacker inserts themselves into an existing exchange between two people. Once the hacker has intercepted the traffic, they will usually filter and steal data.
· This can also work on an unsecure public Wi-Fi, hackers attach themselves between a target’s device and the network, the target is not aware that all the information is passing through the hacker. This gives opportunity for the hacker to again filter and steal information from the target’s device.

· Denial of Service Attack – Denial of Service attack this is also known as a DDoS attack; this is when the servers or networks are flooded with traffic to drain resources and bandwidth. As a result, the system is unable to fulfil genuine requests.

· [7] Brute Force Attack – Brute force attack or a password attack uses trial and error to guess the correct login information, hackers work through all possible combinations by hoping to guess correctly. 
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