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[bookmark: _Toc71926409]1.0	Cloud Computing

Cloud computing put simply is the distribution of IT resources across the internet, offering organisations of every type, and size an alternative to purchasing and managing physical hardware, such as servers and data centres.  Instead, companies can opt to pay a simple flat rate and gain access to a variety of resources from cloud providers like that of Amazon Web Services.  But with this new way of working promising significant cost advantages over that of in-house application deployment, just how reliable are these services, and do they offer value for money?
	
 	
1.1 [bookmark: _Toc71926410]Applications of Cloud Computing

Cloud providers offer a range of packages to suit every business type and size, providing services such as computational power, software, and data access, while also ensuring the integrity of a company’s assets is upheld through stringent back-up plans, and security policies.  This can be appealing to any business starting out, or to end-users with no prior knowledge of computer systems.  However, it is not just small start-ups taking advantage of this new trend, due to the minimal hardware requirements larger organisations are also utilising cloud services to help reduce costly overheads [1].

Generally, cloud services are offered under three main categories, these include (IaaS) Infrastructure as a service - a simple pay-as-you-go package for services such as storage, networking, and virtualisation, (PaaS) platform as a service - for hardware and software tools, and finally (SaaS) software as a service - providing on-demand software [2].
 
To help further understand the benefits of cloud computing we will consider some major applications across of variety of different sectors.

1.1.1 [bookmark: _Toc71926411]Government Sectors

With modern technology becoming more available to the public, governments around with world have been more focused on the digitalisation of data.  However, they are faced with several challenges when it comes to selecting an adequate IT solution for this to become a reality.  The solution requires a system to be both secure and reliable with the ability to scale as and when needed [3].  With the cloud model quickly changing how each of us interact with computing resources, governments are considering it to be a viable solution to the problem.  

But there are those who still believe this technology is not quite there yet and should be considered “a red herring” and advise that “chasing this fad now, before standards are in place and security concerns are dealt with, is a complete waste of time” [4].

[bookmark: _Toc71926412]1.1.2	Financial Sectors

The financial sector is another area in which cloud-based services provide more control, offering the scalability needed to quickly change resources and configurations to better meet the demands of their services.  With the utilisation of private clouds, banks can continue operating at hight transaction volumes, while reducing the risk of security breaches.

However, given the current concerns over control and security, banks are yet to fully adopt the complete cloud model, instead opting for an incremental approach by initially only moving non-core operations to cloud-based services [5].
	
[bookmark: _Toc71926413]1.1.3	Healthcare Sectors
	
In recent years cloud computing has been a fast-growing area in the development of healthcare, providing an endless combination of resources to help deliver vital services to its patients.  With big data becoming a constant challenge for many healthcare organisations [6], the need for electronic medical records and better interoperability between services is an urgent one.

Many healthcare organisations are in favour of adopting cloud-based services to avoid hefty upfront investments but remain hesitant in its implementation due to concerns of security, reliability, transparency of data handling by third parties and general lack of experience in this new technology [7]. 

		
[bookmark: _Toc71926414]1.2	Drawbacks of Cloud Computing
	
While there a clearly many advantages to adopting the cloud model in a variety of industry settings, there is also some risk and clear disadvantages that make consumers wary about buying-in to such a service, these can include [8]:

Security and confidentiality - there is always a risk that personal data can be leaked and accessed by other people, utilising a cloud service means we are enthusing a third party to ensure the integrity of the data is upheld.

Poor internet connection - access to the internet is the key element to cloud c0omputing, developing countries with poor connections will suffer here.

Vulnerability - There are many arguments against cloud computing, mainly because the services are based online and can be exposed to a wide range of vulnerabilities and attacks.

Technical problems - because the cloud is managed by a service, when problems arise and support is needed, these companies may not necessarily be available 24/7.
 

[bookmark: _Toc71926415]1.3	Conclusion

While opting for a cloud model evolves a level of risk, the same could be said for data stored on a local server, the real benefit here is in the savings in hardware costs and overheads such as staffing, electricity, and property rental.  These benefits make it a great choice for start-ups and small business looking to deploy applications quickly with very little investment.  Cloud technology will continue to develop over the next few decades, and more large-scale companies will look to the cloud for its benefits of scalability, particularly the healthcare industry with its continued problem of ever-increasing data.

[bookmark: _Toc71926416]2.0	Virtualisation and Containerisation

A recent study shows the adoption of application containers will grow by 40% annually through 2020 [9].  With containers ensuring rapid agile development many still wounder how exactly they differ from that of the virtual machines?

[bookmark: _Toc71926417]2.1	Virtual Machines (VMs)

With the processing power, and increased capacity of today’s servers, users can now exploit what is now an abundance in resources.  The virtual machine allows a user to emulate a particular hardware configuration, allowing multiple operating systems to run, and be accessible through the same physical server.  However, this requires large overheads in memory and storage space and often impacts on all stages of the software development lifecycle [10].




[bookmark: _Toc71926418]2.1	Containers
	
Like virtual machines containers can sit on top of a physical server, and hosts OS, but differ because unlike a VM they share the host OS kernel, alongside binaries and libraries, making the container option exceptionally lighter and cost effective [11].
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