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Introduction
In this assignment the author will be presenting his idea of an ideal Bring Your Own Device network for a company. He will also be discussing the various advantages and disadvantages of BYOD as well as offering his opinion on the subject. A data flow diagram will also be presented to help further explain and demonstrate the networks effectiveness. The author will talk about his choice of ideal management software and the pros and cons of such software. He will explain how he plans to implement his design and software which will include various conditions and policies. Finally the author will also offer a conclusion and his final thoughts and opinions on the matter.	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person
Implementation	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
The network I’ve designed features a VPN for remote and secure access to the company’s servers. [1] “Information traveling between a connected device (computer, smartphone, and tablet) and a VPN server is encrypted, and as a result, any applications running on the VPN network benefit from the security, functionality, and strength of the private network.” The author strongly believes that a VPN is necessary to minimize the risks of any data leakage or hacking attacks. The VPN would allow employees to safely connect from their own homes or a client’s home and transfer files and information safely to company servers and employees. Redundancy is another key component to this network. The author has made sure that all the servers are double connected to each switch to ensure they stay active in the event of a switch failure. All access points and switches are connected to two separate routers; again this is to ensure that in the event of a failure the network can still remain operational. A separate ISP is being used for the guest internet access; this may seem like a strange thing to do but the author has his reasons. The author believes that by keeping company internet access, routers, switches and access points separate from the guest ones, he is reducing the risk of hackers gaining access to company files or data. It also means that if there is a failure in the system, the company network will not be affected by it at all. This guest network will require less maintenance and attention than the company network, which mean more attention can be given to monitoring the company network. All switches and routers are password protected both at access and exec privilege level. This is to protect against unauthorized access to both, this is essential as it stops people accessing them which could have dire consequences. Simple steps like these can lead to a safe and secure network while minimizing the risk of chaos caused by unauthorised access. Having a backup ISP for the company’s main network means that if there is a problem with one ISP the company can easily switch to the other while the problems with the first are addressed. This ensures that the company’s network will stay active and keep working even with problems like this. Firewalls are present to protect against unauthorized access to the network and monitor activity sent over the network. [2] “A firewall is a system designed to prevent unauthorised access to or from a private computer network. Firewalls are frequently used to prevent unauthorised Internet users from accessing private networks connected to the Internet (often described as intranets).” The firewalls are an essential piece of security that can greatly aid in keeping a network safe.	Comment by Carlene Campbell: 
Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.

Policies	Comment by Carlene Campbell: 
Expand the scope of reference sources consulted to improve the quality of research based tasks.
The author has created some polices to help further implement the network into the company’s system. For the assumptions the author is going to assume that the company already has a dedicated IT department that can deal with any technical problems or issues. 
· All work is to be uploaded to the company servers by the end of the day unless they request permission to bring work home: The author feels pretty strongly about this policy. This is to minimize the risk of employees brining work home. The reason this is a risk is because this work could get lost or stolen which could lead to data leaks. Of course employees can bring work home if absolutely necessary, the work they bring home will be recorded and the employee working on it will be noted. 
· Key cards are required to be worn by all employees: This will help keep unwanted people out of the building. This extra layer of security can be used to protect important room like the server room. Employees will have access rights to certain rooms granted to them depending on their position. For example only a server technician will have access rights to the server room, a regular employee will not.
· All employee systems must have VPN software on them, if not the employee can rent a laptop from the company: Realistically speaking most if not all employees devices will be able to accommodate some form of VPN software. If not then the company can loan them a laptop with VPN software on it, the employee name and key card id will be noted. Help will also be offered, like a financial plan, to get the employee a new device that can accommodate VPN software. Help will also be offered with transferring files and data from the old system to a new one.
· Passwords to all devices (routers, switches, access points and VPN access) will be changed every 2 weeks: The author thought about this policy, most people the author talked to thought a month was an acceptable turnover rate. While the author did agree with them he wants to make this network as secure as possible. One week turnover would be a bit extreme in the authors mind, two weeks seems to be the sweet spot. By changing the passwords, the company is reducing the risk of people stealing the passwords and using them to log onto the company’s network and logging into their routers and switches.
· All employees must have Mobile Device Management installed on their devices and agree to the services the MDM offers, if not the employee can rent a device from the company: This policy is similar to the VPN one. If the employee’s device isn’t able to run the software then they can rent one from the company. Again, most devices should be able to run mobile device management software.
· When an employee leaves the company their device, network access and key card rights must be removed from the system immediately: This policy is always good practice as an employee who has just left the company could be considered a potential threat. Of course this isn’t always the case, but for safety reasons it’s always good to do this. This eliminates the potential of them giving the company’s passwords and other valuable login information to anyone outside of the company.
· Personal usage of devices should be kept to a minimum while on company property: Obviously there’s no way you can monitor this without bordering on privacy issues and rights. So in the authors mind he thought it would be best to make it known that while the company is fine with people using their own devices, personal usage should be kept to a minimum.
· Employees personal data must not be monitored and must be deleted immediately if collected, However if the company suspects any criminal intentions, involvement or considers the employee a risk to security them personal data may be collected and reviewed before being deleted: This leads on nicely from the previous point mentioned. Privacy is an important thing and is highly valued be the author, he wishes to reflect this in his polices. With the presence of mobile device management software some employees may question whether or not the company is secretly using this software to spy on them. The company will have to state that it does value privacy and the previous policy should help remove any doubts. However there are ways to abuse this system and the author hopes this policy addresses that. Of course the company’s judgement on such intentions could be biased, it may help to get a third party involved to review any data collect as a counter against biased opinion. [3]”This is why you need to ensure a management plan is in place that sets guidelines for how data is accessed and saved. This can include specific apps or software, which should then be provided by the company, as well as regulations on handling data.”
· Employees must meet a minimum work threshold by the end of each week: This policy is here so that the company can keep track of the employee’s work ethic and progress. This also help with the personal use of devices policy, as if there is a minimum amount of work to be done employees will hopefully feel like they have to reach it. BYOD brings a lot of freedom with it which is good but there needs to be a target to reach in order to keep up productivity.
· If an employee fails to reach the minimum work threshold by the end of the week they will receive a warning, further problems will result in a meeting about the employee’s performance: [4] “Occasionally problems will arise at work and dealing with them is much easier with a clear disciplinary policy in place.” As stated earlier BYOD offers a lot of freedom and the temptation of too much personal use can always be a problem. The author hopes that this policy will solve that.








Mobile device management software
The authors chosen management device software is, IBM. [5] “Mobile Device Management (MDM) using IBM® MaaS360® with Watson™ gives you visibility and control over iOS, macOS, Android and Windows devices. Take advantage of seamless over-the-air (OTA) device enrolment for quick and easy deployment with no hardware to install. Whether you manage a specific OS, multiple device types (for example, smartphones, tablets and laptops), or oversee a mixed environment between corporate and bring-your-own-device (BYOD), MaaS360 has you covered.” The author has chosen IBM because he feels it meets the needs of the company. The author needed a MDM software that was able to be used on multiple deceives including tablets, phones and laptops which this software can manage. The author also needed MDM software that could be used on multiple platforms; according to IBM they support windows phones, android, iOS and blackberry devices. They also support laptops which is another key device. The service also includes a remote lock and wipe feature which is really handy. The remote wipe feature can help reduce the risk of an employee’s device being stolen and any company data being taken form it. In the event that an employee device does get stolen, the company could simply wipe the employee device before any data gets stolen. The software also offers a location tracking feature which is helpful if a device is misplaced rather than stolen. 
The price is $12.50 per person which roughly converts to £10.00 per person. This may seem a little bit expensive considering the companies large employment scale but with all the benefits offered and the flexibility of the software the author think it would be worth it. The bundle includes some nifty features such as a gateway to a secure browser, content management and an OS VPN. The VPN is very useful, as mentioned earlier in the implementation and the secure gateway to the browser is very helpful as it increases security and minimizes the risk of cyber criminals using a sniffer to see data sent. The content management feature is particularly useful as the author stated earlier, BYOD offers a lot of freedom which is good but this freedom can be abused. The content manger should help keep employee’s in line without the company having to be too restrictive; the author wants the employees to feel the benefits and freedom of BYOD and not to fell restricted. PCMAG did a review on the software and their bottom line was [6] “IBM MaaS360 maintains its standing in our second look at this product. While its price has come down slightly, it still has a weakness compared to the competition when managing Windows Mobile devices. But it works solidly outside of that relatively minor ding.” They also said [6] “IBM MaaS360 is a nice product at a reasonable price. It provides the tools needed to successfully monitor and manage mobile devices in the enterprise as well as some optional add-ons, including threat analytics, for an additional monthly charge.” These reviews prove to the author that although this MDM software may have a few weaknesses, it is still and excellent choice and will surely server the company well.


Advantages of B.Y.O.D
[7] “BYOD (bring your own device) is a policy adopted by employers to allow their employees to use personal devices at work.  There are many advantages to this practice which benefit both the employer and employee.  The policy is gaining popularity, with over 65% of employees currently utilising a personal device of one form or another within the workplace, for business use.”
· Freedom of device usage: BOYD allows the employee to bring whatever device they want. It could be a phone, laptop or a tablet, the freedom that this type of policy offers is appealing to many people as they are not restricted to one device. Some people may prefer and work better on a phone than a laptop and this policy offers that kind of freedom for them.
· Proficiency: When an employee brings in their favoured device they are naturally going to be more comfortable using it compared to a company device. The level of familiarity will increase their proficiency and perhaps their productivity. It also saves the company having to teach an employee to use a company device. This may be considered a waste of time and resources. [8] “Most people tend to be familiar with their own devices. Apple fans are good with Apple technology and Windows fans are better with devices with Windows operating systems. Getting used to another one can be irritating for any employee. BYOD takes this issue away, as they are working on their own personalised device which is already suited to their own needs and that they are already perfectly competent on.” 
· Cost: Cost is a big factor; while the MDM software is pricy the cost saved on employee devices is greater. If the company had to provide a device to each employee, for example a laptop, then each laptop would have to be paid for, the software would have to also be paid for and installed and they would have to be safety checked. All these processes can be avoided by simply introducing the BYOD policy, the money saved would be able to be put to better use for the company’s benefit.
· Flexible work completion: The flexibility of BYOD as well as MDM software means that if an employee wishes to work at home or upload work, they can. With secure VPN connections and file servers the employee can complete and upload work at their pace. It also means that the employees aren’t bound to the office, if they want they can go and work somewhere else. This can help keep stress levels low and overall satisfaction and happiness high.
· Good company employee relations: This last advantage may be more of a psychological one but still beneficial at the same time. Allowing your employees to bring whatever device they want and work at their own pace could from a certain level of trust and respect between employee and employer. This relationship could help with any conflict or inquiries and more importantly it could improve the overall satisfaction in the workplace. 

 Disadvantages of B.Y.O.D
[9] “Bring Your Own Device sounds great then doesn’t it? Lowers costs, happier and more productive staff and less stress on your IT systems – what’s not to like? However caution is advised. Businesses need to consider the full implications of allowing their data to be accessed on personal devices that they could have little or no control over.”
· Data leakage: The potential for data leakage with this type of policy is unfortunately high. Although MDM software, VPN’s and Data management can help with this the risk is still high. All it takes is an employee’s device being stolen without them know and then the thief has access to the laptop and, if they’re smart enough, access to company work and data. [10] “Arguably the biggest risk is having no BYOD policy in place. Simply allowing employees to bring in their phone, tablet or laptop and giving them access to all the company’s systems and data is not the way to implement BYOD.” 
· Too much freedom of personal use: Although BYOD offers a lot of flexibility and freedom, it’s almost too much. People will be tempted to use their device for personal use rather than work related subjects. This is tricky because although it can be minimized, there is no way of stopping it completely. Also because it’s the persons own device they will probably be more accustomed to using it for personal use, so they will find it more difficult to resist the temptation. 
· Incompatibilities: Peoples own devices are very much influenced by their own personal tastes. This can be as simple as personalised backgrounds or as complex as different operating systems. The different OS is the issue here as although the MDM software supports a wide range of OS it doesn’t support them all. With a large scale company there are bound to be some employees with unusual OS on their devices they can’t support the MDM software or even the VPN.  The author has made a policy for this but it’s still an issue.
· Privacy: With all the software that is required to be installed on employee devices, some may raise concern over the amount of control the company has over their devices. Although there are policies in place to give employees some relief over the issue, some may not consider it enough. The main issue isn’t so much the work data but their personal data, the company can give polices and promises but sometimes people need more.
· Employee cost: With a normal company device repairs, software and hardware are all costs that are covered by the company. However with employees they are responsible for their own device which means its more costs for them. Factor in more usage and then the device starts to wear down quicker, making repair costs a gloomier prospect. 


Results & Discussion
The author hopes that the result of his policies and network would be a positive one. The results he would expect to see would be a safe and secure network with easy access and plenty of safeguards. He would hope that employees would be happy and productive with the policies and overall system in place, including the MDM software. The author is still questioning the privacy aspect of the MDM software and the policies. Most people wouldn’t have a problem with the MDM software with the policies in place but the author wonders just how much control the MDM software allows. The author can sympathise with people who object to this level of control as the author values privacy and individuality very highly. Stuff like this has to be put in place with BYOD as the sheer amount of freedom it offers in the workplace is unrivalled. People may still have issues with it but what they must remember is that the companies first and foremost goal is to make money and succeed, it can’t do that if its employees are just sitting in an office browsing social media. Also there is a competitive nature with companies; data leakage from one company is another’s advantage, theft or access of data means profit for cybercriminals. People must know that no one is perfect and the reason this software exists is to make up for those imperfections, whether they like it or not. There is also a responsibility to the managers not to abuse this power, the employees may have to abide by the rules but the managers have a much more important set of rules; morality. The author thinks that there is a hidden level of trust that must be established for a BYOD company to succeed if there is no trust between manager and employee, the company can’t function properly.
Conclusion
In conclusion the author feels like he has created an acceptable network and addressed many key points in his polices and other parts of his assignment. The author feels that BYOD is a good idea but needs refinement for it to be truly accepted. In its current state the author feels that BYOD offers to much risk and freedom for it to be truly beneficial. If there was some way to guarantee employee privacy and device compatibility then the author would be on board with the idea without question. The author also feels he has explored the advantages and disadvantages well, and that he has provided some extra insight in his discussion section. The author has learned a lot about MDM software, private networks, network security and potential risks to networks. The subject of network security has educated the author about the potential risks when using the internet and the amount of vulnerabilities in a network. In particular the author learned about the various opinions about MDM software and how it’s starting to emerge as a company standard in some areas. Overall the author feels that this has been an interesting look into networking and network security. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Evidence of background reading and good critique/analysis of literature.  It would be good to see references from journals/conference proceedings as this would add more credibility to your work.  You can access many journals from the online library - https://www.uwtsd.ac.uk/library/online-library/, IEEE and ACM are the main ones for computing. Avoid using all websites (Grade mark: 66.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]10

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You demonstrated knowledge of the underlying concepts and principles. (Grade mark: 70.00%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]10.5

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]All areas were discussed appropriately. (Grade mark: 70.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]28

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD][bookmark: _GoBack]Well designed implementation with countermeasures on all relevant devices (Grade mark: 80.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]16

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work flow well but some were written in first person tense and all acronyms need tobe spell out first time used. (Grade mark: 65.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]6.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]71%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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