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[bookmark: _Toc241181219]Abstract
In this thesis, the author examines how machine learning can be used to enhance the network intrusion detection (NID) system to overcome the weaknesses of classic NID scenarios. The study concentrates on building an IDS able to differentiate between normal and malicious traffic from the network, with regard to the reliability of the detection, the number of false alarms, and false negatives. The UNSW-NB15 dataset was employed, which had 175,341 training data and 82,332 testing data.
Data preparation included one removal of 74,072 duplicate training data records and resulted in 101,269 data records for modelling. Of the results, a total of 42 predictive features was kept, with 39 variables being numerical and three variables categorical. Due to the usage of log transformation, standardisation and one-hot encoding, there were 192 transformed features. Three machine learning models, namely, Random Forest, Support Vector Machine and Artificial Neural Network, were developed and investigated for their accuracy, precision, recall, F1 score, false-positive and ROC AUC.
The artificial neural network reported the best performance in terms of accuracy, precision and recall with 86.24%, 80.71% and 98.56%, respectively, followed by a 0.8875 F1-score and a 28.85% false-positive rate and a 0.9827 ROC-AUC score. Random Forest achieved 86.12% accuracy, 80.28% precision, 99.16% recall, 0.8872 F1-score, 29.85% false-positive rate and 0.9824 ROC-AUC. The accuracy and F1-score of the support vector machine are 84.13% and 0.8722, respectively.
The results found that machine learning approaches are capable of detecting malicious traffic with a good level of effectiveness and that the Artificial Neural Network (ANN) approach is capable of achieving a good performance balance. But with the remaining 13% of false positives, there's a need for more optimisation before going into production in real cybersecurity deployments.
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[bookmark: _Toc241181222]Chapter 1: Introduction
[bookmark: _Toc241181223]1.1 Background and Introduction
Computer networks, cloud computing, and interconnected digital systems have become a vital part of life and have resulted in tremendous cybersecurity issues. There is a regular exchange of personal, financial and organisational information in large quantities between organisations via networks, and information security issues relating to confidentiality, integrity and availability are, therefore, critical [1]. Cyberattacks may undermine highly sensitive data and negatively affect network services, with significant impacts on their operations and finances. Thus, it is necessary to establish appropriate countermeasures to detect and prevent malicious activities and to guard the network infrastructures.
Intrusion Detection Systems (IDS) are vital components of network security since they detect various forms of suspicious activity or unauthorised access on a network. In traditional IDS systems, a signature or rules based on some variation from normal network operations are typically employed. These techniques are still helpful but suffer when components of the network, or attacks, change [2]. Signature-based IDS can very easily find attacks that it has seen before but will not detect new and modified or zero-day threats. Anomaly-based IDS can offer more adaptability but can yield a high false positive rate if normal but unusual network activity is mistakenly identified as malicious.
Machine learning has opened up new opportunities to enhance intrusion detection and allow systems to learn patterns from network traffic and identify normal use from intrusion. But machine learning-based IDS also suffer from issues regarding data quality, the problem of class imbalance, feature selection and algorithm selection and computational complexity. As such, this research focuses on the optimisation of the machine learning based network intrusion detection system to improve the reliability, reduce the false positive and real-time detectability [3].
[bookmark: _Toc241181224]1.2 Research Problem
The current existing IDS is plagued by various challenges. A signature-based system can quickly and effectively detect a known attack; however, if an attack is new or evolving, it may not be captured in the signature library. As a result, the system fails to detect the attack. Anomaly-based systems are more flexible but cannot achieve a good false positive in a hard task to define normal network behavior [4]. Having too many (and irrelevant) alerts can cause 'alert fatigue', which could make it easier for security staff to tune out and miss actual attacks on security.
Current machine learning-based IDS suffer from problems in unbalanced data, in which there could be many more examples of normal traffic than malicious traffic. This can lead to a bias of the models towards the majority class and decrease the class' accuracy in determining the less common attacks to be malicious [5].
The other problem is a real-time intrusion detection. Some security methodologies only detect attacks after an attack has been detected and do not help in the swiftness of the response [1]. While these models using machine learning and deep learning have shown great potential, there are challenges like overfitting and high computation demands that need to be addressed for their use in practical applications in real-world scenarios. The main challenge that this research tackles is the use of machine learning for enhanced network intrusion detection through increased reliability, detection accuracy by minimising false positives and faster identification of malicious network traffic in real-time [6].
[bookmark: _Toc241181225]1.3 Research Aim and Objectives
Research Aim:
The primary aim of this research is to design a state of the art machine learning based intrusion detection system (IDS) to elevate the reliability, decrease false positives and maximize in real-time intrusion detection of the network.
Research Objectives:
· To examine drawbacks of existing IDS methods, it is necessary to pay attention to such aspects as false positive rates and detection accuracy.
· To investigate and choose appropriate machine learning algorithms in order to improve intrusion detection features.
· To create and deploy a machine learning-driven IDS that is able to discriminate the normal and the malicious traffic.
· To measure the performance of developed IDS using standard evaluation measures, including accuracy, precision, recall and F1-score.

These objectives provide a structured process for achieving the research aim. The first objective examines limitations in existing IDS approaches. The second focuses on selecting suitable machine learning techniques, while the third objective concerns the development and deployment of the proposed system. The final objective provides the basis for evaluating the effectiveness of the developed IDS.
[bookmark: _Toc241181226]1.4 Research Questions
The Research Questions provide a direct connection between the identified research problem and the objectives of the study. They guide the investigation throughout the literature review, methodology, implementation and evaluation stages.
RQ1: To what extent do existing IDS methods experience limitations in terms of false positive rates and detection accuracy?
RQ2: Which machine learning algorithms are most appropriate for improving network intrusion detection features?
RQ3: How can a machine learning-driven IDS be created and deployed to distinguish between normal and malicious network traffic?
RQ4: How effectively does the developed IDS perform when evaluated using accuracy, precision, recall and F1-score?
[bookmark: _Toc241181227]1.5 Significance of the Study
The research is important because reliable intrusion detection is one of the key elements which are critical in the defence of modern network infrastructures. If false positive rates are too high, these can cause alerts and overwhelm security personnel, making the security operations less efficient and effective. Meanwhile, lack of detection of real malicious activities can lead to serious security breaches. Thus, the resolution of the problem of balancing optimum detection with minimum false alarms holds scientific and practical significance [7].
The proposed study will make a significant contribution to cybersecurity research in the field of investigation and creation of an IDS that uses machine learning techniques to successfully identify normal and malicious network traffic. The accuracy, precision, recall and F1-score will be calculated to assess the developed system, instead of a single performance measure. This also helps in getting a wider picture of the reliability of the proposed solution [8].
The results from this research can be used to select the right machine learning techniques for an intrusion detection mechanism. The developed models are then tested with evidence based on the consistency of the evaluation framework regarding how they increase the capabilities of their detection and decrease false positives. As such, the research helps fulfil the overall goal of creating better and more accurate cybersecurity solutions.
[bookmark: _Toc241181228]1.6 Scope of the Study
This research is limited to the design, development and evaluation of a machine learning-based network intrusion detection system. The proposed system takes a focus on categorising network traffic as normal or malicious using an applicable intrusion detection dataset [9]. Existing machine learning algorithms will be studied to identify their suitability in solving problems of enhancing the performance of intrusion detection.
In the developed IDS, evaluation will be based on the correctness, precision and recall and/or F1-score, as stated in the research objectives. Additionally, false positive performance will be taken into account since eliminating unnecessary alerts is a vital part of enhancing the reliability and usefulness of an IDS.
The project is not intended to create an enterprise cybersecurity platform or to supplant all of the security technologies. The results will also be constrained by the quality of the dataset that was selected, the machine learning algorithm and the experimental computing environment [10]. Hence, the results obtained will be analysed in the framework of the proposed IDS based on machine learning technology within the limited scope defined.
[bookmark: _Toc241181229]1.7 Research Traceability Matrix
The traceability matrix demonstrates the relationship between the Research Questions, Research Objectives, dissertation chapters and evaluation measures. This ensures that the research remains aligned throughout the study.
[bookmark: _Toc240046529]Table 1 Research Traceability Matrix
[image: ]
[bookmark: _Toc241181230]1.8 Structure of the Dissertation
[bookmark: _Toc240046530]Table 2 Structure of the Dissertation
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[bookmark: _Toc241181231]Chapter 2: Literature Review
[bookmark: _Toc241181232]2.1 Introduction
Digital communications, cloud computing and the interconnection of information systems have expanded the opportunities for cyber attackers. The importance of sensitive personally identifiable, financial and organisational information being communicated through computer networks at all times means effective cybersecurity is critical to ensure the confidentiality, integrity and availability of information. Intrusion Detection Systems (IDS) are also crucial, as they continuously monitor network traffic and alert to any suspicious or unusual activity that could indicate intrusion before it causes damage [1]. As cyberattacks become more sophisticated and diverse, however, it is challenging traditional intrusion detection techniques. Signature-based and anomaly-based techniques could be restricted by new attacks, alterations in network activity and false positive alerts. These challenges have spurred interest in machine learning techniques that enable the identification of complex patterns in the network traffic and identify legitimate traffic from malicious traffic [2].
In this research, the behaviour of three machine learning techniques, namely Random Forest (RF), Support Vector Machine (SVM) and Artificial Neural Network (ANN) for network intrusion detection, is compared. In this investigation, the significance of selecting an appropriate network intrusion data set with a representative set of normal and malicious traffic is explored for training and testing the proposed models [3]. Selected approaches will be evaluated by means of accuracy, precision, recall and F1-score, especially in terms of minimising false positives. Hence, a critical review of the IDS development, traditional detection limitations, machine learning algorithms, datasets, evaluation metrics and studies was carried out in this chapter to identify the research gaps and provide justification for the proposed comparative study [4].
[bookmark: _Toc241181233]2.2 Evolution of Network Intrusion Detection Systems
As cyber threats continue to grow in complexity and the digital network becomes larger and larger, network intrusion detection systems have undergone tremendous development. Most early intrusion detection solutions were narrowly based around the prior creation of a set of rules and signatures of known attacks [3]. The systems tackled known attacks remarkably well but failed to identify new attack types or changed variations of known attacks because relying on signature databases to be continually updated was a key to the system's success [5]. With the increasing diversity of network traffic and the emergence of more sophisticated cyberattacks, traditional intrusion detection approaches have become increasingly difficult to maintain as effective cybersecurity solutions. These approaches often depend on predefined rules and known attack patterns, limiting their ability to respond effectively to rapidly evolving threats and previously unseen attack techniques [6]. To resolve these problems, an anomaly-based intrusion detection system (IDS) was developed that sets up the normal behaviour patterns and detects abnormal behaviour that could be a security breach. These systems raised the effectiveness of identifying unknown attacks but tended to also rate a higher number of false positive alarm rates, as anything deemed as unusual or not expected was labelled an attack [7]. The capabilities of monitoring were further enhanced by the development of Host-Based Intrusion Detection Systems (HIDS), Network-Based Intrusion Detection Systems (NIDS) and hybrid detection systems that cover both the single host and the whole network infrastructure [4]. As intrusion detection systems grow, so does the need for more intelligent, adaptive, and scalable systems that can detect current and new attacks while still delivering real-time efficiency.
[bookmark: _Toc240046531]Table 3 Evolution of Intrusion Detection Systems
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[bookmark: _Toc241181234]2.3 Traditional Intrusion Detection Approaches and Their Limitations
IDSs have been the backbone of network security for years, and they are still in use today, having been designed to detect suspicious usage or activities in a network by correlating them with prior detection events through a set of pre-defined detection methods. Signature Based Intrusion Detection: It is a network intrusion detection technology that is similar to that of antivirus software, which compares network events to a database of known attack patterns [8]. With signatures being updated frequently, this means that a relatively small number of false alarms are generated, and above all, high accuracy results in the detection of previously identified threats [2]. While effective, however, it is limited in its effectiveness because if it sees a new, modified or zero-day attack that isn't in the signature database, it can't detect it. Anywhere, frequent updates are also needed to provide good detection performance.
To address this, anomaly-based intrusion detection systems (IDS) were developed which learn normal network operations and detect any deviations from them that could signify an attack is taking place. This helps identify an attack when it is unknown but often results in high false positive rates, as the legitimate network behaviours might be misidentified as attacks [9]. Like rule-based and statistical methods, these need some conditions and previous observations, which can reduce the effectiveness in dynamic network environments. These restrictions decrease the overall reliability of traditional IDS, especially in real-time applications of cybersecurity [5]. These threats are increasingly evolving, and more adaptive detection methods need to be developed that can learn from network data and be more accurate whilst reducing the number of false alarms with lower levels of human involvement.
[bookmark: _Toc241181235]2.4 Machine Learning in Intrusion Detection Systems
The use of machine learning is an important method for enhancing intrusion detection because it allows for the identification of patterns in the network traffic without needing to rely solely on manually written rules [10]. By detecting relationships between the features of network traffic, machine learning models can classify network activities as normal or malicious. In today's networks, attack behaviours can shift quickly, and signatures might not be complete. But there are several details that influence the effectiveness of the model, such as the quality of the dataset, the representation of the features, the algorithm and the preprocessing [1].
Random Forest (RF), Support Vector Machine (SVM) and Artificial Neural Network (ANN) are three machine learning methods that are of particular relevance to this research. An ensemble of decision trees is used to detect complex relations in RF, and SVM is used to detect the boundary of classification between different traffic classes [11]. ANN can learn the nonlinear relationships by using interconnected computational layers and can recognise more complex traffic patterns. These different approaches under fixed experimental conditions can give a more solid foundation for choosing an IDS model [6]. Hence, the research has been built on the foundation of machine learning, and the comparative study of RF, SVM and ANN has been done to find out the most effective method in order to get the accurate and reliable network intrusion detection [12].
[image: Elevating intrusion detection and security fortification in intelligent networks through cutting-edge machine learning paradigms | Scientific Reports]
[bookmark: _Toc240046504]Figure 1 Machine Learning Architecture for Network Intrusion Detection
Source: [4]
[bookmark: _Toc241181236]2.5 Machine Learning Algorithms Used in Intrusion Detection Systems
Random Forest, Support Vector Machine and Artificial Neural Network are chosen as the core algorithms in the study, as they are different machine learning techniques for network traffic classification. Random Forest is an ensemble method of learning which uses multiple decision trees to get the final classification. It can be used for network intrusion datasets due to its capacity to manage many features and to minimise overfitting [13]. It can also give information regarding the importance of features, which helps to interpret the classification decisions. Support Vector Machine: It is a classification method which finds an optimum separating curve among classes. It is capable of working well if the data in the network has complex class boundaries and high-dimensional features. But when a data set becomes large, the computational needs can grow and so might affect practical deployment [7].
Artificial Neural Network: A network of interconnected computational nodes organised in layers that are used to identify patterns in data. It may have the potential of detecting complex intrusion behaviours due to its capacity for modelling nonlinear patterns, but it may also require more training and be more complex [14]. Various other algorithms like Decision Tree, K-Nearest Neighbour, Naïve Bayes and Logistic Regression have also been used for IDS. This research, however, focuses only on RF, SVM and ANN, thus providing a focused and consistent comparative benchmark [4].
[bookmark: _Toc240046532]Table 4 Comparison of Machine Learning Algorithms Used in Intrusion Detection Systems
[image: ]
[bookmark: _Toc241181237]2.6 Network Intrusion Detection Datasets
A proper dataset is very important to build and test a robust IDS based on machine learning. This research chooses the UNSW-NB15 dataset, as it had been designed to provide network traffic with normal activities and various categories of malicious behaviour. UNSW-NB15 presents a more modern view of network traffic than its predecessors and additionally contains several attack classes and network-level features that can be used to help with machine learning classification [15].
Previous datasets like KDD Cup 99 have contributed significantly to the research of IDS, but the traffic characteristics have changed over time, and they lack avoiding repetition. As an improvement, NSL-KDD was proposed to overcome some of the limitations of KDD Cup 99 but is still a primitive set of network activities [8]. CICIDS2017 is another alternative and has realistic traffic as well as some modern attack scenarios. The use of more than one dataset in a single experiment may introduce extra variability and thus complicate controlled comparison [16].
For the final dataset, UNSW-NB15 is chosen for being a single consistent dataset for the three classifiers, RF, SVM, and ANN. Given that the same dataset, preprocessing procedure and evaluation metrics are used for all three models, it allows a fairer comparison and directly caters to the tutor's need for a focused benchmark [5].
[bookmark: _Toc241181238]2.7 Performance Evaluation Metrics for Intrusion Detection Systems
Intrusion detection system performance is achieved by using intrusion detection system evaluation metrics which evaluate how well the intrusion detection system can classify network traffic and minimise classification errors [17]. They are derived from a confusion matrix by breaking down predictions into true positives, true negatives, false positives and false negatives. Accuracy, likewise, is the overall ratio of correctly labelled network instances – but misleading when datasets are imbalanced because a model might perform well when the majority of instances are in its favour and have bad accuracy with minority attack classes [9].
Precision is the percentage of correctly predicted attack traffic that is true malicious traffic – how successful the intrusion alerts are. Recall measures its ability to detect a real attack and is very significant because when an attack is not detected, it can cause serious security problems. The F1 score is used to comprehensively evaluate the classification performance, which merges both precision and recall into a unified measure [18]. Another factor that shouldn't be overlooked is the false-positive rate, which corresponds to the percentage of alarms produced by the IDS that are incorrect, adding unnecessary effort and a loss of confidence in the IDS device [8]. Hence, using multiple performance measures to gauge the performance of a model is more comprehensive than using only accuracy and helps in designing reliable machine learning-based intrusion detection systems.
[bookmark: _Toc240046533]Table 5 Common Performance Evaluation Metrics for IDS
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[bookmark: _Toc241181239]2.8 Critical Review of Existing Studies
Several studies have been conducted that have shown machine learning can enhance intrusion detection, but there are significant variations in algorithms, datasets and evaluation methods. Conventional machine learning models have been used in comparative research for classification, showing that models like Decision Tree, Random Forest, SVM and Logistic Regression can perform a useful classification on the network traffic [19]. Further research into UNSW-NB15 has shown that preparing the data and optimising models are crucial in the design of a machine learning-based IDS.
There have been other studies that have examined deep learning and hybrid approaches to enhance detection capability. Such methods may be able to capture complex patterns without any difficulties, but adding more complexity to the model can pose computational challenges for real-time or practical applications [6]. For imbalanced network traffic, other studies have shown that the class distribution and feature processing can significantly impact IDS results.
[bookmark: _Toc240046534]Table 6 Comparative Analysis of Existing Studies
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One of the problems in the existing literature is that the results are not easily comparable, as different datasets have been used, different preprocessing techniques have been applied, and different algorithms and evaluation criteria have been used. Some studies highlight accuracy, others precision, recall or F1-score [20]. Thus, the model that seems to be very effective in one study may not be the same model that is superior without a controlled comparison. In this work, the problem is tackled by comparing the performance of different classifiers on one chosen dataset, with the same evaluation measures.
[image: Energy-efficient deep learning-based intrusion detection system for edge computing: a novel DNN-KDQ model | Journal of Cloud Computing | Springer Nature Link]
[bookmark: _Toc240046505]Figure 2 Multi-Model Intrusion Detection System Architecture
Source: [21]
[bookmark: _Toc241181240]2.9 Research Gap
The reviewed literature suggests that machine-learning approaches are highly promising for network intrusions detection but there are several methodologic restrictions. A number of previous studies have shown high classification accuracy with various data sets, preprocessing methods, feature representations and evaluation metrics [21]. Thus, some discrepancies between models reported cannot be solely blamed on the learning algorithm itself. But a controlled comparison is required to ensure that the design and implementation of the experiments do not produce confounds that compromise the distinction between the differences in algorithmic performance and the differences in design and implementation that occur between experiments.
Another area of difference relates to interpretation of the performance of IDS. Usually, accuracy is highlighted, but it doesn't sufficiently represent the impact of false alarms or missed attacks on operations [7]. The change-over between precision and false-positive rate is especially critical since too many false alarms may overload analysts with tasks, and recall and false-negative rate are critical because alerts of malicious activity may go unreported, which could create security risks. There are also ways to localize accuracy data to F1-score and ROC-AUC to collect more information about the balance and capability of discriminating that appear in [22]. Thus, the use of multiple measures of performance is needed, not a single measure.
Also, there are signs of the clash between complexity of the model and actual deployment from the literature. More sophisticated methods can be suitable to break down the traffic pattern into nonlinear relationships well, but might involve additional computational load that has impact on scalability and real time applicability [6]. This is one reason why one requires to evaluate models on the basis of their practical importance clearly, in addition to their forecasting capability.
To remedy these deficiencies, this dissertation conducts a controlled comparison of the three classifiers (Random Forest, Support Vector Machine, and Artificial Neural Network) on the same UNSW-NB15 dataset, case normalization, and a common set of evaluation criteria throughout the experimental process. This is helpful for making comparisons and making interpretations easier. The method offers a much more concrete foundation for the understanding of discrepancies between the models used and possible regions of strength and limitation.
[bookmark: _Toc241181241]2.10 Practical and Operational Considerations in Machine Learning-Based IDS
There are indications in the literature that predictive performance isn't always enough to decide if a machine learning based IDS is suitable for situations involving realistic cyber security. An IDS runs in an environment that can both cause problems with the incorrect alerts and fail to detect an attack. False positives could cause security analysts to be overwhelmed by an avalanche of alerts and cause alert fatigue, while false negatives could leave it with malicious activity that goes undetected. Therefore, make the operational interpretation of classification errors a consideration in model evaluation, not all classification errors are the same [8].
Another factor to take into account is the evolution of network traffic. The varied activities or applications/services of an organisation, as well as the individual use of its users, may result in the varied behaviour of its networks. Methods of attack are not static and can change. A model that has been trained on a specific set of data can thus produce different results for traffic of which it was not a part [22]. This makes an important difference between memory in a benchmark environment, and memory in a dynamically changing operational environment.
Suitability for computation is also appropriate. The differences between the characteristics of the trained system, model structure and demanded processing requirements are known between RF and SVM and ANN [7]. A model with a good predictive ability could still need some more realism testing in terms of latency, scalability and resource use before it's considered for monitoring in real-time. In particular, where network traffic needs to be analysed seemingly constantly.
These are important considerations for the interpretation of the results of the experiments for this dissertation. The models chosen for comparison are based on predicting metrics and are discussed in some consideration of false positives, false negatives and considerations of practice. This would ensure that the performance of the models is analysed in the context of the overall operational goal of intrusion detection rather than being seen as a mere rank/ordering exercise.
[bookmark: _Toc241181242]2.11 Synthesis of Literature and Research Direction
From the literature analysis, it can be concluded that the path leading from traditional IDS (signature and anomaly) to machine learning based learning patterns from network traffic is clearly a natural progression. Practical techniques work well for known attacks enough but are not effective in case the inherent characteristics of attacks change or new attacks are used that the system does not know beforehand [5]. Another method, machine learning, can learn associations between network characteristics and traffic types, but the efficiency of this method relies on the quality of the data set, its pre-processing, the algorithms used and how to evaluate them, among other factors [1].
Random Forest, Support Vector Machine and Artificial Neural Network both provide alternate insights into the classification challenge. RF algorithms can model complex relationships in an ensemble-based method, SVM can model a margin-based classification for high dimensional data, and ANN can model nonlinear relationships by interconnected layers of computation [13, 14]. It is possible to compare their methodology, given the same experimental conditions.
Moreover, the literature also shows that there are no evaluation measures that give an evaluation of an IDS. Overall accuracy may be used to measure accuracy, and other measures such as precision, recall and F1 score offer deeper insights into the performance of each class. RR is especially important for false Positive and false Negative measures, and ROC-AUC offers supplementary evidence for the discriminatory capability [17][18]. Thus, a combination of the measures promotes a more balanced interpretation of the behaviour of the model.
This synthesis then shapes a dissertation, which will take a controlled experimental pathway, with the controlled experimental run of UNSW-NB15 as a benchmark and also using the same preprocessing and evaluation framework for all three runaway models selected. The outcome of this method is to detect the differences in performance under the same conditions and investigate whether acceptable false positive behaviour is acquired to obtain strong classification performance. This direction aids to achieving the research objective and forms the basis of the methodology shown in Chapter 3.
[bookmark: _Toc241181243]2.12 Chapter Summary
In this chapter, the evolution of IDs and the growing use of machine learning for detecting malicious network activity have been explored. Some of the drawbacks of traditional methods were taken into account, including reliance on predefined signatures and the challenge of detecting new or evolving attacks. Next, machine learning was explored as an adaptive solution that can learn patterns from network traffic.
The review led to the selection of three main algorithms for the scientific investigation proposed: Random Forest, Support Vector Machine, and Artificial Neural Network. They have various learning features that support their comparative evaluation. UNSW-NB15 was chosen as the only dataset for the consistent experimental framework and representative normal and malicious network traffic.
The main findings from the critical review were that existing research had some limitations, including discrepancies in datasets, preprocessing methods, algorithms and evaluation methods. The research gap thus is about the need for a benchmark, that is, a controlled study, of RF, SVM and ANN with consistent conditions and multiple performance measures. This identified gap will be translated into a methodological framework in the next chapter, including the preparation and preprocessing of the datasets and the development and evaluation of the models.


[bookmark: _Toc241181244]Chapter 3: Research Methodology
[bookmark: _Toc241181245]3.1 Introduction
The methodology that was used to develop the proposed Network Intrusion Detection System (IDS) using machine learning is presented in this chapter. Sutherland's study sets out to boost detection accuracy, steer clear of false positives, and uncover malicious network traffic.
The research onion guides the research philosophy, approach, strategy and methods [25]. The use of objective and measurable evidence makes positivism and deduction adopted. Experiment and quantitative analysis to test performance and design science research to develop an artefact.
CRISP-DM is an individual machine learning process, guidance from a practical perspective. UNSW-NB15 is the network traffic data that is used to train and test the random forest, the support vector machine and the artificial neural network. The chosen methodology and research procedure are explained in the following sections [26].
[image: ]
[bookmark: _Toc240046506]Figure 3 Research Onion Model Showing the Selected Research Philosophy and Methodological Approach Source: [24]
[bookmark: _Toc241181246]3.2 Research Philosophy
Research philosophy relates to the premises behind research for the collection and interpretation of data. Positivism, interpretivism and pragmatism were considered for this research.
Analysis of interweaved subjective experiences and perceptions of humans is emphasised in interpretivism, and methods can be chosen depending on their utility in practice in pragmatism [27]. This research, however, doesn't need opinions, interviews or kinds of other subjective evidence to meet its goals.
So positivism is taken because the research requires objective and measurable results. Evaluation of the machine learning models is complemented by network traffic data, in addition to numerical evaluation metrics, such as accuracy, precision, recall and F1 score. This helps to make comparisons and draw conclusions from what can be seen [28].
[bookmark: _Toc241181247]3.3 Research Approach
The research is carried out using both the inductive method and the deductive method. Induction: Builds general ideas or theories from observations/evidence.
This research doesn't seek to produce a new theory, however. Instead, it starts from a discussion about the previous knowledge about the limitations of IDSs and machine learning approaches obtained from the literature [29].
Thus there is used an approach of deduction. Existing knowledge is used to select the three methods (Random Forest, Support Vector Machine and Artificial Neural Network) and test them on the UNSW-NB15 dataset. Evaluation of their performance is done according to pre-defined criteria, which connect the research problem, research aims and the experiment – what measurable results are expected [30].
[bookmark: _Toc241181248]3.4 Research Strategy and Design Science Research
The various approaches were surveyed, studied, developed and experimented with for several research strategies, which included surveys, case studies, development and experimentation. Surveys and case studies tend to concentrate on opinion or specific context and are not appropriate.
It is important to develop it because it leads to the creation of a machine learning-based IDS. But development efforts do not necessarily prove the proposed artefact is effective or solves the cybersecurity problem identified.
Thus, with respect to the broader context, design science research acts as the umbrella concept, and experimentation is the most predominant strategy [31]. The training and testing of the algorithms (random forest, SVM & ANN) are carried out with the same test set. The same data set, the same preprocessing procedure and the same evaluation measures allow for a fair comparison and provide more trustworthiness of the results.
[bookmark: _Toc241181249]3.5 Research Method
The study generates quantitative evidence, and so a quantitative research method is used. Measurable values can be used to represent the performance of the developed machine learning models, and they can be compared in an objective manner [32]. 
A qualitative approach could help create valuable information regarding user experiences or cybersecurity practitioners' experiences with IDS technologies. The number of Casio e-trees used for each, however, would not give the necessary evidence of classification success produced by examples drawn from an interview or observations or from open-ended questions. Hence, qualitative methods are not used as the main approach [33].
The quantitative method will get measurable data results of each machine learning model. Accuracy, precision, recall and F1-score are all good metrics of performance. Accuracy is the percentage of all predictions that are correct; precision is the percentage of correct positive predictions; recall is the percentage of correct positive predictions that are made; and the F1 score balances precision and recall.
This approach is suitable since all the models would be judged on the same criteria [34]. The numbers derived can then be compared, and conclusions can be made based on measurable performance and not on subjectiveness.
[bookmark: _Toc241181250]3.6 Data Collection
Secondary quantitative data from the UNSW-NB15 dataset were used for the study. Data is available in the kaggle repository, with labelled network flow data with normal and malicious network flow records available. It has also training and testing partitions, which constitute the standardized foundation for training, testing and validation of machine-learning models. Previous studies also show that the use of a dataset facilitates the process of reproducing other studies that make use of the same traffic data.
Primary data collection instruments such as questionnaires, interviews, observations, and experiments with human subjects are not used. This research is technical, based on network traffic data, for which the responses and opinions of the participants are not necessary. The data set contains evidence to study how to classify normal and malicious network activity.
The data collected is then analysed to gain insights into the structure, quality and characteristics before modelling [35]. This involves looking for the quantity and type of variables and for missing data, duplicate records, improbable entries and class distribution of target classes. The data set is then divided to identify predictive variables, remove the variable of interest, and ensure categorical variables are represented correctly for the machine-learning analysis. The numerical variables are preprocessed and standardised by the defined preprocessing pipeline to make features appropriate for the algorithms.
Random Forest, Support Vector Machine and Artificial Neural Network models are fed into the same prepared dataset and use the same approach in preprocessing. This consistency creates an experimental environment in which the predictive performance difference may be discussed specifically with the algorithms selected and not with the difference of the data sources and preparation methods [36]. This leads to a more robust approach in terms of consistency, assessability and a research base for the research questions.
[bookmark: _Toc241181251]3.7 Data Analysis and Evaluation
Machine learning experimentation of prepared data is made. The models chosen are then trained with the training data and tested with the testing data. The classes predicted by the model are compared against the set of known classes in the dataset.
The extent to which records are classified correctly in general is measured by accuracy. "Precision" refers to the percentage of records marked "malicious" that actually are malicious. Recall is used to look at how well the model performs w.r.t. its ability to detect actual malicious traffic [37]. The F1 score is a balanced measure of performance due to being a mixture of precision and recall.
Consideration is also given to false positive behaviour, as false alarms by an IDS are a huge problem and will ultimately decrease its trustworthiness. Selection of a model should not be based on accuracy alone, however, but also on other factors.
The performance of the RFID, SVM and ANN models obtained is compared based on the same assessment criteria. The most appropriate model that shows the optimal accuracy level, not only in terms of precision and recall but also in terms of the F1 measure, is determined as the desired model of the proposed IDS [38].
[bookmark: _Toc241181252]3.8 Research Design
The research design is a process from the marked problem of research to the final evaluation. The literature review explores existing limitations of IDS and the related machine learning methods. This helps to identify the chosen algorithms and evaluation criteria.
Second, the information is gathered and analysed in the UNSW dataset, the UNSW-NB15. Preparation of the data is then done in order to make this data applicable to machine learning. Clean, transform and prepare the data for modelling [29].
Third, with the prepared training data (population domain), the following models are developed and trained: Random Forest, Support Vector Machine and artificial neural network. Each algorithm is tailored for use with the appropriate configuration.
Fourth, testing data is not used for training the models. The accuracy, precision, recall and F1-score are applied to analyse the prediction results given by each model [34].
Finally, the results are compared with the performance of the other models to decide the performance model best. The selected model is then used in the proposed machine learning-based IDS. It has a structured design which ensures that the process of investigation is consistent with the research aim and objectives.
[bookmark: _Toc241181253]3.9 CRISP-DM Process Model
CRISP-DM is used as the data-science process model for the practical development of the machine learning solution. It is not used as overall methodology or a project management framework.
Business understanding involves recognising the intrusion detection problem and its technical requirements. 'Data understanding' consists of analysing the UNSW-NB15 data and extracting useful data features and labels. Data preparation includes cleaning, transforming and preparing the data for machine learning [27].
The modelling stage is a training stage for Random Forest, Support Vector Machine and Artificial Neural Network. In evaluation, accuracy, precision, recall and F1-score are considered strategies to measure model performance. The last deployment stage aims to integrate the best-accomplished model into the proposed IDS.
CRISP-DM is also "iterative", providing a potential for revisiting the steps that have already been performed. In cases where a poor performance is found during the evaluation, for instance, the data preparation or configuration of the model may be enhanced prior to the choice of the final solution [38].
[bookmark: _Toc241181254]3.10 Validity, Reliability and Verification
Validity is upheld by making sure research methods and evaluation measures relate directly to the aims of the research. The same data set and commonly used performance measures are used to examine all the models.
The experiment is repeatable for reliability. The data preparation process, model development process and evaluation process are documented for repeatability. It is verified by checking the predictions of a model with the known classifications of the testing data set [36].
Multiple evaluation metrics are used to prevent using accuracy as only one of them. This will give more stable feedback on performance and help to support robust conclusions. The results are, however, only applicable to the selected data set/s and experimental setup.
[bookmark: _Toc241181255]3.11 Chapter Summary
This chapter details the methodology that was utilised to develop and evaluate the proposed machine learning-based intrusion detection system (IDS). It was based on a positivist philosophy, a deductive approach, the research strategy Design Science Research (DSR), and the framework of systematic model development and evaluation, which was experimental. A quantitative methodology was chosen, which is based on measurable and objective performance evidence, due to the problem this research was aimed at solving that is quantifiable and based on objective evidence of intrusion detection effectiveness.
The dataset UNSW-NB15 was chosen as the secondary quantitative data source since it offers labelled network traffic with normal and malicious activities. The three machine-learning classifiers - Random Forest (RF), Support Vector Machine (SVM), and Artificial Neural Network (ANN) - were chosen and tested by following a uniform procedure. They have the same data preparation and evaluation, which makes a controlled comparison of their predictive power possible.
This CRISP-DM framework was integrated to organise the working process of data science in practice into problem understanding, data preparation, modelling, evaluation and deployment. The methodology also gave rise to a series of procedures for the quality assessment, the preprocessing, the model development, the model validation, the model testing and the calculation of the model performance. These methodological choices offer a framework to deal with the goals and questions of the research. The design of the proposed IDS, in detail, like the dataset preparation and preprocessing, model configurations, and development of the prototype, is present in the following chapter.




[bookmark: _Toc241181256]Chapter 4: Design and Implementation
[bookmark: _Toc241181257]4.1 Introduction
The proposed design of the NIDS using machine learning is presented in this chapter, along with how it has been put into practice. The implementation mirrors the methodological framework presented in Chapter 3 and is meant to form a system which can be reproduced in an experiment. The development is based on the CRISP-DM process, which consists of data understanding, data preparation, modelling and deployment of the IDS prototype [39]. The aim is to create a setup where the same set of network traffic is fed to the three algorithms of Random Forest (RF), Support Vector Machine (SVM) and Artificial Neural Network (ANN), and the same experimental setup is simulated. This directly addresses the goal of research to develop IDS with machine learning which can discriminate between normal activities and the malicious activities in the network [40].
Implementing it has been done in Python with all the NumPy, Pandas, Scikit-learn, and TensorFlow/Keras libraries. To increase the level of reproducibility, a fixed random seed 42 was used. The environment that was recorded was Python 3.11.15, NumPy 2.4.4, Pandas 3.0.2, Scikit-learn 1.8.0 and TensorFlow 2.21.0.
[bookmark: _Toc241181258]4.3 Dataset Loading and Initial Inspection
Two CSV files were loaded: the first file containing a set of training data, UNSW_NB15_training-set.csv, and the second a set of test data, UNSW_NB15_testing-set. csv. The number of rows and columns on the training partition were 175,341 and 45, respectively, and 82,332 and 45 on the testing partition. First looked at the predefined local and Colab folders for the files, then searched for the files via an automated download, and then offered the file uploading if the files weren't found.
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[bookmark: _Toc240046507]Figure 4 Data Inspection
The values of the target variable were determined to be binary, where 0 and 1 are possible values. The number of normal records in the training partition was 56,000, while the number of normal records in the testing partition was 37,000. In the testing partition, the number of malicious records was 45,332, while the number of malicious records in the training partition was 119,341. So, the malicious proportion in the training partition was 68.06%, while in the testing partition, it was 55.06%. The training partition also contained ten attack categories: Normal (56,000), Generic (40,000), Exploits (33,393), Fuzzers (18,184), DoS (12,264), Reconnaissance (10,491), Analysis (2,000), Backdoor (1,746), Shellcode (1,133) and Worms (130).
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[bookmark: _Toc240046508]Figure 5 Records Count
Two variables (the combo of 'id' and 'attack_cat') were not included in the feature set used for prediction. The id variable was deleted as it aims at identifying the record instead of the network's behaviour, and the attack_cat variable was omitted as the purpose/case of the research is a binary classification between normal and malicious behaviour. It found that after these exclusions, there remain 42 features—in 39 numerical and 3 categorical: proto, service, and state—which is able to implement [41].
[bookmark: _Toc241181259]4.4 Data Quality and Preprocessing
Data quality was checked prior to developing the model. There were no missing data in the training and testing partitions. All numerical features had no infinity values, no negative values were detected and no constant feature columns. They were able to find 74,072 duplicate training data in the original training partition (42.2%) and 28,380 duplicate testing data in the original testing partition (34.5%). Aside from that, there were 8,541 testing record images that had feature vectors matching those from the training partition, and there were 229 feature-identical testing record images, but with inconsistent labels in the training partition.
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[bookmark: _Toc240046509]Figure 6 Data Quality Check
To avoid the bias of repeated training observations overwhelming model learning, duplicate training records were removed from the data with respect to the 42 predictive features and the target label [42]. This happened to reduce the training data from 175,341 to 101,269, thus eliminating 74,072 records. The train set consisted of 51,890 normal and 49,379 malicious records after deduplication with a malicious-to-normal ratio of 0.952.
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[bookmark: _Toc240046510]Figure 7 Duplicate Removal
The training data was subsequently split in an 80%-20% train/validate split with random_state set to 42. This resulted in 81,015 training records and 20,254 validation records. In both subsets, the percentage of the malicious share was the same: 48.8%. The 82,332-record testing partition was still locked out. The resulting training subset had 41,512 normal and 39,503 malicious records—that is, the class imbalance in the original data set was greatly reduced by the deduplication. No oversampling or undersampling was done [43]. Rather, the class weighting approach was explored during the modelling process.
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[bookmark: _Toc240046511]Figure 8 Training Split
The data was pre-processed separately for numerical and categorical variables in the preprocessing pipeline. The min-max scaler was applied to numerical variables after they were log1p and thus standardised. Logarithmic transformations are applied to decrease the effect of very skewed measurements of network flow in numerical data; standardisation puts all the numerical variables on the same scale [44]. One-hot encoding was used for the three categorical variables, with the option of handling unknown categories, "ignore", so that the system can handle and process new categories that will occur during inference but were not seen during training. The service value was also kept as a valid service layer level since it is a true absence of an identified application layer service as opposed to a value being null or missing [45].
The preprocessor was only applied to the 81,015-record training subset, then to the validation and testing subsets. It took a transformation to create 192 encoded features. Consequently, the resulting matrices were 81,015 × 192 for training, 20,254 × 192 for validation and 82,332 × 192 for testing. Leakage verification showed that the scaler was applied to the exact number of 81,015 records, no target variables were present in the feature matrix after applying the variables of the transformed data set, and there were no NaN or infinite values in the transformed data set.
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[bookmark: _Toc240046512]Figure 9 Preprocessor application
[bookmark: _Toc241181260]4.5 Random Forest Implementation
Random Forest was used as the first supervised classifer due to its ensemble structure and also its ability to extract feature importance information to be used in the supervised classifiers and its ability to model nonlinear relationships. The implementation was based on a set of 300 final DTs and using parallel processing with n_jobs -1, random state 42 and a controlled hyperparameter search [46].
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[bookmark: _Toc240046513]Figure 10 Random Forest
The eight configurations were compared using various levels of maximum tree depth (no limit and 20), minimum samples per leaf (1 and 3), and class weighting (unweighted and balanced). The training was done on the training matrix, and the validation was performed on the validation matrix for both configurations. The choice selected for implementation went ahead with no restrictions on the leaf size, with a minimum leaf size of 3, and with class weighting equal to the minimum. The final RF was then realised with these settings and 300 estimators used [47].
[bookmark: _Toc241181261]4.6 Support Vector Machine Implementation
The second classifier was an SVM with the radial basis function (RBF) kernel. The RBF kernel was found to be most suitable for the transformed network-flow feature space because it implements non-linear decision boundaries for the feature space. The standardised numerical representation produced by the common preprocessing pipeline to standardise the features is used for the implementation of SVM, since it is highly influenceable by the size of features [48].
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[bookmark: _Toc240046514]Figure 11 Support Vector
Due to the higher computational complexity of the training process of an RBF-based SVM, a deliberately smaller search was conducted. Two different class weighting schemes, unweighted and weighted, were tested, and the search specified the value of C varied between 1.0 and 10.0, giving a sensitivity to scale. This configuration selected was C = 10.0 and a balanced class weighting. The trained SVM was then repeated with the same prepared training matrix with the same selected configuration for all classifiers [49].
[bookmark: _Toc241181262]4.7 Artificial Neural Network Implementation
The third classifier was a feedforward ANN (FF_ANN) using TensorFlow/Keras. The 192 modified features are fed into the network. The hidden layers are based on the Dense units with ReLU activation and batch normalisation followed by dropout. The first hidden layer has a dropout of 30%, and the remaining hidden layers have a dropout of 20%. Malicious traffic probability is taken by a single sigmoid output neurone.
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[bookmark: _Toc240046515]Figure 12 Artificial Neural Network
The ANN is trained with binary cross-entropy loss and the Adam optimiser with a learning rate of 0.001. As other additional training metrics, accuracy and AUC were supervised. Two architectures (64, 32) and (128, 64, 32) were experimentally explored. The maximum number of epochs in the training cycle was 150, the batch size was 256, and the validation subset was used to monitor during the training. For early stopping, the patience was set to 10 epochs, and the weights with the best validation loss were restored; for ReduceLROnPlateau, the learning rate is reduced by 0.5 after 4 epochs, which have no validation-loss reduction (lower) bound of 1e-5. The (64, 32) architecture is the one finalised by the validation-based approach used for architecture selection during the implementation.
[bookmark: _Toc241181263]4.8 Evaluation and IDS Prototype Implementation
To be able to process all three models in the same way, a common evaluation tool was developed. The corresponding prediction scores were fed into the function, which generated predictions and calculated accuracy, precision, recall, F1-score, true positive rate, false positive rate, false negative rate, specificity and ROC-AUC. This allowed the same evaluation logic to be applied to all classifiers instead of developing model-specific evaluation procedures [50].
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[bookmark: _Toc240046516]Figure 13 Classifiers
The last step was then to carry out the modelling process as an IDS prototype. The prototype is a wrapper that encapsulates the preprocessing transformation (used in classification training) with the selected classifier for parallelisation such that an individual raw UNSW-NB15 data flow will go through the same transformations as those performed in the training process [51]. The operating threshold chosen was not considered to be a value which could have been set at any possible reference value by the manufacturer. The default false-positive threshold (0.5), the threshold with the highest F1 value and the threshold that falls under a one per cent false-positive constraint were used for comparison by validation prediction scores. Implementing the operating point has been determined to cost a balance between missed attacks and false alarms, and so the F1-based operating point has been adopted for deployment. Importantly, this threshold was not determined using the testing partition [52].
The prototype that they have created requires 42 raw UNSW-NB15 feature columns and preprocesses prior to predicting intrusion. When presented with an individual testing record, an alert decision and a malicious probability were generated, establishing that the created pipeline can make use of an individual flow instead of a full set of data. The prototype is not designed as a production enterprise IDS: It categorises already captured network-flow records only and isn't designed to store traffic blocking, flow reconstruction or packet capture [53].
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[bookmark: _Toc240046517]Figure 14 Prototype
The implementation is thus the embodiment of the practical design described in Chapter 3, yielding a replicable data stream, iterative processing of data, three implementations of supervised machine learning approximators, and a deployable IDS prototype. It is deliberate that the quantitative model-performance results, the confusion matrix results and ROC analysis are presented separately, with the comparative assessment, in Chapter 5.



[bookmark: _Toc241181264]Chapter 5: Evaluation of Results
[bookmark: _Toc241181265]5.1 Introduction
In this chapter, the performance of the three elaborated models, namely Random Forest (RF), Support Vector Machine (SVM), and Artificial Neural Network (ANN), is evaluated. The independent test is focused on the evaluation based on the following measures: accuracy, precision, recall, F1-score, false-positive rate (FPR), false-negative rate (FNR), ROC-AUC and confusion-matrix outcomes [54]. Additionally, to evaluate generalisation, validation and testing performance are compared. A special focus is placed on the detection of "recall" behaviour and "false-positives", as an IDS should detect malicious information while sending as few alerts as possible to the security administrator.
[bookmark: _Toc241181266]5.2 Overall Model Performance
The results of the tests show that all three models were able to detect malicious network traffic; however, they are different in various evaluation criteria.
[bookmark: _Toc240046535]Table 7 Model Comparison
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The overall accuracy of the ANN performed highest at 86.24%, followed by the RF at 86.12%, and the SVM performed the lowest overall accuracy at 84.13%. More important, ANN yielded the best malicious-class F1-score of 0.8875 that was just slightly higher than RF's score of 0.8872. There is an only difference of 0.0003, showing a very close performance of the two top models in precision and recall. SVM had an F1 score of 0.8722, which was about 1.5 percentage points lower than that of ANN.
This recall is remarkable, with a particular strength of detection apparent in the recall results. RF obtained maximum recall with 99.16%, indicating that it was able to detect nearly all the malicious cases. ANN followed at 98.56%, while SVM achieved 98.40%. As a result of this, RF achieved a lower FNR (0.84%) than ANN (1.44%) and SVM (1.60%). If it's just the attack that means nothing, then RF is the best.
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[bookmark: _Toc240046518]Figure 15 Performance Graph
But false alarms can't be separated from recall. ANN achieved the lowest FPR at 28.85%, compared with 29.85% for RF and 33.35% for SVM. This provides an important operational benefit for ANN as fewer normal network records were misclassified as malicious. The findings align with the slightly better F1 score of ANN and give credence to the marginally better performance of ANN compared to RF, albeit with a different objective: detection and false alarm control [55].
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[bookmark: _Toc240046519]Figure 16 Model Comparison
[bookmark: _Toc241181267]5.3 Random Forest Evaluation
RF produced an accuracy of 0.8612, a precision of 0.8028, a recall of 0.9916 and an F1-score of 0.8872. It discriminates between normal and malicious well with an ROC-AUC = 0.9824. The model's most notable characteristic is its extremely high malicious recall. There were only 381 records that were missing as malicious, resulting in an FNR of 0.0084.
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[bookmark: _Toc240046520]Figure 17 RF Result
The confusion matrix was comprised of 25,956 true negatives, 11,044 false positives, 381 false negatives and 44,951 true positives. Thus, the model was able to identify 44,951 malicious flows as correctly detected, but 11,044 false alarms were created. This is an important critical difference: while the attack-detection rate is highest for RF, almost one-third of the normal traffic was marked as malicious. A security-monitoring environment in which the false-positive rate is high can add to the analyst workload and make automated alerts less meaningful [56].
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[bookmark: _Toc240046521]Figure 18 RF Confusion Matrix
This trade-off is also reflected in the class-level results. The malicious traffic resulted in an F1 score of 0.8872, while the normal traffic had an F1 score of 0.8196. The model was also much more aggressive in assigning traffic to the malicious class, as evidenced by the normal-class recall of 70.15%. So, RF compromised on the specificity of normal traffic and opted for attack detection [57].
[bookmark: _Toc241181268]5.4 Support Vector Machine Evaluation
The SVM model had the poorest overall testing result among the three models. Its accuracy was 84.13%, precision was 78.33%, recall was 98.40%, and F1-score was 87.22%. It also had a significantly lower ROC-AUC score of 0.9527 compared to RF and ANN of 0.9824 and 0.9827, respectively.
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[bookmark: _Toc240046522]Figure 19 SVM Results
The confusion matrix consisted of 24,659 TNs, 12,341 FPs, 726 FNs and 44,606 TPs. A total of 44,606 attacks were successfully detected, but the maximum number of false alerts were generated by the model when compared with the other two approaches. It showed the FPR for this script at 33.35%, which means that roughly 1/3 of the normal records were mistagged as attacks.
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[bookmark: _Toc240046523]Figure 20 SVM Confusion Matrix
The SVM result is indicative of why accuracy alone would not give a complete picture. Being highly recalled at 98.40%, it performs well; however, the negative impact of its low precision with the high FPR detracts. The model thus has high attack sensitivity and low alert reliability. Although SVM identified 71 fewer attacks than ANN, the cost of providing an operational IDS is the additional 1,297 false alarms.
[bookmark: _Toc241181269]5.5 Artificial Neural Network Evaluation
The best overall test scores were from ANN. It recorded 86.24% accuracy, 80.71% precision, 98.56% recall and 88.75% F1-score, together with the highest ROC-AUC of 0.9827. The model had a slightly lower recall rate (RF) but also produced lower false positive rates and a slightly higher overall classification balance.
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[bookmark: _Toc240046524]Figure 21 ANN
The “confusion matrix” had 26324 “true negatives” and 10676 “false positives”, plus 655 “false negatives” and 44,677 “true positives”. ANN then successfully identified 44,677 instances of malware and generated 10,676 false alarms along the way! Although ANN also missed 274 attacks as RF did, it triggered 368 fewer false alarms as compared to other approaches. This is a good compromise between the misses and false alarms.
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[bookmark: _Toc240046525]Figure 22 ANN Confusion Matrix
The class of malicious traffic had an F1 score of 0.8875, and for normal traffic it was 0.8229 at the class level. The normal-class recall was 71.15 per cent (better than both RF and SVM). Based on the principal evaluation criteria, ANN is the most well-balanced model, combining the highest accuracy, highest precision, highest F1-score, lowest FPR and highest ROC-AUC.
[bookmark: _Toc241181270]5.6 ROC-AUC and Discriminative Performance
The models are also evaluated by ROC analysis that supplies an extra evaluation of the models at various classification thresholds. The AUCs of ANN, RF and LDA followed each other closely, with ANN having the highest AUC at 0.9827, followed almost by a knot by RF with an AUC of 0.9824. SVM recorded 0.9527. The closer they are to the AUC, the closer they are to the separation capability of respective malicious and normal traffic, and the comparatively small separation capability of SVM is confirmed when compared to their minimal close connection with the AUC [58].
It can also be noted in the ROC results that a difference/discrimination-based comparison of ANN and RF is not perfectly justifiable. Rather, it's the balance of cost/benefit of operation between false alarms and lost attacks. ANN is more advantageous in the given objective of high detection reliability but at the same time less number of false alerts due to the lower FPR [59].
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[bookmark: _Toc240046526]Figure 23 ROC Curves Comparison
[bookmark: _Toc241181271]5.7 Validation-to-Test Generalisation
A comparison of the validation results with the testing results indicates that all the models had a decrease in the F1-score. RF declined from 0.9296 to 0.8872, a reduction of 0.0423. SVM's biggest move up or down was 0.0489 down to 0.8722. ANN declined from 0.9229 to 0.8875, a reduction of only 0.0354.
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[bookmark: _Toc240046527]Figure 24 Validation Test Performance
The results of testing partition were the other way round, showing that the false-positive rate rose significantly for models RF (from 10.51% to 29.85%), SVM (from 12.37% to 33.35%) and ANN (from 10.46% to 28.85%). This shows that there are distributional differences between the validation traffic and the testing traffic, but that malicious recall was very high in all three cases. The compared approaches were evaluated with respect to the FPR increase and F1 reduction; ANN had the smallest FPR increases and F1 reductions, indicating the best generalisation performances [60].
[bookmark: _Toc241181272]5.8 Comparative Critical Evaluation
There is no single model that is better in any specific aspect of the score. Attacks were successfully detected by RF, with a success rate of 99.16%, and it missed 381 malicious records. ANN is the best in terms of accuracy, precision, F1-score, FPR and ROC-AUC. On no main metrics of testing is SVM leading, and it has the highest number of false positives [61].
The difference between the ANN and RF F1-scores is only 0.03 per cent, and overall their detection effectiveness is essentially the same. However, it is able to produce 368 fewer false alarms than RF (false alarms) but only an additional 274 attack deceptions (false detections). In the case of a trade-off between alert volume and detection balance, ANN benefits. The statistically significant increase of the 12,341 false positives also tarnishes its suitability. However, SVM is further called into question by its much higher false positive figure of 12,341.
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[bookmark: _Toc240046528]Figure 25 Overall Model Performance
Based on the results, therefore, it can be concluded that ANN will be the best balanced model for the proposed IDS. This final decision doesn't depend fully on just one of the metrics but derives from the amalgamation of F1-Score, Precision, Recall, False Positive Behaviour and ROC-AUC [62]. The evaluation also shows that regardless of the high level of recall, very few attacks are actually detected by the best IDS: RF was able to detect slightly more attacks than ANN, but ANN managed to achieve a superior overall attack-to-false-alarm ratio.
[bookmark: _Toc241181273]5.9 Chapter Summary
The testing evaluation clearly shows differences in performance between the three models. RF achieved the highest recall at 99.16%, while ANN achieved the highest accuracy (86.24%), precision (80.71%), F1-score (88.75%), lowest FPR (28.85%) and ROC-AUC (98.27%). SVM resulted in the poorest overall performance and the biggest false-positive rate. Then, the validation-to-test analysis revealed that ANN had the minimum degradation of the F1. Drawing on these results, ANN emerges as the best-rotation solution to the problem of the proposed machine learning IDS, with a highlighted RF where decreasing missed attacks is most important [63].


[bookmark: _Toc241181274]Chapter 6: Conclusion and Recommendations
[bookmark: _Toc241181275]6.1 Introduction
This dissertation attempts to study the use of machine learning technologies to enhance the optimisation of Network Intrusion Detection Systems (NIDS) to better detect malicious network traffic. The research focused on IDS challenges such as missed intrusions, high false alarms and difficulty of maintaining sure detection in the event of network behaviour variations [64]. The experimental base was the UNSW-NB15 dataset, and classifiers were built and tested under a binary classification setting, using three classifiers: Random Forest (RF), Support Vector Machine (SVM) and Artificial Neural Network (ANN). Results illustrate that machine learning can be the basis for a fruitful approach in malicious-traffic detection; however, high performance is not necessarily correlated to operational efficiency, as shown in the results of the IDS [65].
[bookmark: _Toc241181276]6.2 Overall Conclusion
The objective of the research was to write an IDS with machine learning that could increase the accuracy of the detection and decrease the false alerts issue. The objective was achieved to a significant extent in the following ways: systematic preprocessing, comparative model development, validation, independent testing, and prototype implementation. On the independent test-set, all three models successfully identified a very high percentage of malicious traffic in their malicious-class recall (TR), which is confirmation that they work very well in recognising a large proportion of malicious traffic. The results do reveal, however, that there were important drawbacks: Some significant error rates at high recall values. Thus, those findings are not conducive to the idea that the efficacy of intrusion detection can be reduced to the detection of attacks [66].
Overall, ANN had the best results in the chosen evaluation measures. It achieved 86.24% accuracy, 80.71% precision, 98.56% recall, an F1-score of 0.8875, a false-positive rate of 28.85%, and an ROC-AUC of 0.9827. The results show good separation between the two classes, especially with malicious traffic, and the lowest false-positive rate of the three models. However, 10,676 normal records were mislabelled as malicious, showing that the false-alert issue is significant.
Similarly, for malicious recall, RF produced a very similar F1 score of 0.8872 and reached the highest malicious recall rate of 99.16% with a false negative rate of 0.84%. This indicates RF was successful in minimising the number of malicious records "missed" compared with ANN. But it yielded a relatively high false positive rate – 29.85% – and 11,044 false positives. SVM produced the weakest overall results, with 84.13% accuracy, 78.33% precision, 98.40% recall, an F1-score of 0.8722, a false-positive rate of 33.35%, and an ROC-AUC of 0.9527. The key difference between ANN and RF is not only about which model is more successful but also about the practical reality of having to detect more attacks but at the same time try to limit the number of unnecessary alerts [67].
The results also highlight the need not to rely exclusively on accuracy as a measure of the effectiveness of IDS. Accuracy refers to the percentage of correct classifications, but not the distribution of errors of normal, malicious or both. Precision – the proportion of the alerts that were positively identified, Recall – the percentage of all malicious traffic that was detected, and F1-Score – the harmonic mean of precision and recall. The other operating characteristics (false positive rate, false negative rate) offer further operating insight, and ROC-AUC assesses discrimination over thresholds. The joint evidence then starts to give a more critical view of the IDS behaviour that none of these metrics individually can do.
[bookmark: _Toc241181277]6.3 Achievement of Objectives and Research Questions
The false positive and detection challenges were carefully analysed and addressed as the first objective, limitations with the existing IDS approaches. The second one of the goals was accomplished by choosing and comparing RF, SVM and ANN based on its hierarchical classification for intrusion detection of binary classification. The third goal was achieved by the development of an IDS prototype which can extract the network-flow records and classify them as normal or malicious. The evaluation was carried out for the fourth objective and utilised accuracy, precision, recall, F1 score, false-positive rate, false-negative rate, and ROC-AUC as metrics.
The conclusions and outcomes of the experiment then answered the research questions. This study confirmed that there was a need to consider attack misses and false alarms to get a reliable sense of intrusion detection. The performance profile of the three classifiers—RF, SVM and ANN—was not the same, but they all achieved good classification results to differentiate normal and malicious traffic. Overall, ANN had the highest balance, and RF had the highest malicious recall. The results therefore address the research questions posed within the scope of the experiment without assuming that the results would be the same in other network configurations [69][70].
[bookmark: _Toc241181278]6.4 Research Contribution
The primary contribution to the work is the controlled empirical comparisons of the different methods (RF, SVM and ANN) under consistent preprocessing, validation, testing and multi-metric evaluation on a binary NIDS setting. The research findings show the importance of not only accuracy but also the connection between misclassification costs, false negatives, and false positives in the choice of a model [71].
Another contribution is the development of a research prototype that integrates the preprocessing pipeline with the integrated machine-learning classifiers and serves as the foundation for the classification of network-flow records. It is not a production packet-monitoring system, but the prototype illustrates the integration of the experimental production models into an IDS security panorama and offers a basis for further development in real time [72].
[bookmark: _Toc241181279]6.5 Limitations
Care needs to be taken when interpreting the findings because of certain limitations. The first one of these is using the UNSW-NB15 benchmark dataset. The dataset includes heuristic data for both normal and malicious network activity and provides the possibility to conduct controlled experimentation; however, there is no benchmark traffic that can accurately cover the diversity, volume, activity, and changing attack patterns of today's enterprise networks [73]. Reported results should therefore be taken as ‘proof' from the experimental situation chosen and not as universal results.
Secondly, unlike continuous recording of live network packets, the prototype is operated with the existing network-flow records. Is not able to work with packet capture, flow reconstruction, enterprise scale monitoring and traffic blocking cognitive function. Therefore, the research is limited to the classification aspect of an IDS and not an overall operational security platform.
Thirdly, the test results indicate that there is a continued significant limitation of false positives. Although the false positive result rate was the lowest at 28.85%, MALICIOUS records that were wrongly identified as normal are still 10,676. During a real security operation, these false alerts might make analysts' jobs harder and can lead to alert fatigue. The study shows "improvement" in the behaviour of the compared model but not complete resolution of the problem with the false positive [74].
[bookmark: _Toc241181280]6.6 Recommendations
Models should first be tested in future research on a wider variety of data sets and more recent data sets, if possible, with real network traffic. The cross-dataset testing would give better support to the generalisation statements and would show that performances stay the same if traffic characteristics and attack patterns vary from the ones used in the UNSW-NB15 [75].
Developing as a means of minimising false positives is a key concern. Adaptive thresholds and cost-sensitive learning, ensemble techniques and other optimisation methods could be explored in future experiments. The F1-score of both the ANN and RF models were very close, but their respective recall and FP behaviours were different so a careful evaluation of integrating complementary models using a hybrid or ensemble approach could be studied. However, such methods must be supported by independent testing, instead of the simple subadditivity principle that the involvement of a combination of models will automatically increase the performance [76].
The prototype should be further developed for real-time application too. Potential enhancement may include the integration with the Security Information and Event Management (SIEM) platform, network packet/flow capture, continuous classification, alerting, logging, etc. It would be appropriate to then look at automated response mechanisms, but of course, precautions would need to be in place, as unwanted responses would result if classification was wrong [77].
Last, but most significantly, future assessment shall take into account concept drift, computational load and/or processing delay, scalability and resource use. In a network environment, the dynamics of the network can change over time, and the behaviour of attacks may also evolve; thus, a model that works well under the downloaded static benchmark may have to be monitored and retrained in real use. To make this a more thorough and useful intelligent IDS [78], these factors need to be assessed.
[bookmark: _Toc241181281]6.7 Final Conclusion
On a broader level the dissertation shows that machine learning is able to give good binary network intrusion detection in the chosen experimental environment. The performance of various classifiers, namely RF, SVM and ANN, was satisfactory in terms of malicious-class recall, and ANN overall gave the best performance in terms of accuracy, precision, F1 score, ROC-AUC and false-positive rate. While SVM obtained relatively poor performance for main measures, its higher malicious recall and lower false negative rate were found to be beneficial for the RF. All the findings do not show that machine learning is out of the battle with the operational issues of IDS. The problem is that the false-positive rate of the ANN is still high (28.85%) and that it is not possible to directly generalise to live networks [79] since all the flow records in the benchmark are processed by the ANN.
Further development is on the horizon, and the research therefore does not claim to ready a product for production. The issues for future research are large-scale validation, false-positive reduction, real-time integration, concept-drift management and operational testing. However, these limits suggest that properly assessed machine learning techniques can aid in creating smarter intrusion detection systems and point out technical and practical issues that need to be taken care of prior to implementation in challenging cyberspace settings [80].
The methodological controls provided during this study also need to be taken into consideration when making these conclusions. This was achieved by separating training and validation data from the test data, preprocessing this data consistently, and also using the test data that has never been seen before. Meanwhile, there is an absence of any controls that will eliminate dataset-specific bias or ensure performance under unforeseen operating conditions. The need for further validation into the future therefore exists prior to adoption in complex environments.


[bookmark: _Toc241181282]Chapter 7: Reflection
[bookmark: _Toc241181283]7.1 Introduction
This dissertation was a great and challenging learning experience that further equipped my knowledge of machine learning, cybersecurity, and how to conduct research. The project brief was to research an issue in the field of cyber security, learn about what constituted the UNSW-NB15 dataset, preprocess network data, create machine learning models, test the model performance, and build a simple prototype of an IDS. While traversing all four stages, I gained a notion that a successful technical project does not only rely on using an appropriate algorithm but also on careful consideration and decisions around data, data parameters, experimental evaluation and interpretation. I'm sure my technical knowledge has been reinforced through this experience.
[bookmark: _Toc241181284]7.2 Knowledge and Skills Developed
The main learning was about the role that machine learning can play in an Intrusion Detection System (IDS). Initially, it may be tempting to consider accuracy the trivial measure of success in the modelling process. The evaluation process showed, however, that it is not possible to describe IDS behaviour purely by the accuracy criterion. Precision and Recall, F1-score, false positive rate and false negative rate all offer different insights concerning the detection performance, as do the ROC-AUC. The ability to compare different model performances, in terms of various metrics, namely Random Forest, Support Vector Machine, and Artificial Neural Network, gave me a better understanding of various interpretations that the difference in metrics gives.
At the same time, my data preparation skills were enhanced with the UNSW-NB15 dataset. I learned that it's not in the nature of a model to start building the function as soon as I import the dataset. Before considering further analysis of these data, they must be examined for distribution by class, feature type, duplication, and quality. As 74,072 duplicate records existed in training, there was an issue that needed to be considered before modelling. Another thing I learned is that if the labels of entities from the same feature type differ, it causes me concerns.
The other key skill was the appropriate handling of the various feature types. There were two different approaches for processing numerical variables, and 42 predictive variables were transformed into 192 features. I got a good understanding of the rationale of using training data to fit and then always applying the same input to validation and test data.
[bookmark: _Toc241181285]7.3 Challenges and Problem-Solving
The dissertation was plagued with a number of problems. The biggest first problem was that the data was duplicated a LOT. I did not want to simply drop records just because there were duplications. I needed to find out how much of that was happening and the implications of using duplicate and conflicting labels for model training. After deduplicating, a total of 101,269 records were the training data available.
Another significant challenge was posed by the models: this was especially so when comparing models. The RF, SVM and ANN showed different levels of performance, and choosing the model was not simply based on computing the greatest performance value for any single measure. ANN achieved 86.24% accuracy, 80.71% precision, a 0.8875 F1-score, a 28.85% false-positive rate, and a 0.9827 ROC-AUC. The best MFI was obtained by RF with a malicious recall of 99.16% and the lowest rate of false negative – 0.84%.
There were also false positives which posed another challenge. While each of the three models performed with a very high malicious-class recall, there were still significant false positives in the independent test results. ANN made 10,676 false positives, whereas both RF and SVM made 11,044. The number of false positives made by ANN was 10,676, whereas the number of false positives made by RF was 11,044, while the number of false positives made by SVM was 12,341. This emphasised the fact that a model can be highly effective in detecting malicious activity but can also be causing high levels of alerts. Therefore, my knowledge expanded, and I learned that it is not always assumed that good classifications mean good candidates for production.
[bookmark: _Toc241181286]7.4 Research Development
The dissertation helped me build up my research and analytical skills. Linking the technical findings directly to the research aim, objectives and research questions was a big development. With regard to presenting numerical results, rather than reporting numbers, I was thinking more about interpreting the significance of the results to a problem at hand.
I was able to get a better grasp of experimental design after the division of training and validation data from testing. I was educated that the configuration of the model can be based on its performance in validation, and the remaining data is set aside for testing.
The project also further enhanced my approach to systematic problem-solving. Then if there was a technical problem, I was more aware of getting to the root of the problem rather than implementing changes on the code or the parameters. Criteria related to preprocessing, model setting and simulator validation performance and the final test results needed to be taken into account simultaneously.
Another lesson was there needed to be a distinct connection between implementation and evaluation. Each step of the data preparation phase might need careful consideration and should be documented in preparation for the results of later models that may be affected by it. This helped them adopt a more structured working practice and minimised the chance of drawing conclusions on their results without being aware of its context. Then I became more mindful of the acuteness for benchmark performance. A model may work well within the experimental environment, but not so well when facing varying traffic, attacks or restrictions under real conditions. It helped me to understand the difference and enhanced both my interpretation and reflection.
[bookmark: _Toc241181287]7.5 Overall Reflection
Overall in conclusion, the dissertation enabled me to build and reinforce my cyber security and machine learning knowledge. This was the key point: that choices along the entire research process are crucial for an effective machine learning project. Choosing a technologically advanced algorithm is just half the solution. An IDS network's usefulness highly depends on data quality, its data preprocessing, how it manages intruding data, its choice of model, its performance measurement, false positives and false negatives, generalisation and operational requirements.
The challenges faced during the project were extremely beneficial for me. Solving data issues, understanding differences in a model, the trade-offs, and the different decisions involved with implementing solutions enhanced my patience, analytical thinking, technical problem-solving, and interpretation of data skills. 
This project too consisted of hands-on experience in prototype development and testing of an IDS. I felt that the prototype helped me to appreciate how research models could be linked to a real detection workflow, albeit using records of flow information extracted from passive recordings, instead of capturing live flow data. Having to separate these two aspects of a concept demonstration was bringing into my focus a difference between an experimental research demonstration and a production system that can be deployed in the field.
Lastly, the dissertation had a positive impact upon my confidence in doing my own technical research. Gained an enhanced ability to make decisions based on critical thinking, record keeping and conclusions. It would be valuable to these efforts to have found a more diverse variety of network traffic, develop techniques for minimising false positives, and evaluate performance in real time. In summary, the dissertation has resulted in an excellent basis for ongoing improvement and innovation in cyber security and machine learning and has shown that good, useful technical research is an ongoing process of learning, reflecting and adapting decisions when evidence comes in that they are limiting.
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  "cells": [
    {
      "cell_type": "markdown",
      "id": "f97f57c5",
      "metadata": {
        "id": "f97f57c5"
      },
      "source": [
        "## Environment Setup"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "4383a3fd",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:37:39.612144Z",
          "iopub.status.busy": "2026-09-08T06:37:39.611954Z",
          "iopub.status.idle": "2026-09-08T06:37:43.373170Z",
          "shell.execute_reply": "2026-09-08T06:37:43.371641Z"
        },
        "id": "4383a3fd",
        "outputId": "bcce69c4-bb1f-45c1-962a-84fca621049e"
      },
      "outputs": [
        {
          "name": "stderr",
          "output_type": "stream",
          "text": [
            "WARNING: All log messages before absl::InitializeLog() is called are written to STDERR\n",
            "I0000 00:00:1788849461.199578    4967 port.cc:153] oneDNN custom operations are on. You may see slightly different numerical results due to floating-point round-off errors from different computation orders. To turn them off, set the environment variable `TF_ENABLE_ONEDNN_OPTS=0`.\n"
          ]
        },
        {
          "name": "stderr",
          "output_type": "stream",
          "text": [
            "WARNING: All log messages before absl::InitializeLog() is called are written to STDERR\n",
            "I0000 00:00:1788849463.092535    4967 port.cc:153] oneDNN custom operations are on. You may see slightly different numerical results due to floating-point round-off errors from different computation orders. To turn them off, set the environment variable `TF_ENABLE_ONEDNN_OPTS=0`.\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "python     : 3.11.15\n",
            "numpy      : 2.4.4\n",
            "pandas     : 3.0.2\n",
            "scikit-learn: 1.8.0\n",
            "tensorflow : 2.21.0\n",
            "seed       : 42\n"
          ]
        }
      ],
      "source": [
        "import os, sys, io, time, json, random, warnings, urllib.request\n",
        "os.environ.setdefault(\"TF_CPP_MIN_LOG_LEVEL\", \"3\")\n",
        "os.environ.setdefault(\"PYTHONHASHSEED\", \"42\")\n",
        "warnings.filterwarnings(\"ignore\")\n",
        "\n",
        "import numpy as np\n",
        "import pandas as pd\n",
        "import matplotlib\n",
        "import matplotlib.pyplot as plt\n",
        "import seaborn as sns\n",
        "\n",
        "from sklearn.compose import ColumnTransformer\n",
        "from sklearn.pipeline import Pipeline\n",
        "from sklearn.preprocessing import StandardScaler, OneHotEncoder, FunctionTransformer\n",
        "from sklearn.model_selection import train_test_split\n",
        "from sklearn.ensemble import RandomForestClassifier\n",
        "from sklearn.svm import SVC\n",
        "from sklearn.metrics import (accuracy_score, precision_score, recall_score, f1_score,\n",
        "                             confusion_matrix, roc_auc_score, roc_curve,\n",
        "                             classification_report, precision_recall_curve)\n",
        "\n",
        "import tensorflow as tf\n",
        "from tensorflow import keras\n",
        "from tensorflow.keras import layers\n",
        "\n",
        "RANDOM_STATE = 42\n",
        "random.seed(RANDOM_STATE)\n",
        "np.random.seed(RANDOM_STATE)\n",
        "tf.random.set_seed(RANDOM_STATE)\n",
        "keras.utils.set_random_seed(RANDOM_STATE)\n",
        "\n",
        "sns.set_theme(style=\"whitegrid\")\n",
        "plt.rcParams[\"figure.dpi\"] = 110\n",
        "pd.set_option(\"display.width\", 160)\n",
        "pd.set_option(\"display.max_columns\", 60)\n",
        "\n",
        "print(\"python     :\", sys.version.split()[0])\n",
        "print(\"numpy      :\", np.__version__)\n",
        "print(\"pandas     :\", pd.__version__)\n",
        "import sklearn; print(\"scikit-learn:\", sklearn.__version__)\n",
        "print(\"tensorflow :\", tf.__version__)\n",
        "print(\"seed       :\", RANDOM_STATE)"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "ce00210f",
      "metadata": {
        "id": "ce00210f"
      },
      "source": [
        "## Data Loading\n"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "55cb144a",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:37:43.379978Z",
          "iopub.status.busy": "2026-09-08T06:37:43.379487Z",
          "iopub.status.idle": "2026-09-08T06:37:44.460883Z",
          "shell.execute_reply": "2026-09-08T06:37:44.460301Z"
        },
        "id": "55cb144a",
        "outputId": "60e132d7-0c67-4ff8-9ecd-7379ac88a42f"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "UNSW_NB15_training-set.csv       -> data/UNSW_NB15_training-set.csv\n",
            "UNSW_NB15_testing-set.csv        -> data/UNSW_NB15_testing-set.csv\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "\n",
            "training partition: (175341, 45)\n",
            "testing partition : (82332, 45)\n"
          ]
        }
      ],
      "source": [
        "TRAIN_FILE = \"UNSW_NB15_training-set.csv\"\n",
        "TEST_FILE  = \"UNSW_NB15_testing-set.csv\"\n",
        "\n",
        "MIRROR = (\"https://raw.githubusercontent.com/Nir-J/ML-Projects/master/\"\n",
        "          \"UNSW-Network_Packet_Classification/\")\n",
        "\n",
        "SEARCH_DIRS = [\".\", \"/content\", \"/content/data\", \"/content/sample_data\",\n",
        "               \"/content/drive/MyDrive\", \"/content/drive/MyDrive/UNSW-NB15\", \"data\"]\n",
        "\n",
        "\n",
        "def _find(fname):\n",
        "    for d in SEARCH_DIRS:\n",
        "        p = os.path.join(d, fname)\n",
        "        if os.path.exists(p):\n",
        "            return p\n",
        "    for root, _, files in os.walk(\"/content\" if os.path.isdir(\"/content\") else \".\"):\n",
        "        if fname in files:\n",
        "            return os.path.join(root, fname)\n",
        "    return None\n",
        "\n",
        "\n",
        "def _download(fname):\n",
        "    try:\n",
        "        urllib.request.urlretrieve(MIRROR + fname, fname)\n",
        "        return fname if os.path.exists(fname) else None\n",
        "    except Exception as exc:\n",
        "        print(\"  download failed:\", exc)\n",
        "        return None\n",
        "\n",
        "\n",
        "def _upload(fname):\n",
        "    try:\n",
        "        from google.colab import files\n",
        "    except ImportError:\n",
        "        return None\n",
        "    print(f\"  please upload {fname}\")\n",
        "    up = files.upload()\n",
        "    for k in up:\n",
        "        if k.endswith(\".csv\"):\n",
        "            os.rename(k, fname)\n",
        "            return fname\n",
        "    return None\n",
        "\n",
        "\n",
        "def resolve(fname):\n",
        "    for step in (_find, _download, _upload):\n",
        "        p = step(fname)\n",
        "        if p:\n",
        "            print(f\"{fname:32s} -> {p}\")\n",
        "            return p\n",
        "    raise FileNotFoundError(\n",
        "        f\"{fname} not found. Upload it to the runtime or place it beside this notebook.\")\n",
        "\n",
        "\n",
        "train_path = resolve(TRAIN_FILE)\n",
        "test_path  = resolve(TEST_FILE)\n",
        "\n",
        "train_raw = pd.read_csv(train_path, encoding=\"utf-8-sig\")\n",
        "test_raw  = pd.read_csv(test_path,  encoding=\"utf-8-sig\")\n",
        "\n",
        "print(\"\\ntraining partition:\", train_raw.shape)\n",
        "print(\"testing partition :\", test_raw.shape)"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "a6c7299c",
      "metadata": {
        "id": "a6c7299c"
      },
      "source": [
        "## Data Understanding\n",
        "\n",
        "The dataset structure is inspected before any assumption is made about the target, the feature types or the class balance."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "6aae58ed",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:37:44.463523Z",
          "iopub.status.busy": "2026-09-08T06:37:44.463168Z",
          "iopub.status.idle": "2026-09-08T06:37:44.491531Z",
          "shell.execute_reply": "2026-09-08T06:37:44.490517Z"
        },
        "id": "6aae58ed",
        "outputId": "a4bb6dfd-6fd9-4a5b-ee1e-fda48d0782a8"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "columns: 45\n",
            "['id', 'dur', 'proto', 'service', 'state', 'spkts', 'dpkts', 'sbytes', 'dbytes', 'rate', 'sttl', 'dttl', 'sload', 'dload', 'sloss', 'dloss', 'sinpkt', 'dinpkt', 'sjit', 'djit', 'swin', 'stcpb', 'dtcpb', 'dwin', 'tcprtt', 'synack', 'ackdat', 'smean', 'dmean', 'trans_depth', 'response_body_len', 'ct_srv_src', 'ct_state_ttl', 'ct_dst_ltm', 'ct_src_dport_ltm', 'ct_dst_sport_ltm', 'ct_dst_src_ltm', 'is_ftp_login', 'ct_ftp_cmd', 'ct_flw_http_mthd', 'ct_src_ltm', 'ct_srv_dst', 'is_sm_ips_ports', 'attack_cat', 'label']\n",
            "\n",
            "int64      30\n",
            "float64    11\n",
            "str         4\n"
          ]
        },
        {
          "data": {
            "text/html": [
              "<div>\n",
              "<style scoped>\n",
              "    .dataframe tbody tr th:only-of-type {\n",
              "        vertical-align: middle;\n",
              "    }\n",
              "\n",
              "    .dataframe tbody tr th {\n",
              "        vertical-align: top;\n",
              "    }\n",
              "\n",
              "    .dataframe thead th {\n",
              "        text-align: right;\n",
              "    }\n",
              "</style>\n",
              "<table border=\"1\" class=\"dataframe\">\n",
              "  <thead>\n",
              "    <tr style=\"text-align: right;\">\n",
              "      <th></th>\n",
              "      <th>id</th>\n",
              "      <th>dur</th>\n",
              "      <th>proto</th>\n",
              "      <th>service</th>\n",
              "      <th>state</th>\n",
              "      <th>spkts</th>\n",
              "      <th>dpkts</th>\n",
              "      <th>sbytes</th>\n",
              "      <th>dbytes</th>\n",
              "      <th>rate</th>\n",
              "      <th>sttl</th>\n",
              "      <th>dttl</th>\n",
              "      <th>sload</th>\n",
              "      <th>dload</th>\n",
              "      <th>sloss</th>\n",
              "      <th>dloss</th>\n",
              "      <th>sinpkt</th>\n",
              "      <th>dinpkt</th>\n",
              "      <th>sjit</th>\n",
              "      <th>djit</th>\n",
              "      <th>swin</th>\n",
              "      <th>stcpb</th>\n",
              "      <th>dtcpb</th>\n",
              "      <th>dwin</th>\n",
              "      <th>tcprtt</th>\n",
              "      <th>synack</th>\n",
              "      <th>ackdat</th>\n",
              "      <th>smean</th>\n",
              "      <th>dmean</th>\n",
              "      <th>trans_depth</th>\n",
              "      <th>response_body_len</th>\n",
              "      <th>ct_srv_src</th>\n",
              "      <th>ct_state_ttl</th>\n",
              "      <th>ct_dst_ltm</th>\n",
              "      <th>ct_src_dport_ltm</th>\n",
              "      <th>ct_dst_sport_ltm</th>\n",
              "      <th>ct_dst_src_ltm</th>\n",
              "      <th>is_ftp_login</th>\n",
              "      <th>ct_ftp_cmd</th>\n",
              "      <th>ct_flw_http_mthd</th>\n",
              "      <th>ct_src_ltm</th>\n",
              "      <th>ct_srv_dst</th>\n",
              "      <th>is_sm_ips_ports</th>\n",
              "      <th>attack_cat</th>\n",
              "      <th>label</th>\n",
              "    </tr>\n",
              "  </thead>\n",
              "  <tbody>\n",
              "    <tr>\n",
              "      <th>0</th>\n",
              "      <td>1</td>\n",
              "      <td>0.121478</td>\n",
              "      <td>tcp</td>\n",
              "      <td>-</td>\n",
              "      <td>FIN</td>\n",
              "      <td>6</td>\n",
              "      <td>4</td>\n",
              "      <td>258</td>\n",
              "      <td>172</td>\n",
              "      <td>74.087490</td>\n",
              "      <td>252</td>\n",
              "      <td>254</td>\n",
              "      <td>14158.942380</td>\n",
              "      <td>8495.365234</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>24.295600</td>\n",
              "      <td>8.375000</td>\n",
              "      <td>30.177547</td>\n",
              "      <td>11.830604</td>\n",
              "      <td>255</td>\n",
              "      <td>621772692</td>\n",
              "      <td>2202533631</td>\n",
              "      <td>255</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>43</td>\n",
              "      <td>43</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>0</td>\n",
              "      <td>Normal</td>\n",
              "      <td>0</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>1</th>\n",
              "      <td>2</td>\n",
              "      <td>0.649902</td>\n",
              "      <td>tcp</td>\n",
              "      <td>-</td>\n",
              "      <td>FIN</td>\n",
              "      <td>14</td>\n",
              "      <td>38</td>\n",
              "      <td>734</td>\n",
              "      <td>42014</td>\n",
              "      <td>78.473372</td>\n",
              "      <td>62</td>\n",
              "      <td>252</td>\n",
              "      <td>8395.112305</td>\n",
              "      <td>503571.312500</td>\n",
              "      <td>2</td>\n",
              "      <td>17</td>\n",
              "      <td>49.915000</td>\n",
              "      <td>15.432865</td>\n",
              "      <td>61.426934</td>\n",
              "      <td>1387.778330</td>\n",
              "      <td>255</td>\n",
              "      <td>1417884146</td>\n",
              "      <td>3077387971</td>\n",
              "      <td>255</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>52</td>\n",
              "      <td>1106</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>43</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>2</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>6</td>\n",
              "      <td>0</td>\n",
              "      <td>Normal</td>\n",
              "      <td>0</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>2</th>\n",
              "      <td>3</td>\n",
              "      <td>1.623129</td>\n",
              "      <td>tcp</td>\n",
              "      <td>-</td>\n",
              "      <td>FIN</td>\n",
              "      <td>8</td>\n",
              "      <td>16</td>\n",
              "      <td>364</td>\n",
              "      <td>13186</td>\n",
              "      <td>14.170161</td>\n",
              "      <td>62</td>\n",
              "      <td>252</td>\n",
              "      <td>1572.271851</td>\n",
              "      <td>60929.230470</td>\n",
              "      <td>1</td>\n",
              "      <td>6</td>\n",
              "      <td>231.875571</td>\n",
              "      <td>102.737203</td>\n",
              "      <td>17179.586860</td>\n",
              "      <td>11420.926230</td>\n",
              "      <td>255</td>\n",
              "      <td>2116150707</td>\n",
              "      <td>2963114973</td>\n",
              "      <td>255</td>\n",
              "      <td>0.111897</td>\n",
              "      <td>0.061458</td>\n",
              "      <td>0.050439</td>\n",
              "      <td>46</td>\n",
              "      <td>824</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>7</td>\n",
              "      <td>1</td>\n",
              "      <td>2</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>3</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>2</td>\n",
              "      <td>6</td>\n",
              "      <td>0</td>\n",
              "      <td>Normal</td>\n",
              "      <td>0</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>3</th>\n",
              "      <td>4</td>\n",
              "      <td>1.681642</td>\n",
              "      <td>tcp</td>\n",
              "      <td>ftp</td>\n",
              "      <td>FIN</td>\n",
              "      <td>12</td>\n",
              "      <td>12</td>\n",
              "      <td>628</td>\n",
              "      <td>770</td>\n",
              "      <td>13.677108</td>\n",
              "      <td>62</td>\n",
              "      <td>252</td>\n",
              "      <td>2740.178955</td>\n",
              "      <td>3358.622070</td>\n",
              "      <td>1</td>\n",
              "      <td>3</td>\n",
              "      <td>152.876547</td>\n",
              "      <td>90.235726</td>\n",
              "      <td>259.080172</td>\n",
              "      <td>4991.784669</td>\n",
              "      <td>255</td>\n",
              "      <td>1107119177</td>\n",
              "      <td>1047442890</td>\n",
              "      <td>255</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>0.000000</td>\n",
              "      <td>52</td>\n",
              "      <td>64</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>2</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>3</td>\n",
              "      <td>1</td>\n",
              "      <td>1</td>\n",
              "      <td>0</td>\n",
              "      <td>2</td>\n",
              "      <td>1</td>\n",
              "      <td>0</td>\n",
              "      <td>Normal</td>\n",
              "      <td>0</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>4</th>\n",
              "      <td>5</td>\n",
              "      <td>0.449454</td>\n",
              "      <td>tcp</td>\n",
              "      <td>-</td>\n",
              "      <td>FIN</td>\n",
              "      <td>10</td>\n",
              "      <td>6</td>\n",
              "      <td>534</td>\n",
              "      <td>268</td>\n",
              "      <td>33.373826</td>\n",
              "      <td>254</td>\n",
              "      <td>252</td>\n",
              "      <td>8561.499023</td>\n",
              "      <td>3987.059814</td>\n",
              "      <td>2</td>\n",
              "      <td>1</td>\n",
              "      <td>47.750333</td>\n",
              "      <td>75.659602</td>\n",
              "      <td>2415.837634</td>\n",
              "      <td>115.807000</td>\n",
              "      <td>255</td>\n",
              "      <td>2436137549</td>\n",
              "      <td>1977154190</td>\n",
              "      <td>255</td>\n",
              "      <td>0.128381</td>\n",
              "      <td>0.071147</td>\n",
              "      <td>0.057234</td>\n",
              "      <td>53</td>\n",
              "      <td>45</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>43</td>\n",
              "      <td>1</td>\n",
              "      <td>2</td>\n",
              "      <td>2</td>\n",
              "      <td>1</td>\n",
              "      <td>40</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>2</td>\n",
              "      <td>39</td>\n",
              "      <td>0</td>\n",
              "      <td>Normal</td>\n",
              "      <td>0</td>\n",
              "    </tr>\n",
              "  </tbody>\n",
              "</table>\n",
              "</div>"
            ],
            "text/plain": [
              "   id       dur proto service state  spkts  dpkts  sbytes  dbytes       rate  sttl  dttl         sload          dload  sloss  dloss      sinpkt      dinpkt  \\\n",
              "0   1  0.121478   tcp       -   FIN      6      4     258     172  74.087490   252   254  14158.942380    8495.365234      0      0   24.295600    8.375000   \n",
              "1   2  0.649902   tcp       -   FIN     14     38     734   42014  78.473372    62   252   8395.112305  503571.312500      2     17   49.915000   15.432865   \n",
              "2   3  1.623129   tcp       -   FIN      8     16     364   13186  14.170161    62   252   1572.271851   60929.230470      1      6  231.875571  102.737203   \n",
              "3   4  1.681642   tcp     ftp   FIN     12     12     628     770  13.677108    62   252   2740.178955    3358.622070      1      3  152.876547   90.235726   \n",
              "4   5  0.449454   tcp       -   FIN     10      6     534     268  33.373826   254   252   8561.499023    3987.059814      2      1   47.750333   75.659602   \n",
              "\n",
              "           sjit          djit  swin       stcpb       dtcpb  dwin    tcprtt    synack    ackdat  smean  dmean  trans_depth  response_body_len  ct_srv_src  \\\n",
              "0     30.177547     11.830604   255   621772692  2202533631   255  0.000000  0.000000  0.000000     43     43            0                  0           1   \n",
              "1     61.426934   1387.778330   255  1417884146  3077387971   255  0.000000  0.000000  0.000000     52   1106            0                  0          43   \n",
              "2  17179.586860  11420.926230   255  2116150707  2963114973   255  0.111897  0.061458  0.050439     46    824            0                  0           7   \n",
              "3    259.080172   4991.784669   255  1107119177  1047442890   255  0.000000  0.000000  0.000000     52     64            0                  0           1   \n",
              "4   2415.837634    115.807000   255  2436137549  1977154190   255  0.128381  0.071147  0.057234     53     45            0                  0          43   \n",
              "\n",
              "   ct_state_ttl  ct_dst_ltm  ct_src_dport_ltm  ct_dst_sport_ltm  ct_dst_src_ltm  is_ftp_login  ct_ftp_cmd  ct_flw_http_mthd  ct_src_ltm  ct_srv_dst  \\\n",
              "0             0           1                 1                 1               1             0           0                 0           1           1   \n",
              "1             1           1                 1                 1               2             0           0                 0           1           6   \n",
              "2             1           2                 1                 1               3             0           0                 0           2           6   \n",
              "3             1           2                 1                 1               3             1           1                 0           2           1   \n",
              "4             1           2                 2                 1              40             0           0                 0           2          39   \n",
              "\n",
              "   is_sm_ips_ports attack_cat  label  \n",
              "0                0     Normal      0  \n",
              "1                0     Normal      0  \n",
              "2                0     Normal      0  \n",
              "3                0     Normal      0  \n",
              "4                0     Normal      0  "
            ]
          },
          "execution_count": 3,
          "metadata": {},
          "output_type": "execute_result"
        }
      ],
      "source": [
        "print(\"columns:\", len(train_raw.columns))\n",
        "print(list(train_raw.columns))\n",
        "print()\n",
        "print(train_raw.dtypes.value_counts().to_string())\n",
        "train_raw.head()"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "44ae55b3",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:37:44.494452Z",
          "iopub.status.busy": "2026-09-08T06:37:44.494168Z",
          "iopub.status.idle": "2026-09-08T06:37:44.686371Z",
          "shell.execute_reply": "2026-09-08T06:37:44.684987Z"
        },
        "id": "44ae55b3",
        "outputId": "7c202e28-8d80-4edd-90c5-ea8d2fe6cb0f"
      },
      "outputs": [
        {
          "data": {
            "text/html": [
              "<div>\n",
              "<style scoped>\n",
              "    .dataframe tbody tr th:only-of-type {\n",
              "        vertical-align: middle;\n",
              "    }\n",
              "\n",
              "    .dataframe tbody tr th {\n",
              "        vertical-align: top;\n",
              "    }\n",
              "\n",
              "    .dataframe thead th {\n",
              "        text-align: right;\n",
              "    }\n",
              "</style>\n",
              "<table border=\"1\" class=\"dataframe\">\n",
              "  <thead>\n",
              "    <tr style=\"text-align: right;\">\n",
              "      <th></th>\n",
              "      <th>dtype</th>\n",
              "      <th>n_unique</th>\n",
              "      <th>n_missing</th>\n",
              "      <th>min</th>\n",
              "      <th>max</th>\n",
              "    </tr>\n",
              "  </thead>\n",
              "  <tbody>\n",
              "    <tr>\n",
              "      <th>id</th>\n",
              "      <td>int64</td>\n",
              "      <td>175341</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>175341</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dur</th>\n",
              "      <td>float64</td>\n",
              "      <td>74039</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>59.999989</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>proto</th>\n",
              "      <td>str</td>\n",
              "      <td>133</td>\n",
              "      <td>0</td>\n",
              "      <td></td>\n",
              "      <td></td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>service</th>\n",
              "      <td>str</td>\n",
              "      <td>13</td>\n",
              "      <td>0</td>\n",
              "      <td></td>\n",
              "      <td></td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>state</th>\n",
              "      <td>str</td>\n",
              "      <td>9</td>\n",
              "      <td>0</td>\n",
              "      <td></td>\n",
              "      <td></td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>spkts</th>\n",
              "      <td>int64</td>\n",
              "      <td>480</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>9616</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dpkts</th>\n",
              "      <td>int64</td>\n",
              "      <td>443</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>10974</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>sbytes</th>\n",
              "      <td>int64</td>\n",
              "      <td>7214</td>\n",
              "      <td>0</td>\n",
              "      <td>28</td>\n",
              "      <td>12965233</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dbytes</th>\n",
              "      <td>int64</td>\n",
              "      <td>6660</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>14655550</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>rate</th>\n",
              "      <td>float64</td>\n",
              "      <td>76991</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>1000000.003</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>sttl</th>\n",
              "      <td>int64</td>\n",
              "      <td>11</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>255</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dttl</th>\n",
              "      <td>int64</td>\n",
              "      <td>6</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>254</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>sload</th>\n",
              "      <td>float64</td>\n",
              "      <td>80885</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>5988000256.0</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dload</th>\n",
              "      <td>float64</td>\n",
              "      <td>77474</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>22422730.0</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>sloss</th>\n",
              "      <td>int64</td>\n",
              "      <td>409</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>4803</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dloss</th>\n",
              "      <td>int64</td>\n",
              "      <td>370</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>5484</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>sinpkt</th>\n",
              "      <td>float64</td>\n",
              "      <td>76161</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>84371.496</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dinpkt</th>\n",
              "      <td>float64</td>\n",
              "      <td>74245</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>56716.824</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>sjit</th>\n",
              "      <td>float64</td>\n",
              "      <td>77532</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>1460480.016</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>djit</th>\n",
              "      <td>float64</td>\n",
              "      <td>76831</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>289388.2697</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>swin</th>\n",
              "      <td>int64</td>\n",
              "      <td>13</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>255</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>stcpb</th>\n",
              "      <td>int64</td>\n",
              "      <td>75265</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>4294958913</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dtcpb</th>\n",
              "      <td>int64</td>\n",
              "      <td>75089</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>4294881924</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dwin</th>\n",
              "      <td>int64</td>\n",
              "      <td>7</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>255</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>tcprtt</th>\n",
              "      <td>float64</td>\n",
              "      <td>43319</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>2.518893</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>synack</th>\n",
              "      <td>float64</td>\n",
              "      <td>40142</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>2.100352</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ackdat</th>\n",
              "      <td>float64</td>\n",
              "      <td>37708</td>\n",
              "      <td>0</td>\n",
              "      <td>0.0</td>\n",
              "      <td>1.520884</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>smean</th>\n",
              "      <td>int64</td>\n",
              "      <td>1357</td>\n",
              "      <td>0</td>\n",
              "      <td>28</td>\n",
              "      <td>1504</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>dmean</th>\n",
              "      <td>int64</td>\n",
              "      <td>1328</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>1458</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>trans_depth</th>\n",
              "      <td>int64</td>\n",
              "      <td>11</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>172</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>response_body_len</th>\n",
              "      <td>int64</td>\n",
              "      <td>2386</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>6558056</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_srv_src</th>\n",
              "      <td>int64</td>\n",
              "      <td>52</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>63</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_state_ttl</th>\n",
              "      <td>int64</td>\n",
              "      <td>5</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>6</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_dst_ltm</th>\n",
              "      <td>int64</td>\n",
              "      <td>50</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>51</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_src_dport_ltm</th>\n",
              "      <td>int64</td>\n",
              "      <td>47</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>51</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_dst_sport_ltm</th>\n",
              "      <td>int64</td>\n",
              "      <td>32</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>46</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_dst_src_ltm</th>\n",
              "      <td>int64</td>\n",
              "      <td>54</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>65</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>is_ftp_login</th>\n",
              "      <td>int64</td>\n",
              "      <td>4</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>4</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_ftp_cmd</th>\n",
              "      <td>int64</td>\n",
              "      <td>4</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>4</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_flw_http_mthd</th>\n",
              "      <td>int64</td>\n",
              "      <td>11</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>30</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_src_ltm</th>\n",
              "      <td>int64</td>\n",
              "      <td>50</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>60</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>ct_srv_dst</th>\n",
              "      <td>int64</td>\n",
              "      <td>52</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "      <td>62</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>is_sm_ips_ports</th>\n",
              "      <td>int64</td>\n",
              "      <td>2</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>attack_cat</th>\n",
              "      <td>str</td>\n",
              "      <td>10</td>\n",
              "      <td>0</td>\n",
              "      <td></td>\n",
              "      <td></td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>label</th>\n",
              "      <td>int64</td>\n",
              "      <td>2</td>\n",
              "      <td>0</td>\n",
              "      <td>0</td>\n",
              "      <td>1</td>\n",
              "    </tr>\n",
              "  </tbody>\n",
              "</table>\n",
              "</div>"
            ],
            "text/plain": [
              "                     dtype  n_unique  n_missing  min           max\n",
              "id                   int64    175341          0    1        175341\n",
              "dur                float64     74039          0  0.0     59.999989\n",
              "proto                  str       133          0                   \n",
              "service                str        13          0                   \n",
              "state                  str         9          0                   \n",
              "spkts                int64       480          0    1          9616\n",
              "dpkts                int64       443          0    0         10974\n",
              "sbytes               int64      7214          0   28      12965233\n",
              "dbytes               int64      6660          0    0      14655550\n",
              "rate               float64     76991          0  0.0   1000000.003\n",
              "sttl                 int64        11          0    0           255\n",
              "dttl                 int64         6          0    0           254\n",
              "sload              float64     80885          0  0.0  5988000256.0\n",
              "dload              float64     77474          0  0.0    22422730.0\n",
              "sloss                int64       409          0    0          4803\n",
              "dloss                int64       370          0    0          5484\n",
              "sinpkt             float64     76161          0  0.0     84371.496\n",
              "dinpkt             float64     74245          0  0.0     56716.824\n",
              "sjit               float64     77532          0  0.0   1460480.016\n",
              "djit               float64     76831          0  0.0   289388.2697\n",
              "swin                 int64        13          0    0           255\n",
              "stcpb                int64     75265          0    0    4294958913\n",
              "dtcpb                int64     75089          0    0    4294881924\n",
              "dwin                 int64         7          0    0           255\n",
              "tcprtt             float64     43319          0  0.0      2.518893\n",
              "synack             float64     40142          0  0.0      2.100352\n",
              "ackdat             float64     37708          0  0.0      1.520884\n",
              "smean                int64      1357          0   28          1504\n",
              "dmean                int64      1328          0    0          1458\n",
              "trans_depth          int64        11          0    0           172\n",
              "response_body_len    int64      2386          0    0       6558056\n",
              "ct_srv_src           int64        52          0    1            63\n",
              "ct_state_ttl         int64         5          0    0             6\n",
              "ct_dst_ltm           int64        50          0    1            51\n",
              "ct_src_dport_ltm     int64        47          0    1            51\n",
              "ct_dst_sport_ltm     int64        32          0    1            46\n",
              "ct_dst_src_ltm       int64        54          0    1            65\n",
              "is_ftp_login         int64         4          0    0             4\n",
              "ct_ftp_cmd           int64         4          0    0             4\n",
              "ct_flw_http_mthd     int64        11          0    0            30\n",
              "ct_src_ltm           int64        50          0    1            60\n",
              "ct_srv_dst           int64        52          0    1            62\n",
              "is_sm_ips_ports      int64         2          0    0             1\n",
              "attack_cat             str        10          0                   \n",
              "label                int64         2          0    0             1"
            ]
          },
          "execution_count": 4,
          "metadata": {},
          "output_type": "execute_result"
        }
      ],
      "source": [
        "info = pd.DataFrame({\n",
        "    \"dtype\": train_raw.dtypes.astype(str),\n",
        "    \"n_unique\": train_raw.nunique(),\n",
        "    \"n_missing\": train_raw.isna().sum(),\n",
        "    \"min\": train_raw.apply(lambda s: s.min() if pd.api.types.is_numeric_dtype(s) else \"\"),\n",
        "    \"max\": train_raw.apply(lambda s: s.max() if pd.api.types.is_numeric_dtype(s) else \"\"),\n",
        "})\n",
        "info"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "a1ca323c",
      "metadata": {
        "id": "a1ca323c"
      },
      "source": [
        "### Target Variable\n"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "2dbf67ba",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:37:44.689309Z",
          "iopub.status.busy": "2026-09-08T06:37:44.689032Z",
          "iopub.status.idle": "2026-09-08T06:37:44.811191Z",
          "shell.execute_reply": "2026-09-08T06:37:44.809396Z"
        },
        "id": "2dbf67ba",
        "outputId": "24a82c62-3791-48b8-c514-22db534cb863"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "label values      : [np.int64(0), np.int64(1)]\n",
            "attack_cat values : ['Analysis', 'Backdoor', 'DoS', 'Exploits', 'Fuzzers', 'Generic', 'Normal', 'Reconnaissance', 'Shellcode', 'Worms']\n",
            "\n",
            "attack_cat == Normal   False  True \n",
            "label                              \n",
            "0                          0  56000\n",
            "1                     119341      0\n",
            "\n",
            "id ranges  train: 1 - 175341 | test: 1 - 82332\n",
            "id overlap between partitions: 82332\n",
            "\n",
            "target      : label  (0 = normal, 1 = malicious)\n",
            "features    : 42  (39 numerical, 3 categorical)\n",
            "categorical : ['proto', 'service', 'state']\n"
          ]
        }
      ],
      "source": [
        "print(\"label values      :\", sorted(train_raw['label'].unique()))\n",
        "print(\"attack_cat values :\", sorted(train_raw['attack_cat'].unique()))\n",
        "print()\n",
        "print(pd.crosstab(train_raw['label'], train_raw['attack_cat'] == 'Normal',\n",
        "                  rownames=['label'], colnames=['attack_cat == Normal']))\n",
        "print()\n",
        "print(\"id ranges  train:\", train_raw['id'].min(), \"-\", train_raw['id'].max(),\n",
        "      \"| test:\", test_raw['id'].min(), \"-\", test_raw['id'].max())\n",
        "print(\"id overlap between partitions:\", len(set(train_raw['id']) & set(test_raw['id'])))\n",
        "\n",
        "TARGET = \"label\"\n",
        "DROP_COLS = [\"id\", \"attack_cat\"]\n",
        "FEATURES = [c for c in train_raw.columns if c not in DROP_COLS + [TARGET]]\n",
        "CAT_COLS = [c for c in FEATURES if train_raw[c].dtype == object or str(train_raw[c].dtype) == \"str\"]\n",
        "NUM_COLS = [c for c in FEATURES if c not in CAT_COLS]\n",
        "\n",
        "print()\n",
        "print(f\"target      : {TARGET}  (0 = normal, 1 = malicious)\")\n",
        "print(f\"features    : {len(FEATURES)}  ({len(NUM_COLS)} numerical, {len(CAT_COLS)} categorical)\")\n",
        "print(f\"categorical : {CAT_COLS}\")"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "f50887d9",
      "metadata": {
        "id": "f50887d9"
      },
      "source": [
        "### Class Distribution"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "0b564c15",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:37:44.813893Z",
          "iopub.status.busy": "2026-09-08T06:37:44.813656Z",
          "iopub.status.idle": "2026-09-08T06:37:44.841410Z",
          "shell.execute_reply": "2026-09-08T06:37:44.840222Z"
        },
        "id": "0b564c15",
        "outputId": "55418a8e-6063-479a-e497-ac7608e22bf9"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "   partition  normal  malicious  total  malicious_%  ratio_mal_to_norm\n",
            "training-set   56000     119341 175341        68.06              2.131\n",
            " testing-set   37000      45332  82332        55.06              1.225\n",
            "\n",
            "attack categories (training partition):\n",
            "attack_cat\n",
            "Normal            56000\n",
            "Generic           40000\n",
            "Exploits          33393\n",
            "Fuzzers           18184\n",
            "DoS               12264\n",
            "Reconnaissance    10491\n",
            "Analysis           2000\n",
            "Backdoor           1746\n",
            "Shellcode          1133\n",
            "Worms               130\n"
          ]
        }
      ],
      "source": [
        "def dist(df, name):\n",
        "    vc = df[TARGET].value_counts().sort_index()\n",
        "    return pd.Series({\"partition\": name, \"normal\": vc.get(0, 0), \"malicious\": vc.get(1, 0),\n",
        "                      \"total\": len(df),\n",
        "                      \"malicious_%\": round(100 * vc.get(1, 0) / len(df), 2),\n",
        "                      \"ratio_mal_to_norm\": round(vc.get(1, 0) / vc.get(0, 1), 3)})\n",
        "\n",
        "class_table = pd.DataFrame([dist(train_raw, \"training-set\"), dist(test_raw, \"testing-set\")])\n",
        "print(class_table.to_string(index=False))\n",
        "print()\n",
        "print(\"attack categories (training partition):\")\n",
        "print(train_raw['attack_cat'].value_counts().to_string())"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "6da6e33c",
      "metadata": {
        "id": "6da6e33c"
      },
      "source": [
        "### Data Quality Checks"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "00402eeb",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:37:44.844027Z",
          "iopub.status.busy": "2026-09-08T06:37:44.843801Z",
          "iopub.status.idle": "2026-09-08T06:38:13.981965Z",
          "shell.execute_reply": "2026-09-08T06:38:13.980741Z"
        },
        "id": "00402eeb",
        "outputId": "6e6d5892-b384-43af-fc90-c8780a8c16e1"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "missing values  train: 0 | test: 0\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "infinite values train: 0\n",
            "negative values : none\n",
            "constant columns: none\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "\n",
            "exact duplicate records (ignoring id)  train: 74072 (42.2%)  test: 28380 (34.5%)\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "testing records whose feature vector also occurs in training: 8541 (10.4%)\n",
            "feature-identical training groups carrying conflicting labels: 229\n"
          ]
        }
      ],
      "source": [
        "print(\"missing values  train:\", int(train_raw.isna().sum().sum()),\n",
        "      \"| test:\", int(test_raw.isna().sum().sum()))\n",
        "print(\"infinite values train:\", int(np.isinf(train_raw[NUM_COLS].to_numpy(dtype=float)).sum()))\n",
        "neg = {c: int((train_raw[c] < 0).sum()) for c in NUM_COLS if (train_raw[c] < 0).any()}\n",
        "print(\"negative values :\", neg if neg else \"none\")\n",
        "print(\"constant columns:\", [c for c in FEATURES if train_raw[c].nunique() <= 1] or \"none\")\n",
        "\n",
        "dup_train = int(train_raw.duplicated(subset=FEATURES + [TARGET]).sum())\n",
        "dup_test  = int(test_raw.duplicated(subset=FEATURES + [TARGET]).sum())\n",
        "print()\n",
        "print(f\"exact duplicate records (ignoring id)  train: {dup_train} ({dup_train/len(train_raw):.1%})\"\n",
        "      f\"  test: {dup_test} ({dup_test/len(test_raw):.1%})\")\n",
        "\n",
        "key_tr = train_raw[FEATURES].astype(str).agg(\"|\".join, axis=1)\n",
        "key_te = test_raw[FEATURES].astype(str).agg(\"|\".join, axis=1)\n",
        "overlap = int(key_te.isin(set(key_tr)).sum())\n",
        "print(f\"testing records whose feature vector also occurs in training: {overlap} ({overlap/len(test_raw):.1%})\")\n",
        "\n",
        "conflict = int((train_raw.groupby(key_tr)[TARGET].nunique() > 1).sum())\n",
        "print(f\"feature-identical training groups carrying conflicting labels: {conflict}\")"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "8a4e0a90",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:13.984985Z",
          "iopub.status.busy": "2026-09-08T06:38:13.984743Z",
          "iopub.status.idle": "2026-09-08T06:38:14.153619Z",
          "shell.execute_reply": "2026-09-08T06:38:14.151743Z"
        },
        "id": "8a4e0a90",
        "outputId": "ec238c54-eb37-4c87-a270-a00972ddb64c"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "proto    train levels: 133  test levels: 131  unseen in test: []\n",
            "         top: {'tcp': 79946, 'udp': 63283, 'unas': 12084, 'arp': 2859, 'ospf': 2595}\n",
            "service  train levels:  13  test levels:  13  unseen in test: []\n",
            "         top: {'-': 94168, 'dns': 47294, 'http': 18724, 'smtp': 5058, 'ftp-data': 3995}\n",
            "state    train levels:   9  test levels:   7  unseen in test: ['ACC', 'CLO']\n",
            "         top: {'INT': 82275, 'FIN': 77825, 'CON': 13152, 'REQ': 1991, 'RST': 83}\n"
          ]
        }
      ],
      "source": [
        "for c in CAT_COLS:\n",
        "    tr_lv, te_lv = set(train_raw[c]), set(test_raw[c])\n",
        "    print(f\"{c:8s} train levels: {len(tr_lv):3d}  test levels: {len(te_lv):3d}  \"\n",
        "          f\"unseen in test: {sorted(te_lv - tr_lv)}\")\n",
        "    print(f\"         top: {train_raw[c].value_counts().head(5).to_dict()}\")"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "856dfcf7",
      "metadata": {
        "id": "856dfcf7"
      },
      "source": [
        "The `service` column uses `-` as an explicit placeholder for *no application-layer service identified*. It is a legitimate category rather than a missing value and is kept as its own level. The `state` column contains levels in the testing partition that do not occur in the training partition, so the encoder must tolerate unseen categories at inference time."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "79c284ed",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:14.156690Z",
          "iopub.status.busy": "2026-09-08T06:38:14.156459Z",
          "iopub.status.idle": "2026-09-08T06:38:14.518167Z",
          "shell.execute_reply": "2026-09-08T06:38:14.517417Z"
        },
        "id": "79c284ed",
        "outputId": "c8cbe8f3-59ff-400b-b2fd-68fe0ff7faa1"
      },
      "outputs": [
        {
          "data": {
            "image/png": "",
            "text/plain": [
              "<Figure size 1650x440 with 3 Axes>"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        }
      ],
      "source": [
        "fig, axes = plt.subplots(1, 3, figsize=(15, 4))\n",
        "\n",
        "sns.barplot(x=[\"normal\", \"malicious\"],\n",
        "            y=train_raw[TARGET].value_counts().sort_index().values, ax=axes[0],\n",
        "            hue=[\"normal\", \"malicious\"], palette=[\"#4C72B0\", \"#C44E52\"], legend=False)\n",
        "axes[0].set_title(\"Training partition\")\n",
        "axes[0].set_ylabel(\"records\")\n",
        "\n",
        "sns.barplot(x=[\"normal\", \"malicious\"],\n",
        "            y=test_raw[TARGET].value_counts().sort_index().values, ax=axes[1],\n",
        "            hue=[\"normal\", \"malicious\"], palette=[\"#4C72B0\", \"#C44E52\"], legend=False)\n",
        "axes[1].set_title(\"Testing partition\")\n",
        "axes[1].set_ylabel(\"\")\n",
        "\n",
        "ac = train_raw['attack_cat'].value_counts()\n",
        "sns.barplot(x=ac.values, y=ac.index, ax=axes[2], hue=ac.index, palette=\"rocket\", legend=False)\n",
        "axes[2].set_title(\"Attack categories (training partition)\")\n",
        "axes[2].set_xlabel(\"records\")\n",
        "\n",
        "plt.tight_layout()\n",
        "plt.show()"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "05f09d7a",
      "metadata": {
        "id": "05f09d7a"
      },
      "source": [
        "## Data Preparation\n"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "781a453d",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:14.519823Z",
          "iopub.status.busy": "2026-09-08T06:38:14.519638Z",
          "iopub.status.idle": "2026-09-08T06:38:14.777497Z",
          "shell.execute_reply": "2026-09-08T06:38:14.775653Z"
        },
        "id": "781a453d",
        "outputId": "7cd13142-08f8-4fc6-f141-9dc1630ec84c"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "training records before dedupe: 175,341  normal=56,000  malicious=119,341  ratio=2.131\n",
            "training records after  dedupe: 101,269  normal=51,890  malicious=49,379  ratio=0.952\n",
            "removed: 74,072\n"
          ]
        }
      ],
      "source": [
        "train_clean = train_raw.drop_duplicates(subset=FEATURES + [TARGET]).reset_index(drop=True)\n",
        "\n",
        "before = train_raw[TARGET].value_counts().sort_index()\n",
        "after  = train_clean[TARGET].value_counts().sort_index()\n",
        "print(f\"training records before dedupe: {len(train_raw):>7,}  \"\n",
        "      f\"normal={before[0]:>6,}  malicious={before[1]:>6,}  ratio={before[1]/before[0]:.3f}\")\n",
        "print(f\"training records after  dedupe: {len(train_clean):>7,}  \"\n",
        "      f\"normal={after[0]:>6,}  malicious={after[1]:>6,}  ratio={after[1]/after[0]:.3f}\")\n",
        "print(f\"removed: {len(train_raw) - len(train_clean):,}\")"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "b5219867",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:14.780090Z",
          "iopub.status.busy": "2026-09-08T06:38:14.779843Z",
          "iopub.status.idle": "2026-09-08T06:38:15.050139Z",
          "shell.execute_reply": "2026-09-08T06:38:15.049410Z"
        },
        "id": "b5219867",
        "outputId": "dc4315fe-cf50-45d1-beb7-e9c61cdd166a"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "train split :  81,015 records  malicious=0.488\n",
            "val   split :  20,254 records  malicious=0.488\n",
            "test set    :  82,332 records  malicious=0.551   (held out)\n"
          ]
        }
      ],
      "source": [
        "X_full = train_clean[FEATURES].copy()\n",
        "y_full = train_clean[TARGET].to_numpy()\n",
        "X_test_df = test_raw[FEATURES].copy()\n",
        "y_test = test_raw[TARGET].to_numpy()\n",
        "\n",
        "X_tr_df, X_val_df, y_tr, y_val = train_test_split(\n",
        "    X_full, y_full, test_size=0.20, stratify=y_full, random_state=RANDOM_STATE)\n",
        "\n",
        "print(f\"train split : {X_tr_df.shape[0]:>7,} records  malicious={y_tr.mean():.3f}\")\n",
        "print(f\"val   split : {X_val_df.shape[0]:>7,} records  malicious={y_val.mean():.3f}\")\n",
        "print(f\"test set    : {X_test_df.shape[0]:>7,} records  malicious={y_test.mean():.3f}   (held out)\")"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "dfd2203f",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:15.052877Z",
          "iopub.status.busy": "2026-09-08T06:38:15.052631Z",
          "iopub.status.idle": "2026-09-08T06:38:16.990815Z",
          "shell.execute_reply": "2026-09-08T06:38:16.989213Z"
        },
        "id": "dfd2203f",
        "outputId": "71e1a369-bbaa-4998-af12-2d338b9c501e"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "preprocessor fitted on the training split only (1.9s)\n",
            "train matrix: (81015, 192)\n",
            "val   matrix: (20254, 192)\n",
            "test  matrix: (82332, 192)\n",
            "encoded features: 192\n"
          ]
        }
      ],
      "source": [
        "preprocessor = ColumnTransformer(\n",
        "    transformers=[\n",
        "        (\"num\", Pipeline([\n",
        "            (\"log\", FunctionTransformer(np.log1p, feature_names_out=\"one-to-one\")),\n",
        "            (\"scale\", StandardScaler()),\n",
        "        ]), NUM_COLS),\n",
        "        (\"cat\", OneHotEncoder(handle_unknown=\"ignore\", sparse_output=False), CAT_COLS),\n",
        "    ],\n",
        "    remainder=\"drop\",\n",
        "    verbose_feature_names_out=False,\n",
        ")\n",
        "\n",
        "t0 = time.time()\n",
        "X_tr = preprocessor.fit_transform(X_tr_df).astype(np.float32)\n",
        "X_val = preprocessor.transform(X_val_df).astype(np.float32)\n",
        "X_test = preprocessor.transform(X_test_df).astype(np.float32)\n",
        "feature_names = list(preprocessor.get_feature_names_out())\n",
        "\n",
        "print(f\"preprocessor fitted on the training split only ({time.time()-t0:.1f}s)\")\n",
        "print(f\"train matrix: {X_tr.shape}\")\n",
        "print(f\"val   matrix: {X_val.shape}\")\n",
        "print(f\"test  matrix: {X_test.shape}\")\n",
        "print(f\"encoded features: {len(feature_names)}\")"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "ab6fe6d8",
      "metadata": {
        "id": "ab6fe6d8"
      },
      "source": [
        "### Leakage Checks"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "613ae79d",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:16.993606Z",
          "iopub.status.busy": "2026-09-08T06:38:16.993311Z",
          "iopub.status.idle": "2026-09-08T06:38:17.059906Z",
          "shell.execute_reply": "2026-09-08T06:38:17.058750Z"
        },
        "id": "613ae79d",
        "outputId": "cf643ada-0764-4786-b899-812a7399a7d2"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "scaler was fitted on n = 81015.0 which equals the training split size: True\n",
            "training split mean/std of encoded numeric block: -0.0000 / 1.0000\n",
            "test set mean/std of the same block (must drift, it was not used for fitting): -0.1022 / 1.2696\n",
            "target columns present in feature matrix: False\n",
            "NaN / inf in encoded matrices: False\n"
          ]
        }
      ],
      "source": [
        "scaler = preprocessor.named_transformers_[\"num\"].named_steps[\"scale\"]\n",
        "print(\"scaler was fitted on n =\", scaler.n_samples_seen_,\n",
        "      \"which equals the training split size:\", scaler.n_samples_seen_ == X_tr_df.shape[0])\n",
        "\n",
        "print(\"training split mean/std of encoded numeric block:\",\n",
        "      f\"{X_tr[:, :len(NUM_COLS)].mean():.4f} / {X_tr[:, :len(NUM_COLS)].std():.4f}\")\n",
        "print(\"test set mean/std of the same block (must drift, it was not used for fitting):\",\n",
        "      f\"{X_test[:, :len(NUM_COLS)].mean():.4f} / {X_test[:, :len(NUM_COLS)].std():.4f}\")\n",
        "\n",
        "print(\"target columns present in feature matrix:\",\n",
        "      any(n in (\"label\", \"attack_cat\", \"id\") for n in feature_names))\n",
        "print(\"NaN / inf in encoded matrices:\",\n",
        "      bool(np.isnan(X_tr).any() or np.isnan(X_test).any()\n",
        "           or np.isinf(X_tr).any() or np.isinf(X_test).any()))"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "be7a2639",
      "metadata": {
        "id": "be7a2639"
      },
      "source": [
        "### Class Imbalance Investigation\n"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "19378205",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:17.062480Z",
          "iopub.status.busy": "2026-09-08T06:38:17.062169Z",
          "iopub.status.idle": "2026-09-08T06:38:17.070363Z",
          "shell.execute_reply": "2026-09-08T06:38:17.069334Z"
        },
        "id": "19378205",
        "outputId": "be3a0b78-73cf-41e6-ff7e-618087877567"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "training split : normal=41,512  malicious=39,503  ratio=0.952\n",
            "minority class share: 48.8%\n",
            "\n",
            "decision: no synthetic resampling applied; class_weight tested empirically in the model grids\n"
          ]
        }
      ],
      "source": [
        "cnt = pd.Series(y_tr).value_counts().sort_index()\n",
        "ratio = cnt[1] / cnt[0]\n",
        "print(f\"training split : normal={cnt[0]:,}  malicious={cnt[1]:,}  ratio={ratio:.3f}\")\n",
        "print(f\"minority class share: {min(cnt) / cnt.sum():.1%}\")\n",
        "print()\n",
        "print(\"decision: no synthetic resampling applied; class_weight tested empirically in the model grids\")"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "eec6d2b2",
      "metadata": {
        "id": "eec6d2b2"
      },
      "source": [
        "## Modelling\n",
        "\n",
        "All three algorithms consume the identical `X_tr` matrix, are selected on the identical `X_val` matrix, and are never exposed to `X_test` before the evaluation stage."
      ]
    },
    {
      "cell_type": "markdown",
      "id": "0a518566",
      "metadata": {
        "id": "0a518566"
      },
      "source": [
        "### Evaluation Utilities"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "a3612b3f",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:17.072506Z",
          "iopub.status.busy": "2026-09-08T06:38:17.072269Z",
          "iopub.status.idle": "2026-09-08T06:38:17.079518Z",
          "shell.execute_reply": "2026-09-08T06:38:17.078408Z"
        },
        "id": "a3612b3f"
      },
      "outputs": [],
      "source": [
        "def evaluate(y_true, y_pred, y_score=None, name=\"\"):\n",
        "    tn, fp, fn, tp = confusion_matrix(y_true, y_pred, labels=[0, 1]).ravel()\n",
        "    res = {\n",
        "        \"model\": name,\n",
        "        \"accuracy\":  accuracy_score(y_true, y_pred),\n",
        "        \"precision\": precision_score(y_true, y_pred, zero_division=0),\n",
        "        \"recall\":    recall_score(y_true, y_pred, zero_division=0),\n",
        "        \"f1\":        f1_score(y_true, y_pred, zero_division=0),\n",
        "        \"tpr\":       tp / (tp + fn) if (tp + fn) else 0.0,\n",
        "        \"fpr\":       fp / (fp + tn) if (fp + tn) else 0.0,\n",
        "        \"fnr\":       fn / (fn + tp) if (fn + tp) else 0.0,\n",
        "        \"specificity\": tn / (tn + fp) if (tn + fp) else 0.0,\n",
        "        \"tn\": int(tn), \"fp\": int(fp), \"fn\": int(fn), \"tp\": int(tp),\n",
        "    }\n",
        "    res[\"roc_auc\"] = roc_auc_score(y_true, y_score) if y_score is not None else np.nan\n",
        "    return res\n",
        "\n",
        "\n",
        "def show(res):\n",
        "    print(f\"{res['model']}\")\n",
        "    print(f\"  accuracy  {res['accuracy']:.4f}   precision {res['precision']:.4f}   \"\n",
        "          f\"recall {res['recall']:.4f}   f1 {res['f1']:.4f}\")\n",
        "    print(f\"  TPR       {res['tpr']:.4f}   FPR       {res['fpr']:.4f}   \"\n",
        "          f\"FNR    {res['fnr']:.4f}   AUC {res['roc_auc']:.4f}\")\n",
        "    print(f\"  TN {res['tn']:>6}   FP {res['fp']:>6}   FN {res['fn']:>6}   TP {res['tp']:>6}\")\n",
        "\n",
        "\n",
        "results = {}\n",
        "artifacts = {}\n",
        "timings = {}"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "0c56404d",
      "metadata": {
        "id": "0c56404d"
      },
      "source": [
        "### Random Forest\n",
        "\n",
        "A grid over tree depth, leaf size and class weighting is scored on the validation split by F1, so that both false positives and missed attacks influence the choice. `n_estimators` is fixed at 300, which is past the point where additional trees change the validation score materially and keeps the run practical on Colab hardware."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "49a3181b",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:38:17.082211Z",
          "iopub.status.busy": "2026-09-08T06:38:17.081981Z",
          "iopub.status.idle": "2026-09-08T06:41:20.931409Z",
          "shell.execute_reply": "2026-09-08T06:41:20.929945Z"
        },
        "id": "49a3181b",
        "outputId": "abc3435e-44b3-413c-83ee-c7868dea6885"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "max_depth min_samples_leaf class_weight  val_f1  val_recall  val_fpr  fit_s\n",
            "     None                3     balanced  0.9296      0.9644   0.1051   22.7\n",
            "     None                3         None  0.9295      0.9623   0.1031   22.5\n",
            "     None                1         None  0.9290      0.9477   0.0881   24.3\n",
            "     None                1     balanced  0.9286      0.9483   0.0895   25.1\n",
            "       20                1     balanced  0.9286      0.9594   0.1018   23.1\n",
            "       20                1         None  0.9284      0.9566   0.0992   23.0\n",
            "       20                3     balanced  0.9284      0.9687   0.1124   21.6\n",
            "       20                3         None  0.9283      0.9653   0.1088   21.5\n",
            "\n",
            "selected: None 3 balanced | val f1 = 0.9296\n"
          ]
        }
      ],
      "source": [
        "rf_grid = [\n",
        "    {\"max_depth\": d, \"min_samples_leaf\": l, \"class_weight\": w}\n",
        "    for d in (None, 20) for l in (1, 3) for w in (None, \"balanced\")\n",
        "]\n",
        "\n",
        "rf_rows = []\n",
        "best_rf, best_rf_f1, val_pred = None, -1.0, {}\n",
        "for params in rf_grid:\n",
        "    t0 = time.time()\n",
        "    m = RandomForestClassifier(n_estimators=300, n_jobs=-1,\n",
        "                               random_state=RANDOM_STATE, **params).fit(X_tr, y_tr)\n",
        "    p = m.predict(X_val)\n",
        "    f1v = f1_score(y_val, p)\n",
        "    tn, fp, fn, tp = confusion_matrix(y_val, p, labels=[0, 1]).ravel()\n",
        "    rf_rows.append({**{k: str(v) for k, v in params.items()},\n",
        "                    \"val_f1\": round(f1v, 4),\n",
        "                    \"val_recall\": round(recall_score(y_val, p), 4),\n",
        "                    \"val_fpr\": round(fp / (fp + tn), 4),\n",
        "                    \"fit_s\": round(time.time() - t0, 1)})\n",
        "    if f1v > best_rf_f1:\n",
        "        best_rf, best_rf_f1 = m, f1v\n",
        "        val_pred[\"Random Forest\"] = p\n",
        "\n",
        "rf_search = pd.DataFrame(rf_rows).sort_values(\"val_f1\", ascending=False)\n",
        "print(rf_search.to_string(index=False))\n",
        "print(\"\\nselected:\", best_rf.get_params()[\"max_depth\"], best_rf.get_params()[\"min_samples_leaf\"],\n",
        "      best_rf.get_params()[\"class_weight\"], f\"| val f1 = {best_rf_f1:.4f}\")"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "b8126991",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:41:20.934649Z",
          "iopub.status.busy": "2026-09-08T06:41:20.934415Z",
          "iopub.status.idle": "2026-09-08T06:41:45.202495Z",
          "shell.execute_reply": "2026-09-08T06:41:45.201382Z"
        },
        "id": "b8126991",
        "outputId": "9c067707-02b1-41fd-f8e2-3c3c1da742fe"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "Random Forest\n",
            "  accuracy  0.8612   precision 0.8028   recall 0.9916   f1 0.8872\n",
            "  TPR       0.9916   FPR       0.2985   FNR    0.0084   AUC 0.9824\n",
            "  TN  25956   FP  11044   FN    381   TP  44951\n"
          ]
        }
      ],
      "source": [
        "t0 = time.time()\n",
        "rf_final = RandomForestClassifier(\n",
        "    n_estimators=300, n_jobs=-1, random_state=RANDOM_STATE,\n",
        "    max_depth=best_rf.get_params()[\"max_depth\"],\n",
        "    min_samples_leaf=best_rf.get_params()[\"min_samples_leaf\"],\n",
        "    class_weight=best_rf.get_params()[\"class_weight\"]).fit(X_tr, y_tr)\n",
        "timings[\"Random Forest\"] = {\"train_s\": time.time() - t0}\n",
        "\n",
        "t0 = time.time()\n",
        "rf_pred = rf_final.predict(X_test)\n",
        "timings[\"Random Forest\"][\"predict_s\"] = time.time() - t0\n",
        "rf_score = rf_final.predict_proba(X_test)[:, 1]\n",
        "\n",
        "results[\"Random Forest\"] = evaluate(y_test, rf_pred, rf_score, \"Random Forest\")\n",
        "artifacts[\"Random Forest\"] = rf_final\n",
        "show(results[\"Random Forest\"])"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "9c72d3bc",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:41:45.205501Z",
          "iopub.status.busy": "2026-09-08T06:41:45.205250Z",
          "iopub.status.idle": "2026-09-08T06:41:45.527505Z",
          "shell.execute_reply": "2026-09-08T06:41:45.526290Z"
        },
        "id": "9c72d3bc",
        "outputId": "c9e0020a-aa21-408e-867d-1760dc24b543"
      },
      "outputs": [
        {
          "data": {
            "image/png": "",
            "text/plain": [
              "<Figure size 770x550 with 1 Axes>"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        }
      ],
      "source": [
        "imp = pd.Series(rf_final.feature_importances_, index=feature_names).nlargest(15)\n",
        "plt.figure(figsize=(7, 5))\n",
        "sns.barplot(x=imp.values, y=imp.index, hue=imp.index, palette=\"viridis\", legend=False)\n",
        "plt.title(\"Random Forest feature importance (top 15)\")\n",
        "plt.xlabel(\"mean decrease in impurity\")\n",
        "plt.tight_layout()\n",
        "plt.show()"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "8dcfbc10",
      "metadata": {
        "id": "8dcfbc10"
      },
      "source": [
        "### Support Vector Machine\n",
        "\n",
        "An RBF kernel is used because the class boundary in this feature space is not linearly separable. The SVM depends on feature scale, which the shared pipeline already provides. `gamma` is left at `scale`, and `C` and class weighting are searched on the validation split. Kernel SVM training cost grows roughly quadratically with the number of records, so the grid is deliberately small; removing duplicate records earlier is what keeps a full RBF fit on the complete training split feasible within Colab runtimes rather than forcing a subsample."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "86212f0f",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T06:41:45.529879Z",
          "iopub.status.busy": "2026-09-08T06:41:45.529646Z",
          "iopub.status.idle": "2026-09-08T07:05:53.909411Z",
          "shell.execute_reply": "2026-09-08T07:05:53.907904Z"
        },
        "id": "86212f0f",
        "outputId": "a195046f-c86c-4d92-c7e3-b89ae1e51e90"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "{'C': 1.0, 'class_weight': 'None', 'val_f1': 0.9155, 'val_recall': 0.9721, 'val_fpr': np.float64(0.1442), 'n_support': 16710, 'fit_s': 313.1}\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "{'C': 1.0, 'class_weight': 'balanced', 'val_f1': 0.9151, 'val_recall': 0.9804, 'val_fpr': np.float64(0.1545), 'n_support': 16491, 'fit_s': 330.1}\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "{'C': 10.0, 'class_weight': 'None', 'val_f1': 0.9205, 'val_recall': 0.9578, 'val_fpr': np.float64(0.1172), 'n_support': 15694, 'fit_s': 282.7}\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "{'C': 10.0, 'class_weight': 'balanced', 'val_f1': 0.9212, 'val_recall': 0.9649, 'val_fpr': np.float64(0.1237), 'n_support': 15567, 'fit_s': 311.5}\n",
            "\n",
            "   C class_weight  val_f1  val_recall  val_fpr  n_support  fit_s\n",
            "10.0     balanced  0.9212      0.9649   0.1237      15567  311.5\n",
            "10.0         None  0.9205      0.9578   0.1172      15694  282.7\n",
            " 1.0         None  0.9155      0.9721   0.1442      16710  313.1\n",
            " 1.0     balanced  0.9151      0.9804   0.1545      16491  330.1\n",
            "\n",
            "selected: C = 10.0 | class_weight = balanced | val f1 = 0.9212\n"
          ]
        }
      ],
      "source": [
        "svm_grid = [{\"C\": c, \"class_weight\": w} for c in (1.0, 10.0) for w in (None, \"balanced\")]\n",
        "\n",
        "svm_rows = []\n",
        "best_svm, best_svm_f1 = None, -1.0\n",
        "for params in svm_grid:\n",
        "    t0 = time.time()\n",
        "    m = SVC(kernel=\"rbf\", gamma=\"scale\", cache_size=1000,\n",
        "            random_state=RANDOM_STATE, **params).fit(X_tr, y_tr)\n",
        "    fit_s = time.time() - t0\n",
        "    p = m.predict(X_val)\n",
        "    f1v = f1_score(y_val, p)\n",
        "    tn, fp, fn, tp = confusion_matrix(y_val, p, labels=[0, 1]).ravel()\n",
        "    svm_rows.append({\"C\": params[\"C\"], \"class_weight\": str(params[\"class_weight\"]),\n",
        "                     \"val_f1\": round(f1v, 4),\n",
        "                     \"val_recall\": round(recall_score(y_val, p), 4),\n",
        "                     \"val_fpr\": round(fp / (fp + tn), 4),\n",
        "                     \"n_support\": int(m.n_support_.sum()),\n",
        "                     \"fit_s\": round(fit_s, 1)})\n",
        "    print(svm_rows[-1])\n",
        "    if f1v > best_svm_f1:\n",
        "        best_svm, best_svm_f1 = m, f1v\n",
        "        val_pred[\"Support Vector Machine\"] = p\n",
        "\n",
        "svm_search = pd.DataFrame(svm_rows).sort_values(\"val_f1\", ascending=False)\n",
        "print()\n",
        "print(svm_search.to_string(index=False))\n",
        "print(\"\\nselected: C =\", best_svm.C, \"| class_weight =\", best_svm.class_weight,\n",
        "      f\"| val f1 = {best_svm_f1:.4f}\")"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "30ad8624",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:05:53.912499Z",
          "iopub.status.busy": "2026-09-08T07:05:53.912187Z",
          "iopub.status.idle": "2026-09-08T07:12:59.671693Z",
          "shell.execute_reply": "2026-09-08T07:12:59.669819Z"
        },
        "id": "30ad8624",
        "outputId": "12e639a6-82a9-47ee-cd1b-e8c65bb46979"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "Support Vector Machine\n",
            "  accuracy  0.8413   precision 0.7833   recall 0.9840   f1 0.8722\n",
            "  TPR       0.9840   FPR       0.3335   FNR    0.0160   AUC 0.9527\n",
            "  TN  24659   FP  12341   FN    726   TP  44606\n"
          ]
        }
      ],
      "source": [
        "svm_final = best_svm\n",
        "timings[\"Support Vector Machine\"] = {\n",
        "    \"train_s\": float(svm_search.iloc[0][\"fit_s\"])}\n",
        "\n",
        "t0 = time.time()\n",
        "svm_pred = svm_final.predict(X_test)\n",
        "timings[\"Support Vector Machine\"][\"predict_s\"] = time.time() - t0\n",
        "\n",
        "svm_score = svm_final.decision_function(X_test)\n",
        "\n",
        "results[\"Support Vector Machine\"] = evaluate(y_test, svm_pred, svm_score, \"Support Vector Machine\")\n",
        "artifacts[\"Support Vector Machine\"] = svm_final\n",
        "show(results[\"Support Vector Machine\"])"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "d9891941",
      "metadata": {
        "id": "d9891941"
      },
      "source": [
        "### Artificial Neural Network\n",
        "\n",
        "A feedforward network for binary classification: ReLU hidden layers with dropout regularisation, a single sigmoid output unit, binary cross-entropy loss and the Adam optimiser. The validation split drives early stopping and learning-rate reduction, so training length is decided by validation loss rather than by a fixed epoch count, and the best weights are restored. Two depths are compared under identical training controls and the better validation F1 is kept."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "f4d21111",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:12:59.674739Z",
          "iopub.status.busy": "2026-09-08T07:12:59.674441Z",
          "iopub.status.idle": "2026-09-08T07:16:39.237857Z",
          "shell.execute_reply": "2026-09-08T07:16:39.236276Z"
        },
        "id": "f4d21111",
        "outputId": "1fe2433e-620d-40dd-caec-3367bf47a94e"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "{'architecture': '(64, 32)', 'epochs_run': 67, 'best_val_loss': 0.1586, 'val_f1': 0.9229, 'fit_s': 84.5}\n"
          ]
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "{'architecture': '(128, 64, 32)', 'epochs_run': 76, 'best_val_loss': 0.154, 'val_f1': 0.922, 'fit_s': 132.8}\n",
            "\n",
            " architecture  epochs_run  best_val_loss  val_f1  fit_s\n",
            "     (64, 32)          67         0.1586  0.9229   84.5\n",
            "(128, 64, 32)          76         0.1540  0.9220  132.8\n"
          ]
        },
        {
          "data": {
            "text/html": [
              "<pre style=\"white-space:pre;overflow-x:auto;line-height:normal;font-family:Menlo,'DejaVu Sans Mono',consolas,'Courier New',monospace\"><span style=\"font-weight: bold\">Model: \"ann_64_32\"</span>\n",
              "</pre>\n"
            ],
            "text/plain": [
              "\u001b[1mModel: \"ann_64_32\"\u001b[0m\n"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        },
        {
          "data": {
            "text/html": [
              "<pre style=\"white-space:pre;overflow-x:auto;line-height:normal;font-family:Menlo,'DejaVu Sans Mono',consolas,'Courier New',monospace\">â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�³â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�³â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��\n",
              "â��<span style=\"font-weight: bold\"> Layer (type)                    </span>â��<span style=\"font-weight: bold\"> Output Shape           </span>â��<span style=\"font-weight: bold\">       Param # </span>â��\n",
              "â�¡â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�©\n",
              "â�� dense (<span style=\"color: #0087ff; text-decoration-color: #0087ff\">Dense</span>)                   â�� (<span style=\"color: #00d7ff; text-decoration-color: #00d7ff\">None</span>, <span style=\"color: #00af00; text-decoration-color: #00af00\">64</span>)             â��        <span style=\"color: #00af00; text-decoration-color: #00af00\">12,352</span> â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� batch_normalization             â�� (<span style=\"color: #00d7ff; text-decoration-color: #00d7ff\">None</span>, <span style=\"color: #00af00; text-decoration-color: #00af00\">64</span>)             â��           <span style=\"color: #00af00; text-decoration-color: #00af00\">256</span> â��\n",
              "â�� (<span style=\"color: #0087ff; text-decoration-color: #0087ff\">BatchNormalization</span>)            â��                        â��               â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� dropout (<span style=\"color: #0087ff; text-decoration-color: #0087ff\">Dropout</span>)               â�� (<span style=\"color: #00d7ff; text-decoration-color: #00d7ff\">None</span>, <span style=\"color: #00af00; text-decoration-color: #00af00\">64</span>)             â��             <span style=\"color: #00af00; text-decoration-color: #00af00\">0</span> â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� dense_1 (<span style=\"color: #0087ff; text-decoration-color: #0087ff\">Dense</span>)                 â�� (<span style=\"color: #00d7ff; text-decoration-color: #00d7ff\">None</span>, <span style=\"color: #00af00; text-decoration-color: #00af00\">32</span>)             â��         <span style=\"color: #00af00; text-decoration-color: #00af00\">2,080</span> â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� batch_normalization_1           â�� (<span style=\"color: #00d7ff; text-decoration-color: #00d7ff\">None</span>, <span style=\"color: #00af00; text-decoration-color: #00af00\">32</span>)             â��           <span style=\"color: #00af00; text-decoration-color: #00af00\">128</span> â��\n",
              "â�� (<span style=\"color: #0087ff; text-decoration-color: #0087ff\">BatchNormalization</span>)            â��                        â��               â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� dropout_1 (<span style=\"color: #0087ff; text-decoration-color: #0087ff\">Dropout</span>)             â�� (<span style=\"color: #00d7ff; text-decoration-color: #00d7ff\">None</span>, <span style=\"color: #00af00; text-decoration-color: #00af00\">32</span>)             â��             <span style=\"color: #00af00; text-decoration-color: #00af00\">0</span> â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� dense_2 (<span style=\"color: #0087ff; text-decoration-color: #0087ff\">Dense</span>)                 â�� (<span style=\"color: #00d7ff; text-decoration-color: #00d7ff\">None</span>, <span style=\"color: #00af00; text-decoration-color: #00af00\">1</span>)              â��            <span style=\"color: #00af00; text-decoration-color: #00af00\">33</span> â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�´â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�´â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��\n",
              "</pre>\n"
            ],
            "text/plain": [
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�³â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�³â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��\n",
              "â��\u001b[1m \u001b[0m\u001b[1mLayer (type)                   \u001b[0m\u001b[1m \u001b[0mâ��\u001b[1m \u001b[0m\u001b[1mOutput Shape          \u001b[0m\u001b[1m \u001b[0mâ��\u001b[1m \u001b[0m\u001b[1m      Param #\u001b[0m\u001b[1m \u001b[0mâ��\n",
              "â�¡â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�©\n",
              "â�� dense (\u001b[38;5;33mDense\u001b[0m)                   â�� (\u001b[38;5;45mNone\u001b[0m, \u001b[38;5;34m64\u001b[0m)             â��        \u001b[38;5;34m12,352\u001b[0m â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� batch_normalization             â�� (\u001b[38;5;45mNone\u001b[0m, \u001b[38;5;34m64\u001b[0m)             â��           \u001b[38;5;34m256\u001b[0m â��\n",
              "â�� (\u001b[38;5;33mBatchNormalization\u001b[0m)            â��                        â��               â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� dropout (\u001b[38;5;33mDropout\u001b[0m)               â�� (\u001b[38;5;45mNone\u001b[0m, \u001b[38;5;34m64\u001b[0m)             â��             \u001b[38;5;34m0\u001b[0m â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� dense_1 (\u001b[38;5;33mDense\u001b[0m)                 â�� (\u001b[38;5;45mNone\u001b[0m, \u001b[38;5;34m32\u001b[0m)             â��         \u001b[38;5;34m2,080\u001b[0m â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� batch_normalization_1           â�� (\u001b[38;5;45mNone\u001b[0m, \u001b[38;5;34m32\u001b[0m)             â��           \u001b[38;5;34m128\u001b[0m â��\n",
              "â�� (\u001b[38;5;33mBatchNormalization\u001b[0m)            â��                        â��               â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� dropout_1 (\u001b[38;5;33mDropout\u001b[0m)             â�� (\u001b[38;5;45mNone\u001b[0m, \u001b[38;5;34m32\u001b[0m)             â��             \u001b[38;5;34m0\u001b[0m â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¼â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�¤\n",
              "â�� dense_2 (\u001b[38;5;33mDense\u001b[0m)                 â�� (\u001b[38;5;45mNone\u001b[0m, \u001b[38;5;34m1\u001b[0m)              â��            \u001b[38;5;34m33\u001b[0m â��\n",
              "â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�´â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â�´â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��â��\n"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        },
        {
          "data": {
            "text/html": [
              "<pre style=\"white-space:pre;overflow-x:auto;line-height:normal;font-family:Menlo,'DejaVu Sans Mono',consolas,'Courier New',monospace\"><span style=\"font-weight: bold\"> Total params: </span><span style=\"color: #00af00; text-decoration-color: #00af00\">44,165</span> (172.52 KB)\n",
              "</pre>\n"
            ],
            "text/plain": [
              "\u001b[1m Total params: \u001b[0m\u001b[38;5;34m44,165\u001b[0m (172.52 KB)\n"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        },
        {
          "data": {
            "text/html": [
              "<pre style=\"white-space:pre;overflow-x:auto;line-height:normal;font-family:Menlo,'DejaVu Sans Mono',consolas,'Courier New',monospace\"><span style=\"font-weight: bold\"> Trainable params: </span><span style=\"color: #00af00; text-decoration-color: #00af00\">14,657</span> (57.25 KB)\n",
              "</pre>\n"
            ],
            "text/plain": [
              "\u001b[1m Trainable params: \u001b[0m\u001b[38;5;34m14,657\u001b[0m (57.25 KB)\n"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        },
        {
          "data": {
            "text/html": [
              "<pre style=\"white-space:pre;overflow-x:auto;line-height:normal;font-family:Menlo,'DejaVu Sans Mono',consolas,'Courier New',monospace\"><span style=\"font-weight: bold\"> Non-trainable params: </span><span style=\"color: #00af00; text-decoration-color: #00af00\">192</span> (768.00 B)\n",
              "</pre>\n"
            ],
            "text/plain": [
              "\u001b[1m Non-trainable params: \u001b[0m\u001b[38;5;34m192\u001b[0m (768.00 B)\n"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        },
        {
          "data": {
            "text/html": [
              "<pre style=\"white-space:pre;overflow-x:auto;line-height:normal;font-family:Menlo,'DejaVu Sans Mono',consolas,'Courier New',monospace\"><span style=\"font-weight: bold\"> Optimizer params: </span><span style=\"color: #00af00; text-decoration-color: #00af00\">29,316</span> (114.52 KB)\n",
              "</pre>\n"
            ],
            "text/plain": [
              "\u001b[1m Optimizer params: \u001b[0m\u001b[38;5;34m29,316\u001b[0m (114.52 KB)\n"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        }
      ],
      "source": [
        "def build_ann(hidden, input_dim, seed=RANDOM_STATE):\n",
        "    keras.utils.set_random_seed(seed)\n",
        "    model = keras.Sequential(name=f\"ann_{'_'.join(map(str, hidden))}\")\n",
        "    model.add(layers.Input(shape=(input_dim,)))\n",
        "    for i, units in enumerate(hidden):\n",
        "        model.add(layers.Dense(units, activation=\"relu\"))\n",
        "        model.add(layers.BatchNormalization())\n",
        "        model.add(layers.Dropout(0.3 if i == 0 else 0.2))\n",
        "    model.add(layers.Dense(1, activation=\"sigmoid\"))\n",
        "    model.compile(optimizer=keras.optimizers.Adam(1e-3),\n",
        "                  loss=\"binary_crossentropy\",\n",
        "                  metrics=[\"accuracy\", keras.metrics.AUC(name=\"auc\")])\n",
        "    return model\n",
        "\n",
        "\n",
        "def train_ann(hidden):\n",
        "    model = build_ann(hidden, X_tr.shape[1])\n",
        "    cbs = [\n",
        "        keras.callbacks.EarlyStopping(monitor=\"val_loss\", patience=10,\n",
        "                                      restore_best_weights=True, verbose=0),\n",
        "        keras.callbacks.ReduceLROnPlateau(monitor=\"val_loss\", factor=0.5,\n",
        "                                          patience=4, min_lr=1e-5, verbose=0),\n",
        "    ]\n",
        "    t0 = time.time()\n",
        "    hist = model.fit(X_tr, y_tr, validation_data=(X_val, y_val),\n",
        "                     epochs=150, batch_size=256, callbacks=cbs, verbose=0)\n",
        "    fit_s = time.time() - t0\n",
        "    pv = (model.predict(X_val, verbose=0).ravel() >= 0.5).astype(int)\n",
        "    return model, hist, f1_score(y_val, pv), fit_s\n",
        "\n",
        "\n",
        "ann_rows, best_ann, best_ann_hist, best_ann_f1, best_ann_fit = [], None, None, -1.0, 0.0\n",
        "for hidden in [(64, 32), (128, 64, 32)]:\n",
        "    model, hist, f1v, fit_s = train_ann(hidden)\n",
        "    ann_rows.append({\"architecture\": str(hidden), \"epochs_run\": len(hist.history[\"loss\"]),\n",
        "                     \"best_val_loss\": round(min(hist.history[\"val_loss\"]), 4),\n",
        "                     \"val_f1\": round(f1v, 4), \"fit_s\": round(fit_s, 1)})\n",
        "    print(ann_rows[-1])\n",
        "    if f1v > best_ann_f1:\n",
        "        best_ann, best_ann_hist, best_ann_f1, best_ann_fit = model, hist, f1v, fit_s\n",
        "\n",
        "ann_search = pd.DataFrame(ann_rows)\n",
        "print()\n",
        "print(ann_search.to_string(index=False))\n",
        "best_ann.summary()"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "7e6f6b39",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:39.241572Z",
          "iopub.status.busy": "2026-09-08T07:16:39.241226Z",
          "iopub.status.idle": "2026-09-08T07:16:39.516340Z",
          "shell.execute_reply": "2026-09-08T07:16:39.515248Z"
        },
        "id": "7e6f6b39",
        "outputId": "5b614575-9e08-49fd-cc13-3da21aaefa6a"
      },
      "outputs": [
        {
          "data": {
            "image/png": "",
            "text/plain": [
              "<Figure size 1210x440 with 2 Axes>"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        },
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "final train-validation accuracy gap: -0.0054\n",
            "epochs run: 67 (early stopping restored the best-validation-loss weights)\n"
          ]
        }
      ],
      "source": [
        "h = best_ann_hist.history\n",
        "fig, axes = plt.subplots(1, 2, figsize=(11, 4))\n",
        "axes[0].plot(h[\"loss\"], label=\"train\")\n",
        "axes[0].plot(h[\"val_loss\"], label=\"validation\")\n",
        "axes[0].set_title(\"ANN loss\"); axes[0].set_xlabel(\"epoch\"); axes[0].set_ylabel(\"binary cross-entropy\")\n",
        "axes[0].legend()\n",
        "axes[1].plot(h[\"accuracy\"], label=\"train\")\n",
        "axes[1].plot(h[\"val_accuracy\"], label=\"validation\")\n",
        "axes[1].set_title(\"ANN accuracy\"); axes[1].set_xlabel(\"epoch\"); axes[1].set_ylabel(\"accuracy\")\n",
        "axes[1].legend()\n",
        "plt.tight_layout()\n",
        "plt.show()\n",
        "\n",
        "gap = h[\"accuracy\"][-1] - h[\"val_accuracy\"][-1]\n",
        "print(f\"final train-validation accuracy gap: {gap:+.4f}\")\n",
        "print(f\"epochs run: {len(h['loss'])} (early stopping restored the best-validation-loss weights)\")"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "4c76efb1",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:39.519194Z",
          "iopub.status.busy": "2026-09-08T07:16:39.518948Z",
          "iopub.status.idle": "2026-09-08T07:16:44.168603Z",
          "shell.execute_reply": "2026-09-08T07:16:44.167011Z"
        },
        "id": "4c76efb1",
        "outputId": "6d190f3c-b51b-4055-abb7-8525b284b50b"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "Artificial Neural Network\n",
            "  accuracy  0.8624   precision 0.8071   recall 0.9856   f1 0.8875\n",
            "  TPR       0.9856   FPR       0.2885   FNR    0.0144   AUC 0.9827\n",
            "  TN  26324   FP  10676   FN    655   TP  44677\n"
          ]
        }
      ],
      "source": [
        "ann_final = best_ann\n",
        "val_pred[\"Artificial Neural Network\"] = (ann_final.predict(X_val, verbose=0).ravel() >= 0.5).astype(int)\n",
        "timings[\"Artificial Neural Network\"] = {\"train_s\": best_ann_fit}\n",
        "\n",
        "t0 = time.time()\n",
        "ann_score = ann_final.predict(X_test, verbose=0).ravel()\n",
        "timings[\"Artificial Neural Network\"][\"predict_s\"] = time.time() - t0\n",
        "ann_pred = (ann_score >= 0.5).astype(int)\n",
        "\n",
        "results[\"Artificial Neural Network\"] = evaluate(y_test, ann_pred, ann_score,\n",
        "                                                \"Artificial Neural Network\")\n",
        "artifacts[\"Artificial Neural Network\"] = ann_final\n",
        "show(results[\"Artificial Neural Network\"])"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "64c7c812",
      "metadata": {
        "id": "64c7c812"
      },
      "source": [
        "## Model Evaluation\n",
        "\n",
        "Every model is scored once on the untouched testing partition using the metrics required by Objective 4, extended with the false positive measures required by the aim and scope."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "917a537b",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:44.171176Z",
          "iopub.status.busy": "2026-09-08T07:16:44.170874Z",
          "iopub.status.idle": "2026-09-08T07:16:44.261218Z",
          "shell.execute_reply": "2026-09-08T07:16:44.259821Z"
        },
        "id": "917a537b",
        "outputId": "6578af38-a789-42ab-d682-9172a45a1556"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "======================================================================\n",
            "Random Forest\n",
            "              precision    recall  f1-score   support\n",
            "\n",
            "      normal     0.9855    0.7015    0.8196     37000\n",
            "   malicious     0.8028    0.9916    0.8872     45332\n",
            "\n",
            "    accuracy                         0.8612     82332\n",
            "   macro avg     0.8942    0.8466    0.8534     82332\n",
            "weighted avg     0.8849    0.8612    0.8569     82332\n",
            "\n",
            "======================================================================\n",
            "Support Vector Machine\n",
            "              precision    recall  f1-score   support\n",
            "\n",
            "      normal     0.9714    0.6665    0.7905     37000\n",
            "   malicious     0.7833    0.9840    0.8722     45332\n",
            "\n",
            "    accuracy                         0.8413     82332\n",
            "   macro avg     0.8773    0.8252    0.8314     82332\n",
            "weighted avg     0.8678    0.8413    0.8355     82332\n",
            "\n",
            "======================================================================\n",
            "Artificial Neural Network\n",
            "              precision    recall  f1-score   support\n",
            "\n",
            "      normal     0.9757    0.7115    0.8229     37000\n",
            "   malicious     0.8071    0.9856    0.8875     45332\n",
            "\n",
            "    accuracy                         0.8624     82332\n",
            "   macro avg     0.8914    0.8485    0.8552     82332\n",
            "weighted avg     0.8829    0.8624    0.8584     82332\n",
            "\n"
          ]
        }
      ],
      "source": [
        "preds = {\"Random Forest\": rf_pred,\n",
        "         \"Support Vector Machine\": svm_pred,\n",
        "         \"Artificial Neural Network\": ann_pred}\n",
        "scores = {\"Random Forest\": rf_score,\n",
        "          \"Support Vector Machine\": svm_score,\n",
        "          \"Artificial Neural Network\": ann_score}\n",
        "\n",
        "for name in preds:\n",
        "    print(\"=\" * 70)\n",
        "    print(name)\n",
        "    print(classification_report(y_test, preds[name], target_names=[\"normal\", \"malicious\"],\n",
        "                                digits=4, zero_division=0))"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "9fabff4d",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:44.263942Z",
          "iopub.status.busy": "2026-09-08T07:16:44.263661Z",
          "iopub.status.idle": "2026-09-08T07:16:44.551387Z",
          "shell.execute_reply": "2026-09-08T07:16:44.550204Z"
        },
        "id": "9fabff4d",
        "outputId": "0ded349d-9acd-4267-9ab4-733a1840a2d2"
      },
      "outputs": [
        {
          "data": {
            "image/png": "",
            "text/plain": [
              "<Figure size 1650x462 with 3 Axes>"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        }
      ],
      "source": [
        "fig, axes = plt.subplots(1, 3, figsize=(15, 4.2))\n",
        "for ax, (name, p) in zip(axes, preds.items()):\n",
        "    cm = confusion_matrix(y_test, p, labels=[0, 1])\n",
        "    sns.heatmap(cm, annot=True, fmt=\",d\", cmap=\"Blues\", cbar=False, ax=ax,\n",
        "                xticklabels=[\"normal\", \"malicious\"], yticklabels=[\"normal\", \"malicious\"])\n",
        "    ax.set_title(f\"{name}\\nFPR = {results[name]['fpr']:.4f}   recall = {results[name]['recall']:.4f}\")\n",
        "    ax.set_xlabel(\"predicted\"); ax.set_ylabel(\"actual\")\n",
        "plt.tight_layout()\n",
        "plt.show()"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "db1447e6",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:44.553602Z",
          "iopub.status.busy": "2026-09-08T07:16:44.553365Z",
          "iopub.status.idle": "2026-09-08T07:16:44.730664Z",
          "shell.execute_reply": "2026-09-08T07:16:44.729407Z"
        },
        "id": "db1447e6",
        "outputId": "d5921fc9-fa2e-4958-c8c4-ac46f0756f19"
      },
      "outputs": [
        {
          "data": {
            "image/png": "",
            "text/plain": [
              "<Figure size 682x572 with 1 Axes>"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        }
      ],
      "source": [
        "plt.figure(figsize=(6.2, 5.2))\n",
        "for name, s in scores.items():\n",
        "    fpr, tpr, _ = roc_curve(y_test, s)\n",
        "    plt.plot(fpr, tpr, label=f\"{name} (AUC = {results[name]['roc_auc']:.4f})\")\n",
        "plt.plot([0, 1], [0, 1], \"k--\", lw=0.8)\n",
        "plt.xlabel(\"false positive rate\"); plt.ylabel(\"true positive rate\")\n",
        "plt.title(\"ROC curves on the testing partition\")\n",
        "plt.legend(loc=\"lower right\", fontsize=8)\n",
        "plt.tight_layout()\n",
        "plt.show()"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "255779d7",
      "metadata": {
        "id": "255779d7"
      },
      "source": [
        "### Validation Against Test Performance\n",
        "\n",
        "The validation split is drawn from the training partition, while the testing partition is a separately constructed file. Comparing the same metrics on both makes visible how much of the performance drop is generalisation error rather than model weakness, which matters when interpreting the false positive figures reported above."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "2c199af8",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:44.733864Z",
          "iopub.status.busy": "2026-09-08T07:16:44.733623Z",
          "iopub.status.idle": "2026-09-08T07:16:44.797842Z",
          "shell.execute_reply": "2026-09-08T07:16:44.796211Z"
        },
        "id": "2c199af8",
        "outputId": "80d99966-341d-45c4-bd81-faaec8d976b1"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "                           val_f1  test_f1  val_fpr  test_fpr  val_recall  test_recall  f1_drop  fpr_increase\n",
            "model                                                                                                        \n",
            "Random Forest              0.9296   0.8872   0.1051    0.2985      0.9644       0.9916   0.0423        0.1934\n",
            "Support Vector Machine     0.9212   0.8722   0.1237    0.3335      0.9649       0.9840   0.0489        0.2098\n",
            "Artificial Neural Network  0.9229   0.8875   0.1046    0.2885      0.9510       0.9856   0.0354        0.1839\n",
            "\n",
            "The two published partitions do not share an identical traffic distribution, so the\n",
            "false positive rate rises on the testing partition even though recall is retained.\n"
          ]
        }
      ],
      "source": [
        "gap_rows = []\n",
        "for name in val_pred:\n",
        "    v = evaluate(y_val, val_pred[name], None, name)\n",
        "    t = results[name]\n",
        "    gap_rows.append({\"model\": name,\n",
        "                     \"val_f1\": round(v[\"f1\"], 4), \"test_f1\": round(t[\"f1\"], 4),\n",
        "                     \"val_fpr\": round(v[\"fpr\"], 4), \"test_fpr\": round(t[\"fpr\"], 4),\n",
        "                     \"val_recall\": round(v[\"recall\"], 4), \"test_recall\": round(t[\"recall\"], 4),\n",
        "                     \"f1_drop\": round(v[\"f1\"] - t[\"f1\"], 4),\n",
        "                     \"fpr_increase\": round(t[\"fpr\"] - v[\"fpr\"], 4)})\n",
        "gap_table = pd.DataFrame(gap_rows).set_index(\"model\")\n",
        "print(gap_table.to_string())\n",
        "print()\n",
        "print(\"The two published partitions do not share an identical traffic distribution, so the\")\n",
        "print(\"false positive rate rises on the testing partition even though recall is retained.\")"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "c46d120e",
      "metadata": {
        "id": "c46d120e"
      },
      "source": [
        "## Model Comparison"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "96b59c9a",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:44.800566Z",
          "iopub.status.busy": "2026-09-08T07:16:44.800328Z",
          "iopub.status.idle": "2026-09-08T07:16:44.816844Z",
          "shell.execute_reply": "2026-09-08T07:16:44.815744Z"
        },
        "id": "96b59c9a",
        "outputId": "bb73541e-9e13-427d-9dc6-93703412c5bc"
      },
      "outputs": [
        {
          "data": {
            "text/html": [
              "<div>\n",
              "<style scoped>\n",
              "    .dataframe tbody tr th:only-of-type {\n",
              "        vertical-align: middle;\n",
              "    }\n",
              "\n",
              "    .dataframe tbody tr th {\n",
              "        vertical-align: top;\n",
              "    }\n",
              "\n",
              "    .dataframe thead th {\n",
              "        text-align: right;\n",
              "    }\n",
              "</style>\n",
              "<table border=\"1\" class=\"dataframe\">\n",
              "  <thead>\n",
              "    <tr style=\"text-align: right;\">\n",
              "      <th></th>\n",
              "      <th>accuracy</th>\n",
              "      <th>precision</th>\n",
              "      <th>recall</th>\n",
              "      <th>f1</th>\n",
              "      <th>fpr</th>\n",
              "      <th>fnr</th>\n",
              "      <th>roc_auc</th>\n",
              "      <th>tn</th>\n",
              "      <th>fp</th>\n",
              "      <th>fn</th>\n",
              "      <th>tp</th>\n",
              "      <th>train_s</th>\n",
              "      <th>predict_s</th>\n",
              "      <th>flows_per_s</th>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>model</th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "    </tr>\n",
              "  </thead>\n",
              "  <tbody>\n",
              "    <tr>\n",
              "      <th>Random Forest</th>\n",
              "      <td>0.8612</td>\n",
              "      <td>0.8028</td>\n",
              "      <td>0.9916</td>\n",
              "      <td>0.8872</td>\n",
              "      <td>0.2985</td>\n",
              "      <td>0.0084</td>\n",
              "      <td>0.9824</td>\n",
              "      <td>25956</td>\n",
              "      <td>11044</td>\n",
              "      <td>381</td>\n",
              "      <td>44951</td>\n",
              "      <td>21.9</td>\n",
              "      <td>1.18</td>\n",
              "      <td>69926</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>Support Vector Machine</th>\n",
              "      <td>0.8413</td>\n",
              "      <td>0.7833</td>\n",
              "      <td>0.9840</td>\n",
              "      <td>0.8722</td>\n",
              "      <td>0.3335</td>\n",
              "      <td>0.0160</td>\n",
              "      <td>0.9527</td>\n",
              "      <td>24659</td>\n",
              "      <td>12341</td>\n",
              "      <td>726</td>\n",
              "      <td>44606</td>\n",
              "      <td>311.5</td>\n",
              "      <td>211.95</td>\n",
              "      <td>388</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>Artificial Neural Network</th>\n",
              "      <td>0.8624</td>\n",
              "      <td>0.8071</td>\n",
              "      <td>0.9856</td>\n",
              "      <td>0.8875</td>\n",
              "      <td>0.2885</td>\n",
              "      <td>0.0144</td>\n",
              "      <td>0.9827</td>\n",
              "      <td>26324</td>\n",
              "      <td>10676</td>\n",
              "      <td>655</td>\n",
              "      <td>44677</td>\n",
              "      <td>84.5</td>\n",
              "      <td>3.24</td>\n",
              "      <td>25400</td>\n",
              "    </tr>\n",
              "  </tbody>\n",
              "</table>\n",
              "</div>"
            ],
            "text/plain": [
              "                           accuracy  precision  recall      f1     fpr     fnr  roc_auc     tn     fp   fn     tp  train_s  predict_s  flows_per_s\n",
              "model                                                                                                                                             \n",
              "Random Forest                0.8612     0.8028  0.9916  0.8872  0.2985  0.0084   0.9824  25956  11044  381  44951     21.9       1.18        69926\n",
              "Support Vector Machine       0.8413     0.7833  0.9840  0.8722  0.3335  0.0160   0.9527  24659  12341  726  44606    311.5     211.95          388\n",
              "Artificial Neural Network    0.8624     0.8071  0.9856  0.8875  0.2885  0.0144   0.9827  26324  10676  655  44677     84.5       3.24        25400"
            ]
          },
          "execution_count": 28,
          "metadata": {},
          "output_type": "execute_result"
        }
      ],
      "source": [
        "comparison = pd.DataFrame(results.values())[\n",
        "    [\"model\", \"accuracy\", \"precision\", \"recall\", \"f1\", \"fpr\", \"fnr\", \"roc_auc\",\n",
        "     \"tn\", \"fp\", \"fn\", \"tp\"]].set_index(\"model\").round(4)\n",
        "comparison[\"train_s\"] = [round(timings[m][\"train_s\"], 1) for m in comparison.index]\n",
        "comparison[\"predict_s\"] = [round(timings[m][\"predict_s\"], 2) for m in comparison.index]\n",
        "comparison[\"flows_per_s\"] = [round(len(y_test) / max(timings[m][\"predict_s\"], 1e-6))\n",
        "                             for m in comparison.index]\n",
        "comparison"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "922267a9",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:44.819126Z",
          "iopub.status.busy": "2026-09-08T07:16:44.818828Z",
          "iopub.status.idle": "2026-09-08T07:16:45.104097Z",
          "shell.execute_reply": "2026-09-08T07:16:45.102935Z"
        },
        "id": "922267a9",
        "outputId": "99b60935-6d6c-4aa2-a563-6516c1371899"
      },
      "outputs": [
        {
          "data": {
            "image/png": "",
            "text/plain": [
              "<Figure size 1430x484 with 2 Axes>"
            ]
          },
          "metadata": {},
          "output_type": "display_data"
        }
      ],
      "source": [
        "metrics = [\"accuracy\", \"precision\", \"recall\", \"f1\"]\n",
        "melted = comparison.reset_index().melt(id_vars=\"model\", value_vars=metrics,\n",
        "                                       var_name=\"metric\", value_name=\"score\")\n",
        "\n",
        "fig, axes = plt.subplots(1, 2, figsize=(13, 4.4))\n",
        "sns.barplot(data=melted, x=\"metric\", y=\"score\", hue=\"model\", ax=axes[0], palette=\"Set2\")\n",
        "axes[0].set_ylim(min(melted[\"score\"]) - 0.05, 1.0)\n",
        "axes[0].set_title(\"Required evaluation metrics on the testing partition\")\n",
        "axes[0].legend(fontsize=8, loc=\"lower right\")\n",
        "\n",
        "fp_df = comparison.reset_index()[[\"model\", \"fpr\", \"fnr\"]].melt(\n",
        "    id_vars=\"model\", var_name=\"error type\", value_name=\"rate\")\n",
        "sns.barplot(data=fp_df, x=\"error type\", y=\"rate\", hue=\"model\", ax=axes[1], palette=\"Set2\")\n",
        "axes[1].set_title(\"Error rates (lower is better)\")\n",
        "axes[1].legend(fontsize=8)\n",
        "plt.tight_layout()\n",
        "plt.show()"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "4af9dbb2",
      "metadata": {
        "id": "4af9dbb2"
      },
      "source": [
        "### Robustness on Records Not Present in Training\n",
        "\n",
        "Roughly a tenth of the testing partition consists of flow records whose feature vector also occurs in the training partition, which is a known property of the public UNSW-NB15 split and not something this implementation can remove without abandoning the standard benchmark. Metrics are therefore also reported on the subset of the testing partition that does not occur in training, as a check that the ranking of the models is not an artefact of repeated records."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "41abd62d",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:45.107027Z",
          "iopub.status.busy": "2026-09-08T07:16:45.106770Z",
          "iopub.status.idle": "2026-09-08T07:16:45.469826Z",
          "shell.execute_reply": "2026-09-08T07:16:45.468802Z"
        },
        "id": "41abd62d",
        "outputId": "90f9b02d-2ee1-41ee-fd63-6aeac5f4991b"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "testing records not present in training: 73,791 of 82,332  (89.6%)   malicious share = 0.519\n"
          ]
        },
        {
          "data": {
            "text/html": [
              "<div>\n",
              "<style scoped>\n",
              "    .dataframe tbody tr th:only-of-type {\n",
              "        vertical-align: middle;\n",
              "    }\n",
              "\n",
              "    .dataframe tbody tr th {\n",
              "        vertical-align: top;\n",
              "    }\n",
              "\n",
              "    .dataframe thead th {\n",
              "        text-align: right;\n",
              "    }\n",
              "</style>\n",
              "<table border=\"1\" class=\"dataframe\">\n",
              "  <thead>\n",
              "    <tr style=\"text-align: right;\">\n",
              "      <th></th>\n",
              "      <th>accuracy</th>\n",
              "      <th>precision</th>\n",
              "      <th>recall</th>\n",
              "      <th>f1</th>\n",
              "      <th>fpr</th>\n",
              "      <th>roc_auc</th>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>model</th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "      <th></th>\n",
              "    </tr>\n",
              "  </thead>\n",
              "  <tbody>\n",
              "    <tr>\n",
              "      <th>Random Forest</th>\n",
              "      <td>0.8525</td>\n",
              "      <td>0.7829</td>\n",
              "      <td>0.9903</td>\n",
              "      <td>0.8744</td>\n",
              "      <td>0.2958</td>\n",
              "      <td>0.9798</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>Support Vector Machine</th>\n",
              "      <td>0.8308</td>\n",
              "      <td>0.7614</td>\n",
              "      <td>0.9812</td>\n",
              "      <td>0.8574</td>\n",
              "      <td>0.3312</td>\n",
              "      <td>0.9504</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>Artificial Neural Network</th>\n",
              "      <td>0.8542</td>\n",
              "      <td>0.7882</td>\n",
              "      <td>0.9830</td>\n",
              "      <td>0.8749</td>\n",
              "      <td>0.2844</td>\n",
              "      <td>0.9799</td>\n",
              "    </tr>\n",
              "  </tbody>\n",
              "</table>\n",
              "</div>"
            ],
            "text/plain": [
              "                           accuracy  precision  recall      f1     fpr  roc_auc\n",
              "model                                                                          \n",
              "Random Forest                0.8525     0.7829  0.9903  0.8744  0.2958   0.9798\n",
              "Support Vector Machine       0.8308     0.7614  0.9812  0.8574  0.3312   0.9504\n",
              "Artificial Neural Network    0.8542     0.7882  0.9830  0.8749  0.2844   0.9799"
            ]
          },
          "execution_count": 30,
          "metadata": {},
          "output_type": "execute_result"
        }
      ],
      "source": [
        "unseen_mask = ~key_te.isin(set(key_tr)).to_numpy()\n",
        "print(f\"testing records not present in training: {unseen_mask.sum():,} of {len(y_test):,}\"\n",
        "      f\"  ({unseen_mask.mean():.1%})   malicious share = {y_test[unseen_mask].mean():.3f}\")\n",
        "\n",
        "robust = pd.DataFrame([\n",
        "    evaluate(y_test[unseen_mask], preds[n][unseen_mask], scores[n][unseen_mask], n)\n",
        "    for n in preds\n",
        "])[[\"model\", \"accuracy\", \"precision\", \"recall\", \"f1\", \"fpr\", \"roc_auc\"]].set_index(\"model\").round(4)\n",
        "robust"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "037b734f",
      "metadata": {
        "id": "037b734f"
      },
      "source": [
        "### Model Selection\n",
        "\n",
        "Selection follows the research aim rather than accuracy alone. The decision rule is stated before it is applied, so that it is not chosen after seeing which model it favours:\n",
        "\n",
        "1. Rank by F1-score, because it summarises the balance between missed attacks and false alarms.\n",
        "2. If the leading models are separated by less than 0.005 F1, treat that difference as not material and break the tie on false positive rate, which the aim targets directly.\n",
        "3. Report inference throughput as a secondary deployment consideration, since the aim also refers to real time detection."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "208d8a88",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:45.473088Z",
          "iopub.status.busy": "2026-09-08T07:16:45.472767Z",
          "iopub.status.idle": "2026-09-08T07:16:45.488130Z",
          "shell.execute_reply": "2026-09-08T07:16:45.486133Z"
        },
        "id": "208d8a88",
        "outputId": "6e359255-b8ad-467d-9fc9-6e5be1ac7c50"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "ranking by F1-score:\n",
            "model\n",
            "Artificial Neural Network    0.8875\n",
            "Random Forest                0.8872\n",
            "Support Vector Machine       0.8722\n",
            "\n",
            "ranking by false positive rate (ascending):\n",
            "model\n",
            "Artificial Neural Network    0.2885\n",
            "Random Forest                0.2985\n",
            "Support Vector Machine       0.3335\n",
            "\n",
            "ranking by recall:\n",
            "model\n",
            "Random Forest                0.9916\n",
            "Artificial Neural Network    0.9856\n",
            "Support Vector Machine       0.9840\n",
            "\n",
            "ranking by inference throughput (flow records per second):\n",
            "model\n",
            "Random Forest                69926\n",
            "Artificial Neural Network    25400\n",
            "Support Vector Machine         388\n",
            "\n",
            "----------------------------------------------------------------------\n",
            "selected model for the IDS prototype: Artificial Neural Network\n",
            "rationale: F1 separates the leading models by only 0.0003, below the 0.005 materiality threshold, so the tie is broken on false positive rate among ['Artificial Neural Network', 'Random Forest']\n",
            "----------------------------------------------------------------------\n",
            "accuracy              0.8624\n",
            "precision             0.8071\n",
            "recall                0.9856\n",
            "f1                    0.8875\n",
            "fpr                   0.2885\n",
            "false_alarms      10676.0000\n",
            "missed_attacks      655.0000\n",
            "flows_per_s       25400.0000\n"
          ]
        }
      ],
      "source": [
        "sel = comparison[[\"accuracy\", \"precision\", \"recall\", \"f1\", \"fpr\"]].copy()\n",
        "sel[\"false_alarms\"] = comparison[\"fp\"]\n",
        "sel[\"missed_attacks\"] = comparison[\"fn\"]\n",
        "sel[\"flows_per_s\"] = comparison[\"flows_per_s\"]\n",
        "\n",
        "print(\"ranking by F1-score:\")\n",
        "print(sel[\"f1\"].sort_values(ascending=False).to_string())\n",
        "print(\"\\nranking by false positive rate (ascending):\")\n",
        "print(sel[\"fpr\"].sort_values().to_string())\n",
        "print(\"\\nranking by recall:\")\n",
        "print(sel[\"recall\"].sort_values(ascending=False).to_string())\n",
        "print(\"\\nranking by inference throughput (flow records per second):\")\n",
        "print(sel[\"flows_per_s\"].sort_values(ascending=False).to_string())\n",
        "\n",
        "F1_TOLERANCE = 0.005\n",
        "ranked = sel.sort_values(\"f1\", ascending=False)\n",
        "lead_gap = ranked[\"f1\"].iloc[0] - ranked[\"f1\"].iloc[1]\n",
        "\n",
        "if lead_gap < F1_TOLERANCE:\n",
        "    contenders = ranked[ranked[\"f1\"] >= ranked[\"f1\"].iloc[0] - F1_TOLERANCE]\n",
        "    SELECTED = contenders[\"fpr\"].idxmin()\n",
        "    rationale = (f\"F1 separates the leading models by only {lead_gap:.4f}, below the \"\n",
        "                 f\"{F1_TOLERANCE} materiality threshold, so the tie is broken on false \"\n",
        "                 f\"positive rate among {list(contenders.index)}\")\n",
        "else:\n",
        "    SELECTED = ranked.index[0]\n",
        "    rationale = f\"highest F1-score by a margin of {lead_gap:.4f}\"\n",
        "\n",
        "selected_model = artifacts[SELECTED]\n",
        "print(\"\\n\" + \"-\" * 70)\n",
        "print(\"selected model for the IDS prototype:\", SELECTED)\n",
        "print(\"rationale:\", rationale)\n",
        "print(\"-\" * 70)\n",
        "print(sel.loc[SELECTED].to_string())"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "a7635f80",
      "metadata": {
        "id": "a7635f80"
      },
      "source": [
        "## Final IDS Prototype\n",
        "\n",
        "The prototype is the deployment stage of CRISP-DM. It packages the preprocessing fitted during training together with the selected classifier so that a raw flow record in the UNSW-NB15 feature format is scored through exactly the transformations used at training time.\n",
        "\n",
        "The decision threshold is treated as an operating point rather than a fixed constant, because reducing false alarms is an explicit research objective and the default 0.5 cut-off is an arbitrary choice rather than an optimal one. Three candidate operating points are measured on the validation split: the default 0.5, the threshold that maximises validation F1, and the threshold that maximises detection subject to a one percent false positive budget. The F1-maximising point is deployed because it balances missed attacks against false alarms, which is what the research aim asks for; the constrained point is reported alongside it so that the trade-off available to an organisation with a stricter alert budget is visible. The testing partition plays no part in selecting the threshold.\n",
        "\n",
        "This is a research prototype demonstrating the detection approach, not a production enterprise IDS. It scores individual flow records that have already been extracted into UNSW-NB15 features; it does not capture packets, reassemble flows or block traffic."
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "16b3ed1d",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:45.490526Z",
          "iopub.status.busy": "2026-09-08T07:16:45.490311Z",
          "iopub.status.idle": "2026-09-08T07:16:46.355021Z",
          "shell.execute_reply": "2026-09-08T07:16:46.353837Z"
        },
        "id": "16b3ed1d",
        "outputId": "c0a20dd2-8e1f-4e16-e2e4-6de56554b5ff"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "candidate operating points measured on the validation split:\n",
            "  operating point  threshold  recall  precision     f1    fpr  false_alarms  missed_attacks\n",
            "    default (0.5)     0.5000  0.9510     0.8964 0.9229 0.1046          1086             484\n",
            "max validation F1     0.4893  0.9560     0.8939 0.9239 0.1080          1121             435\n",
            "        FPR <= 1%     0.8842  0.7254     0.9858 0.8358 0.0099           103            2712\n",
            "\n",
            "deployed threshold: 0.4893 (maximises validation F1)\n"
          ]
        }
      ],
      "source": [
        "def score_matrix(model, X):\n",
        "    if hasattr(model, \"predict_proba\"):\n",
        "        return model.predict_proba(X)[:, 1]\n",
        "    if isinstance(model, keras.Model):\n",
        "        return model.predict(X, verbose=0).ravel()\n",
        "    d = model.decision_function(X)\n",
        "    return 1.0 / (1.0 + np.exp(-d))\n",
        "\n",
        "\n",
        "val_scores = score_matrix(selected_model, X_val)\n",
        "FPR_BUDGET = 0.01\n",
        "\n",
        "\n",
        "def op_stats(y_true, s, t):\n",
        "    p = (s >= t).astype(int)\n",
        "    tn, fp, fn, tp = confusion_matrix(y_true, p, labels=[0, 1]).ravel()\n",
        "    return {\"threshold\": round(float(t), 4),\n",
        "            \"recall\": tp / (tp + fn) if (tp + fn) else 0.0,\n",
        "            \"precision\": tp / (tp + fp) if (tp + fp) else 0.0,\n",
        "            \"f1\": f1_score(y_true, p, zero_division=0),\n",
        "            \"fpr\": fp / (fp + tn) if (fp + tn) else 0.0,\n",
        "            \"false_alarms\": int(fp), \"missed_attacks\": int(fn)}\n",
        "\n",
        "\n",
        "prec_v, rec_v, thr_pr = precision_recall_curve(y_val, val_scores)\n",
        "f1_curve = 2 * prec_v * rec_v / np.clip(prec_v + rec_v, 1e-12, None)\n",
        "t_f1 = float(thr_pr[int(np.argmax(f1_curve[:-1]))])\n",
        "\n",
        "fpr_v, tpr_v, thr_v = roc_curve(y_val, val_scores)\n",
        "allowed = fpr_v <= FPR_BUDGET\n",
        "t_budget = None\n",
        "if allowed.any():\n",
        "    cand = float(thr_v[int(np.argmax(tpr_v * allowed))])\n",
        "    t_budget = cand if np.isfinite(cand) else None\n",
        "\n",
        "candidates = {\"default (0.5)\": 0.5, \"max validation F1\": t_f1}\n",
        "if t_budget is not None:\n",
        "    candidates[f\"FPR <= {FPR_BUDGET:.0%}\"] = t_budget\n",
        "\n",
        "op_table = pd.DataFrame([{\"operating point\": k, **op_stats(y_val, val_scores, t)}\n",
        "                         for k, t in candidates.items()])\n",
        "print(\"candidate operating points measured on the validation split:\")\n",
        "print(op_table.round(4).to_string(index=False))\n",
        "\n",
        "THRESHOLD = t_f1\n",
        "print(f\"\\ndeployed threshold: {THRESHOLD:.4f} (maximises validation F1)\")"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "4c512226",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:46.357962Z",
          "iopub.status.busy": "2026-09-08T07:16:46.357718Z",
          "iopub.status.idle": "2026-09-08T07:16:46.366415Z",
          "shell.execute_reply": "2026-09-08T07:16:46.365027Z"
        },
        "id": "4c512226",
        "outputId": "26942a5c-0a08-4859-aafa-1c7be9a8a48d"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "IDS prototype ready | model: Artificial Neural Network | threshold: 0.4893 | features expected: 42\n"
          ]
        }
      ],
      "source": [
        "class IntrusionDetector:\n",
        "    \"\"\"Research prototype: preprocessing + selected classifier + operating threshold.\"\"\"\n",
        "\n",
        "    def __init__(self, preprocessor, model, feature_cols, threshold=0.5, name=\"\"):\n",
        "        self.preprocessor = preprocessor\n",
        "        self.model = model\n",
        "        self.feature_cols = list(feature_cols)\n",
        "        self.threshold = float(threshold)\n",
        "        self.name = name\n",
        "\n",
        "    def _prepare(self, records):\n",
        "        if isinstance(records, dict):\n",
        "            records = [records]\n",
        "        df = pd.DataFrame(records) if not isinstance(records, pd.DataFrame) else records.copy()\n",
        "        missing = [c for c in self.feature_cols if c not in df.columns]\n",
        "        if missing:\n",
        "            raise ValueError(f\"missing required features: {missing[:8]}\")\n",
        "        return self.preprocessor.transform(df[self.feature_cols])\n",
        "\n",
        "    def predict(self, records):\n",
        "        X = self._prepare(records).astype(np.float32)\n",
        "        conf = score_matrix(self.model, X)\n",
        "        flag = (conf >= self.threshold).astype(int)\n",
        "        return pd.DataFrame({\n",
        "            \"prediction\": np.where(flag == 1, \"MALICIOUS\", \"NORMAL\"),\n",
        "            \"malicious_probability\": np.round(conf, 4),\n",
        "            \"confidence\": np.round(np.where(flag == 1, conf, 1 - conf), 4),\n",
        "            \"alert\": flag.astype(bool),\n",
        "        })\n",
        "\n",
        "\n",
        "ids = IntrusionDetector(preprocessor, selected_model, FEATURES,\n",
        "                        threshold=THRESHOLD, name=SELECTED)\n",
        "print(\"IDS prototype ready | model:\", ids.name, \"| threshold:\", round(ids.threshold, 4),\n",
        "      \"| features expected:\", len(ids.feature_cols))"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "3234df65",
      "metadata": {
        "id": "3234df65"
      },
      "source": [
        "### Prototype Demonstration on Real Testing Records"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "e44dd9b2",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:46.368603Z",
          "iopub.status.busy": "2026-09-08T07:16:46.368397Z",
          "iopub.status.idle": "2026-09-08T07:16:46.460385Z",
          "shell.execute_reply": "2026-09-08T07:16:46.458952Z"
        },
        "id": "e44dd9b2",
        "outputId": "a00e88a6-d9b5-4ab3-cf2b-79df56658ab5"
      },
      "outputs": [
        {
          "data": {
            "text/html": [
              "<div>\n",
              "<style scoped>\n",
              "    .dataframe tbody tr th:only-of-type {\n",
              "        vertical-align: middle;\n",
              "    }\n",
              "\n",
              "    .dataframe tbody tr th {\n",
              "        vertical-align: top;\n",
              "    }\n",
              "\n",
              "    .dataframe thead th {\n",
              "        text-align: right;\n",
              "    }\n",
              "</style>\n",
              "<table border=\"1\" class=\"dataframe\">\n",
              "  <thead>\n",
              "    <tr style=\"text-align: right;\">\n",
              "      <th></th>\n",
              "      <th>test_row</th>\n",
              "      <th>actual</th>\n",
              "      <th>attack_cat</th>\n",
              "      <th>prediction</th>\n",
              "      <th>malicious_probability</th>\n",
              "      <th>confidence</th>\n",
              "      <th>alert</th>\n",
              "      <th>correct</th>\n",
              "    </tr>\n",
              "  </thead>\n",
              "  <tbody>\n",
              "    <tr>\n",
              "      <th>0</th>\n",
              "      <td>80322</td>\n",
              "      <td>NORMAL</td>\n",
              "      <td>Normal</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>0.5270</td>\n",
              "      <td>0.5270</td>\n",
              "      <td>True</td>\n",
              "      <td>False</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>1</th>\n",
              "      <td>81681</td>\n",
              "      <td>NORMAL</td>\n",
              "      <td>Normal</td>\n",
              "      <td>NORMAL</td>\n",
              "      <td>0.0002</td>\n",
              "      <td>0.9998</td>\n",
              "      <td>False</td>\n",
              "      <td>True</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>2</th>\n",
              "      <td>74087</td>\n",
              "      <td>NORMAL</td>\n",
              "      <td>Normal</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>0.7428</td>\n",
              "      <td>0.7428</td>\n",
              "      <td>True</td>\n",
              "      <td>False</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>3</th>\n",
              "      <td>67175</td>\n",
              "      <td>NORMAL</td>\n",
              "      <td>Normal</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>0.7682</td>\n",
              "      <td>0.7682</td>\n",
              "      <td>True</td>\n",
              "      <td>False</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>4</th>\n",
              "      <td>32651</td>\n",
              "      <td>NORMAL</td>\n",
              "      <td>Normal</td>\n",
              "      <td>NORMAL</td>\n",
              "      <td>0.0002</td>\n",
              "      <td>0.9998</td>\n",
              "      <td>False</td>\n",
              "      <td>True</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>5</th>\n",
              "      <td>45233</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>Fuzzers</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>0.8655</td>\n",
              "      <td>0.8655</td>\n",
              "      <td>True</td>\n",
              "      <td>True</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>6</th>\n",
              "      <td>4080</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>Exploits</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>1.0000</td>\n",
              "      <td>1.0000</td>\n",
              "      <td>True</td>\n",
              "      <td>True</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>7</th>\n",
              "      <td>46815</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>Generic</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>0.9924</td>\n",
              "      <td>0.9924</td>\n",
              "      <td>True</td>\n",
              "      <td>True</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>8</th>\n",
              "      <td>20856</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>Generic</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>1.0000</td>\n",
              "      <td>1.0000</td>\n",
              "      <td>True</td>\n",
              "      <td>True</td>\n",
              "    </tr>\n",
              "    <tr>\n",
              "      <th>9</th>\n",
              "      <td>1191</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>Exploits</td>\n",
              "      <td>MALICIOUS</td>\n",
              "      <td>0.9176</td>\n",
              "      <td>0.9176</td>\n",
              "      <td>True</td>\n",
              "      <td>True</td>\n",
              "    </tr>\n",
              "  </tbody>\n",
              "</table>\n",
              "</div>"
            ],
            "text/plain": [
              "   test_row     actual attack_cat prediction  malicious_probability  confidence  alert  correct\n",
              "0     80322     NORMAL     Normal  MALICIOUS                 0.5270      0.5270   True    False\n",
              "1     81681     NORMAL     Normal     NORMAL                 0.0002      0.9998  False     True\n",
              "2     74087     NORMAL     Normal  MALICIOUS                 0.7428      0.7428   True    False\n",
              "3     67175     NORMAL     Normal  MALICIOUS                 0.7682      0.7682   True    False\n",
              "4     32651     NORMAL     Normal     NORMAL                 0.0002      0.9998  False     True\n",
              "5     45233  MALICIOUS    Fuzzers  MALICIOUS                 0.8655      0.8655   True     True\n",
              "6      4080  MALICIOUS   Exploits  MALICIOUS                 1.0000      1.0000   True     True\n",
              "7     46815  MALICIOUS    Generic  MALICIOUS                 0.9924      0.9924   True     True\n",
              "8     20856  MALICIOUS    Generic  MALICIOUS                 1.0000      1.0000   True     True\n",
              "9      1191  MALICIOUS   Exploits  MALICIOUS                 0.9176      0.9176   True     True"
            ]
          },
          "execution_count": 34,
          "metadata": {},
          "output_type": "execute_result"
        }
      ],
      "source": [
        "rng = np.random.RandomState(RANDOM_STATE)\n",
        "norm_idx = rng.choice(np.where(y_test == 0)[0], 5, replace=False)\n",
        "mal_idx = rng.choice(np.where(y_test == 1)[0], 5, replace=False)\n",
        "demo_idx = np.concatenate([norm_idx, mal_idx])\n",
        "\n",
        "demo_records = test_raw.iloc[demo_idx]\n",
        "out = ids.predict(demo_records[FEATURES])\n",
        "out.insert(0, \"actual\", np.where(y_test[demo_idx] == 1, \"MALICIOUS\", \"NORMAL\"))\n",
        "out.insert(1, \"attack_cat\", demo_records[\"attack_cat\"].to_numpy())\n",
        "out.insert(0, \"test_row\", demo_idx)\n",
        "out[\"correct\"] = out[\"actual\"] == out[\"prediction\"]\n",
        "out"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "ce433064",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:46.462629Z",
          "iopub.status.busy": "2026-09-08T07:16:46.462403Z",
          "iopub.status.idle": "2026-09-08T07:16:46.537428Z",
          "shell.execute_reply": "2026-09-08T07:16:46.536395Z"
        },
        "id": "ce433064",
        "outputId": "c3566522-5ee3-4f49-91d5-0402f3ebf14c"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "single flow record submitted to the prototype:\n",
            "{'dur': 0.354678, 'proto': 'tcp', 'service': '-', 'state': 'FIN', 'spkts': 10, 'dpkts': 6, 'sbytes': 2588, 'dbytes': 268, 'rate': 42.291881, 'sttl': 254} ...\n",
            "\n",
            "prediction  malicious_probability  confidence  alert\n",
            " MALICIOUS                 0.9176      0.9176   True\n"
          ]
        }
      ],
      "source": [
        "single = test_raw.iloc[int(demo_idx[-1])][FEATURES].to_dict()\n",
        "print(\"single flow record submitted to the prototype:\")\n",
        "print({k: single[k] for k in list(single)[:10]}, \"...\")\n",
        "print()\n",
        "print(ids.predict(single).to_string(index=False))"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "8f9c7378",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:46.540585Z",
          "iopub.status.busy": "2026-09-08T07:16:46.540366Z",
          "iopub.status.idle": "2026-09-08T07:16:50.886021Z",
          "shell.execute_reply": "2026-09-08T07:16:50.885509Z"
        },
        "id": "8f9c7378",
        "outputId": "6fbafcf9-ed62-47dd-edff-1de56d2c4eb9"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "Artificial Neural Network @ threshold 0.4893\n",
            "  accuracy  0.8591   precision 0.8027   recall 0.9865   f1 0.8852\n",
            "  TPR       0.9865   FPR       0.2971   FNR    0.0135   AUC 0.9827\n",
            "  TN  26006   FP  10994   FN    610   TP  44722\n",
            "\n",
            "end-to-end throughput including preprocessing: 19,311 flow records/second (4.3s for 82,332 records)\n",
            "\n",
            "       operating point  recall  precision     f1    fpr  false alarms  missed attacks\n",
            " default threshold 0.5  0.9856     0.8071 0.8875 0.2885         10676             655\n",
            "tuned threshold 0.4893  0.9865     0.8027 0.8852 0.2971         10994             610\n"
          ]
        }
      ],
      "source": [
        "t0 = time.time()\n",
        "proto_out = ids.predict(test_raw[FEATURES])\n",
        "elapsed = time.time() - t0\n",
        "proto_pred = proto_out[\"alert\"].to_numpy().astype(int)\n",
        "\n",
        "deployed = evaluate(y_test, proto_pred, scores[SELECTED], f\"{SELECTED} @ threshold {ids.threshold:.4f}\")\n",
        "show(deployed)\n",
        "print()\n",
        "print(f\"end-to-end throughput including preprocessing: {len(y_test)/elapsed:,.0f} flow records/second \"\n",
        "      f\"({elapsed:.1f}s for {len(y_test):,} records)\")\n",
        "\n",
        "default_row = results[SELECTED]\n",
        "print()\n",
        "print(pd.DataFrame([\n",
        "    {\"operating point\": \"default threshold 0.5\", **{k: round(default_row[k], 4)\n",
        "     for k in (\"recall\", \"precision\", \"f1\", \"fpr\")}, \"false alarms\": default_row[\"fp\"],\n",
        "     \"missed attacks\": default_row[\"fn\"]},\n",
        "    {\"operating point\": f\"tuned threshold {ids.threshold:.4f}\", **{k: round(deployed[k], 4)\n",
        "     for k in (\"recall\", \"precision\", \"f1\", \"fpr\")}, \"false alarms\": deployed[\"fp\"],\n",
        "     \"missed attacks\": deployed[\"fn\"]},\n",
        "]).to_string(index=False))"
      ]
    },
    {
      "cell_type": "markdown",
      "id": "d519456f",
      "metadata": {
        "id": "d519456f"
      },
      "source": [
        "### Persisting the Artefact"
      ]
    },
    {
      "cell_type": "code",
      "execution_count": null,
      "id": "7021bd3b",
      "metadata": {
        "execution": {
          "iopub.execute_input": "2026-09-08T07:16:50.888952Z",
          "iopub.status.busy": "2026-09-08T07:16:50.888592Z",
          "iopub.status.idle": "2026-09-08T07:16:50.958047Z",
          "shell.execute_reply": "2026-09-08T07:16:50.956136Z"
        },
        "id": "7021bd3b",
        "outputId": "bd85f6da-45d2-4d5a-fd59-5f1970e733e8"
      },
      "outputs": [
        {
          "name": "stdout",
          "output_type": "stream",
          "text": [
            "['config.json', 'model.keras', 'model_comparison.csv', 'preprocessor.joblib']\n"
          ]
        }
      ],
      "source": [
        "import joblib\n",
        "os.makedirs(\"ids_artifact\", exist_ok=True)\n",
        "joblib.dump(preprocessor, \"ids_artifact/preprocessor.joblib\")\n",
        "if isinstance(selected_model, keras.Model):\n",
        "    selected_model.save(\"ids_artifact/model.keras\")\n",
        "    model_file = \"ids_artifact/model.keras\"\n",
        "else:\n",
        "    joblib.dump(selected_model, \"ids_artifact/model.joblib\")\n",
        "    model_file = \"ids_artifact/model.joblib\"\n",
        "\n",
        "with open(\"ids_artifact/config.json\", \"w\") as fh:\n",
        "    json.dump({\"selected_model\": SELECTED, \"threshold\": ids.threshold,\n",
        "               \"features\": FEATURES, \"categorical\": CAT_COLS,\n",
        "               \"random_state\": RANDOM_STATE, \"model_file\": model_file}, fh, indent=2)\n",
        "\n",
        "comparison.to_csv(\"ids_artifact/model_comparison.csv\")\n",
        "print(sorted(os.listdir(\"ids_artifact\")))"
      ]
    }
  ],
  "metadata": {
    "colab": {
      "provenance": []
    },
    "kernelspec": {
      "display_name": "Python 3",
      "language": "python",
      "name": "python3"
    },
    "language_info": {
      "codemirror_mode": {
        "name": "ipython",
        "version": 3
      },
      "file_extension": ".py",
      "mimetype": "text/x-python",
      "name": "python",
      "nbconvert_exporter": "python",
      "pygments_lexer": "ipython3",
      "version": "3.11.15"
    }
  },
  "nbformat": 4,
  "nbformat_minor": 5
}
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UNSW_NB15_training-set.csv -> data/UNSW_NB15_training-set.csv
UNSW_NB15_testing-set.csv -> data/UNSW_NB15_testing-set.csv

training partition: (175341, 45)
testing partition : (82332, 45)
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partition normal malicious total malicious % ratio_mal to_norm
training-set 56000 119341 175341 68.06 2.131
testing-set 37000 45332 82332 55.06 1.225

attack categories (training partition):

attack_cat

Normal 56000
Generic 20000
Exploits 33393
Fuzzers 18184
DoS. 12264
Reconnaissance 10491
Analysis 2000
Backdoor 1746
Shellcode 1133

Worms. 130
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missing values train: @ | test: @
infinite values train: @

negative values : none

constant columns: none

exact duplicate records (ignoring id) train: 74072 (42.2%) test: 28380 (34.5%)
testing records whose feature vector also occurs in training: 8541 (10.4%)
feature-identical training groups carrying conflicting labels: 229
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train_clean = train_raw.drop_duplicates(subset=FEATURES + [TARGET]).reset_index(drop=True)

before = train_raw[TARGET].value_counts().sort_index()
_clean[TARGET].value_counts().sort_index()
print(f"training records before dedupe: {len(train_raw):>7,}
F"normal={before[0]:>6,} malicious={before[1]:>6,} ratio={before[1]/before[0]:.3f}")
print(f"training records after dedupe: {len(train clean):>7,} "
fnormal={after[0]:>6,} malicious={after[1]:>6,} ratio={after[1]/after[0]:.3f}")
print(f"renoved: {len(train_raw) - len(train_clean):,}")

after = trais

training records before dedupe: 175,341 normal=56,000 malicious=119,341 ratio=2.131
training records after dedupe: 101,269 normal=51,890 malicious=49,379 ratio=0.952
removed: 74,072
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X_full = train_clean[FEATURES].copy()
y_full = train_clean[TARGET].to_numpy()
X_test_df = test_raw[FEATURES].copy()
y_test = test_raw[TARGET].to_numpy ()

X_tr_df, X_val df, y_tr, y_val = train_test_split(
X_full, y_full, test_size=0.20, stratify=y_full, random_state=RANDOM_STATE)

print(f"train split : {X_tr_df.shape[0]:>7,} records malicious={y_tr.mean():.3f}"
print(f"val split : {X_val_df.shape[0]:>7,} records malicious={y_val.mean():.3f}")
print(f'test set  : {X_test_df.shape[0]:>7,} records malicious={y_test.mean():.3f} (held out)")

train split : 81,015 records malicious=0.488
val split : 20,254 records malicious=0.488
test set  : 82,332 records malicious=0.551 (held out)
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preprocessor = ColumnTransformer(
transformer:

("num", Pipeline([
("log", FunctionTransformer(np.loglp, feature names_ou
("scale”, StandardScaler()),

1), NUM_coLS),

at", OneHotEncoder (handle_unknown

one-to-one™)),

gnore”, sparse_output=False), CAT_COLS),

drop”,
verbose_feature_names_out=False,
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rf_grid = [
{"max_depth”: d, "min_samples_leaf": 1, "class_weight™: w}
for d in (None, 20) for 1 in (1, 3) for w in (None, "balanced”)

1

rf_rous = []
best_rf, best_rf_f1, val_pred = None, -1.8, {}
for params in rf_grid:
0 = time.time()
m = RandomForestClassifier(n_estinators=369, n_jobs=-1,
random_state-RANDOM_STATE, **params).fit(X_tr, y_tr)

P = m.predict(x_val)
1v = f1_score(y_val, p)

tn, fp, fn, tp = confusion_matrix(y_val, p, labels=[e, 1]).ravel()
rf_rous.append({**{k: str(v) for k, v in params.items()},
"val_f1": round(f1v, 4),

"val_recall”: round(recall_score(y_val, p), 4),
"val_fpr": round(fp / (fp + tn), 4),

it_s": round(time.time() - t@, 1)})

if FIv > best_rf_f:
best_rf, best_rf_f1 = m, fiv
val_pred["Random Forest"] = p

rf_search = pd.DataFrame(rf_rows).sort_values("val_f1", ascending=False)

print(rf_search.to_string(index-False))

print("\nselected:", best_rf.get_params()["ma;
best_rf.get_params()["class_weight"],

depth”], best_rf.get_params()["min_samples_leaf"],
| val f1 = {best_rf f1:.4f}")
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g
&

[{"C": ¢, "class_weight": w} for c in (1.8, 10.8) for w in (None, "balanced”)]

n_r =
best_svn, best_svm_f1 = None, -1.0
for params in svm_gric
0 = time.time()
m = svc(kerne!

b
random_state-RANDOM_STATE, **params).fit(X_tr, y_tr)

, gamma="scale”, cache_si:

~1000,

fit_s = time.time() - t@
p = m.predict(x_val)
1v = f1_score(y_val, p)
tn, fp, fn, tp = confusion_matrix(y_val, p, label:
svm_rows.append({"C": params["C"], "class_ueight’
"val_f1": round(fiv, 4),
“val_recall”: round(recall _score(y_val, p), 4),
“val_fpr": round(fp / (fp + tn), 4),
“n_support™: int(m.n_support_.sum()),
“Fit_s": round(fit_s, 1)})
print(sva_rous[-1])
if f1v > best_svm f1:
best_svm, best_svm_f1 = m, fiv
val_pred["Support Vector Machine™] = p

e, 1]).ravel()
str(params["class_weight]),

svm_search = pd.DataFrame(svm_rows).sort_values("val_f1", ascending=False)
print()
print(sva_search.to_string(index-"

alse))
print("\nselected: C =", best_svm.C, "| class_weight
7| val 1 - {best_svm_f1:.4f}")

best_svm.class_weight,
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def build_ann(hidden, input_dim, seed-RANDOM_STATE):
keras..utils. set_random_seed(seed)
model = keras.Sequential (name=F"ann_{’_".join(map(str, hidden))}")
model.add(layers. Input (shape=(input_dim, )))
for 1, units in enumerate(hidden):
model . add(layers.Dense(units, activation="relu"))
model . add(1ayers .BatchNormalization())
model . add(layers.Dropout(6.3 if i == @ else 0.2))
model.add(layers.Dense(1, activation="signoid"))
model . compile (optimizer-keras.optimizers.Adan(1e-3),
loss="binary_crossentropy
metrics=["accuracy”, keras.metrics.AUC(name:

auc”)])
return model

def train_ann(hidden):
model = build_ann(hidden, X_tr.shape[1])
cbs = [
keras. callbacks. EarlyStopping(monitor="val_loss", patience=18,
restore_best_weights=True, verbose=8),
keras. callbacks. ReducelROnPlateau(monitor="val_loss", factor=6.5,
patience=4, min_lr-1e-5, verbose-8),

1

0 = time.time()

hist = model.fit(X tr, y_tr, validation data=(X _val, y_val),
epochs-150, batch_size-256, callbacks=cbs, verbose-8)

fit_s = time.time() - t@

pv = (model.predict(X_val, verbose=6).ravel() >= ©.5).astype(int)

return model, hist, f1_score(y_val, pv), fit_s

ann_rows, best_ann, best_ann_hist, best_ann_f1, best_ann_fit
for hidden in [(64, 32), (128, 64, 32)
model. hist. fiv. fit s = train ann(hidden)

[1. tone, None, -1.9, 6.0
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candidate operating points measured on the validation split:

operating point threshold recall precision  f1  fpr
default (6.5)  ©.5000 ©.9510  ©.8964 0.9229 6.1046
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class IntrusionDetector:
Research prototype: preprocessing + selected classifier + operating threshold.

def __init_ (self, preprocessor, model, feature_cols, threshold-
self.preprocessor = preprocessor
self.model = model
self.feature_cols = list(feature_cols)
self.threshold = float(threshold)
self.name = name

def _prepare(self, records):
if isinstance(records, dict):
records = [records]
f = pd.DataFrame(records) if not isinstance(records, pd.DataFrame) else records.copy()
missing = [c for c in self.feature cols if c not in df.columns]
if missing:
raise ValueError(f"missing required features: {missing[:8]}")
return self.preprocessor.transform(df[self. feature_cols])

def predict(self, records):
X = self._prepare(records) .astype(np.float32)
conf = score_matrix(self.model, X)
flag = (conf >= self.threshold).astype(int)

return pd.DataFrame({

"prediction”: np.where(flag == 1, "MALICIOUS”, "NORMAL"),
‘malicious_probability”: np.round(conf, 4),

“confidence”: np.round(np.where(flag == 1, conf, 1 - conf), 4),
“alert”: flag.astype(bool),

H

ids = IntrusionDetector(preprocessor, selected model, FEATURES,

‘threshold=THRESHOLD, name=SELECTED)

print("IDS prototype ready | model:", ids.name, "| threshold
"| features expected:”, len(ids.feature_cols))

", round(ids.threshold, 4),

105 prototype ready | model: Artificial Neural Network | threshold: 8.4893 | features expects

a2
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Model |AccuracyPrecisionRecall F1-scor FPR [FNR [ROC-AU(C|

IRandom Forest 0.8612 0.8028 (0.9916/0.8872 |0.2985/0.00840.9824
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accuracy precision recall ~ f1  fpr  far rocauc  tn  fp fn  tp trains predicts flows pers

model
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