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There are many ways for a hacker to obtain access to your computer or/and files; Though not all hackers are bad, when people use the word hacker it will be assumed as a negative description. Hacker is a term used for someone who has a very high knowledge of computer skills and uses those skills to overcome issues or difficulties they may have with or through their computer or/and network. [1]
Ransomware is a very common way for hackers to gain access to your computer, files and networks. 
Ransomware in the oxford learners dictionary is defined as; “a type of software that is designed to block access to a computer system until a sum of money is paid”	
Although the definition says, “blocks access to a computer system until a sum of money is paid”, it is not a guarantee even after an exchange of the ransom that you will get your files and computer running back to normal. [2]
One of the names for a “virus” or malware; which is a short term for malicious software [3] , like this is Cryptowall, which has been known since February 2014, when the Dell SecureWorks Counter threat team research team analysed ransomware that was encrypting files, that had been circulating on the internet [4]. Cryptowall is known as a trojan horse virus [5]. The name trojan horse originates from the Greek mythology story. In the story a wooden horse was made by the Greeks to enter Troy, the Greeks had pretended to leave the war, and the wooden horse was a peace offering to the goddess of war Athena, but in the night Greek warriors came out of the horse and opened the city gates for the Greek army into the city [6], (in other words, looks and seems harmless, but has ulterior motives)
As previously mentioned, Cryptowall was first known about in 2014 [4], and since then has evolved: Cryptowall2.0, Cryptowall3.0, Cryptowall4.0. [7]
The Cryptowall viruses will encrypt files so that only the hacker will have access to. This is where the ransom part come in, “if you pay  amount of , You can have the key to decrypt the file”, (I used &  for this example, as it could be any currency of money, such as bitcoin Great British Pound, American Dollar etc.., or it could possibly be something else, which is not a form of currency; Though that tends to be a personal level, but can still happen in a business setting).
A company that has been affected by Cryptowall ransom will have negative impacts other than potentially loosing data and unable to get it back, in the business world, as the saying goes “time is money” if you loose your data, you have lost information, if you loose information, you need to regain access to it or even possibly, get all the information again starting fresh, that can take a lot of time, and even resources. Disruption in your normal operational work, which again is time lost, and in turn financial loss, and probably a lot of stress and panic. Regaining access to your computer, files and/or network could be costly, especially if you pay the ransom (but as mentioned earlier that is not a guarantee you will have access again) and with you paying, may make you more likely to be targeted by the hackers again. Another way ransomware could affect your business/company is by reputation damage, if it is known that your company was hacked, and you lost all data, customers/service users may struggle to trust you in the same way and look for a different company to use [8].
To give a higher chance of safeguarding your data/files from these negative hackers being able to gain access to your files, there are many anti-virus protection software you can purchase the top ten anti-virus software according to UK cyber new is:
1. Total AV
2. Bitdefender
3. NordVPN
4. Surfshark
5. Norton
6. Eset
7. Mcaffee
8. Avira
9. TREND micro
10. PC Protect. [9]

Other than, safeguarding your computer, networks and files from malicious software, a good way to keep data safe and accessible it to back it up. There are many way to back up data, Backing up your data as much as possible, regularly, properly and to use different methods to store your data.
Not only data can be inaccessible through malware and viruses, but accidents do also happen, therefore your data could be deleted accidently, or someone could purposely delete your data if you have had a falling out (though this would be overly childish, it can and does happen). Not only through deletion, but also through malfunction of equipment, malfunction of equipment could be caused by an issue in the software you use, software tends to update quite frequently, because of a software bug, commonly just named as “bugs”. A bug is where and app, software or programme, has any type error, common type of errors include:
Functional errors (doesn’t do what the intended purpose is)
Syntax errors (an error in the code, which makes the programme not run)
Logic errors ( A mistake in the code, but does not stop the programme from running)
Calculation errors (When the programme does not give the correct calculation)
Unit-level bugs (where you extract a small part of the code, and the issue is within the unit you are looking at)
System-level integration bugs (where two separate parts of code will contradict, and cause them to “clash”)
Out of bounds bugs (unexpected data being put into the programme, which the programme has not be written for such values) [10].
Malfunctions do not just happen because of an internal issue, general wear and tear, in some data storage systems like C.Ds, Floppy disks, USB, Micro SD can malfunction due to general wear and tear, liquid damage, things getting stuck on/in the media used can cause you to lose access to your data.
Technology is also always evolving, If you were to ask some one who was born in 2012 they probably have no idea what a floppy disk is, USB C is now starting to take over USB, eventually you may not be able to get a port to fit a standard USB, but only a USB C.
Another way of backing up data is through “the cloud”. This will store your data, so you are able to access it no matter where you are, on any device of your choosing, data storage like this normally requires a lot of verification to allow you to access is, so you should always ensure your details and passwords are always up to date. Google, Amazon, Apple, Microsoft and many more companies offer cloud storage [11].
It is good practice to back up your data on at least three different data storage solutions at any time, all data storage solutions have pros and cons, and so getting three different types of solutions to store your data, gives you a very good chance of being able to retrieve your data, is anything was to happen. For example, a fire may happen where your computer may be, after a fire Its very unlikely your computer will work again but backing up your data through cloud, another example of why storing data in different ways is good is if you are giving a presentation, and your pc crashes, and there is issues with the internet, having an external hard drive gives you the opportunity to still access your data. 
Backing up your data to at least three different ways, may seem a bit over the top, but it is a good way to ensure you are able to backup, restore and regain access to data which is very important, financially and mentally. 
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