




Malware and Cyber Threats

Katie Rosendale

11th November 2019




























Contents Page


1 Introduction									3


2 Malware										3
	
	2.1 Viruses									3

	2.2 Trojans									3

	2.3 Worms									4

	2.4 Ransomware								4


3 CryptoWall Trojan								         4-5


4 Conclusions									5

	4.1 Recommendations							5


5 Bibliography								         6-7

















1 Introduction
In the current computer – centric economic climate most businesses have moved towards online systems to facilitate their operations. [1] Whilst the advantages of this movement are apparent as far as advertising, development and growth, the potential cyber threats this can make a business susceptible to are very significant. It is important to be aware of such threats and enforce procedures to minimise the risk of infection and unauthorised access. It is also essential to have protocol in place to protect as much data as possible during attack to prevent negligence leading to exponential growth in damage caused. The threats can come from a variety of sources with a number of different infection methods and purposes which all fall under a type of attack software called malware. 


2 Malware
Malware, short hand for malicious software, consists of any code which has been designed by cyber attackers to gain unauthorised access to data with a view to causing the most disruption and damage possible, this includes everything from trojans to spyware and ransomware. [2] There are a number of different types of malware, the primary difference between them being the method of infection and degree of end-point user participation. 

	2.1 Viruses
Viruses are the most commonly discussed type of malware; they are designed to alter the way a computer operates and spread from one computer to another on the same network. They do this by waiting passively on a computer until the user executes the infected code or runs the host programme. From this point the virus can gain access to files across the network and obtain passwords. The purpose of a virus is to obtain sensitive information, passwords and corrupt files. [3] The degree of damage caused can range from inconvenient, to potentially devastating in terms of financial loss, public relation and data protection. It is particularly threatening to a business as all staff will operate on the same network so one single virus could corrupt the whole system of operations causing major disruption. As is widely recognised, the best control systems against a virus include purchasing antivirus software, refraining from clicking on unknown link attachments and not opening emails from unexpected sources.

	2.2 Trojans
Aptly named, trojans are designed to infect computers by posing as harmless files and programmes to encourage a user to execute the infection code. The main difference between trojans and viruses is that for trojans they require end-point user participation from each computer base and are unable to replicate and spread across networks. [4] Once downloaded, the primary focus for a trojan is to open a computer up to further harm, they often work by stealing information such as passwords to allow for additional destruction, they are also often linked to other types of malware such as spyware as they can be used as key loggers which  produces a transcript of what is typed by a user in the hope of finding valuable information. [5] The best ways to prevent infection are education of sources, updated software and use of firewalls as these can filter out trojan internet suggestions and therefore reduce the responsibility of an individual member of staff. [6]
2.3 Worms
Worms operate in a very similar capacity as viruses in that they self-replicate rapidly across networks. The difference is that worms require far less end-point user interaction as they can access from a standalone machine. [7] Worms rely upon poor cyber awareness and network protocol. They operate using social prompts to encourage widespread activation of infected code. Once infected, the worms can be used for varying degrees of damage from sending infected links to entire email lists to creating ‘zombie bots’ which can be coordinated and controlled to create unified mass attacks.  [8] The methods of preventing worms from gaining access to a computer will follow the same trends as virus protection due to their similar infection methods. Overall antivirus software and keeping all other software updated to prevent worms taking advantage of system vulnerabilities should reduce risk considerably. For worms in particular education against computer ‘phishing’, which is where socially engineered emails are released, should have a major positive contribution to cyber security of staff and the business.  [9]

	2.4 Ransomware
Ransomware is a form of malicious software which aims to infect and encrypt all files with a view to charging a ransom for a decryption code within a set time frame. Effectively it holds the data and files ransom. The typical lifecycle of this scheme stems from opening an infected email or clicking a malicious link, then certain files will become unavailable and encrypted. From this point a warning will appear expressing the criminals demands for payment and a timeframe. Once the ransom is paid the decryption code is shared and all files are released from the encryption. [10] This is damaging to a business as often it is businesses who are targeted in this form of attack as they are likely to have money available for ransom but also likely to have data worth protecting. [11] Fortunately, ransomware attacks also require a degree of end-point user participation as they cannot take over a network unless the user executes the attack by downloading malicious content or opening unsolicited emails. Therefore, the best methods of prevention will include educating your workforce about ‘phishing’, maintaining regular software updates to reduce security vulnerabilities being taken advantage of, having a rigorously maintained backup system in place and government advice warns against paying the ransom or risk becoming a top target. [12]

3 CryptoWall Trojan
The cryptowall trojan is a type of ransomware. This means that it infects the computer and takes files hostage using encryption. The method of recovering files involves paying a ransom to the criminals responsible. Primarily, cryptowall infects any of the Windows systems such as Windows 8 and Windows XP. [13] The cryptowall trojan infects the computer by hiding in emails within ZIP-files and posing as updates for common and harmless software such as Adobe Flashplayer and JavaScript. [13] [14] This method of infection is very effective and uses social engineering to encourage a user to trust the malicious software and therefore run it. Once the infected code has scanned a computer and encrypted files it then opens a text or html page which gives information including the ransom required and the location to send the payment to. [15] To prevent infection, it is important to maintain software updates, use antivirus packages, ensure staff are equipped to avoid attempts of ‘phishing’. Once infected there are a number of ways of recovering files and documents which have been encrypted. Firstly, run an antivirus scan to detect the malware and remove any others on the computer. Then if possible delete outstanding files and return to backup versions of the encrypted files. [16] This shows the importance of having a well-established backup process to avoid paying unnecessary ransoms for data.

4 Conclusions
From this collation of information one can gather a basic understanding of the most common malware types and therefore can begin to counter measure the threat. Overall, it is apparent that a level of end-point user participation is fairly common across the board, this means that measures involving education of staff against phishing attempts and opening unusual or unexpected files and links, should prove to be very effective in protecting the businesses network from corruption. This degree of human participation in executing malicious code means that it can be easily intercepted and therefore the risks involved can be mitigated.

	4.1 Recommendations
Following the conclusions it is important to relate the findings to the business setting. The following are recommendations to achieve a lower risk of cyber attack on company networks and systems and create a more cyber secure work environment.
· Regularly back up data and files to an unconnected system.
· Install an antivirus package and ensure that regular updates are completed and scans are conducted.
· Educate staff in the importance of being responsible online and the methods of identifying a potential ‘phishing’ email or link.
· Ensure that software updates are done regularly to prevent criminals taking advantage of system security vulnerabilities.
· Apply a system of web filtering or firewalls which remove likely infected pages and controls staff internet usage.
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