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[bookmark: _Toc101898679]Abstract

This report demonstrates basic routing in a virtual environment without a physical router. Routing allows different networks to communicate, and planning is critical when routing in large-scale networks. The installation of the routing in the virtual environment is completed for two disconnected servers and with a client each. In the third section, important aspects of the worksheet and networking principles are discussed further, along with cloud computing which has become a significant part of virtual networking.


[bookmark: _Toc101898680]Task 1: BUILDING A VIRTUAL LAN USING TYPE 2 HYPERVISOR MANAGEMENT SOFTWARE

The user set clients and servers based on specifications within the worksheet. Windows Server 2019 was used for the servers and Windows 10 for the clients. Each machine was given 4GB RAM and 25GB memory for the servers, with 20GB for the clients.

[image: ]
To speed up the bootup time of the virtual machines, the bootup order is changed to put floppy disc further down the list.
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The user enabled and named network adapters on the virtual machines.
[image: Graphical user interface, text, application
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The user then set IP addresses on all the virtual machines. The screenshot below shows that the user inputted an incorrect IP address on server 1, which was discovered and corrected after the ping test failed.
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After disabling the firewalls on all the virtual machines, a ping test was carried out in command prompt to show that there were active connections.[image: A screenshot of a computer
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[bookmark: _Toc101898681]Task 2: DEPLOYING A NETWORK DIRECTORY SERVICE AND CREATING AND UNDERSTANDING ACTIVE DIRECTORY NETWORK OBJECTS


The user changed the computer name to DC1-NWT.[image: Graphical user interface, text, application
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The next stage was setting up the server involved and deploying active directory through the role or feature based installation on windows server. An active directory is a means of registering all objects on the network.[image: Graphical user interface, text
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An account was created as a failsafe under the users name.
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A secondary account was also created. This user was denied administrator privileges.
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The second user profile was denied access to the network at set times throughout the week.
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Client one was renamed WS1-NWT.
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Client one was then set to have access to domain nosstask.msft.
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The last stages involved signing into client one with the non-administrator account, which worked, then attempting to log into Server one with the same account. As the user didn’t have to correct level of access, the user was unsuccessful.
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[bookmark: _Toc101898683]Describe the main differences between Type 1 and Type 2 Hypervisors. Identify the benefits and drawbacks of both and provide some example Vendors.

There are two main types of hypervisors: Type 1 and Type 2.
	
	
	

Virtual Machines




Type 1 Hypervisor




Physical Server (Hardware)



Type 1 hypervisor
Type 1 hypervisors, also known as bare-metal hypervisors, operate on physical hardware, replacing the host operating system to deal directly with the system hardware.[1]
· Pros: The hardware is used more effectively due to the hypervisor not having to work through a host operating system. As there are fewer opportunities for an attacker to access further layers of systems, more security is added.
· Cons: If using type 1 hypervisors, the entire machine needs to be set as a hypervisor without having any other purpose.
Examples of type 1 are Microsoft hyper-v and VMware vSphere with ESX/ESXi.[2]
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Physical Server (Hardware)



Type 2 hypervisor
A type 2 hypervisor, also known as a hosted hypervisor[3], runs as an application on an operating system and not directly on the host machine's resources. They are instrumental when a user needs to use multiple operating systems in this respect.
· Pros: A Type 2 hypervisor enables quick and easy access to an alternative guest O.S. alongside the primary one running on the host system. This makes it great for end-user productivity.
· Cons: Due to how a type 2 hypervisor is set up, there are latency issues due to accessing the PC’s resources via the host operating system. If an attacker compromises the host OS, there are also potential security risks because they could manipulate any guest OS running in the Type 2 hypervisor.[1] 
Examples of type 2 hypervisors are Oracle VM Virtualbox, VMware Workstation.[2]
Due to the nature of the worksheet, a type 2 hypervisor was used for the two clients and servers as it was carried out on the users' personal computers, where it was impractical to replace the OS with a type 1 hypervisor.
[bookmark: _Toc101898684]Cloud computing has revolutionized the way that enterprise networks are hosted. Describe the use of cloud computing including its benefits and drawbacks, and identify example vendors within the industry. 

Cloud computing is a means of accessing online a global network of software, databases, networks, servers to utilise third party services.[4] Characteristics at the fore include but are not limited to; pooling resources of host computers serving numerous users, rapid scalability both upwards and downwards, optimized resource use, and are all accessed with standard means over the network.

There are three main service models currently used.
[bookmark: _Toc101898685]Software as a Service (SaaS) 
 The most abstract level among these most common service models is SaaS, as the  consumer is responsible for the software, application programming interfaces and GUI but not for the OS, virtualization, servers, network, and middleware. In SaaS, the client can use the software provided by the cloud provider and customize it according to specific requirements; examples include Oracle CRM, Microsoft CRM and NetSuite.[5]
[bookmark: _Toc101898686]Platform as a Service (PaaS)
The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages, libraries, services, and tools supported by the provider.The consumer does not manage or control the underlying cloud infrastructure including network, servers, operating systems, or storage, but has control over the deployed applications and possibly configuration settings for the application-hosting environment. [6] Examples of this include Amazon Web Services (AWS), Microsoft Azure and Google cloud.[7] 

[bookmark: _Toc101898687]Infrastructure as a Service (IaaS)
IaaS is predominantly the hardware to allow the consumer to carry out tasks without the need to buy and replace them personally. These include physical and virtual machines, servers, storage and network capacity. [8]

[bookmark: _Toc101898688]DNS - explain what it is, how it works (illustrations), and its significance within Active Directory Domain Services.

The DNS (Domain Name System) concept arrived in the 1960s in the ARPNET era. Scientists working in ARPNET were trying to find a means of remembering names and not IP addresses as they are hard to remember for humans.[9] The DNS database is distributed throughout the world with singular records called Resource Records (RR). Different aspects of the DNS database are then called Zones.
 If you want to use an Internet browser to browse to www.google.com with the IP address 64.233.167.147 , you enter the website name www.google.com in the browser. It is necessary to translate a name to an IP address before establishing a connection Just before the connection with the www.google.com web server is made, the www.google.com DNS name is translated into an IP address and only then is the connection actually established.[10]
[image: Diagram

Description automatically generated]


Active Directory (AD) is a directory database service in Microsoft Server that authorizes and authenticates users and machines within the network.

[bookmark: _Toc101898689]Give an in-detail description of the different terminologies and their purposes (like (not limited to) Ping, Server Management, Firewall, PAE/NX, OOBE, etc.) you came across during this worksheet. Compare your list of terminologies in their operations/functionality with other Network Operating Systems. (For example: If you select Windows Firewall and describe the operations/functionality of Windows Server 2019 Firewall, you have to compare these features with the operations/functionality of other Network Operating Systems like Linux, Mac)

A ping is a means of proving connectivity between hosts or intermediate devices by sending a packet across the TCP/IP to the other device and notifying you if there is a reply and the time taken to receive said reply [11]. The ping command is standardised as it uses IP addresses. The difference between different operating systems would be how to access a command line, for example, on windows powershell or command prompt. On Mac and Linux devices, it is accessed in the terminal app [12].
Server management is the server's administration, including maintenance, policy structures, and fault management [13]. While the primary functions are the same on all systems, the software's means of access and control vary, with windows server being GUI based while Linux is often command line based [14]. 
PAE (Physical Address Extension) is a means of allowing more than 4GB of RAM on some 32bit versions of windows.[15] It is not used or needed on 64bit windows. NX (No Execute) is the part of the processor that separates parts of the memory for storage or processor instructions.

[bookmark: _Toc101898690]Write a brief reflection on the tasks completed in this worksheet. (Not more than 200 words)  

This task gave the user new skills to implement servers in a type two hypervisor. Following the initial diagram and the worksheet, all aspects were completed as stated and shown within part one of this report. There were a few issues the user had initially, the software VirtualBox was very glitchy, and after some online research, it was found that there were conflicts with Windows 11. After reverting to Windows 10, there were no issues. The other problems the user faced were predominantly issues with wrongly inputted IP addresses were discovered and resolved after carrying out ping tests. The last issue the user had was by not following the renaming of the machines correctly and trying shortcuts which also caused problems further down the worksheet. After resolving all issues,  the user is now confident in using the type two hypervisor software and setting up virtual machines, installing and operating Windows Server and the various parts inside the software to set up Active Directory and creating users and setting their security level.
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