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1. Introduction


            London Bikes Ltd is looking to understand how Cloud Computing is working and which solutions the management team could put into action in order to increase the business process.

           Cloud computing is a new step of Internet growth which enables users to transfer records, e-mail, software, etc. to computer networks that can be viewed at any time and from anywhere if a secure Internet connexion exists.

           This article explores the concept of cloud computing (the next generation internet computing platform), the components of which include a cloud network and different applications that you might be looking for. This research focuses specifically on integrating the "internet" into the world of London Bike Ltd, it explores the possible advantages of using it (monetary savings, operational and organisational advantages), but also the concerns that need to be addressed before making the change. In this report it will be provided an analysis of key "cloud" services such as SaaS (Software as a Service), PaaS (Platform as a Service), IaaS (Infrastructure as a Service) and the largest companies providing those services (Google, IBM, Microsoft, Salesforce.com, Yahoo, Amazon). While it has many benefits, it also has limitations and this report addresses situations which are not recommended for cloud computing.
















2. Cloud Computing


              As the competent authority, the United States National Institute of Standards and Technology (NIST) defines cloud computing as a model for network (Internet) access services to distributed on-demand configurable computing resources (e.g. servers, storage). Data, software and services) that can be made available easily, with limited customer and vendor management and interference efforts. The customer can login conveniently from anywhere, without understanding in depth where or how devices deliver such facilities are stored or installed. Only placed programmes and files on the servers and the stations which users reach directly (but typically not on the internet) and they are saved otherwise. (National Institute of Standards and Technology | NIST, 2020) [1]
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Fig.1 Cloud Computing

           Traditional economic applications require many conditions which make them far too difficult for small businesses to handle and far too costly. They need to operate servers, space for them, networks, bandwidth, storage capacity etc. Then you need an experienced team to mount then customize them too. 
And then just a few more experts to keep it.
          With cloud computing it becomes much easier to run a business. Instead of managing the computer and server network on which the applications are installed, call a data center to store those applications. All you need to do when using a cloud app is log in to it and use it. This is cloud computing's strength.
The following basic characteristics are required for cloud computing:
· Services can be made accessible on request – customers may easily access computer resources, such as network bandwidth and processing time, if necessary, without the need for communication with either of the applications.

· Connectivity is available through the network and available via the standard platform that enables the use of amalgamate thin and thick devices (mobile, laptop, tablets or workstations), via wide-band network apps. 

· Services are exchanged – the services of the computing vendor are combined to enable several users with a multi-tenant arrangement (several of the so-called tenants) and dynamically dispersed different physical and technical tools for their clients. The definition of independence is developed from the location where services are delivered, where the customer does not necessarily know or have influence over the exact positions of the services offered, but where they are situated at a higher abstraction level (for example, in which region, city and data center). Collection, transfer, storage and network tape are shared resources examples.

· Scalability / Elasticity. Competences are "resilient" to scale "up" or "down" easily based on resource requirement, in some cases automatically. The available computing power seems to be unlimited for the consumer and can be allocated at any time, in any quantity.

· The abstract level measurement systems suited to the form of operation (data storage, encoding, bandwidth, and number of active user accounts) monitor and optimize resources automatically. To maintain responsibility for both the supplier and customer of the services used, the extent of usage of resources may be monitored, managed and documented.














3. Cloud Computing Implementation
      and service models

               Cloud computing is a sophisticated matter. Just as the hardware and software modules of two organisations are distinct, so are the cloud computing needs of both businesses. First of all, before determining whether or not to use cloud storage, it is needed to weigh considerations such as cost / benefit ratio, speed of deployment, how much power should be used, how the data is controlled, the organisational and IT structure of London Bike Ltd and so on.

3.1 Implementation models
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Fig.2 Implementing Models 

As it can be seen in the above image exist four types of Cloud Computing implementing models:
· Private Cloud – used only by an organisation with many consumers and can be managed or outsourced to a third party by the organisation itself.

· Public Cloud – is open to the public or to part of the public in the parameters of the database, or an industrial segment or field of interest; IT is a service provider (organisation) that is a business, government, academic or mixed service provider under this IT infrastructure model).
· Community Cloud – is intended exclusively to be used by a specific user group in organisations with common priorities or preferences (e.g. project, criteria for protection, policy, or conformity considerations).
· Hybrid Cloud – comprises one of more private or publicly held cloud components that remain unitary but are connected by a proprietary or standardised infrastructure that enables data portability and on-demand applications (including a resource balance for peak demand, for example).
            Cloud Computing architecture is a series of hardware and software structures that improve Cloud Computing's five main features. It involves a physical and abstract dimension. The infrastructure resources needed to support cloud computing that usually provide application, storage that networking facilities are contained in the physical layer. The abstraction level consists of hardware software that reveals the essential features of the cloud computing concept. Conceptually, the level of abstraction is above the physical level.
           Starting from the basic models, practical implementations can combine two or more basic models, depending on customer requirements. An example is a private virtual cloud that creates a private cloud in a public cloud and connects this resource to the customer data center through a virtual private network (VPN).

3.2 Service models
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Fig.3 Cloud Computing service models

           Several Cloud Infrastructure applications are available on the market, based on consumer requirements. These are specified by the NIST (National Institute of Standards and Technology) in three major categories or 'Service Models'[1]. 

Generally, both private and public cloud applications can be found in these models:

· IaaS (Infrastructure as a Service) – grants information and electronic infrastructure that provide on-demand business solutions.

· PaaS (Platform as a Service) – entertains server platform for cloud software development and delivery

· SaaS (Software as a Service) – Of example, the program is normally accessible through the web browser

3.2.1 IaaS (Infrastructure as a Service)

          The supply as computer hardware (server, storage, data centre space) is provided by IaaS. Virtualisation technology and operating systems can also be expected to exploit capital. The fundamental concept of IaaS is that consumers share computer services instead of buying and deploying them in data centres. This is an evaluated facility, that is, a pay-per-use facility. Any of the ingenious appearances of IaaS are its complex escalate ability. Consequently, if the user needs more resources, he will get them almost immediately.

.
3.2.2  PaaS (Platform as a Service)
             PaaS grants network foundation together with the alleged "solution stack" (includes all the software the developer uses to produce an operation). PaaS can be used for web hosting over the next decade. Web hosting providers have provided a wide variety of resources for creating websites over the last few years. What distinguishes PaaS is its innovative "life-cycle management" (allowing access to all aspects of product development from design and architecture to tracking and maintenance). The primary advantage of PaaS is that there is no need for network repairs or administration. PaaS Cloud locates all facets of app creation. PaaS also benefits from a multi-employee experience and follows the entire Cloud service guidelines. Though PaaS has many benefits, there are also some negative consequences for PaaS. The biggest drawback is that the approval process and the collection of software components are very static. The problem is that it would be very difficult, if possible, to change the system to another PaaS manufacturer to suit the new company's requirements.

3.2.3 SaaS (Software as a Service)
            SaaS was first launched as one of the cloud providers. It reflects company functions hosted and dispatched as a service by the vendor. SaaS begun as a hosting operation as ASPs (Application Service Providers). The ASP sector began to grow with the rise of the Internet. Although ASPs have historically specialised in managing e-mails, CRM has started hosting. CRM is one of the most common types of SaaS. SaaS has lots of advantages. The pricing of the app is based on the cost per use, without any initial costs. This means the industry automatically proceeds to slash capital spending. It provides the flexibility to rent out new technologies and, if successful, introduce it
4. Cloud Computing Analysis

4.1 Benefits and downsides in using Cloud Computing
4.1.1 Benefits
Cloud computing provides many benefits for an enterprise, in particular in terms of scalability, accessibility or competent suppliers.
· It is easier to synchronize user data with several cloud-related devices (smartphones, tablets, notebooks and a PC). 
· Web apps facilitate the retrieval of electronic documentation in the cloud. 
· Speed and storage space of expanded processing, not without an expense of their own set up. 
· Unable to stolen data, unable to harm data carriers, etc.

4.1.2 Weaknesses 
Although cloud computing tends to be the ultimate idea, it does have certain pitfalls.
· A fast and stable Internet connection is needed
· The required cloud data safety can be problematic and lead to user misconception 
· The legal situation is usually complex, since the user does not even know in which country or country the servers hosting his data are located.

4.2 Virtualization
             Virtualization is a system that divides and allocates a server's computing capacity across several "virtual computers," a process that helps you to achieve a 10-fold higher overall utilisation rate. In other words, hardware is converted into software by virtualisation and it is built on a single platform simultaneously running multiple operating systems.
            The emergence of virtualisation altered the "traditionalist" approach significantly. Therefore, if one programme ceases running, it won't force the others to crash, since the programmes run on different, autonomous virtual machines, even though they are in the same physical space. Additionally, even though the hardware system fails, virtualization provides the capability to pass all the information to another computer remotely and in real time, and the company's entire operation is not at all affected.

Objectives of virtualization: 
· Increasing the use of hardware resources 
· Low management and low cost 
· Improving business flexibility 
· Improved security and reduced downtime


4.3 Security

            Data security concerns specific to Cloud Computing-based models are probably the most important barriers to adopting these service models - and to a large extent rightly so. While security risks, countermeasures and risk reduction approaches have been well known, applied and benefit from a consistent basis of “good practice”, moving to the Cloud nevertheless poses real challenges for businesses, institutions and private users.
            When talking about information security in the Cloud, we are talking about the data of the cloud services consumer, data that is stored on the infrastructure of a third party and circulating on the Internet (mainly between the end user and the cloud provider).

The main questions that a future Cloud consumer should ask the provider before signing the contract: 
• Where is my data physically stored? 
• Who has access to them? (Only my designated employees or the supplier's technicians? In the latter case, are they nominally certified?) 
• How well does the provider protect my data? (Who else could have access to the data? What are the actual security measures?)
 • Is my data protected in the event of computer attacks? (Here is a long list of possible threats, such as DDoS attacks, viruses, data theft, malicious modification of data).

          According to Burton, the notion of Cloud carries an unwanted label of insecure in the early stages of its evolution - and will probably wear it for some time now. [3]
However, it seems that in the end, the suppliers solved the problems, and some of them obtained certifications to prove to customers that their suppliers comply with the usual security standards in the industry (ISO 27001, PCI DSS, GLBA, SOX).

4.4 Limitations
           London Bike Ltd management team before continuing to use cloud computing needs to insure this is the solution suitable. It is needed to be taken into consideration considerations such as the privacy security or data safety.
It must figure out how information is secured before the use of a cloud for storage. The government agents, for example, receive unrestricted access to the material. The government receives information from third parties more quickly than from a website which is privately held. So, the company must make sure its agreement with the service provider is fully understandable. The management team must also understand the policies of the provider relating to managing and maintaining the data.
The management team must also bear in mind that the programmes in certain situations are not designed for cloud usage: they that need a great deal of bandwidth, a lot of effort to be able to connect with the other apps or to communicate on the internet securely.

4.5 Cloud migration
          London Bikes Ltd has a network service website, which is housed centrally in the workplace. Such servers are difficult to handle, so they cost additional money for upkeep which may be the cause for unavailability. To alleviate all these difficulty organisations will want to transfer this technology to Cloud, which will help them retain high availability and complete maintenance. There are several things the management team must remember and consider before switching to the cloud
The procedure of transferring data, software, or other business components into a cloud storage system is cloud migration.
Any cloud migration's general purpose or benefit is based on factors such as cost, efficiency and protection, host applications and data in the most effective IT environment possible.
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Fig.4 Cloud migration steps

4.5.1 Cloud migration process
        During a cloud migration, the actions or procedures an organisation takes differ depending on considerations comparable as the example of transformation it needs to conduct and the particular assets it wishes to transfer. 
The cloud migration approach requires different elements:: 
· safety and results need assessment;
· service vendor selection; 
· cost calculation;
· any reorganisation considered necessary.

4.5.2 Cloud migration strategies
           Moving data to the cloud requires an intricate plan that involves a dynamic combination of management and technological issues, as well as staff and capital reorientation. Different options exist about the kind of relocation to be done as well as the kind of data to be transferred. Before taking action, it is important to take the following measures about cloud migration.
            Cloud migration plan process should not be treated in a blanket way. The cloud vendor or IT experts will collaborate with the company's staff in a perfect situation to assess what their issues are with the existing IT system and what a change could look like. The cloud provider will also read from London Bikes Ltd.’s workforce complexities, to decide the best way to conduct the transfer to reduce downtime and loss of operations. Provider of cloud solutions will build a comprehensive plan for cloud migration which includes budgets and timescales. This strategy is important to keep track of relocation, and to ensure that your company is successful during the transition.
            First, define the demand. Growing corporation has a particular purpose to transfer a lot of research into the cloud, and each organization's priorities vary. The next steps are to decide how much data needs to be transferred, how soon the work needs to be completed and how to transfer the data. Take a list of data and software, search for dependencies, and find one of several migration solutions.
Recognize the risks involved. A company may have a lot invested in the software licence and hardware infrastructure. If the cost is high, it's worth deciding whether moving the workload is worth it or not.
The next step is to create the right cloud climate. Now a days, companies have multiple cloud situation to select from. Considering where the programme will be residing, consider just how well it can do until it has moved. The management team need to be certain that there is enough bandwidth for optimum achievement in applications. If it is not possible to move any of the components of an application to cloud so moving to the cloud would not be a very smart choice. 
It's hard to move back from the Cloud. 
The risks of switching back from the cloud to local computers would also have to be weighed by London Bikes Ltd. Before handing out their decision, they will give it a fair thought. If they checked all the points before switching to Cloud, they could not necessarily move.
As for cloud vendors, there are actually many suppliers of cloud infrastructure and they all appear to be the best of business. Google Cloud, Amazon Cloud, Microsoft Azure and IBM are also few of the biggest cloud vendors. These cloud service providers offer their customers the best services head to head. Cost analysis may be performed to find out which package for all 4 of them. 
London Bike Ltd should use Amazon Web Site or Microsoft Azure as Cloud Computing suppliers.





























5. London Bike Ltd – Challenges and Solutions


            Analysing the advantages and disadvantages of moving to Cloud, London Bike Ltd must look at the future problems and concerns which will be contemplating when determining implementing Cloud Computing Technologies within the company.
London bikes Ltd will need professionals who will be able to upgrade their software and make it available for Cloud release. Will require DevOps specialists, multi-cloud control, and network security management. 
           Nearly 50 percent of companies claim their IT costs would decrease by 30-50 percent from cloud infrastructure usage, so a move to cloud computing could potentially save London Bikes Ltd money and increase spending's predictability.
           As their application will be stored in a distributed cloud and if anything goes wrong or a bug is created in the application all their customers will feel the pressure because they would use the same instance of the programme, and once their application gets down would their customers will not be able to connect with their device. Similarly, if the cloud service is offline in the event of a natural catastrophe, the programme will become irresponsive to all clients.
           While very few vulnerabilities exist in cloud networks, there is also a risk that if one of the virtual machines is hacked, all the application-related data will be exposed on the same hardware server. Because the data is exchanged with cloud service providers in most environments, and this may inevitably be a problem. Most cloud services say the data are secure with them, but the truth cannot be ignored that they can still access the data. If London bikes Ltd feels their data is shared with someone sensitively enough, they might want to miss the cloud installation.
The cloud system is not an aspect of statics. For London Bikes Ltd. it will evolve and be changing. 
Therefore, finding and resolving any problems as the company find them is important, and re-evaluating whether the approach already suits the business needs. London Bikes Ltd. can consider, for example, that having 'internet excess' (paying more space than the company needs) and may need to reduce the storage. 
No matter what the company is facing in the future-if the business needs change, their cloud environment needs to change alongside it.



6. 
Conclusion


              Cloud Computing marks a new era of Internet growth and a new stage of digital technology industrialisation and has become a general service which is distributed in any variety. Cloud computing technology helps organisations to transfer files, devices for email, software, etc. to computer networks that can be accessible at any time and from anywhere if there is a permanent Internet link and can result in improvements in efficiency and internal operation, especially in the IT department of the corporation.           
            Cloud computing might revolutionise how commercial activities are viewed. Too many businesses have previously made the transition to cloud computing. To summarise, cloud computing grants a ground-breaking technology which allows corporations to slash figures and increase revenue.            
            This report offers a characterization of the principles of cloud computing. The analysis made within the report is provided in order to aid the management team and employees of London Bikes Ltd to appreciate cloud infrastructure, advantages and its main features and software deployment. 
            The website and workforce information network of the London Bikes Ltd client is run locally, which imposes overhead financial and upkeep on the company which may be the explanation for unavailability. London Bikes Ltd hopes to switch these IT services off to the cloud to address these problems. For this reason, the migration can be picked from Amazon AWS cloud services or Microsoft Azure.
             Before switching to cloud, London Bikes Ltd should consider all the factors mentioned in one of the sections and then decide not to face additional overheads, extra money and even performance hits. Speaking regarding the threats involved with cloud storage, these threats will be reduced if appropriate cloud service provider guidelines and recommendations are implemented.
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