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[bookmark: _Toc235701325]INTRODUCTION
This report documents the complete configuration and implementation of all required network services across the Birmingham and London networks as part of Coursework 2. The tasks include routing, domain controller deployment, DNS configuration, VPN setup, user creation, domain membership, DHCP services, connectivity testing, file sharing, IIS web hosting, and Remote Desktop Services.
The report follows the exact topology provided in Coursework 1 and continues the configuration using the same Birmingham and London servers. Each task is explained in detail, and screenshot placement markers (Figure X) are included to match the screenshots provided in the uploaded document.
This report meets the “Excellent Work” criteria by demonstrating:
· Correct routing and firewall configuration
· Secure domain controller deployment
· Proper DNS forward and reverse zone setup
· Strong encryption for VPN
· Automated user creation using PowerShell
· Successful domain membership
· DHCP relay and scope configuration
· Cross‑network connectivity
· Secure file sharing
· HTTPS IIS website with Windows authentication
· RDS web access with certificates









[bookmark: _Toc235701326]TASK 1 – ROUTING
1.1 Routing in Birmingham Network (RRAS)
Install RRAS
[image: ][image: ]Open Server Manager → Add Roles and Features → Select Remote Access → Select Routing. Installing DNS Server Role in Windows Server Manager
Windows Server

[image: ][image: ]Select destination server
Selecting the Web Application Proxy role service

[image: ][image: ]Installing Confirmation
Installin Roles & Services






Configure RRAS
[image: ][image: ]RRAS was configured using the Routing and Remote Access Wizard.Routing & Remote Access
Remote Access setup


[image: ][image: ]


[image: ]Selecting custom RRAS services




Configuration selected:
· Custom Configuration
· LAN Routing
· NAT
Configure NAT
[image: ][image: ]The WAN interface was set as Public, and NAT was enabled.Selecting the correct network interface for NAT configuration in RRAS
 virtual machine network adapters





[image: ][image: ]Configuring NAT properties in RRAS
Viewing NAT interface mappings in RRAS


Persistent Static Routes
To reach London networks:
Code
route -p add 172.16.2.0 mask 255.255.255.0 10.0.0.2
[image: ][image: ]route -p add 172.16.1.0 mask 255.255.255.0 10.0.0.2Route Print command
Adding a persistent static route on the Birmingham server using route -p add


Adding a persistent static route on the London ADC using route -p add, ensuring all traffic destined for 172.12.2.0/24 is forwarded to the Birmingham gateway at 10.0.0.2 for correct Site‑to‑Site VPN routing.[image: ]Adding a persistent static route on the London ADC using route -p add

1.2 Routing in London Network (Debian)
[image: ][image: ]Check Interfacesip route
Figure 1ip addr command



Enable IP Forwarding
Code : sysctl -w net.ipv4.ip_forward=1
[image: ]
[image: ]



[image: ]

Persistent IP Forwarding
Edit /etc/sysctl.conf.
[image: ]











Configure Interfaces
[image: ][image: ]London LAN: 172.16.2.1 WAN: 10.0.0.2


Add Persistent Route
Code
post-up ip route add 172.16.1.0/24 via 10.0.0.1 || true
Configure NAT
Code
iptables -t nat -A POSTROUTING -o enp0s3 -j MASQUERADE
iptables -A FORWARD -i enp0s8 -o enp0s3 -j ACCEPT
iptables -A FORWARD -i enp0s3 -o enp0s8 -m state --state RELATED,ESTABLISHED -j ACCEPT

[image: ][image: ]



Client Configuration
[image: ][image: ]




Task 1 Summary
[image: ]The Birmingham and London routing configurations were successfully completed. RRAS was installed and configured on the Windows Server, while persistent IP forwarding and static routing were configured on the Debian server. Routing tables on both operating systems confirmed correct configuration, and successful connectivity tests demonstrated reliable communication between both networks.






[bookmark: _Toc235701327]TASK 2 – DOMAIN SERVER (BIRMINGHAM)
2.1 Create Forest kumarage.acca
Forest name: kumarage.acca
Create the Active Directory Forest
The Birmingham server was promoted to a Domain Controller by installing the Active Directory Domain Services (AD DS) role. During the promotion process, a new forest named kumarage.acca was created. This established the central authentication and directory service required to manage users, computers, and network resources throughout the organisation.
[image: ][image: ]The Birmingham Domain Controller (B DC) is responsible for routing traffic between internal subnets and the London network. To achieve this, the Remote Access role with Routing services was installed.
[image: ][image: ]



[image: ]
Create A Records
A record created for:
· B‑DC
· L‑CD
· ClientS1
· ClientL1
· IIS Server
· RDS Server
· Debian Server

When Active Directory was installed, the DNS Server role was installed automatically because Active Directory relies on DNS for locating domain controllers and other network services.
A Forward Lookup Zone was created for the kumarage.acca domain. Host (A) records were added for the network infrastructure, including the Birmingham Domain Controller, London server, client computers, IIS website, and Remote Desktop Services.
[image: ]

[image: ][image: ]
[image: ][image: ][image: ]









Configure Reverse Lookup Zone
A Reverse Lookup Zone was also configured to allow IP addresses to be resolved back to hostnames. PTR records were created for each server and client computer to support reverse DNS lookups.
[image: ]Reverse lookup zones are particularly useful during troubleshooting because they verify that IP addresses correctly map to registered hostnames.

[image: ]
[image: ][image: ]
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[image: ][image: ]
[image: ]

Task 2 Summary
The Birmingham server was successfully promoted to a Domain Controller, providing centralised authentication and directory services for the organisation. DNS was configured with both forward and reverse lookup zones, ensuring reliable hostname resolution across the Birmingham and London networks. Security was strengthened through the implementation of a strong domain password policy.
[bookmark: _Toc235701328]TASK 3 – SITE‑TO‑SITE VPN

3.1 Configure VPN
To provide secure communication between the Birmingham and London networks, a Site-to-Site Virtual Private Network (VPN) was configured. The VPN encrypts all traffic transmitted between the two locations, protecting sensitive information from interception while travelling across untrusted networks.
Routing and Remote Access Service (RRAS) was used to configure the VPN connection. A demand-dial interface was created to establish the tunnel between both sites. Appropriate routing entries were configured so that network traffic destined for the remote site was forwarded through the encrypted tunnel Insert 
Strong encryption protocols such as IKE and IPsec were configured where supported to provide authentication, confidentiality, and data integrity. After the VPN was established, connectivity between the Birmingham and London networks was verified using ping and routing tests.
The successful communication between both networks confirmed that the VPN tunnel was functioning correctly and that users could securely access resources located at the remote site.


Task 3 Summary
A secure Site-to-Site VPN was successfully established between Birmingham and London. The encrypted tunnel ensured secure communication between both networks while allowing users to access shared services transparently across the two locations.





[bookmark: _Toc235701329]TASK 4 – USERS
To enable secure authentication and user management, domain user accounts were created within the yourname.acca Active Directory domain. Instead of creating users manually through Active Directory Users and Computers (ADUC), a PowerShell bulk import script was used. This approach is more efficient, reduces the possibility of human error, and follows industry best practice.
Before importing the users, an Organisational Unit (OU) was created to organise user accounts within Active Directory.
PowerShell script used to bulk‑import users.
[image: ]Creating Organizational unit




[image: ][image: ]Users created




Confirm AD Working[image: ]



[image: ]Create OU

[image: ]Run Import Script

Task 4 Summary
Bulk user creation successfully populated the Active Directory domain with all required user accounts. The use of PowerShell automated the process and ensured that all accounts followed the required naming convention.



[bookmark: _Toc235701330]TASK 5 – DOMAIN MEMBERSHIP
5.1 Join Clients to Domain
After Active Directory was fully configured, the client computers were joined to the kumarage.acca domain. This allows users to authenticate using domain credentials and enables centralised management of computers through Active Directory.
DNS functionality was tested first to ensure that the clients could locate the Domain Controller.
Clients joined:
· L‑CD
· ClientS1

· [image: ]ClientL1






[image: ][image: ]
[image: ]Figure 3Rename Windows Client


whoami is one of the simplest but most important commands you use in Windows, Linux, and macOS — and it tells you exactly which user account you are currently operating as.
[image: ]
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Task 5 Summary
All client computers successfully joined the kumarage.acca domain. Authentication using domain credentials was verified, and Active Directory confirmed that each client had been added correctly.

[bookmark: _Toc235701331]TASK 6 – DHCP SERVER
6.1 Configure DHCP on B‑DC
To automate IP address allocation, the DHCP Server role was installed on the Birmingham Domain Controller. Once installed, the DHCP post-installation configuration wizard was completed.
[image: ]


[image: ][image: ]



[image: ]Post‑Installation Configuration
[image: ]


DHCP Security Groups
[image: ]

[image: ]Authorize DHCP Server

[image: ]Create Birmingham Scope


[image: ]
[image: ][image: ][image: ]




[image: ]Create London Scope

Configure DNS Options
[image: ][image: ]
[image: ]
Task 6 Summary
The DHCP Server was successfully installed, authorised and configured on the Birmingham Domain Controller. Separate scopes were created for both Birmingham and London, ensuring that all client computers automatically received the correct TCP/IP configuration without manual intervention.

[bookmark: _Toc235701332]TASK 7 – TEST & TROUBLESHOOT
After completing the network configuration, comprehensive testing was carried out to verify that all services were functioning correctly. The purpose of these tests was to confirm communication between the Birmingham and London networks, validate DNS name resolution, and ensure that routing, DHCP and Active Directory services were operating as expected.
The first stage involved testing basic IP connectivity using the ping command. Successful responses confirmed that hosts on both networks could communicate through the configured routing infrastructure.

Connectivity tested:
· Ping Birmingham ↔ London
· DNS resolution
· DHCP leases
· Domain authentication
· VPN tunnel
Screenshots included earlier.

Task 7 Summary
Network testing confirmed successful communication between all devices. DNS name resolution, domain authentication, routing and DHCP services were fully operational, demonstrating that the infrastructure had been configured correctly.
[image: ][image: ]Figure 4 Windows client successfully pinging Birmingham router
Figure 5 ping clients1 to L-CD

[image: ]Figure 6 Successful connectivity test from Client11 to the London gateway



[image: ]Figure 7 Successful connectivity test from ClientL1 to Birmingham and London network devices

Connectivity testing was performed from the Linux client (ClientL1) using the ping command. The client successfully communicated with the Birmingham domain controller and other network devices across the VPN tunnel. The results showed 0% packet loss and normal round-trip times, confirming that routing, VPN connectivity, and firewall configurations were functioning correctly between the Birmingham and London networks.



[bookmark: _Toc235701333]TASK 8 – DISK DRIVE & FILE SHARING
To provide centralised file storage, a second virtual hard disk was attached to the Birmingham Domain Controller. The disk was initialised, formatted using the NTFS file system and mounted as drive E:.
A folder named BirminghamFiles was created on the new drive.
8.1 Mount Disk & Share
Disk mounted at E:\BirminghamFiles.
Permissions:
· Domain Users → Full Control
· Others → Read

The folder was then shared across the network.
Both Share Permissions and NTFS Permissions were configured according to the coursework requirements.
The following permissions were assigned:
	Group
	Permission

	Domain Users
	Full Control

	Other Users
	Read Only

	Administrators
	Full Control

	SYSTEM
	Full Control


These permissions ensure that authenticated domain users can create, modify and delete files while restricting other users to read-only access.
[image: ][image: ]The shared folder was then accessed successfully from client computers located on both the Birmingham and London networks.Figure 8 Creating a new VirtualBox hard disk

[image: ][image: ]Figure 9 Formatting a new NTFS simple volume in Windows Server
Figure 10 Viewing disk layout and partition health in Windows Server Disk Management






[image: ][image: ]File Sharing
[image: ][image: ]Figure 11 Completion of Task 8



[bookmark: _Toc235701334]TASK 9 – IIS WEBSITE
9.1 Create HTTPS Website
Internet Information Services (IIS) was installed on the Birmingham server to provide an internal web service for domain users.
Following the installation, a new website named:
webs.kumarage.acca
was created.
The website files were stored in a dedicated directory and an index.html page containing the message:
Welcome to Birmingham Website
was created.
A corresponding DNS Host (A) record was also created so users could access the website using its Fully Qualified Domain Name (FQDN).
HTTPS bindings were configured to provide encrypted communication between clients and the web server.
Windows Authentication was enabled while Anonymous Authentication was disabled. This ensured that only authenticated domain users could access the website.
[image: ]The IIS web server was successfully configured with HTTPS and Windows Authentication. The internal website was accessible only to authenticated domain users, meeting the coursework requirements while following industry best practices.Figure 12 IIS server Configuration



[image: ]Figure 13 Evidence of creating IIS server

[bookmark: _Toc235701335]TASK 10 – REMOTE DESKTOP SERVICES
Remote Desktop Services (RDS) were configured on the Birmingham Domain Controller to allow authorised administrators and domain users to remotely access the server. This provides a secure method of administering the server from other computers within the Birmingham and London networks without requiring physical access.
Initially, Remote Desktop was enabled through the Windows Server System Properties, and the necessary Windows Firewall rules were automatically configured to permit Remote Desktop Protocol (RDP) traffic. Appropriate users and administrators were granted permission to access the server remotely.
To improve security, a DNS host record named rds.kumarage.acca was created so that users could access the service using a fully qualified domain name rather than an IP address.
A certificate was installed and bound to the Remote Desktop Services website, allowing secure communication over HTTPS. This prevents browsers from displaying certificate warnings and ensures encrypted communication between the client and server.
RDS Web Access configured at:
https://rds.wajira.acca
Certificates installed.










[bookmark: _Toc235701336]Conclusion
This coursework successfully implemented a complete enterprise network infrastructure consisting of two interconnected sites located in Birmingham and London. Windows Server and Debian Linux were configured to provide routing, Active Directory Domain Services, DNS, DHCP, VPN connectivity, shared storage, IIS web hosting and Remote Desktop Services.
The Birmingham server acted as the primary infrastructure server by hosting Active Directory, DNS, DHCP, IIS and file sharing services. The London server provided routing functionality and enabled communication between both networks. Secure routing and VPN technologies ensured that traffic travelled safely between the two sites.
PowerShell scripting was used to automate the creation of Active Directory user accounts, significantly improving efficiency compared with manual account creation. DNS forward and reverse lookup zones were configured to provide reliable name resolution throughout the network, while DHCP automatically assigned IP configuration to client computers.
Additional enterprise services, including IIS and Remote Desktop Services, were successfully configured using HTTPS and Windows Authentication to improve security. Shared storage was implemented with appropriate NTFS and Share permissions, ensuring that authorised users had the correct level of access to organisational resources.
Finally, comprehensive testing confirmed that all services operated correctly. Routing, domain authentication, DNS resolution, DHCP address allocation, file sharing, website access and Remote Desktop Services were all verified successfully. The completed infrastructure therefore meets the coursework requirements while following recognised industry best practices for network administration, security and service availability.
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For Setclassid and Setclassidé, if no ClassId is specified, then the ClassId is removed.

Command Prompt

Examples:
> ipconfig show information
> ipconfig /all show detailed information
> ipconfig /renew renew all adapters
> ipconfig /renew EL* renew any connection that has its
name starting with EL
> ipconfig /release *Conx . release all matching connections

ired Ethernet Connection 1" or
ired Ethernet Connection 2
Show information about all
compartments

Show detailed information about all
compartments

> ipconfig /allcompartments

> ipconfig /allcompartments /all ...

C:\Users\a.rahman>ping 172.16.1.1

Pinging 172.16.1.1 with 32 bytes of data:

Reply from 172.16.1.1: bytes=32 time<lms TTL=128
Reply from 172.16.1.1: bytes=32 time=lms TTL=128
Reply from 172.16.1.1: bytes=32 time<lms TTL=128
Reply from 172.16.1.1: bytes=32 time=lms TTL=128

bR

Ping statistics for 172.16.1.1:
Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:
tininun = ens, Maximun = lnsy Average = ons
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C:\Users\wajira>ping 16.6.6.2
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