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1.Introduction
In recent years, social progress and rapid economic development are closely related to the popularity of the Internet. Computer networks provide support for more fields, play a key role and drive development. With the continuous development of networked society, there are also corresponding network security problems. More and more network threats also threaten the security of individuals, enterprises, colleges and universities and even the state. In particular, with the continuous innovation and development of artificial intelligence technology and big data technology, the content related to personal information stored and flowing in the network will be more and more abundant, and the resulting personal information security leakage events will be more and more. Once there are network security problems, it will cause serious harm to individuals, affect the normal production and operation of enterprises, and interfere with the teaching activities of colleges and universities, National information security will be threatened. Therefore, the normal operation and stability of the network is very critical. How to ensure the network security and information security of various fields and different subjects has gradually attracted more and more attention from the government, academia and other aspects.
The rapid development of network technology has promoted the surge of network traffic and network hotspots, creating more possibilities for the development of enterprises in many fields. However, the rapid development of network technology will also bring greater challenges to the traditional network security technology ability. At the same time, due to the openness, universality and concealment of the network itself, it makes the management and maintenance of the network more difficult and less controllable, There will be different degrees of potential safety hazards. Once there is a deliberate attack by hackers, it is easy to paralyze the network information system, and even make the key data stolen. In recent years, network security incidents have occurred continuously. Banco estado, one of the three largest banks in Chile, has been attacked by blackmail software, the privacy data of Facebook users has been leaked, GitHub has been attacked by large-scale memcached DDoS, and the European wastewater treatment facilities have been paralyzed by cryptocurrency mining software attacks. Such network security incidents have attracted extensive attention all over the world. The websites in the industry have been attacked, which has made enterprises The country has suffered immeasurable losses, and such security incidents have also sounded the alarm of network security. How to effectively discover unknown threats, how to resist unknown threats, how to detect unknown threats, how to avoid the private information of enterprises from being stolen by malicious users and hackers, different types of users who normally visit and obtain different resources according to different business scenarios have become a series of challenges. As individuals, enterprises and countries pay more and more attention to network security, in recent years, in order to effectively solve network security incidents and improve network security management, corresponding measures have been taken in different fields. The national level has attached great importance to the problem of network security, increased investment in the network security industry, and issued relevant policies from many aspects. Small and medium-sized enterprises have been involved in the security industry market in order to strengthen the supervision of network information, so as to promote the harmonious development of the Internet and even the whole society. At the enterprise level, more companies are gradually using the technology of combining data-driven and artificial intelligence to defend against the attacks of network hackers. The technical concept of "Data-Driven security" in the data age has been promoted by various security manufacturers, increasing the competition in the network security market. On the basis of traditional network security, security manufacturers conduct correlation analysis of network threats in combination with big data and artificial intelligence technology, and new network security products are coming out, It has stimulated the innovation ability of manufacturers and effectively promoted the healthy development of network security market.
Enterprises are the main force of today's economic development, and computer network technology plays a more and more key role in the fierce competition in recent years. The importance of network security is self-evident. On the basis of economic development and progress, how to deal with network security threats is a hot spot that enterprises should focus on. In the actual use of information technology by enterprises, the leakage or tampering of information will seriously affect the normal production and market competition of enterprises. Therefore, in the fierce market competition, ensuring sustainable development is closely related to network security.
In the era of big data, with the successive implementation of more policies and regulations, more and more enterprises have paid attention to network security. G company has not paid enough attention to network security, and the level of attention to network security is low. The employees of the company generally have insufficient awareness of network security, which has led to many network security accidents and caused great losses to the company, which is also the starting point of this article, Taking the network security problems of G company as an example, this paper positions the network security management problems with scientific methods and puts forward corresponding solutions, so as to provide more reference for other enterprises or more fields.
Taking G company as an example, this paper studies the enterprise network security management in the era of big data. Starting from the typical network security accidents of the company, this paper refers to the relevant network security research theories, analyzes the existing problems from different angles, obtains the corresponding solutions through the analysis, and improves the network security management of G company in combination with the development of network security.
2. Related theories and literature review
2.1 Overview of relevant theories
2.1.1 Concept of network security
Network security came into being with the rise of the Internet. According to the definition of network security by the National Security Council (2003), it believes that network security is the guarantee of information and information system, mainly through the use of comprehensive protection, monitoring and reflection, guarantee and recovery of information, and mainly through ensuring availability, integrity, verifiability, confidentiality and non-repudiation [1].The EU does not make a clear distinction between the definition of network security and information security, and integrates information and network into one.The network information system has a process of data storage and transmission, in which the availability of information should be guaranteed Integrity, authenticity and confidentiality [2].China's attention to network security is mainly promoted by China Internet Network Information Center (CNNIC). Since the 1990s, CNNIC has held many seminars and forums on some important events in the field of network security, and promoted the development of network security in theory and practice by taking the lead in a series of policies and measures. Wang Shiwei (2015) believes that the current definition of network security generally intersects and integrates with the concepts of information security and Cyberspace Security [3].
From the technical level, network security refers to the hardware and other equipment and data of the network system, which will not be infringed, and will not be leaked or even damaged for various reasons. The network system can work intermittently. The international organization for standardization defines it as "protecting the integrity and availability of all information in cyberspace" [4]. From the perspective of sovereign state, network security is that the state defends against external network attacks and threats, protects the information of great significance to the state and society, is not disturbed by other countries, and its own network can operate continuously. The national security system Commission of the United States defines network security as "you can use the network normally, even in the process of network attack, which is network security" [5]. Generally speaking, network security should first include hardware, software and information security. Therefore, for the national society, the maintenance of network security should start from these aspects, which is also the main research content of many countries. It is necessary to take relative security protection measures for the national network system and data, so that the network state of the national society is safe. But in the international community, there are changes in such security. If the structure of the international community changes, the relative network security will be destroyed. There will be friction between countries and even "cyber war". Therefore, although the state protects its own information or data perfectly, it can only maintain the country's "relative network security".
2.1.2 P2DR2 network security model
P2DR2 is the advanced model of P2DR. The name of P2DR comes from the four components of its model, namely policy, protection, detection and response, that is, PPDR, also known as P2DR. P2DR model is not only the representative model of dynamic network security system proposed by ISS, but also the original security model of dynamic security model.
P2DR2 model is the latest security protection model formed on the basis of refining the characteristics of traditional models such as P2DR model and PDRR model. It includes five links: strategy, protection, response, detection and recovery. Among them, strategy is the core of P2DR2 model and the technical management part of enterprise management system, which stipulates various methods and measures to be taken by the system to achieve the security goal, Therefore, the formulation of security strategy must be aimed at the actual situation of enterprises and institutions and their specific application fields. Protection refers to the use of specific technologies to protect the information system from external intrusion, such as firewall technology used to provide boundary protection and build security domain, identity authentication technology of operating system, encryption technology in the process of information transmission and so on. Detection mainly refers to the detection of information system, which mainly completes the dynamic monitoring of the system and finds problems in time, mainly including vulnerability scanning technology, intrusion detection system, etc. When the policy finds foreign intrusion, the response mechanism should reflect its behavior, record the intrusion behavior, notify the system administrator, and take corresponding measures to prevent the intrusion behavior. Response technology mainly includes alarm, switch, counterattack and other safety response facilities. Recovery is usually to back up the system and data information in the normal operation state according to the specified time. Once the system fails to work normally due to some reason, the system administrator immediately adopts the data recovery mechanism to rebuild the system in the shortest time, which can greatly reduce the loss.
In P2DR2 model, the operability description is given on how to realize the security of information system and how to evaluate the operation state of current information system. The model implies a concept of time. In the above system, it is assumed that the time spent by foreign intrusion is Pt, that is, the system protection time; Dt is the time taken from the beginning of intrusion to the detection of foreign intrusion; Rest is the response time after the system finds the intrusion; Rect is the recovery time when the system is adjusted to normal state; Et is the time when the information system is exposed to intrusion, then the following relationship is established:
Pt>(Dt+Rest)+Rect                           (1)
When equation (1) holds, that is, the protection time is greater than the sum of detection time and response time, it indicates that the system can detect the behavior before there is an intrusion. For the system satisfying formula (1), the system is considered to be safe. It is assumed that the protection time of the system is 0, that is, Pt = 0, that is, the time when the system is exposed to intruders without any protection is the system detection time
And response time, i.e.:
Et=Dt+Rest+Rect                           (2)
It can be seen from equations (1) and (2) that in order to protect the security of an information system, the protection time should be increased as much as possible and the detection time and response time should be reduced.
2.1.3 ISMS information security management system
ISMS is a complete set of schemes (or methods) to ensure organizational information security. It is a part of the organizational management system. The standards that define and guide isms are ISO / IEC 27000 standard family. Among them, ISO / IEC 27002 and ISO / IEC 27001 are the most important and earliest standards. For this reason, this pile of words began to be mixed in practice without deliberately distinguishing. For enterprises, information security is more a problem of risk management in actual management. Risk management is generally a series of activities focusing on information security risk assessment, processing, response and control. In addition, risk assessment is an important condition for establishing information security management system and the most important activity in the plan stage of PDCA (plan, do, check, action). The establishment of ISMS information security management system can not only prevent and avoid the occurrence of information security events, but also respond in time in case of information security accidents, so as to reduce the losses.
1) By establishing the information security management system, we can coordinate the resources of all parties required by the system, make the relevant parties of the system linkage, and increase the effectiveness of the system operation. This makes the information security not only through a firewall to establish protection, but through the comprehensive management of the relevant parties of the system.
2) The organization needs a certain amount of investment to establish the information security management system. If the organization's information security management system can pass the audit of the professional certification body, so as to obtain the certification, the enterprise can not only show its professional status in the industry to its partners or competitors and investors, but also continuously supervise and improve the organization's information security management system through the regular supervision and audit of the certification body after obtaining the certification, Ensure the organization's information security management level, which can be used as the basis for enhancing information security, and make customers and stakeholders feel the organization's commitment to the information security level.
3) The certified management system can meet the information security compliance requirements of the government and industry authorities, and prove the compliance of the organization's information security
4) The certification of the information security management system can prove that the organization provides more reliable information security services. Through the certification, the organization can establish a good image of information security and increase the sense of trust in information security, so as to obtain the trust of partners, which is conducive to the business promotion and implementation of the organization, especially when information security constitutes the quality characteristics of the organization's products or services, such as finance Telecommunications and other industry service organizations with special requirements have a convincing guarantee that the system has passed the ISO27001 system certification. In addition, certification can promote business promotion, improve the level of cross industry information security management, and is conducive to the development of Global trade.
2.2 Literature Review
With the rapid development of information technology, information technology has become the key to the rapid development of information technology and social network in various countries. Today, with the increasingly fierce international competition for acquisition, utilization and control, information security has become an important topic faced by all countries.
After long-term development, network information technology has achieved certain results in network information security. It has gradually improved from traditional information encryption technology to comprehensive information security technology, which can ensure the integrity, availability and effectiveness of information and meet the security needs of the world, society and individuals for network information system. Nowadays, the research on network information security has been widely carried out at home and abroad, from the aspects of hardware and software, as well as from the aspects of security risk monitoring and defense. According to the different network information system security requirements of different countries, regions and enterprises, corresponding innovations have been made for the scope of application.
Major developed countries in the world, such as the United States, the United Kingdom and Russia, have issued national cyber security strategies in order to clarify their strategic position in cyberspace. The national strategy for trusted identity in cyberspace issued by the United States [6] raised the identity management in cyberspace to the height of national strategy for the first time, which fully shows that the United States has fully recognized the important strategic position of cyberspace identity security in ensuring Cyberspace Security [7]. Russia approved the concept of national information security [8] and defined the measures to protect information security. After that, the United States also increased the budget and investment for network defense capability and network deterrence [9] in the national defense authorization act of fiscal 2018 [10], which is enough to show that it attaches great importance to network security. With the development of artificial intelligence technology, big data technology and their combination with the network, the network defense function is under great pressure. Wang L and Noel of George Mason University put forward that various attacks in the enterprise network have an interdependent logical relationship [11]. Dantu and Kolan of the United States use the method of Bayesian network to calculate the probability that each node of the enterprise may receive an attack, In this way, the enterprise managers can adjust the enterprise's network security measures according to the attack probability of different links within the enterprise [12]. Van niekerk proposed that the human factor of network security in enterprise information security is the biggest factor, and proposed that enterprise information security can enhance personnel's security awareness to reduce enterprise network information security risks[13]. Lisa A. Ronald believes that an outstanding corporate culture can reduce the safety accidents of enterprises, and enterprises can reduce the information security accidents caused by human factors by strengthening their cultural construction[14].Rashmi, Antony and others put forward the idea of combining various security and encryption algorithms, using cloud computing and security layer concepts to connect different enterprise networks, and giving hackers space to invade confidential data systems[15]. 
Due to the frequent occurrence of international network security incidents, China also pays more attention to network security issues, has established a national information security organization guarantee system, formulated and introduced a number of important information security management standards, and issued the network security law of the people's Republic of China in 2016, hereinafter referred to as the network security law [16].It is clearly stipulated that "the State shall establish a network security monitoring, early warning and information notification system." "The Department responsible for the security protection of key information infrastructure shall establish and improve the notification system of network security monitoring and early warning information in its own industry and field, and submit network security monitoring and early warning information in accordance with regulations."But on the whole, compared with other countries, China's research and attention to network security is still lacking, and it lacks a perfect security protection system.Shiwei Wang and others further analyzed the similarities and differences between the concepts of "semantic security" and "information security" in Chinese and foreign disciplines, as well as the similarities and differences between the concepts of "semantic security" and "information security" in English[17].Shengjun Li thought and explored the network security problems in the era of big data, and put forward relevant policies[18]. Hongmei Sun and others have repeatedly discussed the network security problems of enterprises under the background of big data, constructed a security technology architecture that takes into account the traditional network security technology and big data cloud security technology, and given a comprehensive technology system framework to enrich the ideas of enterprises to solve network information security problems and enrich the ways for enterprises to improve the level of information security technology under the big data environment. From the perspective of top-level design[19].Jian Zhong puts forward the key factors of enterprise network security construction, and gives the corresponding solutions. Some researchers believe that building a perfect network security system should focus on people[20]. Jingzhen Hu believes that attacks from employees within the enterprise often bring huge risks to the internal network of the enterprise, resulting in the leakage of confidential information within the enterprise, and eventually lead to huge losses of the enterprise. Therefore, it is necessary to supervise and control all behaviors of employees within the enterprise [21]. W. Li analyzed the current situation of enterprise network security, expounded the typical problems existing in enterprise network security, carried out network security construction from the aspects of management, control and technology, constructed a three-dimensional information security protection system, strengthened enterprise network security construction and ensured network security. In the research on the new trend of information security of industrial control system[22].Xiaoshan Wang and An Yang analyzed the attackers, attack ways, network attack and emergency response, system threat modeling and vulnerability detection, summarized the main problems, ideas, methods, conclusions and future development trend of industrial control security, and finally put forward a comprehensive defense system combining boundary system, defense system and other systems, It aims to put forward an all-round defense system for industrial control defense[23].At the same time, with the continuous progress of artificial intelligence technology, some researchers believe that the rational use of artificial intelligence technology and network security technology and management can effectively deal with network threats. Yuehong Liu thinks that network security is an important guarantee for the popularization and use of Internet plus. Traditional network security defense cannot improve the initiative and intelligence of network security defense. Therefore, advanced AI technology is urgently needed, such as K-means algorithm, so as to enhance the intelligence level of network security defense[24].
3.Methods
[bookmark: _GoBack]（1）Literature analysis. Literature analysis is a widely used method in journals and papers. It is one of the basic methods for researchers to conduct research. By collecting and sorting a large number of literature, it extracts the core content of the literature, classifies the relevant information, puts forward theoretical assumptions and finds out the research direction. This study intends to obtain the relevant background and relevant network security accident information of G company through the second-hand data obtained from the official channels of G company. It also collects domestic and foreign documents related to network security industry, network information security, network security technology management and security policy from various Chinese and foreign database resources, classifies and arranges the documents, analyzes the current research status at home and abroad through literature analysis, and finds out the research ideas and research framework of this research, so as to provide theoretical support for the case study of G company.
（2）Case analysis. Case analysis method is one of the methods of field research. It collects data and materials according to the actual scene selected by researchers, and makes in-depth research and learning on the real situation of the phenomena related to the research topic in the actual living environment. It can effectively combine the management theory with the actual practical activities of enterprises, so as to use data and rigorous logical reasoning to make a specific analysis of events or phenomena, So as to draw a more relevant and accurate conclusion. This study intends to analyze and study the case of G company, find its network security problems in the era of big data, and put forward corresponding solutions.
4.Results
This study mainly takes P2DR2 network security model and isms information security management system as theoretical reference and guidance to analyze the current network security problems of G company from two aspects of technology and management.
(1) Through the analysis of the importance of the existing network threats and the possible development of the network technology, we can improve the security of the enterprise from the aspect of the current network threats and the possible causes of the existing network technologies, Finally, establish implementable improvement contents for the technical department.
(2) In terms of management, first of all, start with the establishment of G company's network security organizational structure and network security system, strengthen the enterprise's policy management of network security and enhance the management's attention to network security. Secondly, strengthen the risk management of network security, regularly carry out risk identification, evaluation and control, and further strengthen the depth of network security management. Finally, based on the network security management policy, under the guidance of deterrence theory, assisted by user behavior monitoring and led by security awareness training, improve the attention of all employees to network security and the ability to identify dangerous behaviors and information in the network, and finally preliminarily establish the network security management system, so as to lay a good foundation for more standardized information security construction in the later stage.
The whole paper is mainly divided into four parts. First, describe the theories cited in the paper, then follow the framework of raising problems, analyzing problems and solving problems, gradually conduct in-depth analysis, and finally discuss the solutions in detail.
5.Eveluation
This study studies the enterprise network security by collecting and analyzing the data of relevant cases, but there are still some limitations:
First of all, the case study materials are not comprehensive enough. The case materials are mainly obtained through the company's official website, media reports, industry reports and other channels. It is difficult to obtain many internal materials, and there are deficiencies in the acquisition of financial data.
Secondly, in the specific research, it mainly uses P2DR2 network security model and isms information security management system as theoretical reference for analysis, which is lack of quantitative data support and verification.
In view of the limitations of the research mentioned above, we can expand the research through more strict and scientific research design and appropriate research methods in future research. Specifically, future research can strengthen the following aspects:
Firstly, through field investigation, we can design the interview outline and interview the internal personnel of relevant subjects, so as to obtain more in-depth, comprehensive, detailed and substantial information about the research object.
Secondly, in the research method, the combination of quantitative and qualitative analysis can be used to make the conclusion more reliable and persuasive under the support of data.
6.Detail Research Timetable
	Period
	Period Anticipated Activities

	May 2022
	Search the literature and determine the topic

	
May 2022–June 2022
	Formulate specific research plans and routes, supplement relevant theoretical knowledge, and write proposal

	
June 2022–August 2022
	Collect relevant literature and data for reference and analysis, write graduation dissertation and complete the first draft

	August 2022–September 2022
	According to the tutor's suggestions, continue to improve until finalization and defense
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