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[bookmark: _Toc228764523]Introduction 

This report explains the practical network implementation completed for the BIRMINGHAM.ACCA domain. The main Windows Server was configured as Server01 with the IP address 192.168.100.10. The London server was configured with the IP address 192.168.200.10 and the client machine was set up in the Birmingham network with the IP address 192.168.100.20.
The tasks completed in this report include routing configuration on both the Birmingham and London servers, the creation of the Active Directory forest and DNS records, reverse lookup zones with PTR records, a site-to-site VPN connection between the two sites, and the creation of user accounts in the domain. Each service was configured and tested to make sure it supported the rest of the network infrastructure.


1. [bookmark: _Toc228764524]Routing

Routing was configured across both the Birmingham and London networks so that devices on each site could communicate correctly. Routing is important because even if machines are physically connected, traffic will not reach the right destination without proper routing settings in place. On the Birmingham server, Routing and Remote Access Service (RRAS) was installed and configured to handle IP packet forwarding between network interfaces. Firewall rules were also added to allow ICMP traffic, which is needed for connectivity testing between machines. On the London server, persistent IP forwarding was enabled so that routing settings are kept after a reboot, and static routes were added to direct traffic towards the Birmingham network[1].

1.1 [bookmark: _Toc228764525]Routing in Birmingham Networking
his section covers the installation of Routing and Remote Access Service (RRAS) on the Birmingham domain controller and the configuration of firewall rules to permit ICMP traffic across the network.
RRAS was installed through Server Manager by adding the Remote Access server role. Once the installation completed, the RRAS management console was opened and the service was configured to run in router-only mode, which enables IP packet forwarding between network interfaces. After RRAS was set up, an inbound firewall rule was created in Windows Defender Firewall with Advanced Security to permit ICMPv4 echo requests. Without this rule, ping commands between machines are blocked by default, making it impossible to confirm connectivity during testing.
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Figure 1:RRAS ROLE INSTALLED SUCCESSFULLY ON BIRMINGHAM DOMAIN CONTROLLER 
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Figure 2:RRAS Routing and Remote Access Service configured and running on the Birmingham server.
1.2 [bookmark: _Toc228764526]Routing in London Network

On the London server, persistent IP forwarding was configured so that the server can forward network packets between interfaces and retain this setting after a reboot. This was done by editing the /etc/sysctl.conf file and adding the line net.ipv4.ip_forward=1. The change was then applied immediately using the sysctl -p command, which confirmed that IP forwarding was active without needing to restart the server[2].
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Figure 3: Persistent IP forwarding enabled on the London server. (photo from my phone because I could not take screenshot inside Debian server).
2. [bookmark: _Toc228764527]Domain Server (Birmingham)

[bookmark: _Toc228764528]2.1 Creating the Active Directory Forest

A new Active Directory Domain Services forest was created on the Birmingham server using the domain name BIRMINGHAM.ACCA. The server was promoted to domain controller through the AD DS Configuration Wizard, selecting the option to add a new forest. Both the forest functional level and the domain functional level were set to Windows Server 2016. After the promotion completed the server restarted automatically and the domain was fully operational[3].

[image: ]
Figure4: Active Directory Users and Computers showing the BIRMINGHAM.ACCA domain structure.

[bookmark: _Toc228764529]2.2 DNS A Records for Birmingham and London Servers

A records were created in the DNS Manager on the Birmingham server within the BIRMINGHAM.ACCA forward lookup zone. These records map hostnames to their corresponding IP addresses, allowing all machines on the domain to resolve server names correctly. A record was created for the Birmingham server (Server01) with the IP address 192.168.100.10, for the client machine (Client01) with the IP address 192.168.100.20, and for the London server (LondonServer) with the IP address 192.168.200.10.

[image: ]
 Figure 4: DNS Manager showing A records created for Birmingham and London servers in the BIRMINGHAM.ACCA forward lookup zone.

[bookmark: _Toc228764530]2.3 Reverse Lookup Zone and PTR Records

Reverse lookup zones were created in the DNS Manager for both the Birmingham and London subnets. These zones allow an IP address to be resolved back to its hostname, which is useful for troubleshooting and network logging. The zone 100.168.192.in-addr.arpa was created for the Birmingham subnet and the zone 200.168.192.in-addr.arpa was created for the London subnet. PTR records were then added for each server and client machine, mapping their IP addresses back to their hostnames within the BIRMINGHAM.ACCA domain[4].
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Figure 5: Reverse lookup zones created for Birmingham and London subnets in DNS Manager.
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Figure 6: PTR records added for all servers and clients in both reverse lookup zones.


[bookmark: _Toc228764531]3.1 Site-to-Site VPN Configuration

A site-to-site VPN was configured to create an encrypted tunnel between the Birmingham and London networks, allowing hosts on both subnets to communicate securely. On the Birmingham server, the Routing and Remote Access Service was configured to accept IKEv2 connections and a pre-shared key was set for authentication. A demand-dial interface named LondonVPN was created pointing to the London server at 192.168.200.10. On the London server, StrongSwan was installed and configured with the matching IPsec settings, including the same pre-shared key and the correct subnet definitions for both sites. IKEv2 was selected as the tunnelling protocol because it supports strong encryption and maintains persistent connections reliably[5].


[image: ]
Figure 7: LondonVPN demand-dial interface created in RRAS on the Birmingham server.


[bookmark: _Toc228764532]4.1 Create User Accounts

User accounts were created in the BIRMINGHAM.ACCA domain using Active Directory Users and Computers. The SAM Account Name format used was the first letter of the first name followed by a dot and the full last name in lowercase, for example m.honoratoacordi. [6] The account was created with a default password and the option to change the password at next logon was enabled, which follows standard security practice for new accounts. Managing users through Active Directory allows the administrator to control access, apply group policies and manage permissions from one central location across the entire network.

[image: ]
Figure 8: User account m.honoratoacordi created in Active Directory Users and Computers on BIRMINGHAM.ACCA domain.


[bookmark: _Toc228764533]6.1 Configuring B-DC as DHCP Server

The DHCP Server role was installed on the Birmingham server to manage IP address allocation for the network. After installation the server was authorised in Active Directory and the security groups were created automatically. A scope named BirminghamScope was created covering the address range 192.168.100.10 to 192.168.100.20 with a subnet mask of 255.255.255.0. The DHCP options were also configured within the scope, including option 3 for the default gateway, option 6 pointing to the Birmingham server for DNS resolution, and option 15 supplying the domain name BIRMINGHAM.ACCA. The scope was then activated and the server began leasing addresses to clients on the network[7].


[image: ]
Figure 9: DHCP Server installed and authorised in Active Directory on the Birmingham server.



[bookmark: _Toc228764534]6.2 Configuring L-CD as DHCP Relay Agent

The London server was configured as a DHCP relay agent so that client machines on the London network could receive IP addresses from the Birmingham DHCP server. Since DHCP broadcast messages do not cross router boundaries by default, the relay agent forwards these requests from the London subnet to the Birmingham server on behalf of the clients. The relay agent was configured on the London server by enabling IP forwarding and setting the Birmingham server address as the target for DHCP requests[8].
[image: ]
Figure 10: Client machine showing DHCP-assigned IP address from the Birmingham server scope.



[bookmark: _Toc228764535]9.1 Creating the Website with Windows Authentication

Internet Information Services was already installed on the Birmingham server. A new website named webs.birmingham.acca was created in the IIS Manager pointing to the default web folder at C:\inetpub\wwwroot. A default HTML page was created containing the text "Welcome to Birmingham Website" which is displayed to all authenticated users upon successful login[9].
Windows Authentication was enabled on the website by first installing the Web-Windows-Auth feature through PowerShell and then enabling it in the IIS Authentication settings. Anonymous Authentication was disabled to ensure that only domain users who successfully authenticate can access the page. This configuration means that any user who tries to access the website must provide valid domain credentials before the welcome message is displayed.

[image: ]
Figure 11: Windows Authentication enabled and Anonymous Authentication disabled on the website.



[bookmark: _Toc228764536]10.1 Configuring Remote Desktop Access for B-DC

Remote Desktop was enabled on the Birmingham server to allow authorised users to connect remotely from any other machine within the network. The feature was enabled through System Properties by selecting the option to allow remote connections to the computer. The Windows Firewall was automatically updated to allow inbound connections on TCP port 3389, which is the default Remote Desktop Protocol port. This allows administrators and domain users to manage the Birmingham server remotely from any machine on the network without needing to be physically present at the server[10].

[image: ]
Figure 11: Successful Remote Desktop connection from a client machine to the Birmingham server.



[bookmark: _Toc228764537]Conclusion

This report has documented the configuration of a network infrastructure spanning two sites, Birmingham and London. Each task was completed in sequence, with each service building on the foundations established by the previous ones.
Routing was configured on the Birmingham server using RRAS and on the London server using persistent IP forwarding. A new Active Directory forest was created under the domain BIRMINGHAM.ACCA and populated with DNS records, reverse lookup zones and PTR records for all servers on both networks. A site-to-site VPN was configured between the two sites using IKEv2 to provide an encrypted connection. User accounts were created in Active Directory following the correct naming convention. The DHCP server was set up on the Birmingham server with a scope covering the range 192.168.100.10 to 192.168.100.20, and the London server was configured as a DHCP relay agent. A website named webs.birmingham.acca was created in IIS with Windows Authentication enabled, ensuring only domain users can access the welcome page. Finally, Remote Desktop was enabled on the Birmingham server to allow remote administration from any machine on the network.
Overall the network infrastructure was successfully configured and the key services were tested and confirmed to be working correctly across both sites.
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® locaadmin@Londonserver: ~

Lucaadmin@Londonserver:~$ sudo nano /etc/sysctl.conf
[sudo] password for locaadmin:

locaadmin is not in the sudoers file,
Locaadmin@Londonserver:~$ sudo nano /etc/sysctl.conf
[sudo] password for locaadmin:

locaadmin is not in the sudoers file.
locaadmin@Londonserver:~$ su -

Password:

root@Londonserver:~# nano /etc/sysctl.conf
root@Londonserver:~# sysctl -p

net.ipvé4.ip forward = 1

root@Londonserver:~# ||
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