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Task 1.
This task establishes Layer 3 routing between the Birmingham (192.168.100.0/24) and London (192.168.200.0/24) sites via a dedicated inter-site WAN link (10.0.0.0/30). Microsoft's Routing and Remote Access Service (RRAS) is used on the Windows side, while Linux IP forwarding and iptables are configured on the Debian server. Static routing was chosen as the network topology is fixed and does not require the overhead of dynamic routing protocols such as OSPF or RIP [3].
[bookmark: _Toc228169405]1. Routing in Birmingham (RRAS).
RRAS provides software-based IPv4 routing integrated within Windows Server, enabling B-DC to forward packets between the Birmingham LAN adapter (BirminghamLAN: 192.168.100.10/24) and the inter-site WAN adapter (InterSiteWan: 10.0.0.2/30). The Routing sub-role was installed under Remote Access and configured with LAN routing enabled [1].
[bookmark: _Toc228169406]Install the Remote Access role.
The Remote Access role was installed via Server Manager > Manage > Add Roles and Features. The Routing sub-role was selected, which automatically includes DirectAccess and VPN (RAS). After confirming the installation, the server installed all required components and the RRAS service became available for configuration [1].
[image: ]
Figure 1: Server Manager Add Roles and Features wizard showing the Remote Access role selected with the Routing sub-role enabled. Installing RRAS enables Windows Server 2019 to function as a software-based IPv4 router, forwarding packets between the Birmingham LAN (192.168.100.0/24) and the inter-site WAN link (10.0.0.0/30) [1].
[bookmark: _Toc228169407]Configure RRAS.
RRAS was configured through the Routing and Remote Access management console (Server Manager > Tools > Routing and Remote Access). The Configure and Enable Routing and Remote Access wizard was launched, Custom Configuration was selected, and LAN routing was enabled. The service was started, confirmed by the green up-arrow on the server node in the console tree [1].
[image: ]
Figure 2: Routing and Remote Access (RRAS) management console on BirminghamServer showing the server node with a green up-arrow indicating the LAN routing service is active. The Custom Configuration wizard was used to enable LAN routing, establishing B-DC as an IPv4 router across both network interfaces [1].
[bookmark: _Toc228169408]Add static route to London.
A static IPv4 route was added in the RRAS console under IPv4 > Static Routes. The route directs all traffic for the London LAN (192.168.200.0/24) via gateway 10.0.0.1 (LondServer01 WAN IP) through the InterSiteWan interface at metric 1. This ensures Birmingham-originated traffic is correctly forwarded across the 10.0.0.0/30 inter-site link to reach London hosts [3].
[image: ]
Figure 3: RRAS Static Routes configuration showing the manually added static route entry for the London subnet (192.168.200.0/24) with gateway 10.0.0.1 via the InterSiteWan interface at metric 1. Static routing was selected for this fixed point-to-point topology as it provides predictable, low-overhead path selection without dynamic routing protocol overhead [3].
[bookmark: _Toc228169409]Allow ICMP and configure firewall.
Windows Defender Firewall inbound and outbound ICMPv4 rules were enabled using the wf.msc console. The rules 'File and Printer Sharing (Echo Request - ICMPv4-In)' and the corresponding outbound rule were enabled for Domain and Private profiles, permitting ping-based connectivity testing across the inter-site link. ICMP is essential for network diagnostics at the Internet layer of the TCP/IP model [4].
[image: ]



Figure 4: Windows Defender Firewall with Advanced Security (wf.msc) showing enabled ICMPv4 inbound and outbound rules for Domain and Private profiles. Enabling ICMP Echo Request rules permits ping diagnostics across the inter-site link, which are essential for verifying Layer 3 connectivity at each configuration stage [4].
[bookmark: _Toc228169410]Birmingham to London ping Test.
End-to-end connectivity was verified using the ping utility from BirminghamServer to LondServer01 (192.168.200.30). Successful ICMP Echo Replies with consistent low round-trip times confirm that the static routes, IP forwarding, and firewall rules are correctly configured, and that the inter-site 10.0.0.0/30 NATNetwork provides reliable bidirectional connectivity [2].
[image: ]
Figure 5: Command prompt on BirminghamServer showing four successful ICMP Echo Reply packets from LondServer01 (192.168.200.30) with sub-millisecond round-trip times. This confirms bidirectional routing between Birmingham and London sites via the 10.0.0.0/30 inter-site NAT Network is fully operational [2].
[bookmark: _Toc228169411]Routing in London.
LondServer01 (Debian Linux) was configured as a router for the London LAN by enabling kernel IP forwarding and adding a persistent static route to the Birmingham LAN. iptables rules were configured to permit forwarded traffic between both subnets, and rules were saved persistently using the iptables-persistent package [5][6].
[bookmark: _Toc228169412]Enable persistent IP forwarding
Linux kernel IP forwarding was enabled by editing /etc/sysctl.conf and uncommenting the line net.ipv4.ip_forward=1. The change was applied immediately with 'sudo sysctl -p' without requiring a reboot. This parameter instructs the Linux kernel to forward packets received on one network interface out through another, enabling LondServer01 to route between enp0s3 (LAN) and enp0s8 (WAN) [5].
[image: ]
Figure 6: IP forwarding successful. 


[bookmark: _Toc228169413]Add persistent static route to Birmingham LAN
A persistent static route to the Birmingham LAN (192.168.100.0/24) was added via post-up directives in /etc/network/interfaces within the enp0s8 block. Using post-up ensures the route is automatically reinstated whenever the WAN interface comes up, surviving both service restarts and system reboots. The gateway is 10.0.0.2, the B-DC WAN interface on the shared inter-site 10.0.0.0/30 subnet [5].
[image: ]
Figure 7: LondServer01 terminal displaying the output of 'ip route show' confirming the persistent static route 192.168.100.0/24 via 10.0.0.2 on enp0s8. The route was added via post-up directives in /etc/network/interfaces, ensuring the Birmingham LAN remains reachable after network service restarts or system reboots [5].
[bookmark: _Toc228169414]Allow ICMP forwarding via iptables & Verify.
iptables rules were appended to the FORWARD chain to permit ICMP and bidirectional subnet traffic between 192.168.100.0/24 and 192.168.200.0/24. An INPUT rule was also added to accept ICMP destined for LondServer01 itself. Rules were saved persistently with 'sudo netfilter-persistent save', ensuring they survive reboots. Cross-site connectivity was verified with ping from LondServer01 to BirminghamServer [6].
[image: ]
Figure 8: LondServer01 terminal showing iptables FORWARD and INPUT rules added to permit ICMP and bidirectional subnet traffic, saved persistently via netfilter-persistent. The subsequent ping from LondServer01 to 192.168.100.10 confirms successful cross-site ICMP forwarding, validating the complete routing configuration on both sites [6].
[bookmark: _Toc228169415]2. Domain Server (on B-DC / Server01)
Active Directory Domain Services (AD DS) provides centralised identity management, authentication, and policy enforcement across all domain-joined machines. BirminghamServer was promoted to a Domain Controller for the new forest birmingham.acca, making it the authoritative Kerberos Key Distribution Centre (KDC) and DNS server for the enterprise [7].

Before promotion, the DNS Preferred server on the BirminghamLAN adapter was set to 127.0.0.1 (loopback), ensuring the DC resolves names using its own integrated DNS service a prerequisite for AD DS correct operation. The AD DS and DNS Server roles were installed via Server Manager, then the server was promoted using the Active Directory Domain Services Configuration Wizard with the following key settings: forest root domain birmingham.acca, Forest/Domain functional level Windows Server 2016, Global Catalog enabled, NetBIOS name BIRMINGHAM, and DSRM password NotebooK@123 [7].
[bookmark: _Toc228169416]2.1 Create a forest named BIRMINGHAM.ACCA                                                                                                       
[image: ]
Figure 9: Server Manager Local Server properties page displaying Computer name 'BirminghamServer' and Domain 'BIRMINGHAM.ACCA'. This confirms successful promotion of the server to a Domain Controller for the new Active Directory forest birmingham.acca, with AD DS, DNS, IIS, and Remote Access roles listed in the left panel [7].
[bookmark: _Toc228169417]2.2 Create all appropriate A records for all servers on Birmingham and London Network
DNS A (Address) records map hostnames to IPv4 addresses and are fundamental to Active Directory operation, as clients use DNS SRV records to locate domain controllers, Kerberos servers, and Global Catalog servers [8]. The following A records were created in the forward lookup zone birmingham.acca via DNS Manager (Server Manager > Tools > DNS):
	Name      
	IP Address
	Purpose          

	b-d
	192.168.100.10
	Friendly alias for B-DC

	clients1
	192.168.100.50
	Windows 10 client

	l-cd          
	192.168.200.30
	Debian server             

	clientl1
	192.168.200.40
	Debian GUI client

	webs          
	192.168.100.10
	IIS website (Phase 9)

	rds           
	192.168.100.10
	Remote Desktop (Phase 10)

	birmingham-gw
	10.0.0.2       
	B-DC WAN interface        

	london-gw     
	10.0.0.1       
	L-CD WAN interface        


[image: ]
[bookmark: _Toc228169418]2.3 Create a reverse lookup zone creating PTR records for all servers.
Reverse lookup zones translate IP addresses back to hostnames using PTR (Pointer) records, supporting network troubleshooting, security auditing, and Kerberos pre-authentication validation [8]. Three reverse zones were created:
  • 100.168.192.in-addr.arpa  Birmingham LAN (192.168.100.0/24)
  • 200.168.192.in-addr.arpa  London LAN (192.168.200.0/24)
  • 0.0.10.in-addr.arpa        Inter-site WAN (10.0.0.0/30)
All zones were configured as AD-integrated Primary zones with secure dynamic updates only. PTR records were added for every host and verified using nslookup: 'nslookup b-dc.birmingham.acca' returned 192.168.100.10, and 'nslookup 192.168.100.10' returned b-dc.birmingham.acca [8].
[image: ]
[bookmark: _Toc228169419]2.4 Configure DC with a secure password policy.
A secure password policy was configured via Group Policy Management (Server Manager > Tools > Group Policy Management) by editing the Default Domain Policy under birmingham.acca. Password policies enforce credential security standards and mitigate brute-force and dictionary attacks [9].

Password Policy settings applied:
  • Enforce password history: 5 passwords remembered
  • Maximum password age: 60 days
  • Minimum password age: 1 day
  • Minimum password length: 12 characters
  • Password must meet complexity requirements: Enabled
  • Store passwords using reversible encryption: Disabled

Account Lockout Policy settings applied:
  • Account lockout threshold: 5 invalid logon attempts
  • Account lockout duration: 15 minutes
  • Reset account lockout counter after: 15 minutes

These settings align with NIST SP 800-63B recommendations for memorised secret authenticators [9]. The policy was applied immediately with 'gpupdate /force' on BirminghamServer.
[image: ]
[bookmark: _Toc228169420]3. Encrypted Connection between Birmingham and London
A site-to-site VPN (Virtual Private Network) using IKEv2/IPsec was configured between BirminghamServer (10.0.0.2) and LondServer01 (10.0.0.1) to encrypt all inter-site traffic. IKEv2 (Internet Key Exchange version 2) provides mutual authentication and establishes IPsec Security Associations (SA) for encrypted tunnelling, offering stronger security than the unencrypted routing path [10].

On the Windows side, a demand-dial interface named VPN-to-London was created in RRAS using the IKEv2 protocol with destination 10.0.0.1 and a Pre-Shared Key (PSK): NossLondon2026!Secret. On the Linux side, strongSwan an open-source IKEv2/IPsec implementation was installed and configured with matching parameters in /etc/ipsec.conf and /etc/ipsec.secrets [10][11].

strongSwan connection parameters (conn birmingham-london):
  left=10.0.0.1, leftsubnet=192.168.200.0/24
  right=10.0.0.2, rightsubnet=192.168.100.0/24
  authby=secret, keyexchange=ikev2, auto=start
[bookmark: _Toc228169421]3.1 Configure Site-to-Site VPN to London Network.
The RRAS demand-dial interface VPN-to-London was configured with IKEv2 as the VPN type and Pre-Shared Key (PSK) authentication. The remote network route (192.168.200.0/24) was added to the interface so RRAS routes London-bound traffic through the encrypted tunnel. IKEv2 UDP ports 500 and 4500 were opened in Windows Firewall and Linux iptables to permit IKE negotiation and ESP encapsulated traffic [10].
[image: ]
[bookmark: _Toc228169422]4. Users
User accounts were bulk-provisioned in the birmingham.acca Active Directory domain from the lecturer-provided Excel spreadsheet (users_list_updated.xlsx) using a PowerShell automation script. Automating user provisioning eliminates manual errors and ensures consistent account attributes across all users [7].

The ImportExcel PowerShell module was installed to parse the spreadsheet, and the ActiveDirectory module provided the New-ADUser cmdlet. All accounts were created in a dedicated Organisational Unit (OU) named Users-Custom under DC=birmingham,DC=acca. SAM Account Name format: first-initial.lastname (e.g., a.rahman). Default password: Welcome2026! with mandatory change at first logon for security compliance [9].
[bookmark: _Toc228169423]Create user accounts for BIRMINGHAM.ACCA.
The PowerShell script (Create-Users.ps1) was executed with elevated privileges on BirminghamServer. The script iterated through each row of the Excel file, constructed the SAM account name, checked for existing accounts to avoid duplicates, and created each user with New-ADUser. Successful creation was logged with 'CREATED: sam (Display Name)' output lines. Users were verified in Active Directory Users and Computers under the Users-Custom OU [7].
[image: ]
[bookmark: _Toc228169424]5. Domain Membership
Domain membership enables centralised user authentication via Kerberos, Group Policy application, and single sign-on access to domain resources across all networked machines [7]. Three machines were joined to birmingham.acca: ClientS1 (Windows 10), LondServer01/L-CD (Debian CLI), and LondClient01/ClientL1 (Debian GNOME GUI).

Windows domain join was performed via System Properties (sysdm.cpl). Linux domain join used the realmd framework with SSSD (System Security Services Daemon) for ongoing authentication. Before joining, DNS on each machine was pointed to 192.168.100.10 (B-DC) to enable resolution of the birmingham.acca domain and its SRV records [12].
[bookmark: _Toc228169425]Join L-CD, ClientS1, ClientL1 to the BIRMINGHAM.ACCA domain. 
ClientS1 (Windows 10) was joined via sysdm.cpl > Change > Domain: birmingham.acca using BIRMINGHAM\Administrator credentials. The machine was renamed ClientS1 and rebooted to complete domain membership.

LondServer01 (L-CD) and LondClient01 (ClientL1) were joined using:
  sudo realm join -U Administrator birmingham.acca
SSSD was configured with use_fully_qualified_names = False and fallback_homedir = /home/%u, enabling short username login. The oddjob-mkhomedir PAM module automatically creates home directories on first domain user login [12].
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[bookmark: _Toc228169426]6. DHCP Server
Dynamic Host Configuration Protocol (DHCP) automates IP address assignment, eliminating manual configuration errors and enabling centralised address management [13]. BirminghamServer was configured as the DHCP server for both subnets, with LondServer01 acting as a DHCP relay agent to forward London client broadcasts across the inter-site WAN link necessary because DHCP broadcasts do not cross router boundaries by default [13].
[bookmark: _Toc228169427]6.1 Configure B-DC as DHCP Server 
The DHCP Server role was installed via Server Manager and authorised in Active Directory. Two scopes were created:

Birmingham-Scope: 192.168.100.11 – 192.168.100.20, Gateway: 192.168.100.1, DNS: 192.168.100.10, Domain: birmingham.acca, Lease: 8 days.

London-Scope: 192.168.200.11 – 192.168.200.20, Gateway: 192.168.200.30 (LondServer01, acting as the London default router), DNS: 192.168.100.10, Domain: birmingham.acca, Lease: 8 days.

Both scopes were activated immediately. The DHCP Server firewall rules were verified in wf.msc to ensure UDP port 67 inbound traffic is permitted [13].
[image: ]
[bookmark: _Toc228169428]6.2 Configure L-CD as DHCP Relay Server.
The isc-dhcp-relay package was installed on LondServer01 and configured to forward DHCP discovery broadcasts from London LAN clients to BirminghamServer (192.168.100.10). The relay listens on both enp0s3 (London LAN) and enp0s8 (inter-site WAN) to capture client broadcasts and unicast them to the DHCP server across the 10.0.0.0/30 link.

/etc/default/isc-dhcp-relay configuration:
  SERVERS="192.168.100.10"
  INTERFACES="enp0s3 enp0s8"

iptables rules were added to permit UDP ports 67 and 68 through the FORWARD chain, and the relay service was enabled with systemctl enable isc-dhcp-relay [13].
[image: ]
[bookmark: _Toc228169429]6.3 All the Clients should receive IP Address automatically via DHCP Server
ClientS1 (Windows 10) was set to Obtain an IP address automatically via ncpa.cpl. After ipconfig /release and ipconfig /renew, the client received an IP from the Birmingham-Scope (192.168.100.11-20) with DHCP server 192.168.100.10 confirmed in ipconfig /all.

ClientL1 (Debian GUI) was configured for DHCP via GNOME Network Settings (IPv4 Method: Automatic). After toggling the connection, the client received an IP from the London-Scope (192.168.200.11-20) via the LondServer01 relay agent. Both leases were visible in the DHCP console on BirminghamServer [13].
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[bookmark: _Toc228169430]7. Test and Troubleshoot
Systematic connectivity testing was performed across all network segments to verify the complete infrastructure stack: routing, DNS, DHCP, domain membership, and VPN. The testing methodology follows the OSI layer approach verifying lower layers before higher-layer services as recommended in network troubleshooting best practices [2]. All tests were screenshotted as evidence.
[bookmark: _Toc228169431]7.1 ping b-dc.birmingham.acca
Tested from ClientS1. Successful ICMP replies from 192.168.100.10 confirm DNS name resolution and Layer 3 connectivity from the Windows 10 Birmingham client to the Domain Controller. This validates DHCP-assigned DNS server configuration and local subnet routing [2].
[image: ]
[bookmark: _Toc228169432]7.2 ping l-cd.birmingham.acca
Tested from ClientS1. Successful replies from 192.168.200.30 confirm cross-site DNS resolution and routing from Birmingham to London. The packet traverses the RRAS static route on B-DC, crosses the 10.0.0.0/30 link, and arrives at LondServer01's LAN interface [2].
[image: ]
[bookmark: _Toc228169433]7.3 ping clientl1.birmingham.acca
Tested from ClientS1. Successful replies from 192.168.200.40 confirm that the London Debian GUI client is reachable from Birmingham, validating end-to-end cross-site routing through LondServer01 as the London router [2].
[image: ]
[bookmark: _Toc228169434]7.4 ping b-dc.birmingham.acca
Tested from ClientL1 (London Debian GUI). Successful replies from 192.168.100.10 confirm cross-site DNS resolution and routing from the London client back to Birmingham DC, validating the return path through LondServer01's IP forwarding and the RRAS static route on BirminghamServer [2].
[image: ]
[bookmark: _Toc228169435]7.5 ping clients1.birmingham.acca
Tested from ClientL1. Successful replies confirm that the London client can reach the Birmingham Windows 10 workstation, demonstrating full mesh connectivity across both sites for all client machines [2].
[image: ]
[bookmark: _Toc228169436]7.6 nslookup webs.birmingham.acca
Tested from LondServer01. The nslookup query resolved webs.birmingham.acca to 192.168.100.10, confirming that the Birmingham DNS server is reachable from the London site and that the IIS A record created in Phase 2 is correctly configured [8].
[image: ]
[bookmark: _Toc228169437]7.7 nslookup -type=PTR 192.168.200.40
Tested from BirminghamServer. The PTR reverse lookup returned clientl1.birmingham.acca, confirming that the 200.168.192.in-addr.arpa reverse zone and PTR records are correctly configured for the London subnet [8].
[image: ]
[bookmark: _Toc228169438]7.8 sudo ipsec status
Tested from LondServer01. The ipsec status command reports the current state of the IKEv2/IPsec tunnel. strongSwan was installed and configured with PSK authentication matching the Windows RRAS IKEv2 demand-dial interface. IKE proposal negotiation between the two implementations required iterative cipher suite adjustment to resolve NO_PROPOSAL_CHOSEN errors [10][11].
[image: ]
[bookmark: _Toc228169439]7.9 ipconfig /all
Tested from ClientS1. The ipconfig /all output confirms: IP address in 192.168.100.11-20 range, DHCP Server 192.168.100.10, DNS Server 192.168.100.10, and DNS Suffix birmingham.acca validating complete DHCP scope option delivery from BirminghamServer [13].
[image: ]
[bookmark: _Toc228169440]7.10 ip addr show
Tested from ClientL1. The ip addr show output displays the DHCP-assigned address in the 192.168.200.11-20 range, confirming successful DHCP lease delivery from the London-Scope via the LondServer01 DHCP relay agent across the inter-site WAN link [13].
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[bookmark: _Toc228169441]8. DiskDrive
A second virtual disk (20GB, dynamically allocated VDI) was added to BirminghamServer via VirtualBox Storage settings to provide dedicated storage for shared network files. Virtual disk drives allow flexible storage provisioning in virtualised environments without physical hardware changes [14].

The disk was initialised using the GPT (GUID Partition Table) scheme the modern standard that supports disks larger than 2TB and provides improved integrity via CRC32 checksums [14]. A single NTFS volume was created occupying the full 20GB, formatted with volume label BirminghamFiles and assigned drive letter E:.

The BirminghamFiles folder was created on E:\ and shared with role-based permissions implementing the principle of least privilege [9]:

Share permissions: Domain Users Full Control; Everyone Read only.
NTFS Security: Domain Users Full Control; Authenticated Users Read & Execute; Administrators and SYSTEM Full Control.

NTFS permissions enforce access control at the file system level, applying regardless of access method (local or network), and take precedence when more restrictive than share permissions [7].

Access was verified from ClientS1 via \\b-dc.birmingham.acca\BirminghamFiles (domain user created a test file succeeded) and from ClientL1 via SMB: smb://b-dc.birmingham.acca/BirminghamFiles (domain user authenticated and created a test file succeeded), confirming correct cross-site file share access with appropriate permissions [7].
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[bookmark: _Toc228169442]Reflection
This coursework provided extensive hands-on experience in designing, configuring, and troubleshooting a virtualised enterprise network spanning two geographically separate sites. Implementing Windows Server 2019 and Debian Linux services within VirtualBox presented significant practical learning opportunities that complemented theoretical knowledge from the module.
The most challenging aspect was configuring cross-site routing between Birmingham and London. The interplay between Windows RRAS static routes, Linux IP forwarding (net.ipv4.ip_forward), and iptables FORWARD rules required systematic troubleshooting at each OSI layer. A key lesson was that RRAS manages its own routing table separately from the Windows kernel routing table using the 'route' command when RRAS is running creates conflicting entries. The correct approach is to manage all routes exclusively through the RRAS console [1].
Integrating Windows Active Directory with Linux clients using realmd and SSSD demonstrated the real-world complexity of mixed-OS enterprise environments. Kerberos authentication has a strict dependency on accurate DNS even minor misconfigurations in resolver settings caused domain discovery and join failures. This experience reinforced the fundamental role DNS plays as the foundation of Active Directory infrastructure [7][8].
Configuring the IKEv2/IPsec VPN between Windows RRAS and strongSwan revealed the importance of exactly matching cryptographic proposals between vendor implementations. The 'NO_PROPOSAL_CHOSEN' error encountered during IKE_SA_INIT negotiation indicated that the cipher suites proposed by strongSwan were not supported by the Windows RRAS IKEv2 responder. Iteratively adjusting the ike= and esp= parameters in ipsec.conf deepened my understanding of IKEv2 negotiation mechanics and the practical challenges of multi-vendor VPN interoperability [10][11].
The DHCP relay configuration illustrated the practical implementation of RFC 2131, specifically how relay agents extend DHCP service across routed boundaries by unicasting client broadcast requests to the DHCP server. This is a routine requirement in enterprise networks where a single DHCP server serves multiple subnets across different Layer 3 segments [13].
Throughout this project, diagnostic tools including ping, nslookup, iptables -L, ip route show, route print, journalctl, and systemctl status proved invaluable for methodically isolating issues. Working through the OSI layers from physical (VM adapter attached?) through to application (service running and configured?) provided a structured and efficient troubleshooting approach [2].
If repeating this assignment, I would take VM snapshots more frequently at each working milestone, document all configuration file contents as changes are made, and fully test routing at each stage before adding additional service layers. This would have significantly reduced time spent diagnosing cumulative configuration issues. I would also pre-research IKEv2 proposal compatibility between Windows RRAS and strongSwan before implementation to avoid the negotiation failures encountered.
[bookmark: _Toc228169443]Conclusion
This assignment successfully designed and implemented a virtualised enterprise network for NOSS London 2026 Inc., connecting Birmingham (Windows Server 2019) and London (Debian Linux) sites across a simulated WAN link using VirtualBox. The project demonstrated comprehensive coverage of enterprise network services across ten implementation phases.
Inter-site routing was established using RRAS on Windows and Linux IP forwarding with iptables, connected via a dedicated 10.0.0.0/30 inter-site NAT Network. Active Directory Domain Services were deployed for the domain birmingham.acca, providing centralised authentication, DNS with full forward and reverse resolution, and a secure password policy meeting NIST guidelines [7][9].
User accounts were bulk-provisioned via PowerShell automation, demonstrating efficient identity lifecycle management. All three client machines Windows 10 (ClientS1), Debian CLI server (L-CD), and Debian GNOME desktop (ClientL1) were successfully joined to the domain, enabling Kerberos-based single sign-on authentication across both sites [7][12].
The DHCP infrastructure, with BirminghamServer as the central DHCP server and LondServer01 as the relay agent, provides automatic IP configuration for clients on both subnets. A site-to-site IKEv2/IPsec VPN was configured between Windows RRAS and strongSwan to encrypt inter-site communications. File sharing was implemented on a dedicated virtual disk with role-based NTFS permissions following the principle of least privilege [9][13].
This project significantly enhanced practical skills in enterprise network administration, particularly the challenges of heterogeneous Windows and Linux environments, multi-vendor VPN interoperability, and systematic network troubleshooting. The skills and methodologies developed provide a strong foundation for professional network engineering practice in real-world enterprise environments.
[bookmark: _Toc228169444]
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Ethernet adapter Ethernet 2:

connection-specific DNS Suffix

Link-Tocal IPv6 Address
IPv4 Address.

Subnet Mask .

Default Gateway .

Tunnel adapter isatap.BIRMINGHAM.ACCA:

Media State . .
Connect1on—spec1f1c DNS Suffix’

Tunnel adapter Teredo Tunneling Pseudo-:

Media State . 2
connection-specifi ¢ DNS Suffix’

PS C:\Windows\system32> ipconfig /a'I'I

windows IP Configuration

Host Name . .

Primary Dns suffix’
Node Type . .

IP Routing Enabled.
WINS Proxy Enabled.

DNs suffix Search List.

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix

Description

Physical Address .

DHCP Enabled. . . a
Autoconfiguration Enabled .
Link-Tocal IPv6 Address
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires

Default Gateway .

DHCP Server .

DHCPV6 IAID . .

DHCPV6 Client DUID.

DNS Servers

NetBIOS over Tcpip.

Tunnel adapter isatap.BIRMINGHAM.ACCA:

Media State .

Connecti on—speé1 fic DNS suffix’

Description

Physical Address .

DHCP Enabled. . a
Autoconfigurati on Enabied .

Tunnel adapter Teredo Tunneling Pseudo-:

Media State .

Connecti on—speé1 fic DNS suffix’

Description

Physical Address .

DHCP Enabled. a

Autoconfigurati on Enabied .
PS C:\Windows\system32>

O Type here to search

: BIRMINGHAM.ACCA
: fe80::7497:798b:4db6:ed7e%2

192.168.100.11
255.255.255.0

: 192.168.100.10

: Media disconnected
: BIRMINGHAM.ACCA

Interface:

: Media disconnected

: BirminghamClient

BIRMINGHAM.ACCA
Hybrid
No

: No
: BIRMINGHAM.ACCA

: BIRMINGHAM.ACCA

Intel(R) PRO/1000 MT Desktop Adapter #2
08-00-27-F6-23-59
Yes

Yes

fe80::7497:T98b:4db6:ed7e%2 (Preferred)
192.168.100.11(Preferred)
255.255.255.0

27 April 2026 06:37:57

05 May 2026 06:37:56

192.168.100.10

192.168.100.10

34078759
00-01-00-01-31-3F-B5-9F-08-00-27-F0-FB-BF
192.168.100.10

: Enabled

: Media disconnected

BIRMINGHAM.ACCA
Microsoft ISATAP Adapter
00-00-00-00-00-00-00-EO

Interface:

: Media disconnected

Teredo Tunneling Pseudo-Interface
00-00-00-00-00-00-00-EO
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27 Apr 06:47

localadmin@LondonClient1: ~

root@LondonClientl:~# ip a
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t glen 1000
link/loopback brd
inet /8 scope host 1o
valid 1ft forever preferred 1ft forever
inet6é ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP gr
oup default gqlen 1000
link/ether brd
altname enx080027d6148d
inet Z24 brd scope global dynamic noprefixrout
e enpos3
valid 1ft 691191sec preferred 1ft 691191sec
inet6 fe80::a00:27ff:fed6:148d/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: enpOs8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP gr
oup default glen 1000
link/ether brd
altname enx0800271603f7
root@LondonClientl:~# |Jj
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PS C:\Windows\system32> ping c.birmingham.acca

Pinging b-dc.birmingham.acca [192.168.100.10] with 32 bytes of data:
Reply from 192.168.100.10: byte: 2 time=1lms TTL=128
Reply from 192.168.100.10: byte: 2 time<lms TTL=128
Reply from 192.168.100.10: byte: 2 time=1lms TTL=128
Reply from 192.168.100.10: byte: 2 time<lms TTL=128

Ping statistics for 192.168.100.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds
Minimum = Oms, Maximum = 1ms, Average = Oms
PS C:\Windows\system32> S_
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PS .birmingham.acca

Pinging 1-cd.birmingham.acca [192.168.200.30] with 32 bytes of data:
Reply from 192.168.200.30: bytes=32 =9 =63

Ping statistics for 192.168.200.30:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 7ms, Maximum = 683ms, Average = 202ms
PS C:\Windows\system32> _

L] O Type here to search 0 n e [ -] ﬁ P2 =

1 Q)

07:06
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inist Wind erShell (x86
PS Windows\system32> ping clientll.birmingham.acca ~

Pinging client1l.birmingham.acca [192.168.200.40] with 32 bytes of data:
Reply from 192.168.200.30: Destination host unreachable.
Reply from 192.168.200.30: Destination host unreachable.
Reply from 192.168.200.30: Destination host unreachable.
Reply from 192.168.200.30: Destination host unreachable.

Ping statistics for 192.168.200.40:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
PS C:\Windows\system32> ping clientll.birmingham.acca

Pinging client1l.birmingham.acca [192.168.200.40] with 32 bytes of data:
Reply from 192.168.200.30: Destination host unreachable.
Reply from 192.168.200.30: Destination host unreachable.
Reply from 192.168.200.30: Destination host unreachable.
Reply from 192.168.200.30: Destination host unreachable.

Ping statistics for 192.168.200.40:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
PS C:\Windows\system32> ipconfig /flushdns
windows IP Configuration

successfully flushed the DNS Resolver Cache.
PS C:\Windows\system32> ping client1l.birmingham.acca

Pinging client1l.birmingham.acca [192.168.200.11] with 32 bytes of data:
Reply from 192.168.200.11: bytes=32 ti Oms TTL=62

Ping statistics for 192.168.200.11:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 8ms, Maximum = 12ms, Average = 9ms
PS C:\Windows\system32>
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= O Type here to search

07:10
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[l LondonClient [Running] - Oracle VirtualBox

27 Apr 07:24

localadmin@LondonClient1: ~

root@LondonClientl:~# ping b-dc.birmingham.acca

PING b-dc.birmingham.acca (192.168.100.10) 56(84) bytes
64 bytes from BirminghamServer.BIRMINGHAM.ACCA (192.168.
126 time=3.28 ms

64 bytes from BirminghamServer.BIRMINGHAM.ACCA (192.168.
126 time=149 ms

64 bytes from BirminghamServer.BIRMINGHAM.ACCA (192.168.
126 time=12.3 ms

64 bytes from BirminghamServer.BIRMINGHAM.ACCA (192.168.
126 time=5.98 ms

64 bytes from BirminghamServer.BIRMINGHAM.ACCA (192.168.
126 time=13.7 ms

64 bytes from BirminghamServer.BIRMINGHAM.ACCA (192.168.
126 time=4.01 ms

64 bytes from BirminghamServer.BIRMINGHAM.ACCA (192.168.
126 time=6.55 ms

~C

--- b-dc.birmingham.acca ping statistics ---

7 packets transmitted, 7 received, 0% packet loss, time 6008ms
rtt min/avg/max/mdev = 3.275/27.750/148.506/49.434 ms
root@LondonClientl:~# [

Q O Eibox-att @ nswllvie @ @ [ GABbley E Windows V3 Oracle Virt

Q

icmp_seg=1
icmp seq=2
icmp seq=3
icmp_seq=4
icmp seq=5

icmp seq=6

icmp_seq=7
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[l LondonClient [Running] - Oracle VirtualBox

localadmin@LondonClient1: ~

27 Apr 07:26

root@LondonClientl:~# ping clientsl.birmingham.acca

PING clientsl

64 bytes from
-15 ms

from

from

from

from

from

from

clientsl.birmingham.
clientsl.birmingham.
clientsl.birmingham.
clientsl.birmingham.
clientsl.birmingham.

clientsl.birmingham.

--- clientsl.birmingham.acca ping

8 packets transmitted, 7 received,

.birmingham.acca (192.168.100.11)
clientsl.birmingham.

acca

acca

acca

acca

acca

acca

acca

(192.168.100.

(192.168.100.
(192.168.100.
(192.168.100.
(192.168.100.
(192.168.100.

(192.168.100.

statistics ---

12.5%

56(84) bytes of data.

11): icmp_seg=1
11): icmp_seq=2
11): icmp seq=3
11): icmp_seq=4
11): icmp_ seq=5

11): icmp seq=6

11): icmp_seq=8

packet loss, time 7025ms

rtt min/avg/max/mdev = 5.045/73.054/445.943/152.296 ms
root@LondonClientl:~# [
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root@LondonServer:~#
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Administrator: Windows PowerShell

PS C:\Temp> nslookup -type=PTR 192.168.200.40 A
Server: localhost
Address: ::1

*** Jocalhost can't find 40.200.168.192.in-addr.arpa.: Non-existent domain
PS C:\Temp> 192.168.200.11

PS C:\Temp> nslookup -type=PTR 192.168.200.11

Server: localhost

Address: ::1

11.200.168.192.in-addr.arpa name = LondonClientl.birmingham.acca
11.200.168.192.in-addr.arpa name = clientll.birmingham.acca

PS C:\Temp>
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LondonServer [Running] - Oracle VirtualBox

r @Londo # 1 status
ecurity A iciations (1 up,
birmingham-london[1] : ESTABLISHED 35 minut g 2]
bhirmingham- londor | LLED, TUNMNEL, regid 1,
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f@ BirminghamClient [Running] - Oracle VirtualBox

File Machine View

PS C:\Windows\system32> ipconfig /a

rindows IP Configuration

Host Name . .

Primary Dns suffix’
Node Type . .

IP Rout1ng Enabled.
WINS Proxy Enabled. .
DNs suffix Search List.

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix

Description . .

Physical Address .

DHCP Enabled. . . a
Autoconfiguration Enabled .
Link-Tocal IPv6 Address .
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPV6 IAID . .

DHCPV6 Client DUID.

DNS Servers . .

NetBIOS over Tcpip.

unnel adapter isatap.BIRMINGHAM.ACCA:

Media State .

Connecti on—speé1 fic DNS suffix’

Description . .

Physical Address .

DHCP Enabled. . a
Autoconfigurati on Enabied .

Input Devices Help

: BirminghamClient
: BIRMINGHAM.ACCA
: Hybrid

: No
: No

: BIRMINGHAM.ACCA

: BIRMINGHAM.ACCA

: Intel(R) PRO/1000 MT Desktop Adapter #2
: 08-00-27-F6-23-59

: Yes

497 : ¥98b :4db6:ed7e%2 (Preferred)
192.168.100.11(Preferred)

3 2552552550

: 27 April 2026 06:37:56

: 05 May 2026 06:37:57

: 192.168.100.10

: 192.168.100.10

1 34078759

: 00-01-00-01-31-3F-B5-9F-08-00-27-F0-FB-BF

192.168.100.10

: Enabled

: Media disconnected
: BIRMINGHAM.ACCA

Microsoft ISATAP Adapter
00-00-00-00-00-00-00-EO

unnel adapter Teredo Tunneling Pseudo-Interface:

Media State .

Connecti on—speé1 fic DNS suffix’

Description . .

Physical Address .

DHCP Enabled.

Autoconfigurati on Enabied .
Ps c:\Windows\system32>

O Type here to search

2 Inbox - ata

: Media disconnected

: Teredo Tunneling Pseudo-Interface

00-00-00-00-00-00-00-EO
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LondonClient [Running] - Oracle VirtualBox - [m) X

27 Apr 07:23

localadmin@LondonClient1: ~

root@LondonClientl:~# ip addr show
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t glen 1000
link/loopback brd
inet /8 scope host 1o
valid 1ft forever preferred 1ft forever
inet6é ::1/128 scope host noprefixroute
valid 1ft forever preferred 1ft forever
2: enpos3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP gr
oup default gqlen 1000
link/ether brd
altname enx080027d6148d
inet /24 brd scope global dynamic noprefixrout
e enpos3
valid 1ft 689032sec preferred 1ft 689032sec
inet6 fe80::a00:27ff:fed6:148d/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
3: enpOs8: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc fq codel state UP gr
oup default glen 1000
link/ether brd
altname enx0800271603f7
root@LondonClientl:~# |Jj
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& BirminghamServer [Running] - Oracle VirtualBox - [m) X
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