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[bookmark: _Toc93681814]INTRODUCTION
This report discusses cloud computing and its benefits & drawbacks. Also discussed are the topics of virtualisation and containerisation and container development evaluation.

[bookmark: _Toc93681815]CLOUD COMPUTING
This section discusses an overview of cloud computing and also the benefits & drawbacks. 
[bookmark: _Toc93681816]Overview
The term cloud computing traces back to around 2006 when large organisations such as Amazon and Google used the term to describe how people were increasingly using rented computing power, storage and software over the internet [1]. However, there are references as far back as 1996 [2]. Cloud computing as a service has developed exponentially since its inception due to the growth of technology and acceleration of mobile device adoption throughout the global population [3]. Cloud service providers now offer many services through their distribution model which allow applications and services to be independently accessed at any time. These services include; Virtual servers, storage solutions, databases, network infrastructure, software, analysis services and machine intelligence [4]. The top five public cloud infrastructure providers are; Amazon, Microsoft, Alibaba, Google & IBM [5]. Amazon Web Services in particular own almost half of the globe’s public cloud infrastructure [5]. Cloud service providers utilize very large data centres with thousands of servers to provide the required infrastructure for this service [6].   There are three main models for delivering cloud services which are:
i. Software as a Service (SaaS).	
SaaS is an on-demand service, which allows users to connect to web applications over the internet, such as Microsoft Office 365 and corporate email systems [7]. The service provider will provide all the required underlying infrastructure, software and middleware requirements from their data centre [7]. The service provider will also manage all the hardware and software requirements, and handle data storage and security measures [8]. This means that an enterprise doesn’t need large resources to purchase hardware, or software to implement a sophisticated infrastructure [7]. 

ii. Platform as a Service (Paas).
PaaS is similar to SaaS without the provisioned applications. The service provider provides servers, storage, development tools, analysis & management systems, database management systems to support a web application development lifecycle [9]. PaaS allows organisations to reduce the expense of purchasing and managing licenses for software. PaaS also helps with management of docker containers through software such as Kubernetes [10] [9]. There are many advantages to using PaaS such as; development time can be reduced as cloud service providers have pre integrated application components specifically for development and due to the on-demand model can allow organisations to afford cutting edge tools economically [11]. 	

iii. Infrastructure as a Service (IaaS).
IaaS model offers networking, storage and computing power as an on-demand service. Organisations can utilize IaaS to reduce the costs of hardware and provides scalibilty solutions for network infrastructure [12]. Each resource within the model are offered as singlular components and are charged by their usage [13]. 
[bookmark: _Toc93681817]Benefits
The benefits of using cloud computing services are: 
· No need to invest in expensive in-house system infrastructure [14]. 
This is vital for small startup companies to be able to get their business off the ground, as they do not typically have the capital to buy the servers themselves.
· Scalability.
Thanks to the scalable nature of cloud computing, even small startup business’s can serve millions of customers easily [15].
· Pay for what you use.	
If the business only have a single customer, the cost its very small, however if the company has millions of users the cost will rise [16]. This allows for rapid growth without the limitation of costs in the early stages of business development [14].
· Wild variance on demand.	
Thanks to the scalability of cloud services, a business does not need to provision hardware to meet the maximum demand [6]. For example, If an e-commerce website has 10 customers per day for 353 days of the year, except that the last day of each month they had 100,000 customers. An on premises solution would need the capacity to handle 100,000 customers for the entirety of the year. This would go unused for most of the time, where as with cloud services the business would only incur the cost of 10 customers for 353 days and pay only for the 100,000 customers when it was required.
[bookmark: _Toc93681818]Drawbacks
The drawbacks of using cloud computing services are:
· GDPR issues.	
Special attention is required to the application of data protection & where the data is hosted to ensure compliance with GDPR regulations [17].
· Infrastructure is outsourced.	
If cloud service providers increase the costs, the business will have no inhouse hardware to migrate too [18]. This can potentially cause huge loss of revenue and be very costly.
· High skilled engineers [18].	
Experienced and skilled cloud engineers are difficult to find and are expensive to hire which can incur extra staff costs as a result of utilizing cloud services.
· No control over services.	
If the cloud service provider has a fault and the service is down, then the business’s services will also be unavailable, with no action plan to remedy the problem [19].
· Complexity to development	
Utilizing cloud services adds another layer of complexity to the development process, in turn causing development time to bloat as a result [20].
[bookmark: _Toc93681819]VIRTUALIZATION & CONTAINERISATION
This section discusses the topics of virtualisation & containerisation.
[bookmark: _Toc93681820]Virtualization
Virtualisation is the act of using Virtual machines within the cloud eco-system. By this, software creates an abstract layer on top a computer’s hardware to enable the system to be separated into multiple virtual systems, or virtual machines [21]. 
[bookmark: _Toc93681821]Containerisation
Containerisation is a form of virtualization however, the entire system configuration is defined in a single file [22]. Containters are an abstract layer ontop of the application layer, not the hardware [23]. Docker is an open-source PaaS product that is designed  to build, manage and deploy containers, and containerized applications [24]. These containers are typically managed by a container management software suite such as Kubernetiies [10]. Containers can also be managed by cloud service providers such as Amazon EKS [25].
[bookmark: _Toc93681822]Serverless
Recently a new concept technology has been derived from Virtualisation & Containerisation called Serverless [26]. Using Serverless the infrastructure of an application is handled by the cloud service provider [27]. The business is only responsible for the code itself, and is especially effective for micro service architecture, with the ability to auto scale to match demand automatically [28]. If the service is not being used, this incurs no cost to the business.

[bookmark: _Toc93681823]DEVELOPMENT EVALUATION
Docker is easily installed on any computer operating system, however the application uses Linux Kernel which is where the technology originates from [29]. To deploy a container with Docker, a file named Dockerfile has to be created with config commands to define the build environment which can be seen in  Fig 1. Once a dockerfile has been configured, using the command line, docker compose up is run in the parent directory and the container will startup and act as its own virtual system [30].
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Figure 1- Dockerfile configuration example
Docker containers have the potential to enable an enterprise to improve development speed, due it effortless integrations with CI/CD tools and its ability to create and destroy an entire technology stack, or infrastructure with a single command [31] [32].
The downside is the skill level of your developers will need to be higher, as on top of their standard coding skills they will also need an understanding of many cloud concepts and the ability of use many devopps tools [34].
[bookmark: _Toc93681824]CONCLUSION
In conclusion, cloud computing can provide excellent benefits for organisations which require their powerful computing power or storage. Utilising containers in development can allow a single developer to run many instances of the build and send the build to other developers without issues with operating system clashes. 
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& Dockerfile > ...
### SHARED DOCKER STAGES #HHHHHHHHHHHE

# The 0S setup

FROM ubuntu as developer-os

ENV DEBIAN FRONTEND  noninteractive

RUN apt-get update --fix-missing && \

apt-get install -y software-properties-common & \
apt-get install -y --no-install-recommends apt-utils & \
apt-get install -y curl \

10 wget

11 RUN apt-get install -y sudo

12 RUN echo “export SERVER IP_ADDRESS='0.0.0.0
13 RUN apt-get clean

14

15 # Setup for node.js

16 FROM developer-os as nodeenv

17 # Create and change the working directory
18 WORKDIR /var/www/node

19  RUN curl -fsSL https://deb.nodesource.com/setup 17.x | sudo -E bash - && \
20 apt-get install -y nodejs

21 RUN npm install -g npm && \

22 npm install -g npx --force

23 RUN apt-get install inotify-tools -y

24 RUN npm install -g nodemon

25 RUN apt-get clean

2

27

28

29 i THE WEB SERVICE #HHHHHHHHHHHHHE

30

21 FROM nodeenv as webservice

32 # Expose our webservices port number

33 EXPOSE 1339

34 # Change to the working directory

35 WORKDIR /var/www/node

36 # Execute the application

37 ENTRYPOINT [“npm”, “run”, “start-mount"]

38

39
.

VCENO VR WN R

>> /etc/profile





