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Abstract
Since it’s discovery in 2014, CryptoWall has been responsible for $325million of damages to businesses. For small businesses, it is recommended that they research and protects themselves against these threats to avoid the devastating consequences of infection of these viruses. This report covers methods that CryptoWall uses to infect your systems along with the potential impact this can have on your business. The conclusion of this report recommends methods to prevent the worst of consequences in a ransomware attack. 
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[bookmark: _Toc24279356]Introduction 
CryptoWall seems to have been first discovered 24th May 2014 by brokerage house Benjamin F. Edwards & Co. [1]. This discovery was reported as a CryptoLocker copycat ransomware, however as the ransomware has developed it has been more closely compared to CryptoDefence [2]. As of 1st June 2018, CryptoWall is associated with approximately 40% of all ransomware attacks causing over $345million worth of damages [3]. This report will detail how the CryptoWall ransomware can affect your business, how to respond in the case of infection, and how to prevent the ransomware infecting your system.
[bookmark: _Toc24279357]CryptoWall
[bookmark: _Toc24279358]Method of Infection
As reported by Symantec, the primary methods of infections used by CrytpoWall are spam emails, compromised websites and ads, or other forms of malware [4]. When distributed through email, it is common for the infected email to contain a file with the ransomware contained within. The email can be disguised as any commonly received email, such as an invoice or package delivery report [4]. Due to the method of which CryptoWall delivers the infections it is classified as a Trojan horse virus, meaning it masks the threatening nature of the virus with a seemingly harmless file or link.
[bookmark: _Toc24279359]Effects on Your Files
Once the ransomware is on your system, it will begin to establish a connection to a remote server. This server will generate a complex encryption key which is then copied onto your system. The next step is to copy every compatible file type available, encrypting the files with the generated key, followed by a deletion of each files. This process denies all access to the files.
There are a wide variety of compatible file types which are vulnerable to the ransomware. A few examples are; .xsl, .pdf, .gif, .doc, .ppt, and .txt. Meaning that nearly all the most common file formats are vulnerable [5]. For a full list of compatible file types, see the Varonis blog post on CryptoWall [3].
[bookmark: _Toc24279360]Financial Impact
Adaware reports that the version of CryptoWall known as CryptoWall 3.0 is responsible for over $325million of damages to US corporations [6]. The virus requests that the ransom is paid in bitcoin with the initial payments request ranging from $100 to $1000’s. The initial payments request is often increased by the attackers if no payments has been received in a set time. For small businesses, this can be devastating to their financials, not only for the cost the ransomware requests they pay but the duration that their files are encrypted for. In addition to this, the potential for the files to be unrecoverable is high, as the attackers may not release the key to the victim even with payment. The damage this can cause is irreversible. 
The Guardian reports a case in 2019 where a small medical business was forced to close after becoming infected with ransomware [7]. The ransomware requested a payment of $6,500 after locking the business out of all customers medical records and appointment schedules. The result of this attack was that the business had to close after being unable to recover the data of customers.
[bookmark: _Toc24279361]How to Respond
While it may seem like a good idea to pay the ransom upon becoming a victim to an attack, only 19% of victims who pay the ransom received the key to access their files [8]. Therefore, the advice is to not pay the ransom. It is highly recommended that businesses keep regular backups, meaning that in the case of infection, they can revert to previous versions of files. Without these backups, there is no method of recovering the files with the exception of the extremely long process of ‘brute-forcing’ the encryption key [2]. 
As a business, if you are targeted by a ransomware attack, you should report the attack to the police to enable them to begin an investigation. If you have kept backups of your files, attempt to recover your files using backups available to you. If no backups are available, then there are no options remaining where recovery of the data is possible. 
[bookmark: _Toc24279362]Prevention Methods
There are a range of steps you can take to prevent ransomware infecting your system. The first step is to ensure the operating system your systems are running on are fully up-to date. Operating system developers include security vulnerability fixes in updates which help to prevent attacks like those seen with CryptoWall [9]. Along with this, it is also highly recommended that a regular anti-virus scan is conducted on your system to detect the early signs of the ransomware before it can encrypt your files. Begin by researching the anti-virus program that is best suited to your business and the protection you require. 
Another method of prevention is to contact an IT consultancy firm that can advise you and your employees on the correct email and browsing habits. These habits involve avoiding files and links that are contained in suspicious emails. This can be extended to disabling ads and restricting JavaScript from running on your systems [3].
The final methods is ensuring you always have comprehensive backups of all of your important data. Keeping these backups update is critical to being able to recover from a ransomware attack as it allows you to revert all your systems back with a high percentage of your data recovered. 
[bookmark: _Toc24279363]Conclusion
To conclude, it is critical to the continuation of your business that that you and your employees are aware of the risks that CryptoWall presents. This includes knowing the impact this ransomware can have. Ensuring that your employees understand the email and browsing habits recommended by your chosen IT consultancy firm and keeping your systems up to date with anti-virus and backups will ensure that any attack from a ransomware virus is recoverable for your business. 
[bookmark: _Toc24279364]Recommendations
CryptoWall in it’s most recent state, 4.0, does not seem to be the most common of the ransomware viruses in 2019. The most common in 2019 is STOP (DJVU) [10]. Due to this, it is highly recommended that you follow up with research into the most common ransomware viruses today and how to protect your business against them specifically. 
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