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Two months ago, when | started University, | didn't know there are
so many “bad” things in the online world. But after a while, | understood
how it worked. | used to study networks and servers, the way how to
create a peer-to-peer network, | learned about types of cables (P2P),
communication, and sharing information. Protocols were an interesting
subject, as well as types of layers (OSl). The most important one for me
was Cyber Security attacks, hackers, and intruders. | learned about
viruses, worms, and trojan horses. Cryptography, access control, and
obscuring data made me enjoy this course studied. For this assessment,
| will talk about some main problems and explain the way how it works in
my opinion. Conclusions about cyber security and cyber attacks can be
too many, but | think everyone should be informed well and follow a few
essential steps to protect themselves and stay secure.

INTRODUCTION

Cyber Security is when your system or your network is protected
well against different kinds of attacks. Sometimes the results might
damage our devices, damage hardware, software system, or even data
might be in danger. Today | will talk about the main subjects of cyber
security, the way how you need to protect yourself against cyber-attacks,
what should you do in this kind of situation, and what it means to stay safe.
In the world every minute there is a cyber-attack and the best way how to
avoid these incidents is to use smart methods against this kind of attack.
Everything that is an intentional effort to steal or destroy data or access
your network could be fatal. Usually, cyber-attacks are launched by threat
actors, and they are using different types of tactics like malware attacks,
ransomware, spam, denial of service (DoS), and many more. Hackers
have a target, they are trying to break computer networks because they
are looking for something important like money, email addresses,
personally identifiable information, and business financial data. They want
to steal information, disrupt the system or damage a business. It is very
hard but not impossible to implement a strategy to protect your system
and the people around you. Usually is impossible to know entirely when
an attack is coming, but some companies have security monitoring, and
they can detect early and flag the cyberattack in progress. Threats are




becoming more advance, and every system should be secure and
updated.

1. SECURITY BREACHES

In the last 20 years, lots of small businesses started to be
everywhere and the most popular ones are coffee shops where you can
sit and enjoy a coffee and work on your computer. Most of them have an
internet connection which is very attractive for everyone because gives
you free access to the internet and the connection is quite good.

| was reading carefully the story presented and | was disappointed
about a few things missing and the way how Mr. Kermit Fogg reacted. If
you have a business is very important to have trustworthy people around,
you. By opening the business Mr. Fogg came with positive advantages
like a free Wi-Fi network for customers and discounts for students and
after a while, he started to increase his income.

A security breach is a bad experience where the attacker is
accessing your computer data, network, or applications without your
authorization. A malware attack is a cyber-attack made intentionally by
hackers and can cause disruption to a server, computer, or network.

Meds files are a very dangerous virus, a ransomware infection that
encrypted all computers of Mr. Kermit. If | would be a Security Consultant,
| will give him a few recommendations which can help him in the future.
First is about the way how you interview the people and | think is good to
know something about them, to do a history check. But the most important
is the way how you protect your business, and the way how you secure it.
The first step for him is to install video cameras, this one can record, and
he can prove it is necessary. On the market, you can find very professional
cameras most of the companies provide good quality products (Nev. N
2017). The second security form is to add a strong password which
possibly contains letters, numbers, symbols, and a few capitals (Yenivurt
S and Carnovale 2021). But the most important in my opinion is to install
a strong anti-virus system. This kind of software can scam and remove
viruses from your computer or your network (Johnston R.J. 2009). Another
important thing is the way how to keep your documents and where you
store them. For Mr. Kermit is important to have a backup and to keep




documents safe. As well | cloud is helpful because, in the case of a cyber-
attack, it can recover all documents and information (Puttini R and
Mahmood Z 2013). The last thing he can do is firewall protection. (Bock,
L. 2022).

Mr. Kermit should analyze this and do it as soon as possible if he
doesn’t want to protect himself and his business.

2.TYPE OF THREATS,
VULNERABILITY AND ATTACKS

In the world of cybersecurity threat means something which is weak,
and vulnerable and could affect the integrity, and vulnerability of the
system, and data and create damage. For example, is that type of




situation when a person called an attacker is taking an opportunity to
make a negative impact on a person or a company? They are more types
of cyber threats. The last time this kind of threat became more efficient,
they can change their tactics daily and attack in a different mode. The
most popular types of threats are malware and spyware, password
attacks, social engineering, or man in the middle. It is very important for
us to keep our integrity and privacy safe by trying to create strong
passwords and fully log out after using any type of device. (Gupta, M.,
Walp, J. and Sharman, R. 2012)

Vulnerability is as well something very important in cyber security.
In my opinion, vulnerability is like an unlocked door, something weak
which can be opened easily. There are many examples of vulnerability in
cyber security but the most common are a weak firewall, unblocked doors,
and a lack of security cameras. There is a difference between vulnerability
and risk, Cyber security is usually very vulnerable, which means the risk
can be low or high. Always you must be one step ahead to prevent
malicious attacks, and vulnerability to be detected, identify, analyzed, and
verified. After that, we need immediately to remediate vulnerabilities by
trying to update the software or fix gaps as soon as possible. (Manzuik,
S., Gold, A. and Gatford, C. 2007).

A cyber-attack is something suspicious, an action by threats who
are trying to break something or steal by damaging computers, networks,
or computing systems. Every second all over the world hackers are trying
to steal, destroy and expose information. Hackers can target wide, they
can attack usually what is sensitive fragile, and valuable. There are many
types of cyber-attacks. Malware attack is the most common one, usually
a code or a program created to damage a computer, a network, or a
system. They can be trojans, viruses, spyware, or worms. Other types of
attacks are DoS, Phishing, Spoofing, Injection attacks, and chain attacks.
Protection against these cyber-attacks is very important and every
business should have strong security protection, a strong wall to not
permit any damage. At the moment most businesses and organizations
have infrastructure, applications, and data storage in the cloud.
Databases hold very precious and sensitive information and are a high-
risk target for attackers. (Geetha, S., Geetha, S. and Phamila, A.V. 2019).

The meds file format is a virus, malicious software, or a program
to encrypt files and try to force people or organizations to buy decryption.
It is very important to protect ourselves from ransomware infections. As




well is very important to not open suspicious emails from unknown
addresses. It is very important to protect our computers by installing good
and updated software. Every incident should be reported immediately to
authorities, if you provide the correct information as soon as possible
authorities will help you to track the cybercrime. If you want to stay safe, |
recommend avoiding any contact with intruders because is a big risk.
(Krastev, 2023).

VULNERABILITY

3. SECURITY POLICY AND
DIGITAL SPACE

Security policy and digital space are one of the main problems of
our times. Security policy means to be secure, for a business for example
means to close the doors, windows, or gates. But cyber security is




different, means protecting yourself, and having privacy when you do
something, to protect your information. As well as involved actions to
reduce the number of incidents.

| used to work as a team leader for a long time and | realized is not
easy. It's hard work and you need time if you want to see results. But if
you have passion for what you are doing and you dedicate yourself you
will achieve what you are looking for. Training is very important for your
staff, and you must provide it in a professional way, to show and explain
what you what from them to do. As a guideline, you need to take care of
your staff and first, you need to know how to communicate. In our world
almost everything became digital. Big supermarkets are using in-store
phones, computers, and tablets to make customer's life easier.

To be a guideline is not complicated, you need to share your
knowledge with your staff by providing good training. It's mandatory for a
business to have video training where your staff can watch and learn
about that. This kind of video is presenting a different kind of software from
working on the till, using some application on the tablet, make payments.
Most of the banks change their system and they are more secure. For
example, debit cards most of are contactless and they have details on the
back of the card, they have a pin number, this is just to be more protected
and more secure. As well video cameras are very important for security,
staff members should check always if there is a problem and if everything
is secure. A staff member should always be vigilant and focus on small
details, sometimes even small detail matters. Sometimes staff members
need more attention and more time, that's why as a guideline need to take
time and show small details, especially on the computer part. Every
company is using programs, and applications to manage the business well
and save time. A staff member should always stay protected and for this
one, he needs to secure his phone, laptop, or computer by using a strong
password. He had to create an account and a create password, he had to
use a long word including numbers, letters, and symbols. He is the only
one who knows the password for his security reason. Every person should
keep passwords private to not inform other people and to not give them
personal details.

Every company has its own policy. In a public place, customers should
respect each other. Arealistic example for customers is when they a sitting
in a queue before to do a payment. There is a rule that should give you
privacy and the person who is doing a transaction should know some




important things. They must make sure the next person is approximately
two meters away. Also, he should read all instructions and after that do
something. After inserting the card, he should protect his card by covering
it with his hand and then with the other hand enter the pin number. After
the transaction is complete, he could remove his card. | have seen most
people are not interested in small details but in my opinion and after |
study about cybersecurity, | realized how important is and how easily
hackers can steal information from you. Always we are exposed to a
cyber-attack and that's why we need to make sure we are protected. It is
a big responsibility for a guideline to keep staff focused and provide the
right training.

Cisco Packet Tracer is a visual simulation tool designed
and created by Cisco Systems and gives you the opportunity to practice
computer networks. | started by creating an account which was very easy,
and it was completely free. | really enjoyed doing this and | think | took a
few screenshots after my work.
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Conclusion, recommendation, and future work

After studying so hard | realize how nice is to see your results. It was
hard work and a lot of practice and hopefully in the future to be something
useful for my future. | learn new things and this course makes me more
useful for me and the people around me. Now | have the capacity to share




information with other people to talk more about online, networks, cyber-
attacks, and why not to do something in my life. As a person who likes
computers, | recommend everyone to try to do computing because, in my
opinion, this is the future. | would love to work in this kind of environment
for a big company or even open a business. Since | was young, | always
liked to build computers, to fix laptops and mobile phones, and | think |
would love to build a career based on the hardware part but as well
software is an important part of IT. But because | used to work in graphics
and design maybe one day | will return. The last word is about security,
probably the most important one if you know what to do and how to protect
yourself you are safe.
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ABBREVIATIONS:

P2P - peer to peer
DoS — Disk Operating System
WI-FI - Wireless Fidelity

OSI - Open Systems Interconnection.
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