1. What is the function of the command switchport trunk native vlan 999 on a Cisco catalyst switch?
a. It designates VLAN 999 for untagged traffic (answer)
b. It blocks VLAN 999 traffic from passing on the trunk
c. It creates a VLAN 999 interface
d. It designates VLAN 999 as the default for all unknown tagged traffic

2. Which two protocols are used by bridges and/or switches to prevent loops in a layer 2 network? (choose two)
a. 802.1D (answer)
b. VTP
c. 802.1q
d. STP (answer)
e. SAP

3. A network administrator needs to configure port security on a switch. Which two statements are true? (choose two)
a. The network administrator can apply port security to dynamic access points
b. When dynamic MAC address learning is enabled on an interface, the switch can learn new addresses, up to the maximum defined. (answer)
c. The network administrator can configure static secure or sticky secure MAC addresses in the voice VLAN
d. The network administrator can apply port security to Etherchannel
e. The sticky learning feature allows the addition of dynamically learned addresses to the running configuration. (answer)

4. What are the possible trunking modes for a switch port? (choose 3)
a. Transparent
b. Auto (answer)
c. On (answer)
d. Desirable (answer)
e. Client
f. Forwarding

5. Which VTP mode is capable of creating only local VLANs and does not synchronise with other switches in the VTP domain?
a. A client
b. Dynamic
c. Server
d. Static
e. Transparent (answer)

6. A switch is configured as a VTP server with a domain name of XYZ. Which cisco IOS privileged mode command, followed by a reload of the switch will reset the VTP management domain name of the switch to a NULL value?
a. #vtp domain unset
b. #del vlan.dat (answer)
c. #no vtp domain
d. #vtp domain null

7. Which set of commands is recommended to prevent the use of a hub in the access layer?
a. Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport port-security maximum 1
b. Switch(config-if)#switchport mode trunk
Switch(config-if)#switchport port-security mac-address 1
c. Switch(config-if)#switchport mode access
Switch(config-if)#switchport port-security maximum 1 (answer)
d. Switch(config-if)#switchport mode access 
Switch(config-if)#switchport port-security mac-address 1

8. Select the action that results from executing these commands.
Switch(config-if)#switchport port-security
Switch(config-if)#switchport port-security mac-address sticky

a. A dynamically learned MAC address is saved in the startup-config file
b. A dynamically learned MAC address is saved in the running-config file (answer)
c. A dynamically learned MAC address is saved in the VLAN database
d. Statically configured MAC addresses are saved in the startup-config file if frames from that address are received
e. Statically configured MAC addresses are saved in the running-config file if frames from that address are received

9. VLAN 3 is not yet configured on your switch. What happens if you set the switchport access vlan 3 command in interface configuration mode?
a. The command is accepted and the respective VLAN is added to vlan.dat (answer)
b. The command is rejected
c. The command is accepted and you must configure the VLAn manually
d. The port turns amber

10. Refer to the exhibit, switch port FastEthernet 0/24 on ALSwitch1 will be used to create an IEEE 802.1Q compliant trunk to another switch. Based on the output shown, what is the reason the trunk does not form, even though proper cabling has been attached?
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a. VLANs have not been created yet
b. An IP address must be configured for the port
c. The port is currently configured for access mode (answer)
d. The correct encapsulation type has not been configured
e. The no shutdown command has not been entered for the port

11. The network administrator has discovered that the power supply has failed on a switch in the company LAN and that the switch has stopped functioning. It has been replaced with a Cisco Catalyst 2950 series switch. What must be done to ensure that this new switch becomes the root bridge on the network?
a. Lower the bridge priority number (answer)
b. Change the MAC address of the switch
c. Increase the VTP revision number for the domain
d. Lower the root path cost on the switch ports
e. Assign the switch an IP address with the lowest value

12. Which statement about VLAN operation on Cisco catalyst switches is true?
a. When a packet is received from an 802.1Q trunk, the VLAN id can be determined from the source MAC address table.
b. Unknown unicast frames are retransmitted only to the ports that belong to the same VLAN (answer)
c. Ports between switches should be configured in access mode so that VLANs can span across the ports
d. Broadcast and multicast frames are retransmitted to ports that are configured on different VLAN  

13. What are three valid reasons to assign ports to VLANs on a switch?
a. To make VTP easier to implement
b. To isolate broadcast traffic (answer)
c. To increase the size of the collision domain
d. To allow more devices to connect to the network
e. To logically group hosts according to function (answer)
f. To increase network security (answer)

14. Which protocol provides a method of sharing VLAN configuration information between two Cisco switches?
a. VTP (answer)
b. 802.1Q
c. RSTP
d. STP

15. Refer to the exhibit; the 3 catalyst 2950 switches have been configured for VTP. Trunking is properly configured and operational on all three switches. The show vlan command issued on SwitchC displays only the default VLANs. Based on the output from the show vtp status commands shown in the exhibit, why is this true?
[image: ]

a. Only the default VLANs are configured on SwitchA
b. SwitchA does not have a VTP domain name configured (answer)
c. VTP pruning needs to be enabled on SwitchA
d. SwitchC needs to have the VTP domain name configured
e. SwitchB is in transparent mode

16. Which command will show the MAC addresses of stations connected to switch ports?
a. Show mac-address (answer)
b. Show arp
c. Show table
d. Show swithcport

17. What is a valid reason for a switch to deny port access to new devices when port security is enabled?
a. The denied MAC addresses have already been learned or configured on another secure interface in the same VLAN (answer)
b. The denied MAC addresses are statically configured on the port
c. The minimum MAC threshold has been reached
d. The absolute aging times for the denied MAC addresses have expired

18. A switch is configured with all ports assigned to VLAN 2. In addition, all ports are configured as full-duplex FastEthernet. What is the effect of adding switch ports to a new VLAN on this switch?
a. The additions will create more collisions domains
b. An additional broadcast domain will be created (answer)
c. More bandwidth will be required that was needed previously 
d. IP address utilization will be more efficient 

19. The switches shown in the diagram, Core and Core2, are both Catalyst 2950s. The addressing scheme for each company site is as follows:
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Router Ethernet port – 1st usable address
Core – 2nd usable address
Core2 – 3rd usable address
For this network, which of the following commands must be configured on Core2 to allow it to be managed remotely from any subnet on the network? (choose three)
a. Core2(config)# interface f0/0
Core2(config-if)# ip address 192.168.1.10 255.255.255.248
b. Core2(config)# interface vlan 1
Core2(config-if)# ip address 192.168.1.11 255.255.255.248 (answer)
c. Core2(config)# line con 0
Core2(config-line)# password cisco
d. Core2(config)# line vty 0 4
Core2(config-line)# password cisco (answer)
e. Core2(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.8 
f. Core2(config)# ip default-gateway 192.168.1.9 (answer)

20. Based on the network shown in the graphics which option contains both the potential and the protocol or setting that should be used to prevent the problem?
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a. Routing loops, hold down times
b. Switching loops, split horizon
c. Routing loops, split horizon
d. Switching loops, VTP
e. Routing loops, STP
f. Switching loops, STP (answer)

21. Which two of these statements regarding RSTP are correct? (choose two)
a. RSTP cannot operate with PVST+
b. RSTP defines new port roles (answer)
c. RSTP defines no new port states
d. RSTP is a proprietary implantation of IEEE 802.1D STP
e. RSTP is compatible with the original IEEE 802.1D STP (answer)

22. What are two reasons a network administrator would use CDP? (choose two)
a. To obtain VLAN information from directly connected switches
b. To determine the status of network services on a remote device
c. To determine the status of the routing protocols between directly connected routers
d. To verify the type of cable interconnecting two devices
e. To verify layer 2 connectivity between two devices when layer 3 fails (answer)
f. To obtain the IP address of a connected device in order to telnet to the device (answer)

23.  Which values is used by Spanning Tree Protocol to elect a root bridge? 
a. Bridge priority (answer)
b. IP address
c. IOS version
d. Amount of RAM
e. Speed of the links

24. On the basis of the IEEE 802.1w standard, which two switch ports can forward traffic? 
a. Alternate
b. Backup
c. Designated (answer)
d. Disabled
e. Root (answer)
25. Refer to the exhibit, given the output shown from this Cisco Catalyst 2950, what is the most likely reason that interface FastEthernet 0/10 is no the root port for VLAN 2?
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a. This switch has more than one interface connected to the root network segment in VLAN 2
b. This switch is running RSTP while the elected designated switch is running 802.1D STP
c. This switch interface has a higher path cost to the root bridge that another in the topology (answer)
d. This switch has a lower bridge IP for VLAN 2 than the elected designated switch.

26. Refer to the exhibit, which statement is true?
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a. The Fa0/11 role confirms that SwitchA is the root bridge for VLAN 20
b. VLAN 20 is running the Per VLAN STP
c. The MAC address of the root bridge is 0017.596d.1580
d. SwitchA is not the root bridge, because not all of the interface roles are designated (answer)

27. Refer to the exhibit; a system administrator installed a new switch using a script to configure it. IP connectivity was tested using pings to SwitchB. Later attempts to access NewSwitch using telnet from SwitchA failed.  Which statement is true?
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a. Executing password recovery is required
b. The virtual terminal lines are misconfigured
c. Use Telnet to connect to RouterA and then to Newswithc to correct the error (answer)
d. Power cycle of NewSwitch will return it to a default configuration.

28. Which Cisco Catalyst feature automatically disables the port in an operational PortFast upon receipt of a BPDU?
a. BackboneFast
b. Uplink Fast
c. Root Guard
d. BPDU Guard (answer)
e. BPDU Filter

29. QoS policies are applied on the switches of a LAN. Which type of command will show the effects of the policy in real time?
a. Show command
b. Debug command (answer)
c. Configuration command
d. Rommon command

30. Which port state is introduced by Rapid-PVST?
a. Learning
b. Listening
c. Discarding (answer)
d. Forwarding

31. Which two link protocols are used to carry multiple VLANs over a single link?
a. VTP
b. STP
c. 802.1q (answer)
d. isl (answer)
e. 802.3u

32. Which switch would STP choose to become the root bridge in the selection process?
a. 32468: 11-22-33-44-55-66 (answer)
b. 32468: 22-33-44-55-66-77
c. 32469: 11-22-33-44-55-65
d. 32469: 22-33-44-55-66-78

33. Cisco Catalyst switches CAT1 and CAT2 have a connection between them using ports FA0/13. An 802.1q trunk is configured between the two switches. On CAT1, VLAN 10 is chosen as native, but on CAT2 the native VLAN is not specified. What will happen in this scenario?
a. 8021q giants frame could saturate the link
b. VLAN 10 on CAT1 and VLAN 1on CAT2 will send untagged frames
c. A native VLAN mismatch error message will appear (answer)
d. VLAN 10 on CAT1 and VLAN1 on CAT2 will send tagged frames

34. A network administrator must configure 200 switch ports to accept traffic from only the currently attached host devices. What would be the most efficient way to configure MAC-level security on all these ports?
a. Visually verify the MAC addresses and then telnet to the switches to enter the switchport –port security mac-address command
b. Have end users email their MAC addresses, telnet to the switches to enter the switchport –port security mac-address command
c. Use the switchport port-security MAC address sticky command on all switch ports that have end devices connected to them (answer)
d. Use show mac-address-table to determine the address that are associated with each port and then enter the command on each swithc for MAC address port-security.

35. Refer to the exhibit; why has this switch not been elected the root bridge for VLAN1?
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a. It has more than one interface that is connected to the root network segment
b. It is running RSTP while the elected root bridge is running 802.1d STP
c. It has higher MAC address than the elected root bridge
d. It has higher bridge ID than the elected root bridge (answer)

36. Refer to the exhibit; at the end of RSTP election process, which access layer swithc port will assume the discarding role?
a. Switch 3, port fa0/1
b. Switch 3, port fa0/12
c. Switch 4, port fa0/11 (answer)
d. Switch 4, port fa0/2
e. Switch 3, port Gi0/1
f. Switch 3, port Gi0/2

37. Refer to the exhibit; some 2950series switches are connected to the conference area of the corporate headquarters network. The switches provide two or three jacks per conference room to host laptop connections for employees who visit the headquarters office. When large groups of employees come from other locations, the network administrator often find s that hubs have been connected to wall jacks in the conference area although the ports on the access layer switches were not intended to support multiple workstations. What action could the network administrator take to prevent access by multiple laptops through a single switch port and still leave the switch functional for its intended use?
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a. Configure static entries in the switch MAC address table to include the range of addresses used by visiting employees
b. Configure an ACL to allow only one MAC address to connect to the switch at one time
c. Use the mac-address-table 1 global configuration command to limit each port to one source MAC address
d. Implement port security on all interfaces and use port-security maximum 1 command to limit port access to a single MAC address (answer)
e. Implement port security on all interfaces and use port-security sticky command to limit port access to a single MAC address
f. Implement port security at global configuration mode  and use port-security maximum 1 command to allow each switch only one attached hub

38. Refer to the exhibit; which switch provides the spanning-tree designated port role for the network segment that services the printer?
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a. Switch1
b. Switch2
c. Switch3 (answer)
d. Switch4

39. What is the purpose of the Cisco VLAN trunking protocol?
a. To allow traffic to be carried from multiple VLANs over a single link between switches
b. To allow native VLAN information to be carried over a trunk link
c. To allow for managing the additions, deletions, and changes of VLANs between switches (answer)
d. To provide a mechanism to manually assign VLAN membership to switch ports
e. To provide a mechanism to dynamically assign VLAN membership to switch ports

40. What is the purpose of Spanning Tree Protocol?
a. To provide multiple gateways for hosts
b. To maintain a loop-free layer 2 network topology (answer)
c. To prevent routing loops
d. To create a default route

41. While troubleshooting a connectivity problem, a network administrator notices that a port status LED on a Cisco Catalyst series switch is alternating green and amber. Which condition could this indicate?
a. The port is experiencing errors (answer)
b. The port is administratively disabled
c. The port is blocked by spanning tree
d. The port has an active link with normal traffic activity

42. Assuming default setting, how can you erase the VTP database of VLANs on a Cisco IOS switch running in VTP server mode?
a. Enable VTP pruning
b. From privileged mode. Erase the startup config file, then reload
c. From privileged mode, erase the vlan dat file, then reload (answer)
d. Cycle the switch power

43. Refer to the exhibit; Computer 1 is consoles into switch A. Telnet connections and pings run from the command prompt on Switch A fails. Which of the following could cause this problem?
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a. Switch A does not have a cdp entry for switch B or router JAX
b. Switch A does not have an IP address (answer)
c. Port 1 on switch A should be an access port rather than a trunk port
d. Switch A is not directly connected to router JAX
e. Switch A does not have a default gateway assigned 

44. Which term describes a spanning-tree network that has all switch ports in either the blocking or forwarding state?
a. Spanned
b. Converged (answer)
c. Provisioned
d. Redundant

45. How are VTP advertisements delivered to switches across the network?
a. Unicast frames
b. Multicast frames (answer)
c. Broadcast frames
d. Anycast frames

46. Assuming the default switch configuration, which VLAN range can be added, modified, and removed on a Cisco switch?
a. 1 through 1002
b. 2 through 1001 (answer)
c. 1 through 1001
d. 2 through 1005

47. In which circumstance are multiple copies of the same unicast frame likely to be transmitted in a switched LAN?
a. After broken links are re-established
b. In an improperly implemented redundant topology (answer)
c. When upper-layer protocols require high reliability
d. During high traffic periods
e. When a dual ring topology is in use

48. Which command would you configure globally on a Cisco router that would allow you to view directly connected Cisco devices?
a. enable cdp
b. cdp enable
c. cdp run (answer)
d. run cdp

49. Refer to the exhibit; A host is connected to switch port Fa0/3 with a crossover cable. However, the port indicator on switch port Fa0/3 is not on, and the host cannot communicate with VLAN 2 on the same switch. Based on the information given, what is the problem?
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a. The switch has been assigned an incorrect subnet mask
b. Switch port fa0/3 is not configured as a trunk port
c. Switch port fa0/3 has been blocked by STP
d. The switch and the host must be in the same subnet
e. The cable is the wrong type (answer)

50. What does a layer 2 switch use to decide where to forward a received frame?
a. Source MAC address
b. Source IP address
c. Source switch port
d. Destination MAC address
e. Destination MAC address (answer)
f. Destination switch port 

51. Which protocol reduces administrative overhead in a switched network by allowing the configuration of a new VLAN to be distributed to all the switches in a domain?
a. STP
b. VTP (answer)
c. GVRP
d. SNMP
e. DHCP

52. Which value is primarily used to determine which port becomes the root port on each nonroot switch in a spanning-tree topology?
a. Port priority number and MAC address
b. Lowest port MAC address
c. Path cost (answer)
d. VTP revision number
e. Highest port priority number

53. Which command enables RSTP on a switch?
a. Spanning tree backbonefast
b. Spanning-tree mode rapid-pvst (answer)
c. Spanning-tree mode mst
d. Spanning-tree uplinkfast

54. Which of the following is a characteristics of full-duplex communication?
a. It is a CSMA/CD network
b. It is a CSMA/CA network
c. It is point-to-point only
d. Hub communication is done via full duplex (answer)

55. A network administrator has configured two switches, named London and Madrid, to use VTP. However, the switches are not sharing VTP messages. Given the command output shown in the graphic, why are these switches not sharing VTP messages?
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a. The VTP version is not correctly configured
b. The VTP operating mode is not correctly configured
c. The VTP domain is not correctly configured (answer)
d. VTP pruning mode is disables
e. VTP v2 mode is disabled

56. Refer to the exhibit; the network administrator normally establishes a telnet session with the switch from host A. However, host A is unavailable. The administrator’s attempt to telnet to the switch from host B fails, but ping to the other two hosts are successful. What is the issue?
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a. Host B and the switch need to be in the same subnet
b. The switch needs an appropriate default gateway assigned (answer)
c. The switch interface connected to the router is down
d. Host B needs to be assigned an IP address in vlan 1 

57. Why will a switch never learn a broadcast address?
a. Broadcast frames are never sent to switches
b. Broadcast addresses use an incorrect format for the switching table
c. A broadcast address will never be the source address of a frame (answer)
d. Broadcast only use network layer addressing
e. A broadcast frame is never forwarded by a switch

58. Which is one benefit of PVST+?
a. PVST+ reduces the CPU cycles for all the switches in the network
b. PVST+ automatically selects the root bridge location, to provide optimise
c. PVST+ allows the root switch location to be optimised per VLAN (answer)
d. PVST+ supports layer 3 load balancing without loops

59. Which command enhances the 802.1D convergence time on ports that are connected to hosts?
a. Spanning-tree backbonefast
b. Spanning-tree uplinkfast
c. Spanning-tree portfast (answer)
d. Spanning-tree cost512

60. Which IEEE standard protocol is initiated as a result of successful DTP completion in a switch over FastEthernet?
a. 802.3ad
b. 802.1w
c. 802.1q (answer)
d. 802.1d




1. What does the command router(config)# line con 0allow you to perform next?
a) set the Telnet password
b) Shut down the router
c) Set your console password
d) disable console connection

2. Which protocol does ping use?
a) TCP
b) ARP
c) ICMP
d) BootP

3. If you want to delete the configuration stored in NVRAM, what would you type?
a) erase startup
b) erase nvram
c) delete nvram
d) erase running-config

4. Which class of IP address has the most host addresses avilable by default?
a) C
b) B
c) A
d) D

5. Where is a hub specified in the OSI model?
a) Session layer
b) Physical layer
c) Data Link layer
d) Application layer

6. What PDU is at Transport layer?
a) Segment
b) Packet
c) Frame
d) Data

7. How many broadcast domains are created when you segment a network with a 12-port switch?
a) Two
b) One
c) Twelve
d) None

8. What is a stub network?
a) A network with more than one exit point
b) A network with more than one exit and entry point
c) A network with only one entry and no exit point
d) A network that has only one entry and exit

9. Which layer of the OSI model creates a virtual circuit between hosts before transmitting data?
a) Application
b) Transport
c) Network
d) Physical
e) Data link

10. Which protocol does DHCP use at the transport layer?
a) IP
b) TCP
c) UDP
d) ARP

11. How do you copy a router IOS to a TFTP host?
a) Copy run startup
b) Copy start run
c) copy tftp flash
d) copy flash tftp

12. If your Router is facilitating a CSU/DSU, which of the following command do you need to use to provide the router with a 64000kbps serial link?
a) RouterA(config)# bandwidth 64
b) RouterA(config)# clockrate 64000
c) RouterA(config)# clock rate 64000
d) RouterA(config)# clockrate 64
e) RouterA(config)# bandwidth 64000

13. If an interface is administratively down, what is the problem?
a) The interface is faulty
b) The interface is not connected to another device
c) There is no problem
d) The interface is looped

14. How many collision domains are created when you segment a network with a 8-port hub?
a) one
b) four
c) eight
d) two

15. What is the administravie distance of static routes by default?
a) 0
b) 1
c) 10
d) 100

16. What is the maximum distance of 100baseT?
a) 260 meters
b) 100 meters
c) 500 meters
d) 1000 meters

17. Which protocol is used to send a Destination Network Unknow message back to originating hosts?
a) TCP
b) ICMP
c) ARP
d) UDP

18. Which of the following is not one of the advantages of using static routes over dynamic routing?
a) Fast convergence
b) No CPU usage
c) No bandwidth usage
d) Security

19. Which of the following routing protocols uses bandwidth and delay of the line when making routing decisions?
a) RIPv2
b) BGP
c) EIGRP
d) OSPF

20. Which of the following is the valid host range for IP address 192.168.168.188 255.255.255.192
a) 192.168.168.129-190
b) 192.168.168.129-192
c) 192.168.168.128-192
d) 192.168.168.129-191

21. Which keystrokes will return a Telnet session back to an originating routers console?
a) Ctrl+Z
b) Ctrl+C
c) Ctrl+Shift+6, then X
d) Ctrl+Break

22. At which layer do packets occur?
a) Application
b) Transport
c) Network
d) Data Link
e) Physical

23. If you connect a Cisco router and 3Com router through a T1, why won't they work by default?
a) Cisco and 3Com are not compatible
b) 3Com was purchased by Cisco and scrapped
c) The Serial encapsulation are not compatible by default
d) The Ethernet frame types are not compatible by default

24. You have large files that you need to transfer from your home to your remote corporate office. You need to do this periodically and quickly. What technology would be best suited for your situation?
a) Frame Relay
b) Ethernet
c) ISDN
d) Token Ring
e) ATM

25. What is the bit length and expression form of a MAC address?
a) 24bits, hex
b) 48bits, hex
c) 24bits, binary
d) 48bits, binary



----------Key----------

1. (c) 
2. (c) 
3. (a) 
4. (c) 
5. (b) 
6. (a) 
7. (b) 
8. (d) 
9. (b) 
10. (c) 
11. (d) 
12. (c) 
13. (c) 
14. (a) 
15. (b) 
16. (b) 
17. (b) 
18. (a) 
19. (c) 
20. (a) 
21. (c) 
22. (c) 
23. (c) 
24. (a) 
25. (b)
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1. What does the Data link layer use to find hosts on a local network? Select all that apply.
a) Physical address
b) MAC address
c) Logical network address
d) Hardware address
e) Port number
f) Default gateway

2. PDUs at the Network layer of the OSI are called what?
a) Segment
b) Frame
c) Packet
d) Bits

3. What term is used if you are using the processes of placing frames from one network system into the frame of another network system?
a) Framing
b) Encapsulating
c) Tunneling
d) Frame Relay

4. What is used at the Transport layer to stop a receiving host's buffer from overflowing?
a) Segmentation
b) Packets
c) Acknowledgement
d) Flow control
e) Authentication

5. When data is encapsulated, which is the correst order?
a) Data, frame, segment, packet, bit
b) Segment, data, packet, frame, bit
c) Data, segment, packet, frame, bit
d) Data, packet, segment, frame, bit

6. What does the term "Base" indicate in 100Base-TX?
a) The maximum distance
b) The type of wiring used
c) A LAN switch method using half duplex
d) A signaling method for communication on the network

7. Which of the following are Presentation layer protocols? Select all that apply.
a) TFTP
b) RTF
c) QuickTime
d) MIDI
e) IP
f) TCP

8. Which of the following are considered some reasons for LAN congestion? Select all that apply.
a) Low bandwidth
b) Too many users in a broadcast domain
c) Broadcast stroms
d) Multicasting
e) Routing

9. Which of the following are reasons for breaking up a network into two segment  with a router? (Choose 2)
a) To create fewer broadcast domain
b) To create more broadcast domain
c) To create one large broadcast domain
d) To stop one segment's broadcast from being sent to the second segment.

10. Which LAN switch method runs a CRC on every frame?
a) Cut-through
b) Store-and-forward
c) FragmentCheck
d) FragmentFree

11. Layer-2 switching provides which of the following? (choose 2)
a) Hardware-based bridging (MAC)
b) Wire speed
c) High Latency
d) High cost

12. If your network is currently congested and you are using only hubs in your network, what would be the best solution to decrease congestion on your network?
a) Cascade your hubs
b) Replace your hubs with switches
c) Replace your hubs with routers
d) Add faster hubs

13. What are the three distinct functions of layer-2 switching that increase available bandwidth on the network?
a) Address learning
b) Routing
c) Forwarding and filtering
d) Creating network loops
e) Loop avoidance
f) IP addressing

14. The MAC address table in a LAN switch is used to
a) Map the source MAC address to the source switch port
b) Map the source MAC address to the destination switch port
c) Map the destination MAC address to the source switch port
d) Map the destination MAC address to the destination switch port

15. bridged and switched networks commonly utilise redundant pathways to ensure a fault-tolerant network. If the redundancy is not proper managed, loops in the topology may cause which of the following problems? Select all that apply.
a) Conflicting MAC address entries in the MAC address table of bridges or switches 
b) Unrecoverable application errors
c) Broadcast storms
d) None of the above

16. If a switch determines that the destination of a frame is the same port from which the frame was received, the switch will:
a) Forward the frame back out the port from which it was received 
b) Drop the frame
c) Flood the frame out all ports except the one on which it was received
d) Flood the frame out all ports including the one which it was received

17. What range of addresses can be used in the first octet of a Class B network address?
a) 1-126
b) 1-127
c) 128-190
d) 128-191
e) 129-190
f) 129-191

18. What are the two most common elements of a request/reply pair with ICMP message using the Ping program?
a) Echo reply
b) Echo request
c) Destination unreachable
d) Source quench

19. Which of the following are true?
a) TCP is connection-oriented but doesn't use flow control
b) IP is not necessary on all hosts that use TCP
c) ICMP must be implemented by all TCP/IP hosts
d) ARP is used to find a hardware address from a known IP address

20. How many subnets and hosts can you get from the network 192.168.254.0/26?
a) 4 networks with 64 hosts
b) 2 networks with 62 hosts
c) 254 networks with 254 hosts
d) 1 network with 254 hosts
e) 2 networks with 64 hosts
f) 4 networks with 62 hosts

21. What keystroke will terminate setup mode?
a) Ctrl+Z
b) Ctrl+break
c) Ctrl+C
d) Ctrl+Shift+6, then X 

22. What do the square brackets indicate when in setup mode?
a) That the router needs to be reloaded
b) Values entered are not saved
c) Current or default setting
d) Hard-coded values that cannot be changed

23. Which of the following are solutions for reducing distance vector routing loops?
a) Split horizon
b) Hierarchical networking
c) Holddown timers
d) Link-state routing
e) Count to infinity

24. Which of the following is an Internet Protocol (IP) link-state protocol used in the TCP/IP stack?
a) RIPv2
b) EIGRP
c) OSPF
d) BGP

25. How is the 16300 calculated in the following? (choose 2)
D 192.168.10.0 [90/16300] via 192.168.20.1
a) MTU
b) Load
c) Bandwidth
d) Delay
e) Administrative distance
f) Reliablity



----------Key----------

1. (a) (b) (d) 
2. (c) 
3. (c) 
4. (d) 
5. (c) 
6. (d) 
7. (b) (c) (d) 
8. (a) (b) (c) (d) 
9. (b) (d) 
10. (b) 
11. (a) (b) 
12. (b) 
13. (a) (c) (e) 
14. (a) 
15. (a) (b) (c) 
16. (b) 
17. (d) 
18. (a) (b) 
19. (a) (c) (d) 
20. (b) 
21. (c) 
22. (c) 
23. (a) (c) 
24. (c) 
25. (c) (d)



1. Which routing protocol has administrative distance of 110
a) OSPF
b) EIGRP
c) RIPv1
d) RIPv2

2. Which key stroke will return a Telnet session back to an originating routers console?
a) Ctrl + Z
b) Ctrl + A
c) Ctrl +Shift + 6, then X
d) Ctrl +C

3. If you want to delete the startup-config on a 2900 switch, what command do you use?
a) erase startup-config
b) delete startup-config
c) erase startup-configuration
d) erase nvram

4. What is the default encapsulation on poit-to-point links between two Cisco routers?
a) SDLC
b) SLARP
c) HDLC
d) Cisco
e) Ansi

5. Which of the following provides connection-oriented transport to upper-layer protocols?
a) RIP
b) NLSP
c) SPX
d) NCP

6. Which command will show you the hostname resolved to the IP address on a router?
a) sh router
b) sh hosts
c) sh ip hosts
d) sh name resolution

7. Which exec command displays system hardware config information, software version, and the names and sources of config files and boot images on a router?
a) sh flash
b) sh running-config
c) sh version
d) sh config

8. Which memory in a Cisco router stores packet buffers, ARP cache, and routing tables?
a) Flash
b) RAM
c) ROM
d) NVRAM

9. In what two modes can the ICMP ping command be used?
a) user
b) privileged
c) global config
d) interface configuration

10. What is the default encapsulation on an Ethernet interface when enabling Novell?
a) SAP
b) 802.2
c) SNAP
d) Token_SNAP
e) 802.3
f) Ethernet_II

11. If your routers is working fine with the running-config and you do a copy rus start, but you reboot the router and it goes into setup mode, which of the following could the problem be?
a) Faulty startup-config file
b) Configuration register setting
c) Hardware failure
d) Flash is corrupt

12. How are dynamic VLANs configured?
a) Statically
b) By an administrator
c) Via a DHCP server
d) Via a VLAN Management Policy Server

13. How does inter-VLAN communication take place?
a) Using a layer-2 switch
b) Using a router
c) Using a hub
d) Using a repeater

14. What advantage is offered by LAN segmentation? Choose the best answer.
a) More broadcast can be sent onto the network
b) More bandwidth is provided to each user
c) fewer administrators are needed to run the network
d) More collision domains always means faster network services

15. If your routing table has a static, a RIP, and an EIGRP route to the same network, which route will be used to route packets?
a) Any available route
b) RIP route
c) Static route
d) EIGRP route
e) They will all load-balance

16. When is setup mode, which of the following are true? (Choose two)
a) The enable password is encrypted
b) The enable secret is encrypted
c) The enable password is not encrypted
d) The enable secret is not encrypted

17. What layer of the OSI model would you assume the problem is in if you type show interface serial 0/0 and receive the following message? 

Serial 0/0 is a down, line protocol is down
a) Physical layer
b) Data link layer
c) Network layer
d) None; it is a router problem

18. If you type a command and receive the error "% incomplete command" from a switch CLI, what would you do to get help?
a) Type history to review the error
b) Re-enter the command followed by a question mark to view the ketwords
c) Type help
d) Enter a question mark to see all the console commands

19. What command is used to stop routing updates from exiting out an interface?
a) Router(config-if)#no routing
b) Router(config-if)#passive-interface
c) Router(config-router)#passive-interface s0/0
d) Router(config-router)#no routing updates

20. Which command displays all the routed protocols and the interfaces on which each protocol is enabled?
a) show protocols
b) show protocols brief
c) sh interface protocol
d) sh interface
e) sh ip protocols

21. You type debug ip rip on your router console and see that 172.16.0.0 is being advertised witha metric of 16. What does this mean?
a) The router is 16 hops away
b) The route has a delay of 16 microseconds
c) The route is inaccessible 
d) The route is queued at 16 messages a second

22. Which of the following commands starts the IP processing on a router interface? 
a) enable rip
b) network ip_address
c) ip address ip_address netmask
d) reload and restart

23. What valid host range is the IP address 172.16.10.22 255.255.255.240 a part of ?
a) 172.16.10.20 through 172.16.10.22
b) 172.16.10.17 through 172.16.10.31
c) 172.16.10.16 through 172.16.10.23
d) 172.16.10.16 through 172.16.10.31
e) 172.16.10.17 through 172.16.10.30

24. What could happen on a network if no loop avoidance schemes are put in place? Choose two
a) Faster convergence time
b) Broadcast stroms
c) Multiple frame copies
d) IP routing will cause flapping on a serial link

25. Which LAN switch type checks only the hardware address before forwarding a frame?
a) Cut-through
b) Store-and-forward
c) FragmentCheck
d) FragmentFree



----------Key----------

1. (a) 
2. (c) 
3. (a) 
4. (c) 
5. (c) 
6. (b) 
7. (c) 
8. (b) 
9. (a) (b) 
10. (e) 
11. (b) 
12. (d) 
13. (b) 
14. (b) 
15. (c) 
16. (b) (c) 
17. (a) 
18. (b) 
19. (c) 
20. (a) 
21. (c) 
22. (c) 
23. (e) 
24. (b) (c) 
25. (a)
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Switch# show spanning-tree interface fastethernet0/10
vian Role Sts Cost Prio.Nbr Type

VLAN00O1 Root EWD 19 128.1  p2p
VLAN0002 2ltn BLK 19 128.2  p2p
VLAN00O3 Root EWD 19 128.2  p2p
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Switchif show spanning-tree vian 20

vLANOOZO
Spanning tree ensbled protocol rstp
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Cost. 38
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Hello Time 2 sec Max Age 20 sec
Bridge ID Priority 28692 (priority 28672 =
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Aging Time 300
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Fa0/11 Foor FuD 19 126.11  p2p
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Suitchy show spanning-tree vian 1
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At show run

hostname A

<<output omitted>>
tinterface FastEthernet0/1
switchport mode trunk
no ip address

!

<<output omitted>>
interface Vian1
no ip address :

no ip route - cache @
!

<<output omitted>> Computer1
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VLAN1
1P address - 192.168.15
Subnet mask: 255.255.255.0

Default gateway: 192.168.1.1
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VLAN2
TP address - 192.168.2.22
Subnet mask: 255.255.255.0
Default gateway: 192.168.2.1
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London#show show vip status

VTP Version:

Configuration Revision:

Maximum VLANS supported locally:
Number of existing VLANS:

VTP Operating Mode:

VTP Domain Name:

VTP Pruning Mode.

VTP V2 Mode:

VTP Traps Generation:
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Server
London

Disabled
Disabled
Disabled

Madridéshow show vip status

VTP Version:
Configuration Revision:
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Switch show ip interface brief
Interface IP-Address OK?
Vian1 17219.1.250 Yes
FastEthernet0/l unassigned Yes
FastEthemet0/2 unassigned Yes
FastEthemet0/3 unassigned Yes
<output omitted>

Method
‘manual
unset
unset
unset

Fa0/0.1 - 172.19.1.254/24 VLAN 1
Fa0/0.32- 172.19.32.254/24 VLAN 32
Fa0/0.33- 172.19.33.254/24 VLAN 33

Status  Protocol

uwp  up
uwp  up
uwp  up
uwp  up
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ALSwitch1# show running-config

«output omitted>

interface FastEthernet0/24 no ip address

«output omitted»

ALSwitch1# show interfaces FastEthernet0/24 switchport
Name: Fa0/24

Switchport: Enable

Administrative Mode: static access

Operation Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Voice VLAN: none

Operation private-vlan: none
Trunking VLANSs Enable
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

Protected: false

Voice VLAN: none (Inactive)
aplliance trust: none
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SwitchAfishow vip status
VTP Version: 2
Configuration Revision: 4
Maximum VLANS supported locally: 250

Number of existing VLANs: 8

VTP Operating Mode:
VTP Domain Name:
VTP Pruning Mode:
VTP V2 Mode: Disabled

VIP Traps Generation: _Disabled
MDS digest: 0x45 052 0xBE OxFD 0x63
0xCB 0x49 0xB0

Configuration last modified by 0.0.0.0 at
3193 06:53:51

SwitchA#

Server

Disabled

SwitchCA#show vip status
VTP Version: 2
Configuration Revision: 0
Maximum VLANs supported focally: 250
Number of existing VLANs: 5

VTP Operating Mode: Client

VTP Domain Name:

VTP Pruning Mode:
VTP V2 Mode: Disabled

VTP Traps Generation: _Disabled
MDS digest: 0x84 0<FD 0xC1 OXEF 0XFS
052 0xA1 0x9

Configuration last modified by 0.0.0.0 at
31-93 06:53:51

SwitchC

Disabled
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