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Introduction

The purpose of this report is to explore the process of setting up a network of four
virtualised systems on a simulated network. It also discusses a variety of topics related to

networking and virtualisation.

This report is separated into three tasks, with each task focusing on a different topic:
* Task 1 is focused on technical discussion
» Task 2 focuses on the process of setting up the virtual network

* Task 3 serves as a reflection for the second task.



Task 1

Hypervisors

Hypervisors are a method of using one computer system to simulate another via a process
called virtualisation. There are two kinds of hypervisors: Type 2 hypervisors, also known as
hosted hypervisors [1], are software based and rely on a host operating system for
resource allocation while Type 1 (or “bare metal”) hypervisors run the simulated system
with direct access to hardware resources. [5]

The architecture of a hypervisor involves a host system managing a number of guest
systems via software. Each virtual device has components simulated by what is referred to
as a processing element, which can either be a physical device that is passed through to
the virtual guest, or an emulated component handled by the VM. While memory and CPU
cores are often physical components assigned to the VM, other devices such as hard
disks or I/O controllers are emulated and controlled mainly by the host system. [1]
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Figure 1: Diagram of a hypervisor architecture example [1]

Virtual systems within a hypervisor are isolated from other guest systems as well as the
host. This benefits security because it means security breaches will only affect the targeted
guest system, reducing the overall surface area for attacks [6]. Because systems running
within a hypervisor are virtual, this also means that they can be backed up and restored
via software snapshots. [7]



Running a hypervisor, especially one that is managing multiple VMs at once, is very
intensive on system resources. Many modern hypervisor systems also rely on hardware
acceleration provided by CPU architectures to improve performance. [8]

Since hypervisors provide a complete virtual computer system that the guest operating
system is running on, this usually provides better software support than compatibility
layers such as Wine, although strictly performance-reliant applications may not run
correctly due to the speed deficiency, especially in instances where components have to
be accurately emulated at a low level. [1]

Because hypervisors are virtual, they are easily scalable and do not require adding extra
hardware to provide specific requirements, especially for use cases that do not require that
many system resources. [9]

While Type 1 hypervisors have better performance [5] and have better security as well as
less points of failure as they do not rely on a host operating system to provide low-level
functionality, Type 2 hypervisors are often significantly easier to set up and can be installed
as a program on a standard computer instead of needing specific device configuration in
order to run [10].



IP Addressing

Internet Protocol Addresses are virtual addresses assigned to devices on a network for the
purposes of uniquely identifying a network device for the purposes of electronic
communication. IP addresses can be statically assigned to a device via manual
configuration, or automatically assigned via a network service called DHCP. Two forms of
IP addresses are currently in use: IPv4 which is 32-bit, and IPv6 which is 128-bit. [2]

IPv4 is commonly represented in a dotted notation of four 8-bit numbers (or octets). These
numbers can be in a range between 0 and 255. An example of a valid IPv4 address would
be 192.168.0.1. The first and final addresses of a network are usually reserved as the
network and broadcast addresses respectively. [2]

32-bti IP address l l l l

Convert each

octet to decimal 192 0 2 73

Separate with dots 192.0.2.73

Figure 2: Example of an IPv4 address [2]

IP addresses are generally suffixed with a subnet mask. These are used for subnetting
and specify the number of bits used to specify the network. The remaining bits are used to
specify the host within a subnet [11]. Smaller subnet masks are able to support more
hosts. Subnet masks are represented on a network device similarly to an IP address, with
numeric values denoting the number of bits per octet that are used for the network
address. For example, a subnet mask of 255.255.255.0 represents a /24 subnet with 254
usable hosts [12]. Subnetting is used to break up larger networks into a number in order to
manage traffic and improve security [13].



Some IPv4 ranges are reserved as private, those being 10.0.0.0/8 for large networks,
182.16.0.0/12 for medium-sized networks and 192.168.0.0/16 for small networks. These
addresses are not routable on the internet and are instead intended for use in LANS. [2]

As there is a hard limit of roughly 4.2 billion IPv4 addresses due to the use of a 32-bit
address space, IPv6 was introduced to counteract IPv4 address depletion. Because IPv6
deals with much larger numbers, it is commonly represented using hexadecimal values. [3]

Each %' represents up to four hexadecimal digits separated by colons:

ggees : 0000 : 0000 : 0000 : 0000 : Q00O : QOO0 : OOQOQO
co to to to to to to to
ffff ffEf Eff L fEEE EEEE tEEf fEEE FEff

‘Hextet’

-
F !

0000 0000 0000 0000  Every four hexadecimal digits are
to to to to equivalent to 16 bits (4 bits for
1111 1111 1111 1111 each hexadecimal value).

Figure 3: Diagram of the representation of an IPv6 address in the preferred form [3]

Another method of reducing the impact of IPv4 address exhaustion is to utilise classless
addressing and variable length subnetting (VLSM). This involves setting a subnet mask
that is not divisible by 8 to set a network that supports less hosts. This permits of breaking
a network into set groups to only use the exact addresses that are required. For

example, /28 subnets can support a maximum of 14 hosts which makes it suited for small
networks with only a handful of computers on them. [14]



Routing

Routing is the process of transferring packets across a network using the most efficient
route. The two main devices used in networking are switches and routers — switches
connect computers together on a network, while routers connect multiple networks
together. [15]

Routers will attempt to automatically assign the most efficient route to the target host by
use of either static or dynamic routing. Static routes are manually configured on a router
and require less bandwidth due to not needing to be calculated. They are also not
advertised over a network and thus provide better security. They are, however,
cumbersome to implement and maintain on large and/or constantly changing networks.
[15]

Dynamic routing is automatically computed on a router using a variety of protocols such as
RIP, OSPF and BGP. The main advantage of dynamic routing is that it has better
scalability than static routing on account of being automatically assigned, and is also
significantly easier to configure. Dynamic routing is also resistant to changes in an existing
network. However, it lacks the speed and security of static routing. [15]

One example of how dynamic protocols can be used is in internet connected vehicles.
Because vehicles do not remain in one place, the use of static routing would not be
possible. Instead, a dynamic protocol for wireless ad-hoc communication designed
specifically for moving vehicles could be used to detect the most optimal path to transfer
data. [16]

The Routing Information Protocol (RIP) is a legacy protocol for dynamic routing based on a
distance-vector format that attempts to determine the route that will take the least number
of hops to get to its destination [17]. It comes in two versions, with version 2 adding
support for VLSM [17]. It is easier to configure than other protocols [15] and is best suited
for small networks [18].

The Open Shortest Path First (OSPF) protocol is a newer dynamic routing protocol
designed for larger networks that uses the Dikstra algorithm to calculate the shortest
possible route to the destination host [18]. It has faster performance than RIP [19] and
features a very low rate of packet loss [20].

Border Gateway Protocol (BGP) is another dynamic routing protocol. Unlike RIP and
OSPF which are used within a network domain, it is an inter-domain routing protocol used
to transfer routing information between autonomous systems [21]. It is used by ISPs to
route packets across the internet [22].



Network Services

Dynamic Host Configuration Protocol (DHCP) is a method of automatically assigning IP
addresses to computers on a network. It works by setting a computer to function as a
DHCP server which will lease IP addresses to any devices that connect to the network.
Devices that serve a specific role on a network, such as servers, should not use DHCP as
doing so would make their functions less consistent however less essential devices, such
as workstations, can utilise DHCP to quickly gain network access. [23]

Virtual Private Networks (VPNSs) provide secure, encrypted remote access to network
resources. They work by utilising a tunnelling protocol to extend an internal network
beyond an organisation’s LAN. The main protocol used for VPNs is IPSec, which can run
in either transport mode, which encrypts the data within an IP packet for remote access
and is easier to configure, and tunnel mode which relies on multiple servers to encrypt all
connections over the VPN and is more secure. [24]

Active Directory Domain Services (ADDS) are a feature of Windows Server. ADDS can be
used to configure a large number of devices on an enterprise network by connecting them
to a local domain. This can be used to apply automatic configuration, streamline
administrative processes and enable user authentication via the server using the same
credentials for any device in the domain. [25] [26]

Certificate Authorities (CAs) are organisations that provide cryptographic certificates.
These certificates provide public and private keys for the purposes of secure encryption. A
CA can issue and manage keys within its specified zone of authority and, in the event that
a private key is compromised, can revoke a certificate and issue a new one in its place.
CAs can also recover lost private keys. [24]



Task 2

Choosing a Hypervisor

VirtualBox, a Type 2 Hypervisor, will be used because it is Free and Open Source
Software and is also easy to configure. It is also commonly used by both end users and
the industry. While a Type 1 hypervisor would provide better performance, it was
considered to be too impractical on account of requiring a dedicated device. While renting
a Type 1 hypervisor using a remote service such as Microsoft Azure would be an option,
doing so would be expensive and would also require a constant internet connection.
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Download and Setup

VirtualBox was already installed on the host computer so the only steps required were
configuring the operating system.

W Create Virtual Machine

Help

Virtual machine Name and Operating System

Please chooze a descriptive name and destination folder for the new wvirtual machine. The name you choose wil be
used throughout VirtualBox to identify this machine. Additionally, you can select an IS0 image which may be used
to install the guest operating system.

Mame

Folder:

IS0 Image

Edition:
Type:

Version:

ll=ne | &
| C:\Jsers's 220538 2 VirtualBox VMs w |
- | u— C:\Users\s220533 2\Downloads\SERVER _EVAL_x64FRE_en-us.iso w |
Windows Server 2022 Standard Evaluation (10.0.20348.587 [ x64 | en-US)
Microsoft Windows E’.

Windows 2022 (54-bit)

Skip Unattended Installation

£

@ You have selected to skip unattended guest OS5 install, the guest OS wil need to be installed

manually.

Expert Mode Back

Cancel

Figure 4: Initial configuration of a VirtualBox machine
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8 5-DC [Running] - Oracle VM VirtualBox - O *

File Machine View Input Devices Help

@ ﬂf Microsoft Server Operating Systermn Setup

Where do you want to install the ope%ting system?

Mame Total size Free space  Type

Drive 0 Partition 1: System Reserved 100.0 MB 850 MB  System

Drive 0 Partition 2 60.0 GB 600 GB  Primary

Drive 0 Unallocated Space 199 GB 139 GB

+*4 Refresh 75 Delete _’Ecrmat

% Load driver u?, Extend

[ SEEEEEE— |

Collecting information Installing Micro erver Operating System

Qi S | &R & @ @ rightcul

Figure 5: Partitioning a Windows server

The first VM to be installed was Windows Server 2022. It was assigned 16GB of RAM
(later lowered to just 8GB due to stability issues) and was given 80GB of storage. A 20GB
partition was left unallocated for future use.
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ﬁ 5-DC [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help

Recycle Bin

Home

i !? » CD Drive (D:) VirtualBox Guest Additions [+]

# Quick access
I Desktop
* Downloads
Documents
[&=] Pictures

[ This PC

CD Drive (D:) Vi

&
&N

Share

View

Manage

Application Tools

Search CD Drive (D¢) VirtualBo... @

& Oracle VM VirtualBox Guest Additions 7.0.10 Setup —

Welcome to Oracle VM VirtualBox
Guest Additions 7.0.10 Setup

| Setup will guide you through the installation of Orade VM

VirtualBox Guest Additions 7.0.10.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevar ysystem fles without having to reboot your
computer,

Click Mext to continue.

*

Size

rmation 2KB
7TKB

5KB

2,149 KB

5KB

6,149 KB

9,182 KB

n 238 KB
n 15,392 KB
n 9,045 KB
lon Entries 1KB

% CD Drive (D:) VirtualBox Gues...

<

1ditems  1item selected 238 KB

L Type here to search

Figure 6: Installing the Virtual Box Guest Extensions

For every virtual machine, the VirtualBox host extensions were installed to enhance
performance. This enables a number of features, including but not limited to better mouse
support, hardware accelerated graphics, automatic resolution switching based on the size
of the host window and synchronisation with the host system’s real time clock [27].

Next, a Windows 10 Enterprise guest was installed in another VM.
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B Clients1 [Running] - Oracle VirtualBox - O x

File  Machine View Input Devices Help

p@Windows Setup

Installing Windows

Status

J/ Copying Windows files
Getting files ready for installation (0%)
Installing features
Installing updates
Getting finished

[ |

1 Collecting information 2 Installing Windows

Q& & =@ E @ @ right ol

Figure 7: Installing Windows 10 Enterprise in another VM

VMs running Debian Linux were configured. Because Linux has significantly better
optimisation than Windows, the Linux VMs did not require as many system resources to
configure.

The Debian server did not need a graphical environment, so it was installed in text-only
mode. Since the Debian client will most likely be operated by an end user, it was installed
with the lightweight XFCE desktop environment.
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fill C-Server [Running] - Oracle VirtualBox — O X

File Machine View Input Devices Help

© debian 12

Partition disks

Selected for partitioning:
SCSI2 (0,0,0) (sda) - ATA VBOX HARDDISK: 42.9 GB

The disk can be partitioned using one of several different schemes. If you are unsure, choose the first one.
Partitioning scheme:

All files in one partition (recommended for new users)

Separate /home partition

Separate /home, /var, and /tmp partitions

lS(reenshnt_ l Go Back H Continue ]

Q&S Bl E @ right Cir

Figure 8: Installing the Debian server
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Configure IP Addressing

The topology of the network is that the two servers are connected to each other.
Additionally, the Debian client is connected to the Debian server while the Windows client
is connected to the Windows server.

S-DC

210.103.5.1/30 = o 1172.16.1.254

Windows Server 2022 DHCP
Datacenter 21H2 ClientS1 — Win 10
Desktop Experience
210.103.5.2/30 === g

C-Server DHCP
Debian Linux 12.5.0 ClientC1 — Deb Lin 12.5.0
Figure 9: Network topology diagram [4]

An IP addressing table has been put together in order to quickly reference the IP
addresses of every device.

Device IP Address Subnet Mask
S-DC 210.103.5.1/30 (External 255.255.255.252
Windows Server 2022 Network)
172.16.1.1/27 (Internal 255.255.255.224
Swansea Network)
ClientS1 172.16.1.2/27 255.255.255.224
Windows 11 Enterprise
C-Server 210.103.5.1/30 (External 255.255.255.252
Debian 12 Server Network)
10.1.1.1/27 (Internal 255.255.255.224
Swansea Network)
ClientC1 10.1.1.2/27 255.255.255.224
Debian 12 Workstation

Figure 10: IP addressing table for network
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The Windows Server was the first device to have its IP address configured. It was
assigned the first address on both networks that it was connected to as it will likely be the
primary administrative device on the network.

% S-DC (Snapshot 1) [Running] - Oracle VirtualBox — [m] *

File Machine View Input Devices Help

B Server Manage

@ v | Server Manager * Local Server <@ F ensge ool view Hep

i PROPERTIES

For WIN-64HOKLCES IV

Dashboard

Local Server

- Computer name WIN-64HOKLCESIV Last installed updates Never
!l All Servers { '@ Network Connections - O « sonly, using Windows Update
WE File and Storage Services b
4 (& <« Metwork and Internet > Network Connections » v O o
| Grganize = Disablethis netwé — — o » =+ i @ nOn
f q oo o
1 L—.. Ethemet ' Ethernet 2 Properties X
L m',-,.- Unidentified netwark Networking  Sh, in, Edinburgh, Lisbon, London
d @ Intel(R) PRO ) MT De 9 ] : ‘
] Connect using
@ Intel{R) PRO./1000 MT Desktop Adapter 52
Canfigure...
d This connection ses the following items: Core(TM)
H aClient for Microsoft Networks ~
’15? File and Printer Sharing for Microsaft Networks
L 305 Packet Scheduler
4 Intemet Protocol Version 4 (TCP/IPv4)
[0 s Microsoft Metwork Adapter Muttiplexcor Protocol
EV 4. Microsoft LLDP Protocol Driver
All .4 Intemet Protocol Version & (TCP/IPvE) v TASKS
| < >
| Install. Uninstal Propertics ‘f
| Description
5 Allows your computer to access resources on a Microsoft
networ
W
W
" Close Cancel
W
W Bfems temsleeed e o=
WIN-64HOKLCES)Y 8200  Error Microsoft-Windows-Security-SPP Application  13/02/2025 13:02:01
WIN-84HOKLCESJV 1014 Error Microsoft-Windows-Securitv-SPP Application 12/02/2025 13:02:01
SERVICES
All services | 208 tota TASKS ¥

L Type here to search

Figure 11: Windows Server IP configuration
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To confirm that the IP address was configured correctly, the ipconfig command was used
to get an overview of the system’s network information.

% S-DC (Snapshot 1) [Running] - Oracle VirtualBox — [m] X

File Machine View Input Devices Help
B Administrator: Command Prompt X
ft [ve

WIN-64HEKLC

op Adapter

(Preferred)

bled 5 -
iguration Er

lient DUID
DNS Servers . . . .

Administrator: Command Pro...

P Type here to search

Figure 12: Windows Server ipconfig
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When the server was confirmed to have been configured correctly, the client was also
configured using the exact same method as the server.

B Clients1 [Running] - Oracle VirtualBox — O *

File Machine View Input Devices Help

o

Recycle Bin

Search Metwork Connections 9

Networking

Internet Protocol Version 4 (TCP/IPvd) Properties

General

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(0) Obtain an IP address automatically
(®) Use the following IP address:

IF address: 72. 16 .
Subnet mask: 255.255.255. O

Default gateway: ifz. 16 .1 . 1

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server:

Alternative DNS server;

[Jvalidate settings upon exit el

Windows 10 Enterprise Evaluation
Windows Licence valid for 90 days
Build 19041.vb_release.191206-1406

£ Type here to search

Figure 13: Windows client IP address configuration
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Once the configurations were set on the Windows devices, the next step was to configure
the Debian systems which use the 10.1.1.0/27 range. Unlike Windows, the Debian server
does not have a graphical user interface so the IP address had to be configured from the
command line by editing a configuration file.

H C-Server [Running] - Oracle VirtualBox — [m] X

File Machine View Input Devices Help

GHU nano 7.2 /etc/networksinterfaces

i Hrite Out Hh s O] tion gl Undo = ark us
Wi Read File =] | e o Line BlE Fedo = W her t

ol B {1 @ & Right Ctrl

Figure 14: Configuring an IP address on a Debian server

20



Once the configuration was saved, the ip command was used to check whether or not the
IP links and addresses had been correctly configured.

ﬂ C-5erver [Running] - Oracle VirtualBox
File Machine View Input Devices Help
: I A~

OHM moce DEFAULT group default glen

mode DEFAULT group default glen 1

mode DEFAULT group default glen 1

up default glen

te DOWN group default glen 1

te DOWN group default glen 1

>

<
B0 kae =i @ E-right cir

Figure 15: All IP addresses on the Debian server
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Because the Debian server had been configured before the client was installed, this meant
that for the Debian client the IP address was able to be set during the installation process.

ﬁ ClientC1 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

@ debian 12

Configure the network

The IP address is unique to your computer and may be:

* four numbers separated by periods (IPv4);
* blocks of hexadecimal characters separated by colons (IPv6).

You can also optionally append a CIDR netmask (such as "j24").

If you don't know what to use here, consult your network administrator.
IP address:

0112727

Screenshot ¥ l Go Back ] Continue

@& & | =i & @ @3 right Ctr
Figure 16: Setting the Debian Client's IP address while installing it
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@ 5-DC (Snapshot 1) [Running] - Oracle VirtualBox — O >

File Machine View Input Devices Help

& Network Connections -
T E-' < Network and Internet » Network Connections v | D Search Metwork Connections @
Organize « Disable this network| § . . - » = ™ O
w  CHIENEL sLatlds P
L- Eth.ernet_ : MNetwork Connection Details X
“A= _ Unidentified network

T ) 1000 ,
s L L L= Network Connection Details:

Property Value

Connection-specific DN...

Description Intel(R) PROA1000 MT Desktop Adapter
Physical Address 08-00-27-96-FE-D4

DHCF Enabled Mo

IPv4 Address 172.16.11

IPw4 Subnet Mask 255.255.255.224

IPw4 Default Gateway

IPw4 DNS Server 172.16.11

IPvd WINS Server

NetBIOS over Tepip En...  Yes

Linkdocal IPvE Address fe80:c1d9f12b:877a:28d0%15
IPwE Default Gateway

IPw6& DNS Server

Close

2items 1 item selected = =

11:09

@ [ 20/02/2025 D
@& & | =i & @ @3 right Ctr

Figure 17: Windows Server screenshot showing VLSM

VLSM was later added to the networks to save on the limited number of address. For the
LANSs, the /27 subnet supporting 30 hosts was used to be efficient with IP addresses whilst
also allowing for a decent number of devices on the network. /30 was used for the server
connections as there are only two devices on that particular network.
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Testing and Troubleshooting

Once every IP address had been configured, the next step was to ensure that each of the
networks could communicate with each other.

For the connection tests, the ping command was used. This is a command available on
most operating systems and sends packets to the specified IP address in order to confirm
whether or not a connection is successful [28].

The first connection test was made between the two Windows systems which are on the
172.16.1.2 network, immediately after both devices had been configured. The connection
test between both virtual machines was successful.

B 5-DC Snapshet 1) [Running] - Oracle VirtualBox - o x |®
File Machine View Input Devices Help

= EX Windows PowerShell - o x

B Administrator: Command Prompt — o X

TASKS
=] E o= o a : 'I = o o e o= &y & o i) =
BN S EW RS @ right cr BOok& Lo EiEE® M right cir

Figure 18: Successful ping between the Windows client and the Windows server

Afterwards, a connection test was performed between the Debian virtual machines was
performed once they had also been configured. As with above the connection test between
the two Debian systems was successful.
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i@ ClientC1 [Running] - Oracle VirtualBox - o X

File Machine View Input Devices Help
€ Applications Network Connections Terminal - client@Client... [ A 20259220 client)
335

A Terminal - client@ClientC1: ~
File Edit View Terminal Tabs Help
client@ClientCl:~$ ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group defaul
t qlen 1000
. link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
File System valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred_lft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr|
oup default glen 1000
link/ether ©8:00:27:5d:5e:95 brd ff:f Tl 11 11
inet 10.1.1.2/27 brd 10.1.1.31 scope global noprefixroute enp@s3
valid_1ft forever preferred_lft forever
inet6 fe8@::a@0:27ff:fe5d:5e95/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
client@ClientC1:~$ ping 10.1.1.1
PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data.
64 bytes from 10.1.1. icmp_seg=1 tt i
64 bytes from .1.1.1: iemp_seq=2 tt
64 bytes from 10.1.1.1: icmp_seq=3 ttl=64 time=0.
64 bytes from 10.1.1.1: icmp_seq=4 ttl=64 til
AC
--- 10.1.1.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3011ms
rtt min/avg/max/mdev 0.660/0.867/1.244/0.227 ms
clienteclientci:-$ ]

Wastebasket

BOuFo BEEGM kg

Figure 19: Successful ping between the Debian client and Debian server

It was, however, not possible to ping between the two client systems. This is because the
Debian and Windows clients are on different networks (10.1.1.0 and 172.16.1.0) and,
unlike the servers, are not directly connected. An alternative connection system, such as a
Virtual Private Network, will be required in order for the two systems to communicate.

B ] ClientC1 [Running] - Oracle VM VirtualBox. - o x

Fle Machine View Input Devices Hep
M Terminal - client@Client...

@ Administrator: Command Prompt. B3| % Aoplications R[Re & a 22522 die

Terminal - client@Clientcl: ~
File Edit View Terminal Tabs Help

client@ClientC1:~$ ping -c 4 172.16.1.2

PING 172.16.1.2 (172.16.1.2) 56(84) bytes of data.

--- 172.16.1.2 ping statistics ---
4 packets transmitted, @ received, 100% packet loss, time 3060ms

client@ClientC1:~$ I

P Type here to search i - ®
L@S D@ G Bretcn [HEY)

(@ @) richtcul

Figure 20: Unsuccessful ping between Debian and Windows clients
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Task 3

Technical Reflection

One issue that occurred during the configuration process was that the Windows systems
had connection issues due to the firewall. Because of this, the firewall had to be disabled
in order to allow the two VMs to communicate. In the future, the firewall should be re-
enabled and properly reconfigured.

The client systems could not communicate as they are on different networks. A VPN could
be used to enable a connection between them.

Personal Reflection

Given more time, the virtual system could have been better configured with more
advanced functionality. If the project was to be conducted again, more insight into
technical details would have been considered.
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Conclusion

In conclusion, a set of four virtual machines were set up to simulate a computer network. A
variety of other topics, such as virtualisation, network services and the internet protocol.

Due to resource restrictions, certain elements of the assessment were considered
problematic, especially when on-site access to the computer hosting the virtual machines
was not available. Use of remote access software to reach the host computer may be
worth considering for future attempts, although doing so would be somewhat inefficient
due to hardware restrictions.

However, despite the difficulties and challenges the desired result as specified by the was
successfully achieved.
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