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Introduction
The purpose of this report is to explore the process of setting up a network of four 
virtualised systems on a simulated network. It also discusses a variety of topics related to 
networking and virtualisation.

This report is separated into three tasks, with each task focusing on a different topic:

• Task 1 is focused on technical discussion 

• Task 2 focuses on the process of setting up the virtual network

• Task 3 serves as a reflection for the second task.
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Task 1

Hypervisors
Hypervisors are a method of using one computer system to simulate another via a process 
called virtualisation. There are two kinds of hypervisors: Type 2 hypervisors, also known as 
hosted hypervisors [1], are software based and rely on a host operating system for 
resource allocation while Type 1 (or “bare metal”) hypervisors run the simulated system 
with direct access to hardware resources. [5]

The architecture of a hypervisor involves a host system managing a number of guest 
systems via software. Each virtual device has components simulated by what is referred to 
as a processing element, which can either be a physical device that is passed through to 
the virtual guest, or an emulated component handled by the VM. While memory and CPU 
cores are often physical components assigned to the VM, other devices such as hard 
disks or I/O controllers are emulated and controlled mainly by the host system. [1]

Virtual systems within a hypervisor are isolated from other guest systems as well as the 
host. This benefits security because it means security breaches will only affect the targeted 
guest system, reducing the overall surface area for attacks [6]. Because systems running 
within a hypervisor are virtual, this also means that they can be backed up and restored 
via software snapshots. [7] 
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Figure 1: Diagram of a hypervisor architecture example [1]



Running a hypervisor, especially one that is managing multiple VMs at once, is very 
intensive on system resources. Many modern hypervisor systems also rely on hardware 
acceleration provided by CPU architectures to improve performance. [8] 

Since hypervisors provide a complete virtual computer system that the guest operating 
system is running on, this usually provides better software support than compatibility 
layers such as Wine, although strictly performance-reliant applications may not run 
correctly due to the speed deficiency, especially in instances where components have to 
be accurately emulated at a low level. [1]

Because hypervisors are virtual, they are easily scalable and do not require adding extra 
hardware to provide specific requirements, especially for use cases that do not require that 
many system resources. [9]

While Type 1 hypervisors have better performance [5] and have better security as well as 
less points of failure as they do not rely on a host operating system to provide low-level 
functionality, Type 2 hypervisors are often significantly easier to set up and can be installed 
as a program on a standard computer instead of needing specific device configuration in 
order to run [10].
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IP Addressing
Internet Protocol Addresses are virtual addresses assigned to devices on a network for the 
purposes of uniquely identifying a network device for the purposes of electronic 
communication. IP addresses can be statically assigned to a device via manual 
configuration, or automatically assigned via a network service called DHCP. Two forms of 
IP addresses are currently in use: IPv4 which is 32-bit, and IPv6 which is 128-bit. [2]

IPv4 is commonly represented in a dotted notation of four 8-bit numbers (or octets). These 
numbers can be in a range between 0 and 255. An example of a valid IPv4 address would 
be 192.168.0.1. The first and final addresses of a network are usually reserved as the 
network and broadcast addresses respectively. [2]

IP addresses are generally suffixed with a subnet mask. These are used for subnetting 
and specify the number of bits used to specify the network. The remaining bits are used to 
specify the host within a subnet [11]. Smaller subnet masks are able to support more 
hosts. Subnet masks are represented on a network device similarly to an IP address, with 
numeric values denoting the number of bits per octet that are used for the network 
address. For example, a subnet mask of 255.255.255.0 represents a /24 subnet with 254 
usable hosts [12]. Subnetting is used to break up larger networks into a number in order to 
manage traffic and improve security [13].
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Figure 2: Example of an IPv4 address [2]



Some IPv4 ranges are reserved as private, those being 10.0.0.0/8 for large networks, 
182.16.0.0/12 for medium-sized networks and 192.168.0.0/16 for small networks. These 
addresses are not routable on the internet and are instead intended for use in LANs. [2]

As there is a hard limit of roughly 4.2 billion IPv4 addresses due to the use of a 32-bit 
address space, IPv6 was introduced to counteract IPv4 address depletion. Because IPv6 
deals with much larger numbers, it is commonly represented using hexadecimal values. [3]

Another method of reducing the impact of IPv4 address exhaustion is to utilise classless 
addressing and variable length subnetting (VLSM). This involves setting a subnet mask 
that is not divisible by 8 to set a network that supports less hosts. This permits of breaking 
a network into set groups to only use the exact addresses that are required. For 
example, /28 subnets can support a maximum of 14 hosts which makes it suited for small 
networks with only a handful of computers on them. [14]
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Figure 3: Diagram of the representation of an IPv6 address in the preferred form [3]



Routing
Routing is the process of transferring packets across a network using the most efficient 
route. The two main devices used in networking are switches and routers – switches 
connect computers together on a network, while routers connect multiple networks 
together. [15]

Routers will attempt to automatically assign the most efficient route to the target host by 
use of either static or dynamic routing. Static routes are manually configured on a router 
and require less bandwidth due to not needing to be calculated. They are also not 
advertised over a network and thus provide better security. They are, however, 
cumbersome to implement and maintain on large and/or constantly changing networks. 
[15]

Dynamic routing is automatically computed on a router using a variety of protocols such as 
RIP, OSPF and BGP. The main advantage of dynamic routing is that it has better 
scalability than static routing on account of being automatically assigned, and is also 
significantly easier to configure. Dynamic routing is also resistant to changes in an existing 
network. However, it lacks the speed and security of static routing. [15]

One example of how dynamic protocols can be used is in internet connected vehicles. 
Because vehicles do not remain in one place, the use of static routing would not be 
possible. Instead, a dynamic protocol for wireless ad-hoc communication designed 
specifically for moving vehicles could be used to detect the most optimal path to transfer 
data. [16]

The Routing Information Protocol (RIP) is a legacy protocol for dynamic routing based on a 
distance-vector format that attempts to determine the route that will take the least number 
of hops to get to its destination [17]. It comes in two versions, with version 2 adding 
support for VLSM [17]. It is easier to configure than other protocols [15] and is best suited 
for small networks [18].

The Open Shortest Path First (OSPF) protocol is a newer dynamic routing protocol 
designed for larger networks that uses the Dikstra algorithm to calculate the shortest 
possible route to the destination host [18]. It has faster performance than RIP [19] and 
features a very low rate of packet loss [20].

Border Gateway Protocol (BGP) is another dynamic routing protocol. Unlike RIP and 
OSPF which are used within a network domain, it is an inter-domain routing protocol used 
to transfer routing information between autonomous systems [21]. It is used by ISPs to 
route packets across the internet [22].
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Network Services
Dynamic Host Configuration Protocol (DHCP) is a method of automatically assigning IP 
addresses to computers on a network. It works by setting a computer to function as a 
DHCP server which will lease IP addresses to any devices that connect to the network. 
Devices that serve a specific role on a network, such as servers, should not use DHCP as 
doing so would make their functions less consistent however less essential devices, such 
as workstations, can utilise DHCP to quickly gain network access. [23]

Virtual Private Networks (VPNs) provide secure, encrypted remote access to network 
resources. They work by utilising a tunnelling protocol to extend an internal network 
beyond an organisation’s LAN. The main protocol used for VPNs is IPSec, which can run 
in either transport mode, which encrypts the data within an IP packet for remote access 
and is easier to configure, and tunnel mode which relies on multiple servers to encrypt all 
connections over the VPN and is more secure. [24]

Active Directory Domain Services (ADDS) are a feature of Windows Server. ADDS can be 
used to configure a large number of devices on an enterprise network by connecting them 
to a local domain. This can be used to apply automatic configuration, streamline 
administrative processes and enable user authentication via the server using the same 
credentials for any device in the domain. [25] [26]

Certificate Authorities (CAs) are organisations that provide cryptographic certificates. 
These certificates provide public and private keys for the purposes of secure encryption. A 
CA can issue and manage keys within its specified zone of authority and, in the event that 
a private key is compromised, can revoke a certificate and issue a new one in its place. 
CAs can also recover lost private keys. [24]
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Task 2

Choosing a Hypervisor
VirtualBox, a Type 2 Hypervisor, will be used because it is Free and Open Source 
Software and is also easy to configure. It is also commonly used by both end users and 
the industry. While a Type 1 hypervisor would provide better performance, it was 
considered to be too impractical on account of requiring a dedicated device. While renting 
a Type 1 hypervisor using a remote service such as Microsoft Azure would be an option, 
doing so would be expensive and would also require a constant internet connection.
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Download and Setup
VirtualBox was already installed on the host computer so the only steps required were 
configuring the operating system.
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Figure 4: Initial configuration of a VirtualBox machine



The first VM to be installed was Windows Server 2022. It was assigned 16GB of RAM 
(later lowered to just 8GB due to stability issues) and was given 80GB of storage. A 20GB 
partition was left unallocated for future use.
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Figure 5: Partitioning a Windows server



For every virtual machine, the VirtualBox host extensions were installed to enhance 
performance. This enables a number of features, including but not limited to better mouse 
support, hardware accelerated graphics, automatic resolution switching based on the size 
of the host window and synchronisation with the host system’s real time clock [27].

Next, a Windows 10 Enterprise guest was installed in another VM.
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Figure 6: Installing the Virtual Box Guest Extensions



VMs running Debian Linux were configured. Because Linux has significantly better 
optimisation than Windows, the Linux VMs did not require as many system resources to 
configure.

The Debian server did not need a graphical environment, so it was installed in text-only 
mode. Since the Debian client will most likely be operated by an end user, it was installed 
with the lightweight XFCE desktop environment.
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Figure 7: Installing Windows 10 Enterprise in another VM
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Figure 8: Installing the Debian server



Configure IP Addressing
The topology of the network is that the two servers are connected to each other. 
Additionally, the Debian client is connected to the Debian server while the Windows client 
is connected to the Windows server.

Figure 9: Network topology diagram [4]

An IP addressing table has been put together in order to quickly reference the IP 
addresses of every device.

Device IP Address Subnet Mask

S-DC
Windows Server 2022

210.103.5.1/30 (External 
Network)
172.16.1.1/27 (Internal 
Swansea Network)

255.255.255.252

255.255.255.224

ClientS1
Windows 11 Enterprise

172.16.1.2/27 255.255.255.224

C-Server
Debian 12 Server

210.103.5.1/30 (External 
Network)
10.1.1.1/27 (Internal 
Swansea Network)

255.255.255.252

255.255.255.224

ClientC1
Debian 12 Workstation

10.1.1.2/27 255.255.255.224

Figure 10: IP addressing table for network

16



The Windows Server was the first device to have its IP address configured. It was 
assigned the first address on both networks that it was connected to as it will likely be the 
primary administrative device on the network.
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Figure 11: Windows Server IP configuration



To confirm that the IP address was configured correctly, the ipconfig command was used 
to get an overview of the system’s network information.

18

Figure 12: Windows Server ipconfig



When the server was confirmed to have been configured correctly, the client was also 
configured using the exact same method as the server.
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Figure 13: Windows client IP address configuration



Once the configurations were set on the Windows devices, the next step was to configure 
the Debian systems which use the 10.1.1.0/27 range. Unlike Windows, the Debian server 
does not have a graphical user interface so the IP address had to be configured from the 
command line by editing a configuration file.
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Figure 14: Configuring an IP address on a Debian server



Once the configuration was saved, the ip command was used to check whether or not the 
IP links and addresses had been correctly configured.
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Figure 15: All IP addresses on the Debian server



Because the Debian server had been configured before the client was installed, this meant 
that for the Debian client the IP address was able to be set during the installation process.
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Figure 16: Setting the Debian Client's IP address while installing it



VLSM was later added to the networks to save on the limited number of address. For the 
LANs, the /27 subnet supporting 30 hosts was used to be efficient with IP addresses whilst 
also allowing for a decent number of devices on the network. /30 was used for the server 
connections as there are only two devices on that particular network.
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Figure 17: Windows Server screenshot showing VLSM



Testing and Troubleshooting
Once every IP address had been configured, the next step was to ensure that each of the 
networks could communicate with each other.

For the connection tests, the ping command was used. This is a command available on 
most operating systems and sends packets to the specified IP address in order to confirm 
whether or not a connection is successful [28].

The first connection test was made between the two Windows systems which are on the 
172.16.1.2 network, immediately after both devices had been configured. The connection 
test between both virtual machines was successful.

Afterwards, a connection test was performed between the Debian virtual machines was 
performed once they had also been configured. As with above the connection test between 
the two Debian systems was successful.
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Figure 18: Successful ping between the Windows client and the Windows server



It was, however, not possible to ping between the two client systems. This is because the 
Debian and Windows clients are on different networks (10.1.1.0 and 172.16.1.0) and, 
unlike the servers, are not directly connected. An alternative connection system, such as a 
Virtual Private Network, will be required in order for the two systems to communicate.
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Figure 20: Unsuccessful ping between Debian and Windows clients

Figure 19: Successful ping between the Debian client and Debian server



Task 3

Technical Reflection
One issue that occurred during the configuration process was that the Windows systems 
had connection issues due to the firewall. Because of this, the firewall had to be disabled 
in order to allow the two VMs to communicate. In the future, the firewall should be re-
enabled and properly reconfigured.

The client systems could not communicate as they are on different networks. A VPN could 
be used to enable a connection between them.

Personal Reflection
Given more time, the virtual system could have been better configured with more 
advanced functionality. If the project was to be conducted again, more insight into 
technical details would have been considered.
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Conclusion
In conclusion, a set of four virtual machines were set up to simulate a computer network. A 
variety of other topics, such as virtualisation, network services and the internet protocol.

Due to resource restrictions, certain elements of the assessment were considered 
problematic, especially when on-site access to the computer hosting the virtual machines 
was not available. Use of remote access software to reach the host computer may be 
worth considering for future attempts, although doing so would be somewhat inefficient 
due to hardware restrictions.

However, despite the difficulties and challenges the desired result as specified by the was 
successfully achieved.
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