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The following shows the components, cost, and a comparison and justification for each component type.
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	Component
	Name
	Price

	CPU
	AMD Ryzen 9 9700x
	£309.00

	CPU cooler
	Thermalright Peerless Assassin 120 SE
	£39.99

	Motherboard
	Gigabyte X870 EAGLE WIFI7 ATX AM5 
	£219.98

	Memory/RAM
	G.Skill Trident Z5 RGB 48 GB (2 x 24 GB) DDR5-8000
	£234.79

	Storage
	Crucial P3 Plus 2 TB M.2-2280 PCIe 4.0 X4 NVME x 2 Qty
	£201.98

	GPU/ Video card
	NVIDIA RTX A4000 (16GB 4DP) Graphics Card
	£989.99

	Case
	Phanteks XT PRO ULTRA ATX Mid Tower Case
	£79.00

	Power supply
	Thermaltake Toughpower PF1 – 750w 80+ Platinum 
	£169.00

	Operating system
	Microsoft Windows 11 Pro
	£142.49

	Monitor(s)
	Dell 27 Monitor - S2725DS x 2 Qty
	£437.98

	Keyboard
	Logitech G413 SE
	£59.99

	Mouse
	Logitech G305
	£45.98

	Headphone
	Logitech G930 
	£42.39

	Web camera
	Logitech C920
	£44.99

	TOTAL
	
	£3014.55


Table 1 PC component list with price
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This is an 8-core CPU with a base clock speed of 3.9GHz and a boost clock of 5.5GHz. It uses AMD’s latest Zen 5 fabrication process for increased performance with less power consumption than last-generation processors. For applications like Computer-aided design, SolidWorks is primarily a single-threaded workload. However, SolidWorks simulation supports multi-threaded processors. [1] CPUs with more cores or faster clock speeds are available; however, that would not be necessary for the described workload. 
Instead of using AMD’s cooler, which is provided with the 9700X. The Thermalright Peerless Assassin has been found to perform better than similar air coolers. [2]. This will prevent the CPU from thermal throttling due to high CPU temperatures, allowing for the CPU’s maximum performance. 
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This has the more advanced X870 chipset instead of the B650. The X870 chipset supports additional features like PCI5, USB4, and WiFi7, which are standard features, reducing the need for additional expansion cards to facilitate connectivity and functions. 
This ATX motherboard has 4 RAM DIMM slots and supports DDR5 memory up to 8200 MT/s. [3]
RAM is one of the easier components to upgrade; to leave room for future upgrades, only 2 of the 4 DIMM slots are populated by memory. The 2 DDR5 DIMMs run near the motherboard's maximum speed, making this RAM near the fastest speed available for this configuration. 
The motherboard also supports RAID 0,1,5, and 10. The storage uses two M.2 NVME SSDs in RAID 1 to give redundancy to the operating system and critical files. This will help keep the computer functional if an SSD drive fails. 
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This professional-grade graphics card is certified by SolidWorks to be stable and compatible. [4] This level of assurance is not given to cheaper consumer or gaming graphics cards with similar specifications. The drivers and graphic utilities available to this line of cards also better support professional workflows like computer rendering, machine learning and digital encoding. It supports four displays using full-size DisplayPort. 
Limited VRAM within SolidWorks can reduce the number of components that can be loaded within the assembly view. For large assemblies, it is recommended that between 12GB and 16GB be used. The A4000 has 16GB of GDDR6, making this card suitable. 
The power consumption of this graphics card is lower than that of gaming GPUs at 140 W [5].
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	Component
	Max Power

	CPU
	65W

	CPU cooler
	10W

	Motherboard
	70W

	RAM
	43W

	SSD(s)
	20W

	GPU
	140W

	Total
	348 W


Table 2 Component power requirements
The maximum power of the PC in this configuration is 348W; however, after adding a safety factor of 25%, the minimum wattage of the power supply should be 435 Watts. However, it is crucial to have an efficient and reliable power supply. The efficiency of power supplies is rated 80+ bronze, silver, gold, platinum and titanium. Compared to gold and silver, platinum only marginally increased the price. The cheapest High-quality power supply, above 435 W and platinum, was the Thermaltake Toughpower PF1, which is also fully modular, aiding in cable management of the case. 
This power supply is ATX and therefore compatible with the case. 
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Compared to standard Windows 11, the Pro version enables BitLocker drive encryption to protect the data at rest and Windows Information Protection, which aids in reducing potential sensitive data breaches. [6]
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Peripheral devices are parts of the computer system which the user interacts with most; therefore, they should be robust and not limit the system's performance. Consequently, it is cost-beneficial to buy quality components. The user may have a preference to peripherals that allow them to be most productive. At minimum, this should include duel monitors and be large enough to be comfortable to comply with the Display Screen Equipment Regulations 1992.
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The Logitech C920 is a midrange webcam that can record at full high definition (1920 x 1080). It also has automatic low-light correction for dark rooms, which allows the worker to look professional when on video calls with stakeholders. 
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Overall, the cost of the PC build could be considered a high specification. However, compared to the hourly cost of labour over the lifetime of this computer system, likely multiple years, it is a relatively small cost. Multiple components within this system are already best in class; however, if required later, these components could be upgraded to increase performance. 
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The impact and likelihood of the risk have been considered in the given scenario. Studies have shown that data breaches, often caused by cybersecurity weakness, cost on average over $3 million each therefore it is important to evaluate weaknesses. [7]
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The use of common and memorable passwords that do not meet the best practice of having upper-case, lower-case, numbers, and symbols over eight characters long. This allows attackers to brute-force passwords to gain access. Also, repeated passwords used across multiple systems increase the likelihood of the password being exposed, allowing the attacker access to another system with the same credentials. 
The likelihood of access to an internet-connected system through an insecure password is high. Attacks often take the form of automatic phishing emails that ask for password credentials. If an attacker were able to gain access, the impact would also be high, as the system would consider them trusted, allowing them full access to files and the ability to change settings. 
Mitigation to reduce this risk is; 
All employees should receive basic education and awareness on phishing, social engineering, and best practice password security. This education can be reinforced and tested by sending random phishing emails to staff members. 
Where possible, two-factor authentication should be added to account sign-ins. This can allow for an added level of validation through biometrics on the employee’s phone and would likely defeat an attacker who knows the password. 
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From older devices installed in manufacturing, an attacker would like to use known vulnerabilities or obsolete security protections, such as weaker and older encryption. [8]
The likelihood of this being the attack vector is medium. However, the impact is high as it could cause the manufacturing process to stop, costing the business money and possibly reputation damage due to unfilled orders. 
A mitigation to reduce this risk is to;
Implement a policy for new IT and network-connected devices. This primarily involves assessing the device before it is purchased or used. Assessment involves understanding the level of privacy and security features of the device and changing the password before implementation. This reduces the risk of unsecured devices being installed within the company and ensures a minimum level of security. Security should be regularly reassessed for continuous improvement, usually monthly, quarterly, or yearly. 
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Open ports that are no longer in use could allow an attacker to gain unauthorized access to the network or implant malicious software like malware. They could also take advantage of system vulnerabilities and be able to exfiltrate sensitive data.
The likelihood of this vector of cyberattacks is medium. However, the impact is likely high as it could cause loss of sensitive data and reputational damage. 
Mitigations to this are as follows; 
Firewall rules and configuration should be reviewed and updated regularly to disable ports that are not in use and implement restrictive control groups and list which limit access. [9]
Use intrusion detection and intrusion prevention software to aid in identifying breaches and limiting access. The intrusion detection software could alert an administrator quickly to activate the incident response plan, or it could be combined with intrusion detection software, which would close the connection automatically before the attack can damage the network. 
Computers should have user logins with the lowest possible rights as reasonably practical. User login should not be shared, and a zero-trust model should be used where access is continuously monitored. [10]
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This incident response plan is split into phases that should be systematically followed. 
[bookmark: _Toc195212329]Detection and plan activation
The incident response plan must be activated promptly to limit the possible damage caused by a cybersecurity incident. Instruction detection and cybersecurity tools can help detect the incident earlier, allowing the plan to activate faster.  
Secondly, more resources may be required to continue the plan, so staff responsible for cybersecurity should be alerted to aid in the next phases of the response plan.
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Isolate and revoke all previous account authentication methods that may have allowed access to sensitive information or provided remote administrative access. This is due to a breach of sensitive information, which will likely have the most significant impact on the business. 
All non-critical systems should be stopped. Where critical systems have to continue, they should be air-gapped from compromised systems to limit the spread of the incident. 
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Depending on the incident and impact assessment on the business, eradicating the breach may be a small task or require an in-depth investigation to stop the cyberattack. However, purging the contaminated devices and restoring them from backup for a breach involving malware or a virus may be suitable. 
It may also be a consideration to preserve evidence, including malware, to aid criminal or investigative processes. [11]
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Once the attack is contained and eradicated, data, systems, and services can be recovered. This mainly involves utilising off-site backups to restore local data; however, if physical systems are damaged, it may be necessary to start repairs or rent temporary services to maintain business operations. 
[bookmark: _Toc195212333]Post-incident activities
The incident should be investigated, and suitable mitigation measures implemented to prevent or reduce the same incident from occurring again.
Assess the Legal and moral responsibility to notify affected stakeholders. This, for example, could include sensitive customer personal data under the General Data Protection Regulation. The company may need legal advice from solicitors to best defend itself from any possible litigation.
The response to the incident should be reflected upon, and any improvements should be implemented. 
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In conclusion, proactive strategies that review, assess, and mitigate possible cybersecurity weaknesses are important. However, it is equally important to have an incident response plan that focuses on reducing the impact and recovering services to enable the business to resume operations quickly. 
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