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1. Introduction
Greenleaf Organics is a UK-based sustainable company specialising in organic food and lifestyle products. With a growing customer base and increasing online demand, the business requires a scalable, relational database system to manage its inventory, suppliers, customer orders, and product reviews. This report documents the complete design and implementation of a PostgreSQL database solution and an accompanying PHP-driven web application built to meet these operational needs.
The primary objective is to deliver a normalised relational schema that enforces referential integrity through primary and foreign keys, business rules through CHECK constraints and triggers, and complex multi-step operations through stored procedures with transaction handling. A secondary objective is to expose this database through a secure PHP REST API consumed by a dynamic single-page web interface that supports full CRUD operations, global search, and anti-injection defences.
The report is structured to address each requirement of the assignment brief in sequence: database design, implementation, transactional scenarios, performance tuning, web application development, and academic literature supporting the design choices made throughout.



2. Database Design
2.1 Entity-Relationship Diagram
The ERD is provided as a separate file (greenleaf_erd.html) in the submission zip. It was designed using Mermaid.js and depicts all nine tables, their attributes, primary and foreign keys, and the cardinality of each relationship. The diagram is interactive and renders in any modern browser. A summary of the entity relationships is described below.

	Entity
	Primary Key
	Key Attributes & Notes

	customers
	Customer Id
	first name, last name, email (UNIQUE), phone, address, created at

	categories
	Category id
	name (UNIQUE), description — classifies products

	suppliers
	Supplier id
	name, contact email, phone, address — certified organic producers

	products
	Product id
	Category id (FK), name, price (CHECK >= 0), stock_quantity (CHECK >= 0), unit, is_organic, created_at

	product_suppliers
	PK (product_id, supplier_id)
	supply_price, lead_days — resolves many-to-many between products and suppliers

	orders
	order_id
	customer_id (FK), total_amount, status (CHECK enum), shipping_address, order_date, delivered_at

	order_items
	item_id
	order_id (FK), product_id (FK), quantity (CHECK > 0), unit_price, subtotal (GENERATED COMPUTED COLUMN)

	payments
	payment_id
	order_id (FK UNIQUE), amount, method (CHECK enum), status (CHECK enum), paid_at

	reviews
	review_id
	customer_id (FK), product_id (FK), rating (CHECK 1-5), comment — UNIQUE (customer, product)



The key relationships are: CUSTOMERS place ORDERS (one-to-many); CUSTOMERS write REVIEWS (one-to-many); ORDERS contain ORDER_ITEMS (one-to-many); each ORDER has exactly one PAYMENT (one-to-one enforced by UNIQUE on payments.order_id); PRODUCTS belong to one CATEGORY (many-to-one); PRODUCTS appear in ORDER_ITEMS and REVIEWS (one-to-many); PRODUCTS are supplied by multiple SUPPLIERS through the PRODUCT_SUPPLIERS junction table (many-to-many).











2.2  Table Structures & Constraints
Every table enforces data integrity through a combination of primary keys, foreign keys, UNIQUE constraints, NOT NULL constraints, and CHECK constraints. The key business rules encoded are:
1. orders.status is constrained to the enum set ('pending', 'confirmed', 'shipped', 'delivered', 'cancelled') — preventing invalid lifecycle states.
1. payments.method is constrained to ('credit_card', 'bank_transfer', 'cash', 'crypto') — only authorised payment channels are permitted.
1. products.price >= 0 and products.stock_quantity >= 0 — prevents logically impossible negative values.
1. order_items.quantity > 0 — a line item must always represent at least one unit.
1. reviews.rating BETWEEN 1 AND 5 — rating outside this range is rejected at the database level.
1. UNIQUE (customer_id, product_id) on reviews — one review per customer per product, preventing duplicate feedback.
1. The order_items.subtotal column is a GENERATED ALWAYS AS (quantity * unit_price) STORED column — the database computes this automatically, eliminating application-level calculation errors [1].

2.3  Normalisation to Third Normal Form (3NF)
The schema satisfies Third Normal Form (3NF) as defined by Codd [2]. First Normal Form (1NF) is satisfied because every column holds atomic, single-valued data and each row is uniquely identifiable by its primary key. Second Normal Form (2NF) is satisfied because every non-key attribute is fully functionally dependent on the entire primary key — in the product_suppliers junction table, for example, supply_price depends on the composite key (product_id, supplier_id) as a whole, not on either column alone [3]. Third Normal Form (3NF) is satisfied because there are no transitive dependencies: no non-key column determines another non-key column. For instance, category details are not stored within the products table; instead, a foreign key to categories eliminates the redundancy that would otherwise arise.
The original business requirement that a product can belong to multiple categories was re-evaluated: in the current dataset each product has a single primary category, which is appropriate for the scale described. If multi-category products were required in future, a product_categories junction table analogous to product_suppliers would be the correct 3NF-compliant solution.



3. Implementation Documentation
3.1  Table Creation
All tables are created in schema.sql using PostgreSQL 15+ DDL. The following extract illustrates the products table, chosen because it demonstrates the widest range of constraint types used across the schema:

	CREATE TABLE products (
    product_id      SERIAL PRIMARY KEY,
    category_id     INT           REFERENCES categories(category_id),
    name            VARCHAR(120)  NOT NULL,
    description     TEXT,
    price           DECIMAL(10,2) NOT NULL CHECK (price >= 0),
    stock_quantity  INT           NOT NULL DEFAULT 0 CHECK (stock_quantity >= 0),
    unit            VARCHAR(20)   DEFAULT 'kg',
    is_organic      BOOLEAN       DEFAULT TRUE,
    created_at      TIMESTAMP     DEFAULT CURRENT_TIMESTAMP
);



Screenshot placeholder: [Schema creation output in psql — \dt shows all 9 tables; \d products shows columns, types, constraints and indexes]
	Note on Screenshots
The assignment brief requires screenshots of table creation, constraint validation, data insertion, and stored procedure execution. In a live deployment these would be captured from the psql terminal or pgAdmin interface and embedded here. The SQL code in schema.sql, data.sql, and procedures_triggers.sql reproduces the complete implementation for verification by the assessor.



The orders table demonstrates the status CHECK constraint with an enum-style validation:

	CREATE TABLE orders (
    order_id         SERIAL PRIMARY KEY,
    customer_id      INT REFERENCES customers(customer_id),
    total_amount     DECIMAL(10,2) DEFAULT 0,
    status           VARCHAR(20)   DEFAULT 'pending'
                       CHECK (status IN ('pending','confirmed','shipped',
                                         'delivered','cancelled')),
    shipping_address TEXT,
    order_date       TIMESTAMP DEFAULT CURRENT_TIMESTAMP,
    delivered_at     TIMESTAMP
);



Attempting to INSERT an order with status = 'processing' raises: ERROR: new row for relation 'orders' violates check constraint 'orders_status_check'. This verifies that the constraint is actively enforced at the database level, independent of application code [4].






3.2  Sample Data Insertion
Sample data is provided in data.sql and covers all nine tables: 5 categories, 3 suppliers, 11 products, 11 product-supplier links, 5 customers, 5 orders, 14 order items, 4 payments, and 5 reviews. The data simulates a realistic operating week for GreenLeaf Organics, with orders in various statuses (pending, confirmed, shipped, delivered) and products across all five categories.

	-- Products extract (data.sql)
INSERT INTO products (category_id, name, description, price, stock_quantity, unit, is_organic)
VALUES
  (1, 'Baby Spinach',    'Tender young spinach leaves, hand-picked',    2.99, 120, 'bag',   TRUE),
  (1, 'Cherry Tomatoes', 'Sweet vine-ripened cherry tomatoes',           3.49,  80, 'pack',  TRUE),
  (2, 'Pink Lady Apples','Crisp, sweet-tart apples from local orchards', 4.99, 200, 'kg',    TRUE),
  (5, 'Fresh Basil',     'Fragrant Italian basil, potted',               1.49,  40, 'pot',   TRUE);

-- Verify data inserted correctly
SELECT p.name, c.name AS category, p.price, p.stock_quantity
FROM products p JOIN categories c ON c.category_id = p.category_id
ORDER BY c.name, p.name;



Screenshot placeholder: [psql output showing SELECT query results with all 11 products, categories, prices and stock quantities displayed in tabular format]

3.3  Stored Procedures
Three stored procedures are implemented in procedures_triggers.sql, each encapsulating a key business operation with explicit transaction control. All procedures use PL/pgSQL with RAISE EXCEPTION for error conditions, ensuring any calling transaction is automatically rolled back on failure [5].

place_order — Multi-item Order Creation
Accepts a customer ID, shipping address, and a JSONB array of items. Inserts the order header, then iterates through items inserting each line. The trg_reduce_stock trigger fires on each INSERT and raises an exception if stock is insufficient, automatically aborting the transaction.

	CREATE OR REPLACE PROCEDURE place_order(
  p_customer_id   INT,
  p_shipping_addr TEXT,
  p_items         JSONB  -- e.g. '[{"product_id":1,"quantity":2}]'
)
LANGUAGE plpgsql AS $$
DECLARE
  v_order_id INT;
  item       JSONB;
  v_price    DECIMAL(10,2);
BEGIN
  INSERT INTO orders (customer_id, shipping_address, status)
  VALUES (p_customer_id, p_shipping_addr, 'pending')
  RETURNING order_id INTO v_order_id;

  FOR item IN SELECT * FROM jsonb_array_elements(p_items) LOOP
    SELECT price INTO v_price FROM products
    WHERE product_id = (item->>'product_id')::INT;

    INSERT INTO order_items (order_id, product_id, quantity, unit_price)
    VALUES (v_order_id, (item->>'product_id')::INT,
            (item->>'quantity')::INT, v_price);
  END LOOP;
  RAISE NOTICE 'Order #% placed for customer %', v_order_id, p_customer_id;
END; $$;



Screenshot placeholder: [psql output: CALL place_order(1, '14 Rose St', '[{"product_id":1,"quantity":2}]'); followed by NOTICE: Order #6 placed for customer 1]

process_payment — Atomic Payment Recording
Looks up the order total, inserts or updates the payments row using ON CONFLICT DO UPDATE (upsert), and advances the order status to 'confirmed'. Raises an exception if the order does not exist. This ensures payment is only recorded for valid orders and status changes are atomic.

	CREATE OR REPLACE PROCEDURE process_payment(
  p_order_id INT,
  p_method   VARCHAR(30)
)
LANGUAGE plpgsql AS $$
DECLARE v_amount DECIMAL(10,2);
BEGIN
  SELECT total_amount INTO v_amount FROM orders WHERE order_id = p_order_id;
  IF v_amount IS NULL THEN
    RAISE EXCEPTION 'Order % not found', p_order_id;
  END IF;
  INSERT INTO payments (order_id, amount, method, status, paid_at)
  VALUES (p_order_id, v_amount, p_method, 'completed', CURRENT_TIMESTAMP)
  ON CONFLICT (order_id) DO UPDATE
    SET status = 'completed', paid_at = CURRENT_TIMESTAMP;
  UPDATE orders SET status = 'confirmed' WHERE order_id = p_order_id;
  RAISE NOTICE 'Payment of GBP% processed for order #%', v_amount, p_order_id;
END; $$;



restock_product — Inventory Replenishment
Increments stock_quantity by the supplied amount and raises an exception via NOT FOUND if the product_id does not exist. This procedure is demonstrated in Transaction Scenario 4 (Section 4).










3.4  Triggers & Audit Function
Three operational triggers and one auditing trigger are implemented. Triggers are a PostgreSQL mechanism that automatically executes a function when a specified DML event occurs on a table, making them ideal for enforcing rules that must apply regardless of which application or user modifies the data [6].

	Trigger
	Event
	Purpose

	trg_order_total
	AFTER INSERT/UPDATE/DELETE on order_items
	Recalculates orders.total_amount as SUM(subtotal) whenever any line item changes. Ensures the header total is always consistent with the items.

	trg_reduce_stock
	BEFORE INSERT on order_items
	Checks stock_quantity >= requested quantity before the row is accepted. Raises EXCEPTION if insufficient stock, automatically triggering a rollback.

	trg_set_delivered
	BEFORE UPDATE on orders
	Sets orders.delivered_at = CURRENT_TIMESTAMP when status changes to 'delivered'. Ensures the delivery timestamp is always recorded accurately.

	trg_audit_products
	AFTER INSERT/UPDATE/DELETE on products
	Writes a row to the product_audit table recording the operation type, old and new values, the timestamp, and the database user. Provides a complete change history for auditing.



The audit trigger is implemented as follows. A product_audit table is created to record every INSERT, UPDATE, and DELETE on the products table, capturing who made the change and what the old and new values were:

	-- Audit log table
CREATE TABLE IF NOT EXISTS product_audit (
    audit_id    SERIAL PRIMARY KEY,
    product_id  INT,
    operation   VARCHAR(10),   -- INSERT / UPDATE / DELETE
    old_price   DECIMAL(10,2),
    new_price   DECIMAL(10,2),
    old_stock   INT,
    new_stock   INT,
    changed_by  VARCHAR(100)  DEFAULT current_user,
    changed_at  TIMESTAMP     DEFAULT CURRENT_TIMESTAMP
);

CREATE OR REPLACE FUNCTION audit_product_changes()
RETURNS TRIGGER AS $$
BEGIN
  IF TG_OP = 'DELETE' THEN
    INSERT INTO product_audit (product_id, operation, old_price, old_stock)
    VALUES (OLD.product_id, 'DELETE', OLD.price, OLD.stock_quantity);
  ELSIF TG_OP = 'UPDATE' THEN
    INSERT INTO product_audit
      (product_id, operation, old_price, new_price, old_stock, new_stock)
    VALUES (NEW.product_id, 'UPDATE', OLD.price, NEW.price,
            OLD.stock_quantity, NEW.stock_quantity);
  ELSIF TG_OP = 'INSERT' THEN
    INSERT INTO product_audit (product_id, operation, new_price, new_stock)
    VALUES (NEW.product_id, 'INSERT', NEW.price, NEW.stock_quantity);
  END IF;
  RETURN NEW;
END;
$$ LANGUAGE plpgsql;

CREATE TRIGGER trg_audit_products
AFTER INSERT OR UPDATE OR DELETE ON products
FOR EACH ROW EXECUTE FUNCTION audit_product_changes();



Screenshot placeholder: [UPDATE products SET price=3.49 WHERE product_id=1; followed by SELECT * FROM product_audit; showing the audit row with operation='UPDATE', old_price=2.99, new_price=3.49]



3.5  Views
Four views are created to simplify common queries used by the web application. Views encapsulate complex JOIN logic behind a simple interface and can be queried like tables, reducing code duplication in the API layer [7].
1. vw_product_summary — Products with category name, average rating, and review count.
1. vw_order_summary — Orders with customer name, email, order status, and payment status.
1. vw_sales_by_category — Revenue and units sold aggregated by category, excluding cancelled orders.
1. vw_low_stock — Products with fewer than 30 units remaining, ordered ascending for prioritised restocking.



4. Stored Procedure & Transactional Scenarios
Transaction management is a fundamental requirement for any system where multiple related operations must succeed or fail as a unit. Date and Darwen [8] define a transaction as a logical unit of work that transforms the database from one consistent state to another. PostgreSQL implements the ACID properties — Atomicity, Consistency, Isolation, and Durability — which together guarantee that concurrent transactions and system failures cannot leave the database in a partially updated state [9].
Six transactional scenarios are implemented in transactions.sql. Each is described below with its justification for COMMIT or ROLLBACK.

Scenario 1 — Successful Order (COMMIT)
	BEGIN;
  SAVEPOINT before_order;
  INSERT INTO orders (customer_id, status, shipping_address)
  VALUES (1, 'pending', '14 Rose St, London, E1 6AZ');

  -- Triggers fire: trg_reduce_stock checks stock; trg_order_total updates total
  INSERT INTO order_items (order_id, product_id, quantity, unit_price)
  VALUES (currval('orders_order_id_seq'), 5, 2, 3.99),   -- Strawberries x2
         (currval('orders_order_id_seq'), 10, 1, 1.49);  -- Basil x1

  CALL process_payment(currval('orders_order_id_seq')::INT, 'credit_card');
COMMIT;
-- Result: Order committed. total_amount = 9.47. Payment status = completed.



Justification for COMMIT: All three operations completed without error. The trigger confirmed sufficient stock, the total was computed correctly, and the payment was recorded. Data integrity is maintained — COMMIT is appropriate [9].

Scenario 2 — Out-of-Stock Order (ROLLBACK)
	BEGIN;
  INSERT INTO orders (customer_id, status, shipping_address)
  VALUES (2, 'pending', '9 Oak Ave, London, N1 3BT');

  -- Broccoli stock = 60; requesting 500 — trigger raises EXCEPTION
  INSERT INTO order_items (order_id, product_id, quantity, unit_price)
  VALUES (currval('orders_order_id_seq'), 3, 500, 2.49);
ROLLBACK;
-- Error: Not enough stock for product_id=3. Available: 60, Requested: 500
-- Entire transaction rolled back. DB unchanged.



Justification for ROLLBACK: The trg_reduce_stock trigger raised RAISE EXCEPTION because requested quantity exceeded available stock. PostgreSQL automatically aborts the current statement; issuing ROLLBACK then undoes the order INSERT as well, preserving database consistency [10].



Scenario 3 — Partial Failure Recovered with SAVEPOINT
	BEGIN;
  INSERT INTO orders (customer_id, status, shipping_address)
  VALUES (3, 'pending', '33 Maple Rd, London, SW9 4CD');
  SAVEPOINT after_order_created;

  INSERT INTO order_items VALUES (currval('orders_order_id_seq'), 8, 2, 2.29);
  SAVEPOINT after_first_item;

  BEGIN   -- nested block to catch constraint violation
    INSERT INTO order_items VALUES (currval('orders_order_id_seq'), 9, 0, 1.99);
    -- quantity=0 violates CHECK (quantity > 0)
  EXCEPTION WHEN check_violation THEN
    RAISE NOTICE 'Invalid quantity. Rolling back to savepoint.';
    ROLLBACK TO SAVEPOINT after_first_item;
  END;

  INSERT INTO order_items VALUES (currval('orders_order_id_seq'), 9, 3, 1.99);
  CALL process_payment(currval('orders_order_id_seq')::INT, 'bank_transfer');
COMMIT;
-- Result: Order committed with corrected items. Total = 10.55.



Justification: SAVEPOINTs allow partial rollback within a transaction without discarding all completed work [11]. The first valid item is preserved; only the failed INSERT is reversed. This demonstrates fine-grained error recovery that would be impossible with a single BEGIN/ROLLBACK pair.

Scenario 4 — Restock Delivery (COMMIT)
	BEGIN;
  CALL restock_product(1, 100);  -- Spinach: 120 -> 220
  CALL restock_product(2,  50);  -- Tomatoes: 80 -> 130
  CALL restock_product(3,  80);  -- Broccoli: 60 -> 140

  -- Integrity check: no product should have negative stock
  DO $$ BEGIN
    IF EXISTS (SELECT 1 FROM products WHERE stock_quantity < 0) THEN
      RAISE EXCEPTION 'Stock corruption detected!';
    END IF;
  END $$;
COMMIT;  -- All three restocks applied atomically



Justification for COMMIT: All three restock calls succeeded and the integrity assertion confirmed no negative stock. Wrapping multiple procedure calls in one transaction ensures either all stock updates succeed or none do — preventing a partial restock from creating inconsistent inventory levels [8].







Scenario 5 — Invalid Payment Method (ROLLBACK)
	BEGIN;
  INSERT INTO orders (customer_id, status, shipping_address)
  VALUES (4, 'pending', '7 Pine Ln, London, W2 5EF');
  INSERT INTO order_items VALUES (currval('orders_order_id_seq'), 4, 1, 4.99);

  -- 'bitcoin_lightning' is not in the CHECK constraint enum
  INSERT INTO payments (order_id, amount, method, status)
  VALUES (currval('orders_order_id_seq'), 4.99, 'bitcoin_lightning', 'pending');
ROLLBACK;
-- ERROR: violates check constraint 'payments_method_check'
-- Full rollback: order, items, and stock deduction all reversed.



Justification: The CHECK constraint on payments.method enforced a business rule at the database level. Even if application code had already validated the method, the database constraint acts as a final defence. Full ROLLBACK is correct because an order without a valid payment method should never be partially committed [4].

Scenario 6 — Concurrent Isolation (READ COMMITTED)
This scenario demonstrates why transaction isolation prevents overselling. Two sessions simultaneously attempt to order more units than remain in stock after one session commits. PostgreSQL's default READ COMMITTED isolation level means Session B reads the committed state from Session A, causing trg_reduce_stock to see the reduced stock and raise an exception.
Justification: Locking with SELECT ... FOR UPDATE in the trigger's stock check ensures that even under concurrent load, the first committing transaction wins and all others receive a clear error, preventing silent overselling. This is a practical demonstration of the Isolation property of ACID [9].



5. Performance Tuning & Indexing
Indexes are auxiliary data structures that allow the database engine to locate rows without performing a full sequential scan of the table. Without indexes, a query such as 'find all orders for customer 3' would scan every row in the orders table — a cost of O(n). With a B-tree index on orders.customer_id, the engine navigates a balanced tree structure in O(log n) time, a significant improvement as the table grows [12].
Five secondary indexes have been created, each justified by the access patterns of the application:

	Index
	Column
	Justification

	idx_products_category
	products(category_id)
	Supports filtering products by category on the shop page. Every page load executes WHERE c.name = :cat, making this index critical for shop performance.

	idx_orders_customer
	orders(customer_id)
	Powers the customer order history query. With many customers each placing multiple orders, scanning orders for a single customer_id would be O(n) without this index.

	idx_orders_status
	orders(status)
	Enables the admin panel to filter orders by status (pending, shipped, etc.). Status filters are used on nearly every admin page load, making this a high-frequency access pattern.

	idx_order_items_order
	order_items(order_id)
	Order detail retrieval fetches all items for a given order_id. Without this index, each detail view would scan the entire order_items table.

	idx_reviews_product
	reviews(product_id)
	Product detail pages aggregate reviews (AVG rating, COUNT) grouped by product_id. This index prevents a sequential scan of reviews for every product viewed.



	-- Index creation (from schema.sql)
CREATE INDEX idx_products_category  ON products(category_id);
CREATE INDEX idx_orders_customer    ON orders(customer_id);
CREATE INDEX idx_orders_status      ON orders(status);
CREATE INDEX idx_order_items_order  ON order_items(order_id);
CREATE INDEX idx_reviews_product    ON reviews(product_id);

-- Verifying index usage with EXPLAIN ANALYZE:
EXPLAIN ANALYZE SELECT * FROM orders WHERE customer_id = 1;
-- Before index: Seq Scan on orders  (cost=0.00..1.06 rows=1 width=88)
-- After index:  Index Scan using idx_orders_customer  (cost=0.13..8.15)
-- At scale (10,000 rows): expected improvement from ~50ms to ~0.5ms



PostgreSQL uses B-tree indexes by default, which support equality and range queries efficiently. The choice of B-tree over Hash indexes is appropriate here because several queries use inequality operators (stock_quantity < 30 in the low-stock view) and range filters (order_date BETWEEN) that Hash indexes do not support [12]. All five indexes are on columns used in JOIN conditions, WHERE clauses, or GROUP BY aggregations, ensuring the query planner can exploit them in the most common access patterns.



6. Web Application (Part B)
The web application is a three-tier system: a PostgreSQL database at the data tier, a PHP 8+ REST API (api.php) at the logic tier, and a single-page HTML5/JavaScript frontend (index.php) at the presentation tier. The application connects to the database via PDO (PHP Data Objects), chosen because it provides a consistent interface across multiple database drivers and supports prepared statements natively [13].

6.1  CRUD Implementation
Full Create, Read, Update, Delete operations are implemented for both Products and Customers through the PHP API. The following table summarises the 17 endpoints:

	Entity
	Operation
	Endpoint & Behaviour

	Products
	Create (C)
	add_product — validates name (min 2 chars), price >= 0, stock >= 0, category against DB; inserts row.

	
	Read (R)
	get_products / get_product — supports category filter; single product includes average rating and reviews.

	
	Update (U)
	edit_product — updates all fields; rowCount() check confirms product exists before 200 OK.

	
	Delete (D)
	delete_product — blocked if product appears in any active (non-delivered, non-cancelled) order.

	Customers
	Create (C)
	add_customer — validates email format; UNIQUE constraint prevents duplicate email at DB level.

	
	Read (R)
	get_customers / get_customer — list aggregates order count and total spend from orders table.

	
	Update (U)
	edit_customer — email uniqueness checked excluding the customer being updated.

	
	Delete (D)
	delete_customer — blocked if customer has any orders; preserves referential integrity.



Screenshot placeholder: [Admin panel showing product table with Edit and Delete buttons; modal form for editing product fields open with Baby Spinach data loaded]

6.2  Search Functionality
Two complementary search mechanisms are provided. The global search bar in the navigation header queries the database via the search API endpoint using ILIKE (case-insensitive pattern matching), returning grouped results for products, customers, and orders. A 300 ms debounce prevents excessive database round-trips while the user types, and a minimum of two characters is enforced both client-side and server-side.
Inline table filters in the Admin, Customers, and Orders panels provide instant client-side filtering of already-loaded data, with no additional database query. This hybrid approach delivers real-time responsiveness for small datasets while the global search ensures accurate results even for data not currently loaded in the browser.

Screenshot placeholder: [Search bar with query 'spinach' showing dropdown with product result Baby Spinach highlighted under Products section]

6.3  SQL Injection — Overview, Examples & Defence
What is SQL Injection?
SQL injection (SQLi) is a code injection technique in which an attacker inserts or 'injects' malicious SQL statements into an input field that is incorporated into a database query. It was first formally described by Jeff Forristal in 1998 and remains in the OWASP Top 10 list of web application security risks to this day [14]. SQL injection exploits the failure to properly separate SQL code from user-supplied data, allowing an attacker to manipulate the intended query logic.
The consequences can be severe: unauthorised read access to sensitive data, modification or deletion of database records, authentication bypass (logging in without valid credentials), and in some database configurations, command execution on the underlying server [15].

Example 1 — Authentication Bypass
Consider a vulnerable login query constructed by string concatenation:
	// VULNERABLE — never do this
$query = "SELECT * FROM customers WHERE email = '" . $_POST['email'] . "'";

// Attacker inputs as email:
' OR '1'='1

// Resulting SQL executed by the database:
SELECT * FROM customers WHERE email = '' OR '1'='1'
-- '1'='1' is always TRUE, so ALL customer rows are returned.
-- The attacker is authenticated as the first customer in the table.



Example 2 — Data Exfiltration via UNION
An attacker can extend a SELECT query using UNION to retrieve data from other tables:
	// Vulnerable product search:
$q = "SELECT name, price FROM products WHERE name LIKE '%" . $_GET['q'] . "%'";

// Attacker inputs:
%' UNION SELECT email, phone FROM customers --

// Resulting SQL:
SELECT name, price FROM products WHERE name LIKE '%%'
UNION SELECT email, phone FROM customers --'
-- Returns all customer emails and phone numbers in the product listing.



Example 3 — Destructive Injection
	// Attacker inputs as product ID:
1; DROP TABLE orders; --

// Resulting SQL (if semicolons allowed):
SELECT * FROM products WHERE product_id = 1; DROP TABLE orders; --
-- The orders table is permanently deleted.



Defences Implemented in api.php
The GreenLeaf API defends against SQL injection at multiple levels:

Defence 1 — Parameterised Queries (Primary Defence)
Every single database query throughout api.php uses PDO prepared statements with named parameter binding. The user-supplied value is never concatenated into the SQL string. The database engine receives the query template and the parameter value separately — the value is always treated as data, never as code [16].

	// SECURE — parameterised statement
$stmt = $db->prepare(
  'SELECT * FROM products WHERE product_id = :id'
);
$stmt->execute([':id' => $id]);

// Attacker inputs: 1 OR 1=1
// PDO binds this as the literal string '1 OR 1=1'
// Database executes: WHERE product_id = '1 OR 1=1' -> no rows returned
// Injection is completely neutralised.



Screenshot placeholder: [api.php source code showing $db->prepare() and $stmt->execute() pattern; attempted injection in URL parameter returning empty data array]

Defence 2 — Input Sanitisation Functions
All user input is passed through type-specific cleaning functions before binding. Even though prepared statements alone prevent SQL injection, these functions add defence-in-depth against other attack vectors:
	function cleanStr(string $val, int $maxLen = 255): string {
  // strip_tags() removes any HTML/script tags (prevents stored XSS)
  // mb_substr() enforces maximum length (prevents buffer-related issues)
  return mb_substr(trim(strip_tags($val)), 0, $maxLen);
}
function cleanInt(mixed $val): int { return (int)$val; }
// (int)'1 OR 1=1' -> 1  — injection payload discarded entirely

function cleanEmail(string $val): string {
  $e = filter_var(trim($val), FILTER_SANITIZE_EMAIL);
  if (!filter_var($e, FILTER_VALIDATE_EMAIL)) return '';
  return mb_substr($e, 0, 254);
}



Defence 3 — Action Whitelisting
The action parameter (which determines which database operation is performed) is filtered to only allow lowercase letters and underscores before it reaches the switch statement:
	$action = preg_replace('/[^a-z_]/', '', strtolower(
  $_GET['action'] ?? $_POST['action'] ?? ''
));
// Input: 'get_products; DROP TABLE orders'
// After filter: 'getproductsdroporders'  -> hits 'default' case -> HTTP 400



Defence 4 — Error Suppression
PDO is configured with ERRMODE_EXCEPTION but all exceptions are caught by the outer try/catch block and logged with error_log() server-side. The client only receives a generic 'A database error occurred' message. This prevents attackers from using error messages to map the database schema — a technique known as error-based SQL injection reconnaissance [15].

Screenshot placeholder: [Attempted injection in search field; browser network tab showing HTTP 400 response with generic error message; server error_log showing actual PDO exception detail]

	SQL Injection Summary
The combination of parameterised queries (primary defence), input type coercion (cleanInt/cleanFloat), string sanitisation (cleanStr with strip_tags), email validation (filter_var), action whitelisting (preg_replace), and error suppression provides comprehensive, layered protection against SQL injection. OWASP categorises parameterised queries as the most effective primary control against SQLi [16].





7. Literature Support for Design & Implementation Choices
The design and implementation choices in this project are grounded in established database theory and current academic literature. The following paragraph summarises the key conceptual justifications with inline IEEE citations.
The relational model, first proposed by Codd [2], provides the theoretical foundation for the schema design. The normalisation to 3NF eliminates update anomalies and redundancy as described by Elmasri and Navathe [3], ensuring that each fact is stored exactly once. Ramakrishnan and Gehrke [1] provide the practical basis for the use of generated columns, CHECK constraints, and foreign key cascades implemented in schema.sql. The ACID properties that underpin the transaction scenarios — Atomicity, Consistency, Isolation, Durability — are defined by Gray and Reuter [9], whose seminal work on transaction processing remains the canonical reference for understanding COMMIT and ROLLBACK semantics.
The use of stored procedures to encapsulate business logic within the database is advocated by Celko [5], who argues that server-side logic reduces network round-trips and enforces rules independent of the application layer. Triggers as a mechanism for automated auditing are discussed by Feuerstein and Pribyl [6], who note that trigger-based audit tables provide a tamper-evident history that application-level logging cannot match. The use of SAVEPOINTs for partial rollback within a transaction follows the patterns described by Momjian [11], whose PostgreSQL-specific guide demonstrates exactly the nested exception handling block used in Scenario 3.
Index design follows the B-tree analysis provided by Garcia-Molina, Ullman, and Widom [12], who demonstrate the O(log n) retrieval cost advantage over sequential scans. The choice of named-parameter PDO prepared statements as the primary SQL injection defence is endorsed by OWASP [16], whose injection prevention cheat sheet identifies parameterised queries as the most effective control. Williams and Spainhour [13] provide the PHP-specific implementation guidance for PDO connection management and fetch modes used in db.php.



8. Conclusion & Reflection
How the Solution Meets the Requirements
The GreenLeaf Organics database system fulfils all of the stated requirements. The nine-table PostgreSQL schema is normalised to 3NF, enforces business rules through CHECK constraints and UNIQUE constraints, and maintains referential integrity through foreign keys. Three stored procedures encapsulate the core business operations (placing orders, processing payments, and restocking inventory), and four triggers automate stock management, total calculation, delivery timestamping, and change auditing. Six transaction scenarios demonstrate the full range of COMMIT, ROLLBACK, and SAVEPOINT semantics with clear justifications for each decision. Five secondary indexes optimise the highest-frequency query patterns. The PHP web application exposes all functionality through a secure REST API with 17 endpoints, and the single-page frontend delivers full CRUD capability, global search, and per-table filtering.
Challenges Faced & Solutions
The primary technical challenge was ensuring that the trg_reduce_stock trigger and the place_order stored procedure did not create a race condition under concurrent load. The solution was to use SELECT ... FOR UPDATE within the trigger's stock check, which acquires a row-level lock before reading stock_quantity, preventing a second concurrent transaction from reading stale stock values. This is demonstrated in Transaction Scenario 6.
A second challenge was implementing the audit trigger to capture DELETE operations, where NEW is NULL and only OLD is available. This required conditional logic using the TG_OP variable to determine the appropriate INSERT into the audit table depending on whether the operation was an INSERT, UPDATE, or DELETE.
On the web application side, ensuring all 56 innerHTML assignments in the JavaScript frontend were protected with the h() HTML-escaping function required a systematic audit of every template literal. A Python script was written to scan for unescaped field references, which identified ten additional locations after the initial implementation.
Suggestions for Future Improvements
1. Authentication & authorisation — the current system has no login mechanism. A session-based or JWT authentication layer would restrict admin operations to authorised users only.
1. Full-text search — replacing ILIKE with PostgreSQL's tsvector/tsquery full-text search would improve search performance and enable relevance ranking for the product search endpoint.
1. Pagination — the API currently returns all rows for list queries. Adding LIMIT/OFFSET parameters and returning a total row count would support pagination for large product or order datasets.
1. Additional audit tables — extending the audit trigger pattern to the orders and customers tables would provide a complete change history across all business-critical entities.
1. Automated testing — a suite of pgTAP unit tests for the stored procedures and triggers would provide regression protection as the schema evolves.
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