Tutorial Questions

Please research on the following and then answer the questions as best as you can, your lecture notes, text book, library databases and/or the Internet can be used to answer the questions. – 30 mins 
Be prepared to discuss and even present your findings to the rest of the class, upon the lecturer’s choice – 25 mins . You can choose 2/3 people to do the presentation and the rest can help in answering questions directed to the group.

Group 1 should prepare about 3 Questions to ask group 5
Group 2 should prepare about 3 Questions to ask group 1
Group 3 should prepare about 3 Questions to ask group 2
Group 4 should prepare about 3 Questions to ask group 3
Group 5 should prepare about 3 Questions to ask group 4

Thursday Presentations (2/11/2023)

Goup 0;  Lecturer Presentation

Goup 5
1. For a policy to have any effect, what must happen after it is approved by management? What are some ways to accomplish this?
2. Is policy considered static or dynamic? Which factors might determine this status?
3. List and describe the three types of InfoSec policy as described by NIST SP 800-14.
4. To what degree should the organization’s values, mission, and objectives be integrated into the policy documents?

Group 1

1. List and describe four elements that should be present in the EISP.
2. What should be the first component of an ISSP when it is presented? Why? What should be the second major component? Why?
3. List and describe three common ways in which ISSP documents are created and/or managed.
4. Three approaches to policy are the enterprise information security policy (EISP), issue-specific security policy (ISSP), and the system-specific security policy (SysSP). In your opinion, which is best suited for use by a smaller organization and why? If the target organization were very much larger, which approach would be more suitable and why?




Friday Presentations (3/11/2023)

Group 2
1. What is an InfoSec program?
2. What functions constitute a complete InfoSec program? 
3. Where should an InfoSec unit be placed within an organization? Where shouldn’t it be placed?
4. What are the roles that an InfoSec professional can assume? 
5. Describe the overriding benefits of education, training, and awareness.


6. 
7. Group 3
1. How does training differ from education? Which of the two is offered to a larger audience with regard to InfoSec? 
2. When developing an awareness program, what priorities should you keep in mind? 
3. Define “project management.” Why is project management of particular interest in the field of InfoSec?
4. How can security be both a project and a process?


Group 4 
1. What are the 10 areas that make up the component processes of project management?
2. What are the three planning parameters that can be adjusted when a project is not being executed according to plan?
3. What is a work breakdown structure (WBS) and why is it important?
4. List and describe the various approaches to task sequencing.



