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Abstract

The report contains the following: 

An explanation of the Ransomware and the Crypto Wall Virus, including information on how the crypotwall virus infects a computer, and how a hacker extracts money from the user.

A series of steps on recovering data from a computer infected by the crypto wall virus.

A methodology on protecting a computer from the crypotwall virus.






Contents
1.	Introduction	4
2.	Trojans and Viruses	5
2.1 General overview	5
2.2 How they infect your computer	5
3.	Ransomware	6
3.1 General overview	6
3.2 What to do if infected	6
4.	The Crypto wall Trojan	10
4.1 Specifics of this threat	10
4.1.1 Infection methods	11
4.1.2 File types affected	11
4.2 Procedures of eradication	13
4.3 Payment	13
5.	Examples of good practice	14
5.1 Initial avoidance	14
5.2 Backup procedures	14
6.	References	15





1. [bookmark: _Toc11693491]Introduction

Ransomware, in particular the crypto wall virus, is a new form of virus which is used by hackers to encrypt a user’s data, and demand a ransom to decrypt the data. This new threat has caused huge financial losses worldwide. 

According to J.Petters [1], 40% of malware incidents reported, are made up of the crypto wall virus.  He also states that the Crypto Wall 3.0 virus has cost business $325 million in damages since its release.

It is worth investigating this growing threat to an organisation’s data, to see what implications this can have for our organization and how to protect our organization’s data against such a threat.



2. [bookmark: _Toc11693492]Trojans and Viruses

[bookmark: _Toc11693493]2.1 General overview

The crypto wall virus is a Trojan Virus.  A Trojan virus is a program that disguise itself as a legitimate program and when installed infects the computer. The virus can be used to deny access to a system, spy on a user or steal data.

[bookmark: _Toc11693494]2.2 How they infect your computer

Hackers use social engineering to infect computers with Trojans. Social Engineering is a psychological technique, used by hackers to trick a user into infecting their system without realising it. A Hacker tricks a user into thinking they are installing a legitimate program, when in fact they are installing a virus. For example, a hacker may fool a user into opening an email attachment and installing a program which the user thinks is legitimate.




3. [bookmark: _Toc11693495]Ransomware

[bookmark: _Toc11693496]3.1 General overview

Ransomware is a form of malware that infects, controls and locks a computer. The crypto wall virus encrypts a user’s data and allows a hacker to demand a ransom to decrypt the data. 

[bookmark: _Toc11693497]3.2 What to do if infected

J.Petters from varonis [1], A. Kujawa from malware bytes [2] and the computer bleeps website [3] provide instructions on dealing with a computer infected by the crypto wall virus, which are listed below:

· Removing the Malware installed by the crypto wall virus
If you discover that your computer has been infected by the crypto wall virus, you should boot the computer into safe mode with networking, run an anti-virus scan to remove all malware. Unfortunately, a user will not know that they have been infected by the crypto wall virus until they receive a message from the hacker.  However, any malware installed alongside the crypto virus will be detected and removed. 

· How to find the encrypted files
According to the computer bleeps website [3], when the crypto wall virus encrypts a file, it will store the file and path as a value in the windows registry.  The location of the sub key is in the following format:

HKCU\Software\<unique computer id>\<random id>

With an actual example being 
HKCU\Software\03DA0C0D2383CCC2BC8232DD0AAAD117\01133428ABDEEEFF. 
The crypto wall virus will then create a value for each file that it encrypts under this key.
Computer bleeps provides a software tool called ListCwall, which a finds and export the encrypted files to another computer. This tool allows you to back up the encrypted files, in case you need to archive the encrypted files and reformat the infected machines. The computer bleeps website, provides instructions on how to use the software on their website.

· Decrypting the encrypted files
You can try decrypting the files, by using the following methods:
· Brute force. According to the computer bleeps website [3], due to the length of time  it would take to break encryption, this would not feasible. 
· Finding a decryptor for the encrypted files. The malware bytes website provides a link to the website. https://www.nomoreransom.org  which provides decryptors for the different types of crypto wall viruses.
Prior to visiting the site, you will need to identify the crypto wall virus that has infected your computer.
There are a number of ways to identity the crypto wall virus on your computer.
From the ransom message. The screenshot taken form malware bytes [2] site shows that the computer has been infected by the Petya ransomware:

[image: picture1]
You can use the file extension. The screenshot taken from the malware bytes site [2], shows a file with the extension zcrypt, which is highlighted in yellow. This file extension is associated with the zcrypt ransomware virus.

[image: picture2]

The code used by the crypto wall virus. You could perform a search online using the unique value, string or number from the code, to identify the ransomware virus.
You can visit the following site:  ID Ransomware by the Malware Hunter Team, and submit the ransomware message and one of the encrypted files, to identify the ransom ware virus.

· File Recovery.

· Backup
The best method for recovering your files, is to perform a restore from a backup.

· File Recovery software
When the crypto wall virus infects a computer, it copies the file, encrypts the copy and deletes the original file. You may be able to recover the original file by using file recovery applications like R-Studio and PhotoRec. The computer bleep website provides links to both R-Studio and PhtoRec sites, if you wish to download the software. Please note, the more you use the computer after it is being infected, the less likely you are able to recover the software.

· Shadow copies.
This feature is available on all versions of windows. If System Restore is enabled, windows takes snapshots or copies of your system, that you can revert back too. This method is not full proof, because the shadow copy software tool may not have a copy of the most recent files. Also, the Crypto Wall virus tries deleting shadow volume copies. However, the Crypto wall virus does not always succeed in deleting shadow volume copies, so the method should be used when the Crypto wall virus has failed to delete shadow copies.  
The Computer bleeps website [3] provides information and instructions on two shadow volume copy tools, to restore files.
Windows native features. In the properties of the files and folder, under the versions tab, you can restore previous versions of the file and folder. The only problem with this feature is that you can only restore one file and folder at a time. Shadow Explorer, a third party application, that allows you restore all folders and files at once. The computer bleeps website provides a link to download the shadow explorer.

· Cloud storage
If you have mapped drives for a cloud storage services like Drop Box. Many of these services, provide a facility to make previous copies of the files. However, you can only restore one file at a time. Some sites like computer bleeps, offer python scripts to restore more than one file at a time, but you will need to install Python to run these scripts, and the script needs to be run from the infected computer.


4. [bookmark: _Toc11693498]The Crypto wall Trojan
      
[bookmark: _Toc11693499]4.1 Specifics of this threat


The crypto wall virus was released in 2014. There have  been many versions of the crypto wall virus. There is debate concerning the latest version of the crypto wall virus. According to the J.Petters [1], crypto wall 5.1, is not a new version of the crypto wall virus, because it does not use any of the original code. If you do a google search, most search results state that 4.0 is the latest version of the crypto wall virus.  Both virus have the same impact, but just use different encryption technology. Crypto wall 4.0 uses RSA encryption,  and 5.1 uses AES encryptions.
According to the J.Petters [1] from the Varonis website, the crypto wall virus infect a computer in the following way.
When a computer is infected by the crypto wall virus, it will inject code into window explorer.exe and restart window explorer.exe. The modified version of the explorer.exe, encrypts files,  installs malware, deletes shadow copies, disables windows services, and spawns a new svchost.exe process with more injected modules.
If it cannot inject code into windows.exe explorer, it will use the svchost to spawn a new window explorer.exe and inject code into the new window explore.exe. This instance of svchost is responsible for file encryption, network communication and removing malware once it is finished.
Crypto Wall virus, installs itself in the registry and the startup folder. If not completely removed, it will start up again, once the user logs back on.
The crypto wall virus needs to communicate with command and control server, (C&C). The C&C Server sends an encryption key to the crypto wall virus to encrypt the files. The cryptowall will scan all your file stored on the internal drive, external drives, network shares and mapped drives to cloud storage sites like drop box, and encrypt the files with the encryption key provided by the (C&C) server. 

According  to the computer bleeps website [3], the crypto wall virus will create 3 files:
HELP_YOUR_FILES.PNG,
HELP_YOUR_FILES.HTML
HELP_YOUR_FILES.TXT.
The files are used to display the ransom ware messages and instructions concerning payment of the ransom.

[bookmark: _Toc11693500]4.1.1 Infection methods

According J.Petters [1], the crypto wall virus can infect a computer in 3 ways:
· Phishing email. This is where the user receives, what appears  to be a legitimate email with a zip attachment, when they open up the zip file, it installs and executes the crypto wall virus. The email usually states that the attachment contains an invoice, bill, complaint or other legitimate business communication, which needs to be open.
· Exploitation Kits. This is taking advantage of security vulnerabilities in operating systems, applications and websits to infect a computer with the crypto wall virus.
· Malicious Ads. Hackers purchase or hack internet advertisements to install malware. They install the crypto wall virus, by using JavaScript through your browser. 

[bookmark: _Toc11693501]4.1.2 File types affected

Below is a screenshot taken from the varonis website [1] on what files are effected by the crypto wall virus.

      [image: filetypes vulnerable to cryptowall encryption]      

[bookmark: _Toc11693502]4.2 Procedures of eradication

If the computer is infected, by the crypto wall virus, J.Petters [1], states these are steps you need to follow to remove the virus:
· Boot your computer into Safe Mode with Networking
· If you have a recent and clean System Restore point, you can restore, if not:
· Download and install a malware removal application.
· Run malware removal app and scan all of your files

[bookmark: _Toc11693503]4.3 Payment

If you unable to decrypt the encrypted file or recover the encrypted file from a previous backup. Then depending on the value of the data, you may have to pay the ransom, but there is no guarantee the hacker will provide you with the encryption key to decrypt the file. According to J.Peter [1], only 19% of users that pay the ransom get a decryption key from the hacker.
The payment must be in Bitcoins, because Bit coin payments cannot be traced back to the hacker. The Payment is made through unique bit locker payment address via a Web to Tor gateway, to ensure the payment is not intercepted by other hackers or third parties. If you decide to pay the hacker, remember the sooner you pay the ransom the smaller the sum you have to pay. Hackers of the crytowall virus, set deadlines to pay the ransom, if deadlines are missed, the ransom is increased. According to computer bleeps website [3], the usually charge for decrypting your files is $500 for seven days and the ransom increase to  $500 for every seven days you miss the payment. 


5. [bookmark: _Toc11693504]
Examples of good practice

[bookmark: _Toc11693505]5.1 Initial avoidance

According to J.Petters [1] and computer bleeps website [3]these are steps you should take to protect your system from the crypto wall virus.
· Keep your systems patched, this involve applying the latest updates. If you do not keep your system up to date. This leave holes in your system, which hackers can exploit to gain access to your system.
· Use an up to date Anti-virus software, they can prevent malware from running and quarantine malware.
· Firewall. The crypto wall virus needs to contact the command and control server to carry out an encryption attack. A firewall can block this connection and halt the attack.
· Don’t click links from suspicious emails. This is a common way for hackers to infect your systems. User education is particular useful, to prevent users from infecting your network.
· Practice safe browsing habits. Use a up to date browser and has much encryption as possible. Turn off on JavaScript and adverts by default. Only run adverts from trusted sources.
· Network share. Access to network shares should only be given to  authorized users or groups which should only have write access, this will stop a infected computer spreading the virus to a network share.
· Create Windows Group or Local Polices to prevent unauthorised executables from running. Using the native windows group or local policy tools, you can restrict what applications can run, which can block the crypto wall virus from running. Further instructions on how to use these tools, are found on the computer bleeps website.

[bookmark: _Toc11693506]5.2 Backup procedures

Perform regular backups on a routine basis, to keep a up to date copy of your data. Test backups on a regular basis to make sure you can restore, data from the backup. Make sure copies of the backups are stored separate from the computers, so they do not get infected by a virus. Make sure they are not connected through an external drive connected to a computer, because they can be infected by a virus too.  
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FILETYPES VULNERABLE TO
CRYPTOWALL ENCRYPTION

XSL

Excel Spreadsheet

\WPD

WordPerfect Document

WB2

Webshots Picture File

JIXT

Plaint Text File

TEX

LaTeX Source Document

SWF

Shockwave Flash Movie

.SQL

Structured Query Language

.RTF

Rich Text Format File

.RAW

Raw Image Data File

.PPT

PowerPoint Presentation

.PNG

Portable Network Graphic

.PEM

Privacy Enhanced Mail Certificate

.PDF

Portable Document Format

.PDB

Program Database

.PAS

Delphi Unit Source File

.ODT

OpenDocument Text Document

.OBJ

Wavefront 3D Object File

.MSG

Outiook Mail Message

.MPG

MPEG Video File

.MP3

MP3 Audio File

.LUA

Lua Source File

KEY

Software License Key File

JPG

Joint Photographic Experts Group

.HPP

C++ Header File

GIF

Graphical Interchange Format File

.EPS

Encapsulated PostScript File

.DTD

Document Type Definition File

.DOC

Microsoft Word Document

.DER

DER Certificate File

CRT

Security Certificate

.CPP

C++ Source Code File

.CER

Internet Security Certificate

.BMP

Bitmap Image File

.BAY

Casio RAW Image

.AVI

Audio Video Interleave File

.AVA

AvaaBook eBook

N\ varonis

.ASS

Aegisub Advanced Substation Alpha

.ASP

Active Server Page

JS

JavaScript File

.PY

Python Script

.PL

Perl Script

.DB

Mobile Device Database File

C

C/C++ Source Code File

C/C++/Objective-C Header File

.PS

PostScript File

.CS

C# Source Code File

Obijective-C Implementation File

RealMedia File
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The harddisks of your computer have been cncrypted with an military grade
encryption algorithm. There is no way to restore your data without a special
key. You can purchase this key on the darknet page shown in step Z.

To purchase your key and restore your data, please follow these three casy
steps

1. Dounload the Tor Browser at "https://wws.torproject.orgs”. If you need
help, please google for “access onion page".

2. Uisit one of the following pages with the Tor Brouser:

http://petyad jxfp2f 7g3i .onion/ON1z7z
http://petyadsenzdykozn.onion/ON1z7z

3. Enter your personal decryption code there
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If you already purchased your key, please enter it below.

Key:
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