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[bookmark: _Toc157599446]Abstract 
Signature IDSs cannot spot zero-day tricks or weird attacks. This plan involves combining a supervised model (XGBoost) [2] with an unsupervised autoencoder [4]. First, we clean the CIC‑IDS2017 data [1] – pull out bad rows, make flow features, and fix the class imbalance with SMOTE. Then we let XGBoost catch worst traffic while the auto‑encoder learns what normal looks like and flags odd stuff. A weighted vote ties them together. The code will be in Python, aiming for almost real-time alerts. The project will test on a hold-out set and compare recall, precision, F1, false‑positive rate and AUC to a default Snort setup [5]. The result should be a repeatable prototype that out‑performs rule-based IDSs but still keeps false alarms tolerable, giving a more proactive shield for modern networks.
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[bookmark: _Toc210744809]Introduction and Rationale
The rise of IoT gadgets, cloud services, and software-defined networking has left a huge attack surface. Old IDSs were built for static signatures, not for encrypted payloads or fast-changing port hopping. Because they only react to known patterns, they miss brand‑new exploits and can’t keep up with how fast threats evolve.
Machine learning may fill the gap. By learning what normal traffic looks like, it can point out anything that strays far from that norm – even stuff no one has seen before. That’s the “unknown unknowns” idea: catch attacks which were unknown to exist. Combining a supervised classifier (good recall, easy to understand) with an unsupervised detector (good at finding novel patterns) could give a system that’s both strong and flexible.


[bookmark: _Toc210744810]Statement of the Problem.
[bookmark: _Toc210744811]Core limitation of signature-based IDSs
Tools like Snort [5] match packets against a list of known bad signatures. They work okay for old malware, but when attackers craft zero-day, polymorphic or deliberately hidden code, those signatures fail. The update lag means attackers get a window to slip in. Small firms especially feel the pain of constantly maintaining signature lists.
[bookmark: _Toc210744812] Research Context and Contribution
Many papers talk about data-driven security [6], yet most stay theoretical or hard to repeat. This project aims to give a concrete, open-source solution that meets the degree‑program requirement Development of a novel, technically robust solution to a recognised problem” [3]. By delivering full code and docs, developers add something anyone can take, tweak and test against industry baselines.
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[bookmark: _Toc210744814]Project Aim
Build, run and evaluate a hybrid ML-based IDS that beats a standard signature-based system at finding both known and unknown attacks.
[bookmark: _Toc210744815]Project Objectives (Sub‑Tasks)
· Survey what anomaly‑detection methods exist [6].
· Pull and clean the CIC‑IDS2017 data [1], add features and balance classes.
· Code XGBoost (supervised) [2] and an auto‑encoder (unsupervised) [4] and blend them with weighted voting.
· Make a Python prototype that can read live traffic and raise alerts quickly.
· Compare the prototype to Snort [5] using recall, precision, F1, false‑positive rate and AUC.
· Write complete docs and package the experiment so others can repeat it.
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[bookmark: _Toc210744817]Research Design
The investigator will run experiments that pit hybrid IDS against a baseline Snort instance [5] running its default rule set. Both will see the same test traffic from CIC‑IDS2017 [1], so the comparison stays fair.
[bookmark: _Toc210744818]Data Acquisition and Pre-processing (Tasks 1 & 2)
CIC-IDS2017 [1] provides labelled captures of various attacks (DDoS, brute-force, web attacks) as well as normal traffic. We’ll turn raw PCAPs into flow records with CICFlowMeter, ending up with around 80 numeric features per flow:
1. Handle missing values – drop rows with infinite or NaN, or replace with the median.
2. Scale features – use Min‑Max scaling so the neural net learns faster.
3. Trim redundant columns – drop highly correlated features to keep the model readable.
4. Balance classes – apply SMOTE to generate synthetic attack rows, and undersample benign rows so the model does not just learn “benign”.
After cleaning, the set will be split: 70 % training, 15 % validation, 15 % test, keeping class ratios the same.
[bookmark: _Toc210744819]Model Selection and Training (Tasks 3 & 4)
Supervised part: XGBoost [2] will be a binary classifier (malicious or not). Settings will be tuned with Bayesian optimisation, trying to maximise recall while not letting precision tank. Early‑stopping on validation will keep it from over-fitting.
Unsupervised part: A deep auto‑encoder [4] will only see benign traffic. It will learn a compact shape of normal data; the reconstruction error becomes an anomaly score. A threshold will be picked at the 95th percentile of validation errors to try to keep false warnings low.
Ensemble: A weighted‑vote (e.g., 0.7 × XGBoost + 0.3 × auto‑encoder) will blend the two scores. Weights will be adjusted empirically to favour recall but not crush precision.
All steps will be wrapped in scikit‑learn’s Pipeline so the whole thing is repeatable [3].
[bookmark: _Toc210744820]Prototype Development (Task 5)
The detector will be built in Python. scapy grabs packets, pandas handles feature prep, and the models run in separate threads, so capture, feature creation, and inference don’t block each other. Goal is < 10 ms per flow. When something is flagged, a JSON alert will be pushed through a tiny REST API, ready for SIEM tools.



[bookmark: _Toc210744821]Evaluation Strategy (Tasks 7 & 9)
On the held-out test set, the following will be calculated:
· Recall – how many attacks we catch [3].
· Precision – how many alerts are real attacks [3].
· F1‑Score – balance of the two [3].
· False‑Positive Rate – proportion of benign traffic wrongfully flagged [3].
· AUC – overall discrimination power [3].
Paired t-tests will be run on batch results to see if improvements over Snort [5] are statistically meaningful. Then stress‑testing of the system with traffic from 10 Kbps up to 1 Gbps will be performed, logging latency and CPU use, to prove near‑real-time claims.
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	Resource Type
	Specific Tool/Library
	Purpose

	Environment
	Virtual Machine (Kali Linux, Parrot, Red Hat, etc.) 
	Isolated, secure development lab.

	Data Analysis
	Python, Pandas, NumPy, Matplotlib
	Data loading, cleaning, and visualisation.

	Machine Learning
	Scikit-learn, XGBoost, TensorFlow/Keras
	Model training, tuning, and ensemble construction.

	Network Interface
	Scapy
	Packet capture and feature extraction.
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6.2 Ethical and IP Considerations
The project will only use publicly available, anonymised network flow data (CIC-IDS2017) [1], mitigating privacy concerns. Ethical consideration will focus on securing the development environment (VM isolation) to prevent the unintended release of malicious code or data. The author acknowledges the University’s Intellectual Property Policy and confirm that any significant use of University resources will be discussed with my supervisor to ensure compliance. 


	Phase
	Key Tasks
	Duration (Months)
	Deadline

	Phase 1
	Proposal, Literature Review (Initial)
	September – October
	Oct 20, 2025

	Phase 2
	Data Prep, Feature Build, Initial Model Training
	November – January
	Jan 16, 2026 (Interim Viva)

	Phase 3
	Final Model Tuning, Prototype Build, Testing
	February – April
	Apr 30, 2026 (Final Draft)

	Phase 4
	Final Report, Viva, Exhibition
	May
	May 1, 2026 (Final Submission)
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Sticking with static signature rules is not enough in today’s fast-changing threat world. By joining a high‑recall gradient‑boosted tree [2] with an auto‑encoder [4] that spots odd traffic, it is hoped to give a detector that catches more attacks while keeping false alarms at a reasonable level. The prototype will be a working, reproducible piece of software [3] that can be copied, improved, and eventually run in real enterprise environments. Future steps could add live‑traffic hooks, adaptive thresholds and tighter SIEM integration, turning the research artefact into a production-ready defence tool.
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The project will utilise publicly available, anonymised network flow data (CIC-IDS2017) [1], thereby mitigating privacy concerns. Ethical consideration will focus on securing the development environment (VM isolation) to prevent the unintended release of malicious code or data. The author acknowledges the University’s Intellectual Property Policy and confirm that any significant use of University resources will be discussed with my supervisor to ensure compliance 
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