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The Field of Computer Networks and the Greater Emphasis on Software Within Cloud Computing
[bookmark: _Int_QIH6hZsl]1 The Evolutionary need for Standards
At some point there was chaos, and the world was in darkness, so nobody knew about the chaos, and then came the internet, and everyone could see the chaos … but not as it happened in real time. As the battle of limitations between hardware’s capacity and software’s innovation raged on the need for a dynamic balance between the two was sought. It might just be the demand and therein the profit to be made from providing a solution now that has steered networking in favor of a software-based or at least a software-controlled approach. 
Dynamic routing was always going to take over from static routing solutions, and as the size of networks increased so was the need for dynamic routing. The functionality of hardware needed to increase alongside software driving it. As the software drivers turned into operating systems and the algorithms became more sophisticated, the goodput of the bandwidth became less as the size of the network grew in devices due to the decision time. This needs to be considered along with the physical aspect of actual adding to your network. There is only so much space to fit racks of network devices, and if you have multiple locations ... This inevitably impacts cost to maintain reliability and scalability, which are fundamental considerations when designing a network topology. [3]
2 The Solution
And so came the balance to Sofware Defined Networking (SDN) to modify existing in place network hardware. As stated in [2], the aim has always been the same with SDN, decouple the control and data plane. As with protocol standardization for routing the same was required for the control plane requiring the need to access the application programmable interface of the router [3]. The first notable programmable control plane protocol was OpenFlow, as the field grew more popped up offering different benefits over each other.
2.1 Hurdles
Now picture this, hardware upgrades, decommissions, increased host machines, more data flow, VIDEO CONFERENCING!!! Most people are not concerned, the newer generation in the field never knew or do not care (and it is fair enough) that you used to have separate networks for distinct types of data due to various protocol hurdles in standardization and quality of service (QoS) [3]. Changes to routing rules are not flexible enough to weather such constant requirement changes [4].
2.2 Innovation
Hero in concept form emerges, as it did in 1964 when Paul Baran conceived the distributed network, and decentralized management seizes the moment as the control plane is utilized at the whim of the business’ needs and becoming programmable and thereafter dynamic due to machine learning and neural net learning procedures driving Intrusion Detection and Prevention Systems (IDS / IPS respectively). Consequently, the very basis of cloud computing emerges and allows it to come to fruition. Now, a business can deploy their whole operation upon the cloud and efficiently and effectively scale a reliable and redundant network topology without worrying about QoS. 

2.3 Progression
Now you do not need a fleet of internal or contracted network engineers, now you need a few software engineers sneakily masquerading as the next level network engineer, or is it network engineers masquerading as programmers? Due to the high-level of languages available for implementation of decentralized control over network devices it is simple to deploy organization rules over groups of devices or multiple groups of devices at various levels in a comparable way to how role-based authentication overlaps permissions to resources.
However, let us backtrack to the cloud. The wonders of the cloud that allow creation and realization of such network topologies are programmatically created using the same methodology. Not only are additional devices / virtual machines employed to create additional bandwidth to account for the new deployed topology, but so are the rules to route the types of traffic specified through the cloud's own infrastructure and the failover devices in case of any disruption [4]. Of course, this requires a large amount of hardware, and many vast datacenters, however the innovation is in how it is managed by the software to create a scalable solution.
Aside from the full-scale business solution where nonconformance to Key Performance Indicators (KPIs) costs you reputation, service credits, or actual money, the cloud can be used for less critical businesses, smaller scale ventures, or personal endeavors. The running theme is standardization, which often involves incorporating a currently used higher or lower-level API.
2.4 Interoperability
Interoperability describes the ability to share information across systems and applications, this is achieved through standardized data definitions and protocols. There have been many frameworks that have attempted to take the front seat in the industry, however, there have been a few that stand out over the last couple of decades.
3 Frameworks for Data Transfer
Representational State Transfer (REST) Web Services have played a crucial role in the decentralized management of cloud computing [6]. The REST framework ticks most of the box that are required:
· It is connectionless / stateless, meaning that there is less conversation time and overhead in session form.
· It uses a widely accepted and standardized protocol for transport, namely HTTP. This allows REST to use GET, POST, DELETE, … etc.
· The API exposed is simple, meaning that it is fast to learn and implement, this is beneficial if the industry is to train engineers how to code.
· Client and server run independently.
REST however, is not without its drawbacks and there are other choices that have emerged even if they are evolutions of previous technologies. 
For example, remote procedure call (RPC) to Microsoft’s XML-RPC / SOAP, to qRPC and tRPC. These services seem to focus more on security and less on generic interoperability, this makes them more robust in enterprise scenarios and are more suitable for internal API’s, especially due to overhead considerations derived from XML which is a larger dataset due to data definitions [7].
Most notably GraphQL has many similarities with REST, however GraphQL is a more defined query language that allows specific querying and inspection of multiple datasets. This lowers bandwidth and the number of calls required to the server. Some also consider it to be a security issue due the query flexibility.
Due to most systems having a specific function / purpose, GraphQL, XML based, and RPC style API’s do not provide the balance between development speed, useability, and simplicity that REST provides.
When it comes to dealing with a highly standardized environment with a small dataset, such as hardware and not application software it becomes apparent that a REST is a perfect fit hence its adoption by network programmability applications [6]. 

4 Data Format
As previously discussed, XML is larger and more specific than other formats, but what are the other formats. In the world of standardization there is only really one other that is used throughout the application and hardware data world – JSON, JavaScript Object Notation, although … there is another. YAML, YAML Ain’t Markup Language. These two data formats are related, however with slightly different aims. YAML aims to be more readable, and JSON to be as small as possible. It is worth noting however that YAML will be converted into JSON, with this in mind it seems like YAML is more oriented to presenting the data to humans rather than achieving the task at hand. It is worth noting however, that YAML can support object references for complex objects when serializing, and also YAML supports comments within the datafile.

5 Network Virtualization in the Cloud
Further to SDN, the functionality of network devices can be combined to make setup more efficient, for example, combining the functionality of a firewall and an IPS, or load balancers and traffic analyzers [5]. 
This ability prompts for a greater understanding of the network regarding threats, data, and application usage. Therefore, businesses will prefer a network engineer with more scope and understanding of the industry than previously required. [4]





6 Conclusion
As the underlying hardware becomes more abstracted by software implementations, the accessibility of high-end processing power, professional network devices, and datacenters grows, but it does come at the cost of handing over your internal infrastructure and knowledge to some degree.
However, the network engineers' role has grown in responsibility and level, from hardware-based rule implementation to a virtual architect that can deploy and understand the entire network.
“Understand the nature of security threats is a fundamental component of managing risks and implementing secure network services for cloud tenants. “ [1] Barros et al.
This has been made possible by standardizing the methods in which we access and process data to produce interfaces common to all network devices.
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