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Review complex types of internet-dependent crimes. (2000 words)
Cybercrime is an umbrella term for lots of different types of crimes which either take place online or where technology is a means and/or target for the attack. Cybercrime is one of the fastest growing criminal activities in the world and it effects businesses and individuals (Bedfordshire police, 2021). This essay will review types of internet-dependent crimes by analysing and assessing how internet-dependent crime works and who are most at risk and/or vulnerable. This essay will look at how people may fall victim to malware or hacking etc. and review past, present and any future actions by the police and other agencies to measure their success and performance in dealing with internet-dependent crimes and their roles. 

Eastern Region Special Operations Unit (N.D) define cyber dependent crimes as “offences that can only be committed using a computer, computer networks or other forms of information communications technology (ICT).” This differs from cyber enabled crimes such as fraud, child sexual extortion (CSE) etc. as these can still be committed without a computer, even though it is becoming more common for a computer to be involved. McGuire & Dowling (2013) further states that cyber dependant crime falls into two categories, the first being illicit instruction into computer networks e.g., hacking. The second category being the disruption or downloading of computer function, this includes viruses and Distributed Denial of Service (DDoS) attacks. The Crown Prosecution Service (2017) identifies the different types of internet dependant crime as Hacking, Malicious software, and DDoS, and goes on to describe each in detail. 

Hacking is the illegal use of or access into a network or computer by bypassing security or vulnerabilities in the security of that computer or network. The intention of a person hacking can be anything from stealing information, stealing money or to disrupt businesses. According to (Cisomag, 2021) there is more than one type of hacking and hacking isn’t necessary illegal. The intention of the person can either make them a white, black or grey hat hacker. 
The black hat hacker hacks into a system without permission and exploits a system with malicious intent. They can steal personal data, damage the system or security of that system. 
White hat hackers hack into a system to highlight weakness in a systems security to prevent black hat hackers taking advantage of weak links or possible security threats, they are known as ethical hackers as there is no intention to cause any harm. 
Grey hat hackers often work illegally and look for weakness in a system. Cisomag (2021) further states that grey hat hackers never work with malicious intentions so are similar to white hat hackers, however they do hack illegally and may sometimes need to wear their “black” hats. Hence the term “grey hat” hacker.” Once the grey hats have highlighted a weakness, they inform the person or business of the weakness in their cyber security in exchange for a fee. Cisomag (2021) has stated that the grey hats will hack without malicious intent however, according to Norman (2020) if a grey hat hacker is not rewarded for finding a weakness, they could decide to exploit the flaw themselves or tell other hackers online so other people can take advantage of it so clearly there is some disagreement surrounding the intentions of grey hat hackers.

Cyber-dependent crime can also involve the use of malicious software, otherwise called Malware. Malicious software can be spread to computers and interferes with its operation. It can cause the computer or network to crash or to be disrupted, it can delete files and can steal personal information (The Crown Prosecution Service, 2017). Malware spreads between computers and interferes with computer operations, the term Malware includes viruses, worms, trojans and spyware. (Kirwan and Power, 2012). Malware is on the rise, especially the ‘business disrupting malware’ and 61% of businesses have experienced ransomware attacks that has led to a disruption of their operation, and this was an increase from last year’s 51%, although there is a decline in the number of malware incidents according to Cook (2021). Johnson (2021) can possibly explain the decline as he states that perpetrators are producing new malware variants every year making it even harder for those responsible to be caught and there has actually been a significant increase in 10 years. A decade ago, the number of malware incidents was 28.84 million and in 2020 it was 678 million.
Malicious software (malware) named WannaCry took advantage of outdated Microsoft Windows operating systems in over 200 countries. In the UK the National Health Service (NHS) was targeted and as a result over 80 hospitals were unable to help patients with X-RAYs and their bleep system was affected. Because of the attack, the hackers were able to access personal data from patients in those hospitals, the data included blood tests, prescribed medicines, and the patient’s medical history. WannaCry was labelled the most damaging cyber-attack in history and was able to affect the NHS because a software patch was not installed on the Windows operating system. WannaCry requested a ransom payment to allow users access to the encrypted data. The NHS did not pay the ransom and was able to install the patch, but the damage had been done to their reputation and confidential information was leaked. (Smart, 2018)

In addition to hacking and malware being used, (The Crown Prosecution Service, 2017) lastly mentions Distributed Denial of Service (DDoS) attacks as a method of disrupting computer software.
 DDoS attacks are where a high amount of internet protocol (IP) are sent to a system with so many requests that the system is unable to cope. This makes the server overload or crash and results in that system becoming unavailable with the persons responsible holding a ransom for a financial gain. (CompTIA, 2021) has stated that there is a steady increase of DDoS attacks, years ago it was a minor nuisance that people did for fun, now the attacks are more sophisticated more frequently used. DDoS attacks rose 31% in 2021 to 2.9 million attacks, (CompTIA, 2021) also states that the attacker’s motivation isn’t just for a financial gain but can be an ideological or economical motive. DDoS attacks being on the rise is evidenced further by Coble (2021) who stated there is a 31% increase compared to the same period in 2020 and that there could be a record-breaking volume with most the attacks lasting approximately five to 10 minutes (42%). Milenkovic (2021) has also stated that the frequency of DDoS attacks has increased by 2.5 times over the last three years and the biggest DDoS attack lasted over six months.

Further evaluating cyber-dependant crimes and who they target, it has been shown that cyber criminals will target not just organisations like the NHS, but also individuals and the motive of the attack isn’t always to obtain money. CDNetworks, 2021 states the 5 organisations at risk from cyber-attacks are small businesses, healthcare, government agencies, energy suppliers and education facilities. Smaller business are less prepared for an attack and 60% of small business will fail within 6 months because of a cyber-attack. Healthcare, education and government agencies hold confidential information, and the cyber-criminals will sell information to the darknet. All five of those organisations have access to sensitive personal data which can be sold, and they are not correctly equipped to deal with the cyber-criminals, so they are taken advantage off. Roohparvar (2021) states that certain individuals are more vulnerable, those aged over 75 are most at risk due them not knowing how technology works. Cyber criminals have also taken advantage of the Covid 19 pandemic, as those over 75 are new to the digital work but are more dependent on it during national lockdowns. 
According to (Get Safe Online, 2021) younger individuals are not only vulnerable to becoming a victim of cyber dependant crimes but are also vulnerable to becoming criminals themselves. Those most are risk are those who have a deep interest in technology and spend a lot of time on computers, this will have increased during Covid. People as young as 12 could be at risk in being involved in cyber dependent crimes while some could try to get money others are known to try to gain a sense of achievement and it could also be an education issue are, they may not realise they are breaking the law. 
Cyber-crime is significantly under reported and makes it hard to estimate the cost in the year, however there was estimated 1 million cyber dependent crimes against households and there is a 32% increase to the average cost to businesses of cyber related security breaches from the years 2018 to 2019. (National crime agency, 2016) 
However, Henshaw (2018) has stated that cyber related crime overall is on the decline, this is due to fewer computer viruses and better anti-virus technology. The UK has strict laws regarding cyber-crime, and it falls under the Computer Misuse Act 1990, but even with the strict laws in 2017 there were only 47 prosecutions involving cyber-crime. 
Contrary to Henshaw, Action Fraud (2021) has stated in the year 2019/2020, they received 27,187 reports of hacking social media and email, computer viruses, malware, spy ware, with ‘personal’ hacking being the most reported. In the current year (2021), Action Fraud has received 31,322 reports of hacking social media and email, computer viruses, malware, and spy ware. This year has not come to an end yet and there is already an increase from the previous year. This shows that cyber-crime is on the rise and more people or businesses are becoming victims of cyber-crime and even less are being caught, charged, and sentenced. 
Cyber security Intelligence (2021) states that the increase in cyber-crime can be contributed to Covid 19 and that smaller business were most hit. Cyber security Intelligence further states that 39% of UK businesses and more than a quarter of British charities experienced cyber-crime in the past 12 months, the small business targeted by hackers who made up 21% of the attacks have lost an average cost of £8460. A reason may be because of training or there is less awareness as a year before lockdown 40% of business had security monitoring tools to fight against cyber dependant crimes but now even with an increase in attacks only 35% has security monitoring tools. User monitoring has also decreased from 38% to 32%. 
As demonstrated above Covid has given cyber-criminals more opportunities, Buil-Gil et al (2021) states that most cyber dependent crimes have increased by 14.91% from 2019 to 2020, which is mostly a huge increase in hacking personal computers and hacking social media. Some cyber-crimes have decreased like hacking of PBX/Dail, however this is only a small decrease from 9 cases in 2019 to 7 in 2020. Buil-Gil et al (2021) further states that these figures are limited to police recorded data and the willingness of the victim to report this crime.

Her Majesty’s Inspectorate of Constabulary and Fire and Rescue Services (HMICFRS) (2019) has conducted an inspection into the police response against computer dependant crimes. This report assessed strategies, capabilities, and victim support provided. The report declares that the response to cyber-dependent crime is good but can be improved, the crime is not fully understood and not seen as a priority. The report also states that the 43 forces operating independently does not provide an effective investigation to cyber-dependent crimes. According to Lincolnshire Police (N.D) they have set out objectives to be completed by 2021, to reduce the amount of cyber-crime. The objectives are: Prevent, Prepare, Pursue and Protect. Lincolnshire Police (N.D) has stated they have estimated 80% of cyber-crime is preventable and are working with partner agencies to work on their objectives. Part of the plan is to engage with individuals to prevent them being drawn into cyber criminality using education.

In conclusion there are many ways an individual may commit a crime that is cyber-dependant, the most commonly used are malware, DDoS and hacking. The figures from various sources have shown that cyber-dependant crime is currently on the rise. Those most at risk at becoming victims are smaller business, organisations that hold sensitive data and those aged over 75, however those most at risk at becoming a cyber-criminal are those aged 25 and below. Currently there are low rates of people being charged with this crime and the crime is not seen as a priority by police forces HMICFRS (2019). Lincolnshire (N.D) have made objectives to prevent, prepare, pursue, and protect against cyber-crimes however Covid-19 has played a huge part in cyber dependant crimes being more commonly used as there are increases in the number of reported cases during this period.
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Evaluate the disruption options available to target criminal activity on the road network. (2000 words)
This essay will briefly describe what specific criminal activity occurs on the roads. Criminal activity of the road can range from minor motoring offences up to international organised crime including county lines, drug smuggling, child sexual exploitation and human trafficking. ROSPA (2021) states there is a clear correlation between criminal activity and offending while on the road. This essay will also evaluate the disruption options available to the police which include for example, dedicated roads policing units that patrol the road networks proactively reducing the threat of serious crime and terrorism as well as being a high visibility presence on the roads for the reassurance of the public. 
Further disruption options available are Automatic Number Plate Recognition (ANPR) to identify vehicles of interest (VOI’s). Along with ANPR, police also utilise ACT markers on vehicles to identify which are vehicles of interest that would be stopped and checked by officers. Officers also have the ability to check the Police National Database (PNC) when conducting vehicle checks, this will flag up anything of note relating to the vehicle and the driver. Additional to the disruption options above, The College of Policing (2021) provides information that there is also a wide range of technology available to police which includes the use of CCTV, vehicle tracking, smart water, roadside fingerprinting, facial recognition, and average speed cameras. The officers can then use this information to proceed accordingly and make arrests if necessary. 
According to the Dyfed-Powys Police and Crime Commissioner (2021) the main priorities for roads policing units is ‘The Fatal Five’ strands, which include: speeding, using a mobile phone, not wearing a seatbelt, driving without due care, and driving under the influence of alcohol or drugs. Organised and serious crimes are also one of the many crimes committed on the road, like County Lines drug running. According to Dorset Police (2019), County lines is used to describe gangs supplying drugs to other parts of the UK using dedicated mobile phone lines and roads, these gangs exploit vulnerable people including children to move or store drugs, the gangs will use coercion or violence to achieve this. 		
	The Police have a range of powers that can disrupt criminality on the roads which include powers to stop, search, and seize vehicles which are involved in criminality. All police officers have the power to stop any vehicle on a road using Section 163 of the Road Traffic Act 1988. It is an offence to fail to stop for a police officer and if the driver absconds then the police can arrest them for failing to stop and have a power of entry into a premise in order to affect this arrest. Police also have a power to request the person’s driving licence under Section 164(1) of the Road Traffic Act 1988 and their insurance under Section 165 (1). If it is found that the person does not have a suitable licence or insurance, the vehicle can be seized under Section 165A. As well as the above powers under the Road Traffic Act, police also have a power to conduct Road Checks under Section 4 of PACE 1984. Road checks are used to establish whether a vehicle is carrying people connected with an indictable offence or who are unlawfully at large. (Bryant and Bryant, 2020, p.443). Additional to these police powers, Whatworks (N.D) highlights that a visible police patrol can reduce crime when hotspots of criminal activity are targeted as there is evidence to show crime does not displace. Over 10 months, 55 experimental criminal hotspots received twice as much patrolling and results showed that crime and disorder reduced significantly. 

The police officers’ range of powers and visibility shows that officers can be proactive disruption tools in stopping criminality on the road. An example of police statutory powers enforcing minor traffic offences leading to disrupting serious criminal activity on the road as a case study showed an OCG member was disqualified following an accumulation of points and did not notify their insurance. Once the insurance company realised this was the case the next premium cost thousands of pounds after declaring the disqualification. This removed the ability for an OCG member to have use of a vehicle, therefore improving road safety which all originated from minor traffic offence enforcement. (Whatworks, N.D). 			Since 2015, more than 20,300 traffic offences have been recorded by Highways England. There were 180 reported incidents on the M6 daily, as a result the police undertook a multi-agency operation aiming to reduce the number of incidents and highlight the risks of illegal driving (Merseyside Police, 2021). The Metropolitan Police (2021) also state that in 2019, 18,589 cars were seized and in 2020, 23,281 cars were seized and issued a traffic offence report for driving a motor vehicle with no insurance. 

Proactive policing can also disrupt more serious crimes as Suffox Police (N.D) tackled county lines, modern day slavery and other road-related crimes in a multi-agency approach. Targeting those who use the road networks for their crimes. However, a report was published by Her Majesty’s Inspectorate of Constabulary and Fire and Rescue Services (HMICFRS) (2020) which was an inspection of roads and policing in England and Wales. The report highlights that the National Police Chief’s Council (NPCC) had set out three main objectives to make roads safe, create secure roads free from serious crime and terrorism and to promote public confidence. It was stated that only some forces adopted parts of this strategy and the report also states that Roads Policing Units (RPU) was not a priority in many police forces crime plan. Since 1979 the number of fatalities on the road has steadily fallen until the year 2013 when this number has increased. There were 1541 deaths in 2013 compared to 1624 in 2018. The report states that proactive, intelligence-led activity that denies criminals the use of the road is vital in combatting all types of crime from drug supply to modern day slavery, however some forces are too focused on criminality on the road, and this came at an expense of the strategy focused on reducing fatalities and causalities. 
According to ACRO (N.D), another disruption tool is the Police National Computer (PNC), PNC is a system that stores and shares criminal information in the UK. Agencies use PNC to access information that will assist with investigations at a local, regional, and national level. The College of Policing (2019) further adds that an officer can conduct a vehicle check using PNC and can receive information on that vehicle and act accordingly. The information the officer may receive is an action report which is also known as an ACT marker. This may be a requirement to stop the vehicle. As well as PNC, another database that can assist police in the disruption of criminal activity on the road is the Police National Database (PND). PND is a separate system from PNC, PND is a national information management system that assists the police service to manage and share intelligence and operational information. This assists in the prevention and detection of crime, making communities safer. PND assists in overcoming artificial geographic boundaries (National Policing Improvement Agency, 2010).
          An additional tool used to disrupt criminal activity on the roads is the use of Automatic Number Plate Recognition (ANPR). ANPR technology helps detect, deter, and disrupt criminal activity from a local level to national level. ANPR is a camera that reads the number plate when a vehicle passes it, and that number plate is then checked against a database. ANPR has proved to be important as it has assisted with making arrests, locating stolen vehicles, missing people, and solving cases of major crime. ANPR cameras can be equipped in police vehicles or installed in a fixed location. To install an ANPR camera an assessment must be completed demonstrating the camera is a clear need for national security and counter terrorism, organised crime, local crime and community confidence and reassurance. (Police.UK, N.D)
An example of the effectiveness of ANPR according to Bolton News (2021) is when 43 criminals were arrested with the support of ANPR with one week. The criminals were arrested on suspicion of sexual assault, domestic abuse, threats to kill, possession of indecent images and many more charges. This was a joint operation named Operation Olympus which also saw 352 suspects arrested throughout greater Manchester.  
Operation Railcar was another operation that took place involving ACT markers and ANPR. During the operation, vehicles belonging to a suspect were flagged and ACT markers were placed on PNC for those suspect vehicles. Over the course of 6 months, 40 vehicles were identified as being linked from medium to high-risk suspects and in total 517 ANPR hits were recorded. Several disruptions were initiated as a result of this operation and one child was found in a high risk CSE suspect vehicle in the early hours of the morning. Police were able to safeguard her resulting in positive action, showing that PNC markers and ANPR can be a more effective disruption tool when combined (CSE Police and Prevention, N.D)
However, CSE Police and Prevention has stated that perpetrators are known to use vehicles to move CSE victims from one place or another for the purpose of sexual exploitation and it has been identified that there was a lack of tactical use of ANPR to stop these offenders, as ANPR can be avoided easily if criminals know where they are situated. 

Information and intelligence can also be used as a disruption tool against criminality on the road. According to the College of Policing (2020), through intelligence-led policing, a roads policing constable prevents injury and death on the roads and information and intelligence can promote new lines of enquiries. Further evidence of this from Ratcliffe (2016) explains that intelligence-led policing is a business model where data analysis and crime intelligence are fundamental to a framework that facilitates crime and problem reduction, disruption, and prevention. Intelligence can be used in operations to effect an arrest as Evans (2020) states a multi-agency operation including Wales Extremism and Counter Terrorism Unit (WECTU) and TARIAN successfully arrested 13 people in connection with the supply of illegal substances into prisons. 
On the other hand, HMICFRS (2020) states intelligence-led activity which stops criminals’ use of the road is vital in stopping all types of crime, but found forces have little analysis or relevant intelligence preventing them achieving the national strategy for road safety. Also, that intelligence sharing between police and highway agencies can be improved.

In Conclusion, there are a range of disruption options available to the police to target criminal activity on the road which range from minor traffic offences to serious and organised crime. Evaluating the options available, it has been shown that police powers and proactive operations can be an affective option, evidenced by an OCG member accumulating points on his licence and becoming disqualified, as well as the positive results of Operation Olympus and Operation Railcar. Patrolling criminal hotspots was also found to significantly reduce crime in those specific areas. However, a review by the HMICFRS (2020) has stated the NPPC 3 main objectives are only being partly adopted by forces, HMICFRS has also criticised that forces are too focused on criminality on the roads not on reducing fatalities and causalities, this has been evidenced as the number of deaths on the road has increased. PNC and PND are a great disruption tool as they store information regarding the vehicle, this combined with an ACT marker assists in spotting criminal vehicles. ANPR is another disruption option that helps detect, deter, and disrupt criminal activity from a local level to national. Evaluating ANPR and PNC, both options can be used individually to assist police to target criminal active, however they are much more effective when used in partnership with each other as evidenced by Operation Railcar.
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