ETHICS FORM – SOAC STUDENTS ONLY

APPLICATION FOR ETHICAL APPROVAL

In order for research to result in benefit and minimise risk of harm, it must be conducted ethically. 

The University follows the OECD Frascati manual definition of research activity: “creative work undertaken on a systematic basis in order to increase the stock of knowledge, including knowledge of man, culture and society, and the use of this stock of knowledge to devise new applications”. As such this covers activities undertaken by members of staff, postgraduate research students, and both taught postgraduate and undergraduate students working on dissertations/projects.

The individual undertaking the research activity is known as the “principal researcher”.

This form must be completed and approved prior to undertaking any research activity. 

SECTION A: About You (Principal Researcher)
	1
	Full Name:
	Mohammed Ansari

	2
	Student Number:
	2024571

	3
	Email address:
	2024571@student.uwtsd.ac.uk

	4
	Programme of Study:
	BSc Hons - Computer Networks and Cybersecurity (Part-time)



SECTION B:  Internal and External Ethical Guidance Materials
	
	Please list the core ethical guidance documents that have been referred to during the completion of this form (including any discipline-specific codes of research ethics, location-specific dodes of research ethics, and also any specific ethical guidance relating to the proposed methodology).  Please tick to confirm that your research proposal adheres to these codes and guidelines. You may add rows to this table if needed.

	1
	UWTSD Research Ethics & Integrity Code of Practice
	☒
	2
	UWTSD Research Data Management Policy
	☒

	3
	British Computing Society Code of Practice
	☒



SECTION C: Details of Research Activity
	1
	Indicative title:
	A Study of the use of Digital Forensics, Securing Cyberspace and Analysing Digital Evidence

	2
	Proposed start date:
	20/10/2025
	Proposed end date:
	11/05/2026

	
	Introduction
This project seeks to replicate a realistic networked environment utilizing four distinct operating systems: Windows 10, Windows Server 2022, Ubuntu Linux, and Kali Linux, to perform systematic vulnerability assessments and implement effective mitigation strategies. Each of these systems serves as a common target in real-world enterprises or academic networks. By configuring and securing them within a controlled laboratory setting, the project connects theoretical cybersecurity principles with practical network defence techniques.

The impetus for this study stems from the growing complexity of cyberattacks, the deficit of qualified cybersecurity experts, and the necessity for practical technical expertise in vulnerability management. Tools like Nmap, Nessus, and Wireshark have become integral to both academic and industry practices in cybersecurity for the purposes of threat detection and system auditing. Nevertheless, numerous network administrators and students do not possess a systematic comprehension of how vulnerabilities interact within diverse systems.

Consequently, this project aims to enhance cybersecurity education and practice by providing a detailed case study on vulnerability assessment and mitigation across various platforms. It will not only pinpoint two minor and two major vulnerabilities but also devise and assess the effectiveness of relevant countermeasures. The results will offer valuable insights into proactive defence strategies, system hardening techniques, and optimal practices for managing enterprise-level network security.

	3
	Purpose of Research Activity
The realm of computer networks and cybersecurity has progressed in response to increasing threats and advancements in technology. This discipline amalgamates concepts from computer science, information systems, and risk management to ensure the integrity, confidentiality, and availability of data.

Traditionally, network security emphasizes the prevention of unauthorized access and the maintenance of service continuity. A fundamental aspect of this domain, vulnerability management, entails the identification, classification, and remediation of weaknesses within IT systems.

	4
	Research Question or Hypothesis
There is an increasing demand for effective, multi-platform strategies for vulnerability assessment and mitigation within networked environments. Current research frequently falls short in providing empirical analysis regarding the manifestation of vulnerabilities and their resolution across various operating systems. This project seeks to fill this void by conducting a comparative analysis of vulnerability assessment and mitigation on Windows 10, Windows Server 2022, Ubuntu, and Kali Linux systems.

	5
	Aim
To perform a cross-platform vulnerability assessment and mitigation experiment on both Windows and Linux systems utilizing standard cybersecurity tools, thereby improving the comprehension of network security management and practices for system hardening.

	6
	Objectives
· To establish and configure four interconnected virtual machines, namely Windows 10, Windows Server 2022, Ubuntu, and Kali Linux, within a secure testing network.
· To identify and evaluate at least two minor and two major vulnerabilities employing tools such as Nmap, Nessus, and Wireshark.
· To devise and implement suitable mitigation strategies to address the identified vulnerabilities.
· To assess the effectiveness of the mitigation measures through post-remediation scanning and comparative analysis.
· To document the results and recommend best practices for securing multi-platform networked systems.

	
	Proposed data collection methods (maximum 600 words)
Provide a brief summary of all the methods that may be used in the research activity to collect data, making it clear what specific techniques may be used. If methods other than those listed in this section are deemed appropriate later, additional ethical approval for those methods will be needed. You do not need to justify the methods here but should instead describe how you intend to collect the data necessary for you to complete your project.

	7
	data collection methods
· Academic Journals
· reputable journals related to research area (e.g. IEEE, ACM, Elsevier).
· university library databases or academic search engines (e.g., Google Scholar, Scopus).
· Evaluate publication dates to ensure information is current and credible.
· Conference Papers
· Search for proceedings from recognized IT and computer science conferences (e.g. IEEE).
· Analyse emerging trends, recent technologies, and experimental results.
· Compare multiple papers to identify common challenges, gaps, or innovative approaches.
· Data Available Online
· Verify the reliability, accuracy, and source of online data before use. citation.




SECTION D: Scope of Research Activity
	
	Will the research activity include:
	YES
	NO

	1
	Use of a questionnaire or similar research instrument?
	☐
	☒

	2
	Use of interviews?
	☐
	☒

	3
	Use of focus groups?
	☐
	☒

	4
	Use of participant diaries? 
	☐
	☒

	5
	Use of video or audio recording?
	☐
	☒

	6
	Use of computer-generated log files?
	☐
	☒

	7
	Participant observation with their knowledge?
	☐
	☒

	8
	Participant observation without their knowledge?
	☐
	☒

	9
	Access to personal or confidential information without the participants’ specific consent?
	☐
	☒

	10
	Administration of any questions, test stimuli, presentation that may be experienced as physically, mentally or emotionally harmful / offensive?
	☐
	☒

	11
	Performance of any acts which may cause embarrassment or affect self-esteem?
	☐
	☒

	12
	Investigation of participants involved in illegal activities?
	☐
	☒

	13
	Use of procedures that involve deception?
	☐
	☒

	14
	Administration of any substance, agent or placebo?
	☐
	☒

	15
	Working with live vertebrate animals?
	☐
	☒

	16
	Procedures that may have a negative impact on the environment?
	☐
	☒

	17
	Other primary data collection methods. Please indicate the type of data collection method(s) below.
	☐
	☐

	
	Details of any other primary data collection method:
	
	



If you have ticked NO to every question, then the research activity is (ethically) low risk and you may skip section E and continue to section F.

If YES to any question, then no research activity should be undertaken until full ethical approval has been obtained. 

SECTION E: Intended Participants
	
	Who are the intended participants:
	
YES
	
NO

	1
	Students or staff at the University?
	☐
	☐

	2
	Adults (over the age of 18 and competent to give consent)?
	☐
	☐

	3
	Vulnerable adults?
	☐
	☐

	4
	Children and Young People under the age of 18? (Consent from Parent, Carer or Guardian will be required)
	☐
	☐

	5
	Prisoners?
	☐
	☐

	6
	Young offenders?
	☐
	☐

	7
	Those who could be considered to have a particularly dependent relationship with the investigator or a gatekeeper?
	☐
	☐

	8
	People engaged in illegal activities?
	☐
	☐

	9
	Others. Please indicate the participants below, and specifically any group who may be unable to give consent.
	☐
	☐

	
	Details of any other participant groups:
	
	



	
	Participant numbers and source
Provide an estimate of the expected number of participants. How will you identify participants and how will they be recruited? 

	10
	How many participants are expected?
	

	11
	Who will the participants be?
	

	12
	How will you identify the participants?
	




	
	Information for participants:
	
YES
	NO
	
N/A

	13
	Will you describe the main research procedures to participants in advance, so that they are informed about what to expect?
	☐
	☐
	☒

	14
	Will you tell participants that their participation is voluntary?
	☐
	☐
	☒

	15
	Will you obtain written consent for participation?
	☐
	☐
	☒

	16
	Will you explain to participants that refusal to participate in the research will not affect their treatment or education (if relevant)?
	☐
	☐
	☒

	17
	If the research is observational, will you ask participants for their consent to being observed?
	☐
	☐
	☒

	18
	Will you tell participants that they may withdraw from the research at any time and for any reason?
	☐
	☐
	☒

	19
	With questionnaires, will you give participants the option of omitting questions they do not want to answer?
	☐
	☐
	☒

	20
	Will you tell participants that their data will be treated with full confidentiality and that, if published, it will not be identifiable as theirs?
	☐
	☐
	☒

	21
	Will you debrief participants at the end of their participation, in a way appropriate to the type of research undertaken?
	☐
	☐
	☒

	22
	If NO to any of above questions, please give an explanation 

	
	



	
	Information for participants:
	
YES
	NO
	
N/A

	24
	Will participants be paid?
	☐
	☐
	☒

	25
	Is specialist electrical or other equipment to be used with participants?
	☐
	☐
	☒

	26
	Are there any financial or other interests to the investigator or University arising from this study?
	☐
	☐
	☒

	27
	Will the research activity involve deliberately misleading participants in any way, or the partial or full concealment of the specific study aims?
	☐
	☐
	☒

	28
	If YES to any question, please provide full details 

	
	NA



SECTION F: Anticipated Risks

	
	
Outline any anticipated risks that may adversely affect any of the participants, the researchers and/or the University, and the steps that will be taken to address them.  

	1
	Risks to participants
For example: sector-specific health & safety, emotional distress, financial disclosure, physical harm, transfer of personal data, sensitive organisational information. If you have identified in section D that there are no participants, then enter N/A and go skip to question 3.

	
	Risk to participants: NA
No participants involve in my research / project.
	NA

	2
	If research activity may include sensitive, embarrassing or upsetting topics (e.g. sexual activity, drug use) or issues likely to disclose information requiring further action (e.g. criminal activity), give details of the procedures to deal with these issues, including any support/advice (e.g. helpline numbers) to be offered to participants. Note that where applicable, consent procedures should make it clear that if something potentially or actually illegal is discovered in the course of a project, it may need to be disclosed to the proper authorities

	
	NA

	3
	Risks to the investigator
For example: personal health & safety, physical harm, emotional distress, risk of accusation of harm/impropriety, conflict of interest

	
	Here are the potential health risks to a project researcher working within a secured IT lab:
· Prolonged screen time: may cause eye strain, headaches, and digital eye fatigue (Computer Vision Syndrome).
· Poor posture and ergonomics: extended sitting or improper workstation setup can lead to back pain, neck strain, or repetitive strain injuries (RSIs).
· Electrical hazards: risk of electric shock or burns from faulty cables, exposed wires, or improper equipment handling.
· Trip and fall hazards: cluttered cables, raised flooring panels, or equipment racks may create physical hazards.
· Fire risk: electrical overloads, overheated devices, or improper storage of equipment may cause fire hazards.
· Stress and fatigue: long hours, time pressure, or high concentration demands can contribute to mental fatigue or burnout.
	mitigation measures for each of the identified health risks for a project researcher working within a secured IT lab:
· Prolonged screen time
· Schedule regular breaks away from the computer.
· Poor posture and ergonomics
· Use adjustable chairs and desks with proper lumbar support.
· Electrical hazards
· Use surge protectors and properly grounded outlets.
· Trip and fall hazards
· Keep walkways clear and well-lit.
· Secure loose floor tiles or panels.
· Fire risk
· Avoid overloading power sockets.
· Keep fire extinguishers (CO₂ type) accessible.
· Stress and fatigue
· Encourage reasonable working hours and rest breaks.

	4
	University/Employer risks
For example: adverse publicity, financial loss, data protection

	
	Here are the potential risks to the university from a project researcher working within a secured IT lab:
· Unauthorized access: researcher may unintentionally or deliberately bypass security protocols, exposing the network to threats.
· Malware or virus introduction: use of external drives or unapproved software can infect lab systems or networks.
· System downtime or disruption: misconfiguration or accidental deletion of system files may affect lab or university network operations.
· Resource misuse: overuse or unauthorized use of lab equipment, electricity, or network bandwidth can lead to inefficiencies and increased costs.
· Physical security breaches: unauthorized individuals may gain lab access if researcher credentials or badges are mishandled.
· Health and safety incidents: accidents (e.g., electrical faults, fires, or injuries) could result in liability issues for the university.
	All project work will be carried out by following research ethics and integrity.

Here are the mitigation strategies for the identified risks to the university from a project researcher working within a secured IT lab:
· Unauthorized access
· Implement multi-factor authentication (MFA) for all system logins.
· Malware or virus introduction
· Keep antivirus and security patches up to date.
· System downtime or disruption
· Implement change management procedures for all system configurations.
· Resource misuse
· Monitor usage of lab systems, network bandwidth, and power.
· Physical security breaches
· Use keycard or biometric access systems for lab entry.
· Health and safety incidents
· Conduct regular safety inspections and risk assessments.

	5
	Environmental risks
For example: accidental spillage of pollutants, damage to local ecosystems

	
	Risk to the environment: NA
	NA



SECTION G: Feedback, Consent and Confidentiality

If you have identified in section D that there are no participants, then enter skip this section and continue to section H.

	1
	Feedback

	
	

	2
	Informed consent

	
	

	3
	Confidentiality / Anonymity

	
	



SECTION H: Data Protection and Storage

	
	Does the research activity involve personal data (as defined by the General Data Protection Regulation 2016 “GDPR” and the Data Protection Act 2018 “DPA”)?
	YES
	NO

	1
	“Personal data” means any information relating to an identified or identifiable natural person (‘data subject’). An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person. Any video or audio recordings of participants is considered to be personal data.
	☐
	☒

	
	If YES, provide a description of the data and explain why this data needs to be collected:

	2
	NA

	
	Does it involve special category data (as defined by the GDPR)?
	YES
	NO

	3
	“Special category data” means sensitive personal data consisting of information as to the data subjects’ –
(a) racial or ethnic origin,
(b) political opinions,
(c ) religious beliefs or other beliefs of a similar nature,
(d) membership of a trade union (within the meaning of the Trade Union and Labour Relations (Consolidation) Act 1992),
(e) physical or mental health or condition,
(f) sexual life,
(g) genetics,
(h) biometric data (as used for ID purposes),
	
☐
	
☒

	
	If YES, provide a description of the special category data and explain why this data needs to be collected:

	4
	NA



	
	
Will data from the research activity (collected data, drafts of the thesis, or materials for publication) be stored in any of the following ways?
	YES
	NO

	5
	Manual files (i.e., in paper form)?
	☐
	☒

	6
	University computers?
	☒
	☐

	7
	Private company computers?
	☐
	☒

	8
	Home or other personal computers?
	☐
	☒

	9
	Laptop computers/ CDs/ Portable disk-drives/ memory sticks?
	☐
	☒

	10
	“Cloud” storage or websites?
	☐
	☒

	11
	Other – specify:

	☐
	☒

	12
	For all stored data, explain the measures in place to ensure the security of the data collected, data confidentiality, including details of backup procedures, password protection, encryption, anonymisation and pseudonymisation:

	
	All data will be securely stored in a password protected MS OFFICE SHAREPOINT ONE DRIVE storage within the University Office 365 system, regularly backed up, and it will not be shared with any external parties. The data will remain stored until the project is completed, after which it will be deleted.



	
	Data Protection

	
	Will the research activity involve any of the following activities:
	YES
	NO

	13
	Electronic transfer of data in any form?
	☐
	☒

	14
	Sharing of data with others at the University outside of the immediate research team?
	☐
	☒

	15
	Sharing of data with other organisations beyond the University?
	☐
	☒

	16
	Export of data outside the UK or importing of data from outside the UK?
	☐
	☒

	17
	Use of personal addresses, postcodes, faxes, emails or telephone numbers?
	☐
	☒

	18
	Publication of data that might allow identification of individuals?
	☐
	☒

	19
	If YES to any question, please provide full details, explaining how this will be conducted in accordance with the GDPR and Data Protection Act (2018) (and/or any international equivalent):

	
	NA

	20
	List all who will have access to the data generated by the research activity:

	
	Principal researcher, may be the supervisor, and possibly also as an external examiner or secondary marker.

	21
	List who will have control of, and act as custodian(s) for, data generated by the research activity:

	
	The principal researcher.

	22
	Give details of data storage arrangements, including security measures in place to protect the data, where data will be stored, how long for, and in what form. 

	
	All data will be securely stored in a password protected MS OFFICE SHAREPOINT ONE DRIVE storage within the University Office 365 system, regularly backed up, and it will not be shared with any external parties. The data will remain stored until the project is completed / till graduation, after which it will be deleted. 

	22
	Confirm that you have read the UWTSD guidance on data management (see https://www.uwtsd.ac.uk/library/research-data-management/)
	☒

	23
	Confirm that you are aware that you need to keep all data until after your research has completed or the end of your funding
	☒




SECTION I: Declaration
	
	The information which I have provided is correct and complete to the best of my knowledge. I have attempted to identify any risks and issues related to the research activity and acknowledge my obligations and the rights of the participants.

In submitting this application I hereby confirm that I undertake to ensure that the above named research activity will meet the University’s Research Ethics and Integrity Code of Practice which is published on the University’s website: https://www.uwtsd.ac.uk/media/uwtsd-website/content-assets/documents/research/REICoP-July-2022.pdf 

	1
	Signature of applicant:
	Mohammed Ansari
	Date: 20/10/2025





FOR INTERNAL USE ONLY:
	
	Ethical approval given 

	1
	Signature of assessor:
	
	Date:


	2
	Name:
	

	3
	Role:
	Module Leader, Essential Research Methods (Bridging Course)
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