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[bookmark: _Toc237293227]Introduction 

This report presents the practical implementation of Coursework 2, which continues from the network topology created in Coursework 1. The implementation uses the existing Windows Server virtual machines in Oracle VM VirtualBox. In this report, serverJun is used as the Birmingham main server, while serverJu is used as the London Windows server. 
The report documents the configuration and testing of key network services, including Active Directory Domain Services, DNS records, reverse lookup zones, Routing and Remote Access, VPN-related functionality, user account management, DHCP theory, connectivity testing, file sharing, IIS website hosting and Remote Desktop access. Screenshot evidence is included throughout the report to show the configuration process and results. 
The purpose of this work is to demonstrate how network resources can be managed and maintained using appropriate server roles, domain services, routing, authentication, file sharing and remote administration tools.
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[bookmark: _Toc237293229]S.1 VirtualBox Showing Coursework 2 Servers Running
[image: ]

Oracle VM VirtualBox shows the virtual machines used for the Coursework 2 practical network implementation. The original virtual machine names from Coursework 1 were kept. In this assessment, serverJun is used as the Birmingham main server, while serverJu is used as the London Windows server. Both Windows Server virtual machines are running and ready for the configuration of network services, domain services, routing, DNS, testing and remote access.


[bookmark: _Toc237293230]S.2 IP Configuration of serverJun
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The ipconfig /all command shows the network configuration of serverJun. The server has the hostname serverJun and belongs to the giuseppe.acca domain. It is configured with the static IPv4 address 192.168.100.2 and subnet mask 255.255.255.0. The default gateway is set to 192.168.100.3, and the DNS server points to 192.168.100.2. This confirms that serverJun has a static network configuration suitable for the domain and server services.

[bookmark: _Toc237293231]S.3 IP Configuration of serverJu
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The ipconfig /all command shows the network configuration of the serverJu virtual machine, used as the London Windows server. The machine is connected to the giuseppe.acca domain and has the static IPv4 address 192.168.100.3 with subnet mask 255.255.255.0. The default gateway is set to 192.168.100.2 and the DNS server also points to 192.168.100.2, allowing this machine to communicate with the Birmingham server and use the domain DNS service.


[bookmark: _Toc237293232]S.4 Active Directory Domain Services Installed on serverJun
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Server Manager shows that Active Directory Domain Services is installed on serverJun. This confirms that serverJun has been prepared as the Birmingham domain server for the giuseppe.acca domain. The AD DS role allows the server to manage domain users, computers, authentication and centralised network administration.



[bookmark: _Toc237293233]S.5 Active Directory Domain giuseppe.acca Created
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Active Directory Users and Computers shows the giuseppe.acca domain created on serverJun. This confirms that the Active Directory forest and domain were created successfully. The domain will be used to manage users, computers, authentication and network resources in the Birmingham and London network environment. 

[bookmark: _Toc237293234]S.6 DNS Forward Lookup Zone and A Records
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The DNS Forward Lookup Zone for giuseppe.acca contains A records for the main Birmingham and London network services. The serverjun record points to 192.168.100.2, while serverJu points to 192.168.100.3. Additional A records were created for webs and rds, both pointing to 192.168.100.2 because these services are hosted on the Birmingham server. These records allow users and services to resolve domain names to the correct IP addresses.
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The reverse lookup zone was created for the 192.168.100.0 network in DNS Manager. PTR records were added for the main servers, allowing the IP addresses 192.168.100.2 and 192.168.100.3 to resolve back to their domain hostnames. This supports reverse DNS lookup and helps the giuseppe.acca domain identify servers by both hostname and IP address.


[bookmark: _Toc237293236]S.8 serverJu Joined to giuseppe.acca Domain
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The Local Server window shows that the serverJu virtual machine is joined to the giuseppe.acca domain. Although the Windows computer name appears as WIN-FUINPMN20BP, the virtual machine is used as serverJu in Oracle VirtualBox. This confirms that the London Windows server is no longer using only a local workgroup and can authenticate with the Birmingham domain controller.
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[image: ]
Active Directory Users and Computers shows the computer account for the serverJu virtual machine inside the Computers container. The machine appears with its Windows computer name, WIN-FUINPMN20BP. This confirms that serverJu has successfully joined the giuseppe.acca domain and is now managed through Active Directory.
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The IPv4 properties of the serverJu virtual machine show a static IP configuration. serverJu is configured with the IP address 192.168.100.3 and subnet mask 255.255.255.0. The default gateway is set to 192.168.100.2, which points to serverJun, and the preferred DNS server is also set to 192.168.100.2. This allows serverJu to communicate with the Birmingham server and use the giuseppe.acca domain DNS service.


[bookmark: _Toc237293239]S.11 Routing and Remote Access Service on serverJun
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Routing and Remote Access Service is configured on serverJun. This service allows the Birmingham server to support routing and remote access functions within the network. It is also the Windows Server service used for features such as LAN routing, VPN gateway support, NAT and remote access. In this topology, it provides the foundation for routing and VPN-related network services.
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Windows Defender Firewall with Advanced Security shows the inbound rules for ICMP traffic. The File and Printer Sharing Echo Request ICMPv4-In rules are enabled and allowed, which permits ping traffic through the firewall. This is important for network testing because ICMP allows devices to check connectivity between the Birmingham and London servers.
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The route print command displays the IPv4 routing table on serverJun. The output shows the active network routes, including the local 192.168.100.0 network and the default route using 192.168.100.3 as the gateway. This provides evidence of the routing configuration used by the Birmingham server and supports the routing requirements of the coursework network.
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A Virtual Private Network (VPN) is a secure network connection that allows users or different sites to communicate through a protected tunnel. Cisco explains that a VPN is a private network created across a public network infrastructure, such as the Internet [1]. 
In an organisation, a VPN is important because it can connect remote users or separate branches, such as Birmingham and London, while protecting network communication. Microsoft explains that Windows Server Remote Access uses tunnelling and data encryption technologies to connect remote clients and offices [2].
 In this coursework, VPN functionality is linked to the Routing and Remote Access Service (RRAS) on serverJun. After RRAS was installed and configured, VPN-related ports were available in the RRAS console, showing that the server can support VPN and remote access features. Although a full site-to-site VPN was not fully implemented in this lab, the screenshot evidence shows where VPN services are managed and how they would support secure communication between the two networks.
[bookmark: _Toc237293243]S.14 VPN Ports Available in Routing and Remote Access
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Routing and Remote Access on serverJun shows VPN-related ports, including WAN Miniport SSTP ports used by RAS/Routing. This provides evidence that VPN functionality is available through the Routing and Remote Access Service. A VPN is important because it allows secure remote or site-to-site communication between networks by protecting traffic through an encrypted connection.
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S.15 Created Users in Active Directory
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Active Directory Users and Computers shows the Users container inside the giuseppe.acca domain. Several domain user accounts have been created, including John davies, John Jason and Marty Ciro. These accounts are managed centrally from serverJun, which is the Birmingham domain controller. Creating users in Active Directory allows domain users to authenticate, access shared resources and receive permissions based on their account settings.
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The user properties window shows the account settings for the domain user Marty Ciro. The account uses the logon name marty.ciro@giuseppe.acca and the pre-Windows 2000 logon format GIUSEPPE\marty.ciro. This confirms that the user account was created inside the giuseppe.acca domain and can be managed centrally through Active Directory Users and Computers.


[bookmark: _Toc237293246]DHCP Theory 
Dynamic Host Configuration Protocol (DHCP) is a network service used to automatically provide IP configuration to client machines. According to RFC 2131, DHCP allows a client to receive configuration parameters from a DHCP server, reducing the need for manual IP configuration [3]. 
In a Windows Server environment, the DHCP Server role can be installed to centrally manage IP address allocation, scope ranges and related network settings [4]. In the Birmingham and London topology, serverJun would act as the main DHCP Server and would provide client machines with IP addresses, subnet masks, default gateway information, DNS server addresses and the domain name giuseppe.acca. 
Microsoft explains that Windows clients can automatically obtain IPv4 information and DHCP options from a DHCP server, which helps reduce configuration errors and supports easier network management [5]. For the London network, a DHCP Relay Agent could be used to forward DHCP requests from clients on a different subnet to the DHCP Server [6].
However, DHCP was not fully configured in this practical lab because incorrect DHCP settings could disrupt the existing static IP addressing and cause loss of connectivity. Therefore, DHCP is discussed theoretically, and the screenshot only shows where the DHCP Server role would be selected in Windows Server [7].


[bookmark: _Toc237293247]S.17 DHCP Server Role Planning
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The Add Roles and Features Wizard shows the DHCP Server role available on serverJun. This screenshot is used as planning evidence to show where DHCP would be installed in Windows Server. The role was not fully configured in the practical lab to avoid disrupting the existing static IP addressing and network connectivity.
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The ping test from serverJu to serverJun was successful. The replies from 192.168.100.2 show that serverJu can communicate with the Birmingham server across the configured network. The result shows 0% packet loss, confirming that network connectivity from the London Windows server to the Birmingham domain server is working correctly.
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The ping test from serverJun to serverJu was successful. The replies from 192.168.100.3 show that the Birmingham server can communicate with the London Windows server. The result shows 0% packet loss, confirming two-way connectivity between the two Windows Server machines in the giuseppe.acca network.


[bookmark: _Toc237293250]S.20 Debian to Windows Connectivity Test
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The screenshot shows a successful connectivity test from the Debian machine to the Windows server serverJun. Debian has the IP address 192.168.100.5 and successfully pinged 192.168.100.2, which is the IP address of serverJun. The result shows 4 packets transmitted, 4 received and 0% packet loss. This confirms that the Debian and Windows machines can communicate across the virtual network.
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The UWTSD folder was created on serverJun and is used as the shared network folder for the coursework. This folder represents the shared storage area that can be accessed by users from another machine in the domain network. Although the original task refers to BirminghamFiles, the folder name was changed to UWTSD for this practical implementation.
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The share permissions for the UWTSD folder show that Domain Users in the giuseppe.acca domain have Full Control, Change and Read permissions. This allows authorised domain users to access and manage files in the shared folder. Administrators also remain listed for management purposes, while the Everyone group is included separately for general access control. These permissions support secure file sharing within the domain network.
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The shared UWTSD folder from serverJun is displayed on serverJu as a mapped network drive. The network location appears as uwtsd (\\Serverjun) (G:), confirming that the shared folder can be accessed from another machine in the giuseppe.acca domain network. This demonstrates that file sharing is working and that network users can access the shared storage through the mapped drive.
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Server Manager shows the IIS role available on serverJun. The server is online with the IP address 192.168.100.2, confirming that IIS is installed and ready to host the internal website. This provides evidence that serverJun can be used as the web server for webs.giuseppe.acca.


[bookmark: _Toc237293255]S.25 IIS Manager Opened on serverJun
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Internet Information Services (IIS) Manager is opened on serverJun. IIS Manager is used to create, manage and configure websites in Windows Server. In this coursework, it is used to manage the internal website webs.giuseppe.acca and prepare the required “Welcome to Birmingham Website” page.
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The webs.giuseppe.acca website was created in IIS Manager on serverJun. The website appears under the Sites section, confirming that IIS is configured to host the internal Birmingham website. The site uses the domain name webs.giuseppe.acca, which links to the DNS record created earlier for the web service.
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Windows Authentication was enabled for the IIS website on serverJun. Anonymous Authentication was disabled so that users must authenticate with a valid domain account before accessing the internal website. This supports the coursework requirement that the Birmingham website should be accessed by authenticated domain users.
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[image: ]
The internal website webs.giuseppe.acca opens successfully in the browser and displays the required “Welcome to Birmingham Website” message. This confirms that the IIS website hosted on serverJun is working correctly and that the DNS name webs.giuseppe.acca resolves to the web server.


[bookmark: _Toc237293259]S.29 Remote Desktop Connection to serverJun
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Remote Desktop is important in a network environment because it allows administrators to access and manage servers remotely. This is useful for troubleshooting, configuration changes, monitoring and maintenance tasks. In this coursework, Remote Desktop was used to connect to serverJun from another machine in the network, showing that remote administration is available for the Birmingham server.


[bookmark: _Toc237293260]Conclusion 
This coursework demonstrated the practical configuration and testing of key Windows Server network services using the existing virtual network from Coursework 1. serverJun was used as the Birmingham main server, while serverJu was used as the London Windows server. The work included Active Directory Domain Services, DNS forward and reverse lookup records, Routing and Remote Access, VPN-related evidence, user account management, domain membership, DHCP theory, connectivity testing, file sharing, IIS website hosting and Remote Desktop access. 
The screenshots provide evidence that the main services were configured and tested successfully. The giuseppe.acca domain was created, DNS records were added, PTR records were configured, domain users were created, and serverJu was joined to the domain. Connectivity tests showed successful communication between serverJun and serverJu. The shared UWTSD folder was accessible from another machine, the IIS website webs.giuseppe.acca was created and tested, and Remote Desktop access to serverJun was successfully demonstrated. 
Overall, this practical work improved my understanding of how network services are managed in a Windows Server environment. It also showed the importance of planning, testing and troubleshooting when configuring domain services, routing, authentication, shared resources and remote administration.
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127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331
127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.160.6  255.255.255.0 on-link  192.168.160.2 281
192.168.160.2 255.255.255.255 on-link  192.168.160.2 281
192.168.160.255 255.255.255.255 on-link  192.168.160.2 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 240.0.6.0 on-link  192.168.160.2 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.255  255.255.255.255 on-link  192.168.160.2 281

Persistent Routes:

Network Address Netmask Gateway Address Metric
0.0.0.0 0.0.0.0  192.168.100.3 Default
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Microsoft Windows [Version 16.6.17763.3650]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Windows\systen32>ping 192.168.160.2

Pinging 192.168.100.2 with 32 bytes of data:

Reply from 192.168.100.2: bytes=32 time-462ms
Reply from 192.168.100.2: bytes-32 time-415ms TTL-128
Reply from 192.168.100.2: bytes-32 time-367ms TTL-128
Reply from 192.168.100.2: bytes-32 time-s87ms TTL-128

Ping statistics for 192.168.100.2:

Packets: Sent = 4, Received = 4, Lost = © (6% loss),
Approximate round trip times in milli-seconds:

Minimum = 367ms, Maximum = 587ms, Average = 427ms

C:\Windouws\systen32>
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iticrosoft Windows [Version 16..17763.3656]
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c: \Users\Administratorsping 192.168.166.3

pinging 192.168.160.3 with 32 bytes of data

BlReply from 192.168.100.3: bytes-32 time=734ms TTL-128
Reply from 192.168.160.3: bytes
Reply from 192.168.160.3: bytes-32 time=1397ms TT
Reply from 192.168.160.3: bytes=32 time-1535ms TTL=128

ping statistics for 192.168.100.3

Packets: Sent = 4, Received = 4, Lost = @ (6% loss),
Approximate round trip times in milli-seconds

Minimum = 734ms, Maximum - 3623ms, Average = 1822ms

c: \Users\Administrator>
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vboxuser@Debiant: ~

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet /8 scope host lo
valid 1ft forever preferred lft forever
inet6 ::1/128 scope host noprefixroute
valid_1ft forever preferred 1ft forever
<BROADCAST, MULTICAST, UP, LOWER UP> mtu 1500 qdisc fq_codel state UP gr
default qlen 1000
link/ether 08:00:27:e3:da:c3 brd Ff:ff:ff:ff:ff:ff
altname enx@80027e3dac3
inet /24 brd scope global noprefixroute enpes3
valid_1ft forever preferred 1ft forever
0:27fF: T 64 scope link noprefixroute
valid_1ft forever preferred lft forever
vboxuser@Debianl:~$ ping -c 4 192.168.100.2
[PING 192.168.100.2 (192.168.100.2) 56(84) bytes of data.
from 192.168.100. icmp_se time=3487
from 192.168.100. icmp_se
from 192.168.100.2: icmp_seq=: time=2717
from 192.168.100. icmp_se time=2053

192.168.100.2 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3052ms
rtt min/avg/max/mdev 2053.283/2804.285/3487.325/515.309 ms, pipe 4
vboxuser@pebian1:~$ |
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B General

Name: serverju

Operating System: Windows Server 2019 (64-bit)
0 system

Base Memory: 2048 MB.
Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, Hyper-V Paravirtualization

3 pisplay

Video Memory: 128 MB
Graphics Controller: 'VBoXSVGA
Remote Desktop Server: Disabled
Recording: Disabled
B storage

Controller: SATA
SATAPort 0:  serverJu.vdi (Normal, 50.00 GB)

SATAPort 1 [Optical Drive] 17763.3650.221105-1748.rs5_release_svc_refresh_SERVER_EVAL x64FRE_en-us.iso (5.26 GB)
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. Command Prompt

:\Users\Adninistrator>ipconfig/all

windows IP Configuration

Host Name . .. : serverdun
Primary Dns Suffix giuseppe.acca
Node Type . . . . . Hybrid

1P Routing Enabled. Yes

WINS Proxy Enabled. No

DNS Suffix Search List. : giuseppe.acca

Ethernet adapter Ethernet:

Connection-specific DNS Suffix
Description .

Physical Address.

DHCP Enabled. S
Autoconfiguration Enabled .
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Intel(R) PRO/1066 MT Desktop Adapter
08-00-27-BC-FB-20

::65d8:8161:82d6:8afd%10(Preferred)
192.168.160.2(Preferred)

255.255.255.6

192.168.160.3

DHCPYV6 TATD . . 84410467
DHCPYV6 Client DUID. 06-01-00-01-31-C7-78-77-68-60-27-BC-FB-26
DNS Servers . 5 ged
192.168.160.2
NetBIOS over Tcpip. . . . . . . . : Enabled
C:\Users\Administrators, v
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