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[bookmark: _Toc534307406][bookmark: _Toc534307924]Abstract
As more advanced technology is widely available and organisations and consumers becoming heavily reliant on web based platforms, it poses more of a risk of a cyber threat and attack.
Due to the change in the technical way of working, more and more employers are allowing their staff to bring their own device (BYOD) to work in the hope that it increases productivity and revenue.
The past few years have seen an increase of cyber security breaches which generates from the end users lack of awareness, knowledge and understanding which needs to be heightened so that this policy can be introduced. 
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1. [bookmark: _Toc534307925][bookmark: _Toc534579206]Introduction
The aim of this report is to implement a robust Bring Your Own Device (BYOD) security policy to enable staff to use their own personal device to access Hyper-Forts corporate network safely and securely without compromising data that’s held within or transported through the system.
The definition of computer security has been described in the NIST Computer Security Handbook (NIST95) [1] as the protection of data within information systems, which safeguards against conduct of misuse whilst maintaining its Confidentiality, Integrity and Availability (CIA.)
In his book ‘Cryptography and Network Security: Principles and Practice’ [2] W Stallings states that these are the three key principles that must be followed to preserve security and explains each element as:
· Confidentiality – Make certain that confidentiality and privacy of information is maintained which can only be accessed by authorised users.
· Integrity – Data and privacy integrity ensures that permitted processes are in place to provide accurate and up to date information without risk of malicious and deliberate attacks through the transporting of data.
· Availability – Ensures that access isn’t delayed or denied thus granted to authorised personnel only.
It’s assumed that following the above standards will provide business continuity, limiting financial implications associated with security breaches or affecting the reputation of the company.

2. [bookmark: _Toc534307926][bookmark: _Toc534579207]Background Research
Cyber security is defined as the protection of corporate and personal networks, systems and databases from a potential cyber threat or attack.  It’s the largest industry in the world which has evolved over time, with cyber-attacks posing a huge risk to the globe and so a comprehensive level of protection can be applied to individuals, processes and technology to increase its security and mitigate against any threats or attacks.
A recent survey [3] found that Switzerland is leading the way in resilience against a threat or attack, closely followed by Luxembourg and Sweden.
According to W Stallings [2] a threat is where security has potentially been breached, whereas a cyber-attack is a planned attempt to gain access to a system, by bypassing the security measures in place, with the intention to cause disruption to the local network.
The 2018 Cyber Security Breaches Survey [4] reports that in the last 12 months there has been an increase in cyber security breaches and attacks on businesses, yet it appears there’s still a lot of work that needs to be done in raising awareness and understanding of the required standards.  
The statistics collected from businesses for the completion of the survey [4] show:
· 43% experienced a breach or attack of their network
· 74 % consider cyber security to be their company’s main priority
· 27% have a formal cyber security policy in place
· 98% are heavily dependent of digital communication through the exchanging of emails, access to the company’s website, online banking and using the social media platform such as Facebook, Twitter and Instagram to promote their services.

[bookmark: _Toc534307927][bookmark: _Toc534579208]2.1 Recent Cyber Attacks
In November 2018 a spokesperson for the National Cyber Security Centre (NCSC) [5] confirmed that Marriott International were involved in a data breach, affecting the personal details of approximately 500 million of their guests.
In their weekly threat report [6] [5] NCSC reported that between the 30th November 2018 and 3rd December 2018 personal details of 20,000 people residing in Gladsaxe, Denmark had been lost, due to an employee at the towns City Hall saving their confidential information locally to a PC that was later stolen. 
Colin Tankard [7] Managing Director of Digital Pathways, highlighted that this incident could’ve been prevented had the systems log been managed appropriately.
A report conducted by the National Audit Office (NAO) [8] states that on the 12th May 2017 it was estimated that 34% of trusts in NHS England where held to ransom by the largest attack on the NHS named WannaCry and declared a major incident.  The impact this had was quite significant with lives being put at risk due to Accident and Emergency departments closing down and thousands of appointments and operations having to be cancelled.

[bookmark: _Toc534307928][bookmark: _Toc534579209]2.2 Security Standards 
The BSI Group [9] description of a standard is an agreed protocol that determines how specific activities and processes are undertaken, to ensure that a product or service that has been provided is consistent.
The International Organisation for Standardisation (ISO) [10] has produced a set of standards entitled ISO/ IEC 27000 – Information Security Management Systems (ISMS) which shares best practice to organisations of how to protect confidential information from an attempted intrusion.

[bookmark: _Toc534307929][bookmark: _Toc534579210]2.3 Security Checklist
To ensure that the level of cyber security has been maximised, the NCSC 10 Steps to Cyber Security [11] should be executed:
· Network security – Have high level defence mechanisms in place to fight against potential attack with the ability to identify unauthorised access and block malicious content.
· User Education and Awareness – Produce user security policies covering acceptable use of systems, which can be included in staff induction to training to improve awareness.
· Malware prevention – Produce relevant policies and establish anti-malware defences across the organisation.
· Removable media controls policy – Blocking access to all social media sites will prevent cross-contamination between resources and reduce the risk of malware intrusion of the corporate system.
· Secure configuration – Apply security patches and create a systems log (syslog) to maintain the configuration of systems and outline a rebuild model for all devices.
· Set up a risk management regime – Complete a thorough risk assessment of the information applications and network systems.
· Managing user privileges – Create an effective management process to limit the number of privileged accounts and access they require.  Exec privileges should only be given to the networks administrator.  
· Incident management – Incidents to be recorded, with criminal activity being reported to the police.  Disaster recovery plans to be tested regularly and updated to ensure business stability.  
· Monitoring – Initiate a monitoring strategy that will continually investigate all systems and networks and alert of any unusual activity that may represent an attack. 
· Home and mobile working – Develop a mobile working policy that protects the transmitting of data that staff must adhere to. 

3. [bookmark: _Toc534307930][bookmark: _Toc534579211]Problem Formulation
The on demand delivery of computer services are available through the internet and known as cloud computing which can be accessed remotely through various devices.  Although cloud and mobile computing comes with many benefits such as convenience, increased productivity and cost-effectiveness, it’s paramount that the right security measures are in place. 
The Cyber Security Breaches Survey 2018 [6] suggest that breaches were consistent with 45% of organisations that encourages the Bring Your Own Device (BYOD) scheme and use the cloud computing platform to store personal data, which raises the likelihood of a threat or attack to 49%.
Results highlighted in the Mobile Cloud Computing Security Analysis [12] emphasise that authentication is an integral part of security:
· Entity authentication – Assures that the intended party is who they say they are.
· Message authentication – Ensures that messages sent to the user hasn’t been changed in the background.
· Continuous authentication process – Authorisation should continue throughout the operational process.
· Non-Repudiation – The use of digital signatures should enlist the trust of a third party.
· Elasticity – Refers to allowing enough flexibility to function continually.
· Interoperability – Effective and secure communication between systems.
· Performance – Mobile and non-mobile users should be treated equally and have the same levels of security.
· Maintain underlying features of cloud computing – The architecture of mobile computing should reflect cloud computing and maintain the same features.
Restricting access point placements within the network will provide a further layer of security in defending against wireless and mobile attacks.  Using WLAN tools such as Netstumbler will identify rouge access points and unauthorised workstations.

4. [bookmark: _Toc534307931][bookmark: _Toc534579212]Implementation
When designing a network, the security within it should be sophisticated enough to defend against all forms of intrusion whilst conforming to Data Protection (GDPR) and other legislation:
· Health Insurance Probability and Accountability Act of 1996 (HIPPA)
· The Sarbanes-Oxley Act 2022 (SARBOX)
· The Gram-Leach-Bliley Act (GLBA)
· US Patriot Act 2001
Applying the above policies to warning messages will act as a deterrent for misconduct and misuse.
General policies such as telephone, communication, email, remote access, transfer and disclosure of personal/ confidential information, network, application, information systems access control and information security as well as end user policies such as identity, password and anti-virus will also need to be devised as they prove to be good sources of information to improve administrative processes and education for the user.
W Stallings [2] refers to X.800 security mechanism which are layers of specific protocols designed to encompass Open Systems Interconnection (OSI,) a framework that determines how communication takes place between applications through the network.
The X.800 specific security mechanisms that may be incorporated are: encipherment; digital signature; access control; data integrity; authentication exchange; traffic paddling; routing control and nortarisation

[bookmark: _Toc534307932][bookmark: _Toc534579213]4.1 Mobile Device Management System (MDMS)
Intune Enterprise Mobility is the preferred MDMS chosen by Hyper-Fort as it supports iOs, Android, Windows and MAC devices which will attract a vast range of employees which in turn will increase productivity.  According to Finance OnLine [13] its reasonably priced, it helps safeguard information, enforces security policies by locking down devices if they become lost or stolen, provides additional protection to the cloud and able to perform remote troubleshooting.  Only certified devices that have been tried and tested and compatible with the products, services and applications will be acceptable.  
[bookmark: _Toc534307933][bookmark: _Toc534579214]4.2 Dataflow Diagram (DFD)
The dataflow diagram below shows the route of the traffic in and out of Hyper-Forts network in accordance with the BYOD policy.
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Traffic into the network from the laptop and tablet flows through the WAP, switch, company router and internet.  Traffic out of the system runs from the internet, through the company router, to the switches and finally to the end devices.  Traffic that hasn’t been identified in the corporate routing table will automatically be distributed to the internet.
The IP route command has been configured so that the external interface routes to the corporate router and so any traffic destined for the corporate network needs to be sent to the IP address for the outside router.

[bookmark: _Toc534307934][bookmark: _Toc534579215]4.3 Infrastructure of virtual network
Cisco Packet Tracer was the package used to develop Hyper-Forts virtual network, which covers 95% of its wireless connections and 5% cloud based, designed to include clients, servers, network infrastructure and end devices which use the ping command to test its connection.
The route that all forms of communication takes through the network is called Traceroute, which covers the source, destination and transmission medium with established protocols for timing, message pattern, encoding, message format, encarpuration and message size.
Failure to incorporate these strategies could weaken the network and potentially lead to widespread problem impacting personally on the staff, consumers and be a detriment to the company’s integrity.
The data retained by devices connecting to Hyper-Forts network include: personal staff information; financial reports; budget details and customer personal details which could lead to a potential leak if not adequately secured. 
The device needs to be managed locally so that once connected to the corporate network in the workplace, personal use of the device will be blocked to reduce the risk of data leakage and cross-contamination.  Once the device leaves the workplace corporate access will automatically close down and personal use restored. 
The design of Hyper-Forts local area network (LAN) has been built based on Cisco’s 3 tier hierarchical model [14] which focuses on the fundamental elements of the structural layers to ensure its method is solid and reliable.
The endpoint is the access layer which contains end devices such as a laptop, tablet, PC’s and switches and provides users direct access connections to the local network.  The routers form the distribution layer which interconnects the wireless and remote access, whereas the core layer contains the cloud and servers which provides a high speed connection between the distribution layers in the larger LAN environments [15].  

[bookmark: _Toc534579216]4.4 Topology
Router 0 (corporate router) is connected to the Wide Local Area Network (WLAN) and also connected to the internet router (router 1.) 
The switches in the access layer are connected to the end devices, server, wireless access point (WAP) and router with fastEthernet cables.
The end devices are the hosts and renamed as call centre, administration and management team.  The call centre contains the most hosts and acts as the main address for other connections.
A private IP address has been configured to the server in the server room which will only enable authorised access to the corporate network, reducing risk of cross-contamination between personal and company data as part of the BYOD scheme.
The server and switch in the internet field is the physical base of Hyper-Forts headquarters and has as a back-up server which will automatically come into use should the corporate server break down.  The IP address for the internet is public and provides all internet connections across the network.
The Dynamic Host Configuration Protocol (DHCP) has been used and has automatically selected the IP addresses.
Within the topology are 4 Local Area Networks (LAN) which links between switches carrying VLAN information and links the traffic through to the router.
In order to connect to the internet, additional authentication has been added to the wireless connection.  The default name of the SSID has been changed to the network name and a Wifi Protected Access (WPA2) Pre-Shared Key (PSK) set to the laptop and tablet.
The connectivity between the internet webserver and intranet have HTML codes containing separate web addresses and Domain Name Server added (DNS) for internal or external access.

[bookmark: _Toc534307935][bookmark: _Toc534579217]4.5 Intrusion & Prevention
Malware is a type of software that holds malicious encryption that’s sent to local and corporate networks through various avenues with the intention to cause harm.  Examples of malware include:
· Virus
· Worms
· Trojan Horse
· Logic Bomb
· Ransomware
· Backdoors and Rootkits
During conference proceedings [16] shared a report from Symantc Corp [17] which evidenced that in 2010 alone, approximately 286 million different types of malware was released which more than doubled to 748,000 unique variants per day.
Unfortunately, this issue is more widespread as emails and web browsers are also at risk of attack via:
· Spam emails
· Spyware
· Adware
· Scareware
· Phishing
· Spear phishing
· Vishing
· Pharming
· Whaling
· Plugins
· SEO Poisoning
To prevent such forms of intrusion, the following steps have been taken as part of the configuration of the network:
· Dynamic Host Configuration (DHCP) has been configured which automatically relocates IP addresses that are no longer in existence.  
· Usernames and minimum length passwords have been set.
· Password encryption as part of the password service.  The more complex the password the harder it will be to break.  A strong password is a combination of upper and lower case letters, symbols, special characters.  It’s considered to be bad practice using dictionary words and ideally should be changed as often as possible.
· Idle timeout, login blocker and banner.
· Password and secret passwords has been configured to the routers and switches.
· Firewalls are in close proximity to each server which monitors incoming and outgoing traffic and acts as a barrier against signs of intrusion or prevents information being transmitted to unrecognised/ untrustworthy sites.
· Authentication, Authorisation, Accounting (AAA) controls access and enforces the policies that have been built into the networks configuration.  Authentication determines if the user is who they say they are when their username and password has been entered.  If the details entered are correct authorisation of access will take place.  Should the details entered be wrong, further security questions will need to be answered, which only the user will be able to answer.  Once authentication has been authorised, anything the user does on the network will be audited which is part of the accounting process.
· Privileges have been set up for each user as they only need access to resources required to complete their job role.  For example, the accountants only need access to finance reports and budgets whilst administrative staff taking enquiries will only need access to the customers details and plans that they’re on.  Exec privilege mode should only be given to the network administrator.
· Banners have been created and configured to the switches and routers advising users that they are closely monitored and also explain consequences of their actions should they have unauthorised access or access information they’re not entitled to. 
· Exec time out has been applied which logs out the user after a set timeframe if no activity.
· Secure Shell (SSH) has been enabled on the wireless connection to allow remote users safe access.  SSH has also been applied to the traffic into the router on VTY lines, to stop Telnet working.
· Switchport port security has been configured to violation mode, restrict mode and protect mode.  It also has the ability to shut down any unused ports.  This applies specifically to the customer PC.  If an unauthorised user deactivated the customer PC and replaced it with their own device, the rogue user will not be able to get access due to the security measures in place as switchport only recognises legitimate devices via the DHCP IP address.

[bookmark: _Toc534579218]4.6 Remote Access
In order to obtain remote access to the corporate network, the remote user physical connection, AAA and the VPN has been configured prompting the user to enter a username and password.

[bookmark: _Toc534307936][bookmark: _Toc534579219]4.7 Physical Security
The basic level of physical security is equally as important as network and cyber security.  The server room contains the server which hosts the networks system and needs physical protection to ensure that the business continues should the unthinkable happen.  It’s a live system which is continually updating and it’s imperative to keep it as safe as humanly possible.
The temperature sensor measures the heat from the server which automatically activates its fan once it gets too hot.  The temperature monitor gages the heat in the room, as a room that’s too hot can shut the server down.  However, if the heat is too much, the ceiling fan will deploy to reduce it. 
The server room is always kept locked and can only be accessed by authorised personnel with and RFID card which is scanned across the RFID card reader that’s located on the front of the door.  
Alarms, motion detectors and close circuit television (CCTV) have been installed to secure the area perimeter particularly after core working hours, which will alert law enforcers should they detect an intruder.
Smoke alarms and sprinkler systems are also in place which will alert the emergency services should a fire occur.

5. [bookmark: _Toc534579220]Business Continuity
To ensure that the business runs as smoothly as possible without interruption during an unplanned event, the following points will need to be included within the contingency planning and back-up strategies:
· Documenting configuration
· Establishing channels
· Alternate communications
· Configuration of routers
· Identify all dependencies for applications and processes
· Understand how to carry out automated tests manually.

6. [bookmark: _Toc534307941][bookmark: _Toc534579221]Results and Findings
Investigations suggest that 73% of businesses don’t consider cyber security to be a risk to their organisation [4].
It’s considered good practice to follow the security checklist and incorporate security standards when protect networks.

7. [bookmark: _Toc534307942][bookmark: _Toc534579222]Conclusion
Cyber-criminal activity is at the highest level and needs to be taken very seriously.
Users are the weakest link and so training of staff need to be ongoing so that they’re aware of policies and know the correct procedures for managing data.
Security breaches are consistent with BYOD policy and to mitigate against threats risk assessments and incident reporting should be managed appropriately.
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