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1. [bookmark: _Toc536014639]Introduction
Our task was to Implement a network of three segments, Create Virtual PC’s and servers, Install the operating systems and interconnect them via IP addressing.

[bookmark: _Toc536014640]Part 1. Using VirtualBox Type 2 Hypervisor software to create a 4 VM Server to Client network. 

1.1. [bookmark: _Toc536014641]Using VirtualBox to Create a Virtual Machine
[image: ]
[bookmark: _Toc536043561]Figure 1: Creation of Server_1 VM.
4 new Virtual Machines were created using VirtualBox Hypervisor software as shown in Fig 1.




[image: ]
[bookmark: _Toc536043562]Figure 2: VM configuration
Configured the 4 Virtual Machine’s to have 128MB Video memory, 25GB HDD Space, 4096MB of Memory and 2 virtual network switches each as shown in Fig 2.

1.2. [bookmark: _Toc536014642]Installing Windows Server 2008
[image: ]
[bookmark: _Toc536043563]Figure 3: Windows Server 2008 Installation
Installed Windows Server 2008 onto the Virtual Machine named Server_1 as shown in Fig 3.

1.3. [bookmark: _Toc536014643]Install Windows 7 Operating System	Comment by John Rees: Good.  Very concise, but just about enough to demonstrate the tasks. Cutting it fine!
[image: ]
[bookmark: _Toc536043564]Figure 4: Windows 7 Login Screen
Installed Windows 7 Professional onto Virtual Machine and named it Client_1 as shown in Fig 4.
[bookmark: _Toc536014644]Part 2. Constructing 2 virtual private subnets and a virtual public subnet 

1.1. [bookmark: _Toc536014645]Virtual Switch Configurations
[image: ]
[bookmark: _Toc536043565]Figure 5: VM Network Switch
Configuration of Server_1 Virtual Machine’s Network Switch to the Public network as shown in Fig 5.
[image: ]
[bookmark: _Toc536043566]Figure 6: VM Private Network Switch
Configuration of Server_1 Virtual Machine’s Network Switch of the private network (Privatenet1) as shown in Fig 6.

[image: ]
[bookmark: _Toc536043567]Figure 7: Client_1 VM Private Network Switch
Configured Client_1’s Virtual Network switch to the private network (Privatenet1) as shown in Fig 7.

1.2. [bookmark: _Toc536014646]Static IP Addresses
[image: ]
[bookmark: _Toc536043568]Figure 8: Server_1 IPv4 Configuration
Server_1 Public Network Configuration (Publicnetwork) - IP address at 192.168.1.100 as shown in Fig 8.

[image: ]
[bookmark: _Toc536043569]Figure 9: Server_1 IPv4 Configuration
Server_1 configuration for IPv4 network (Privatenet1) - IP address 192.168.100.1 as shown in Fig 9.
[image: ]
[bookmark: _Toc536043570]Figure 10: Client_1 IPv4 configuration
Client_1 IPv4 network configuration (Privatenet1) – IP address 192.168.100.2 as shown in Fig 10.

[image: ]
[bookmark: _Toc536043571]Figure 11: Command Prompt
Using command prompt, the Ping command was used to test the connection of Client_1 to Server_1 over the private network as shown in Fig 11. 
	Comment by John Rees: Good.
[image: ][image: ]
[bookmark: _Toc536043572]Figure 12: Server_2 IPv4 Configurations
Server_2 Network configuration for Public and Private networks– IP address 192.168.1.101 (Publicnet1) & 192.168.101.1 (Privatenet2) as shown in Fig 12.

[image: ]
[bookmark: _Toc536043573]Figure 13: Client_2 IPv4 Configuration
Client_2 Network configuration for the private network (Privatenet2) – IP address 192.168.101.2 as shown in Fig 13.
[image: ]
[bookmark: _Toc536043574]Figure 14: Command Prompt
Command prompt was used to ping from Server_2 to Server_1 to test connection over Public network as shown in Fig 14.

[image: ]
[bookmark: _Toc536043575]Figure 15: Ping from Server_2 to Client_2
Ping command was used from Server_2 to Client_2 over Privatenet2 as shown in Fig 15.
As all ping commands came back as responsive from Server to Client installation of the Domain Controller can continue. 
	Comment by John Rees: Would have been interesting to ping client 2 from client 1 or server 1.  This wouldn’t have worked, as you need to install a routing algorithm in the servers in Windows to make it possible (e.g Routing and Remote Access (RRAS) and RIP v.2)
[bookmark: _Toc536014647]Part 3. Installing a Domain Controller
Server_1 was upgraded to become the domain controller to allow internal LAN connectivity between all the virtual systems. 

1.1. [bookmark: _Toc536014648]Using dcpromo
[image: ]
[bookmark: _Toc536043576]Figure 16: Active Directory Installer
dcpromo.exe is used to install Active Directory Domain service onto Server_1 as shown in Fig 16.

[image: ]
[bookmark: _Toc536043577]Figure 17: DNS Installation
A DNS server was enabled to allow the names of the objects to be mapped on the server.
Domain controller’s installation was completed with the domain being set as dota2.com.
 
1.2. [bookmark: _Toc536014649]How to create objects
Using server manager, objects were created to allow the server manager to configure each connection to the network. Server manager allows us to add security policies and roles to objects which the domain controller can control.

[image: ]
[bookmark: _Toc536043578]Figure 18: Active Directory Users
A new user object was created, called User_1 via the Active Directory Manager and its roles and permissions were setup to allow communication through the domain as shown in Fig 18.

1.3. [bookmark: _Toc536014650]Connecting client PC to the domain controller.
[image: ]
[bookmark: _Toc536043579]Figure 19: Domain Installation Completed
The client VM connected to dota2.com domain via the domain controller as shown in Fig 19.	Comment by John Rees: Good. Well selected evidence.
[bookmark: _Toc536014651]Part 4. Install DHCP Server
1.1. [bookmark: _Toc536014652]Using Server Manager to Install DHCP
[image: ]
[bookmark: _Toc536043580]Figure 20: Server Manager
Using Server Manager, DHCP was installed onto the private network address 192.168.100.1 and network settings configured as shown in Fig 20.

1.2. [bookmark: _Toc536014653]Creating Scopes.
[image: ]
[bookmark: _Toc536043581]Figure 21: New Scope Wizard
A scope was created to only allow IP addresses from 192.168.100.2 to 192.168.100.254 to be assigned so that important and protocol IP addresses were not used as shown in Fig 21. 
1.3. [bookmark: _Toc536014654]Changing IP’s from Static to DHCP Enabled
[image: ]
[bookmark: _Toc536043582]Figure 22: Client_1
Client_1 IP configuration was changed to fetch the assigned IP address from DNS server as the Domain Controller is now DHCP enabled as shown in Fig 22.

1.4. [bookmark: _Toc536014655]Demo of DHCP Working
[image: ]
[bookmark: _Toc536043583]Figure 23: Ipconfig
Client_1 connected through the domain controller with DHCP enabled. Command prompt was then run and ipconfig command used to show the configuration of the network connection as shown in Fig 23.
	Comment by John Rees: Good.  Clear and concise.
[bookmark: _Toc536014656]Observational Tasks
1.1. Type 2 Hypervisor virtualisation software has allowed us to run multiple virtual systems through one host system. Having this ability has allowed us to Install various operating systems and software virtually so we could setup this network architecture without having multiple machines running.

1.2. An Active Directory Forest is the highest level of organization within Active Directory, Each forest has a single database and shares a global address list and security boundaries. Active Directory Trees are a collection of domains which all share one Parent, Domains within the Tree have a transitive trust relationship with all other domains within the tree.
[image: ]	Comment by John Rees: Needs a reference to the source of the material.
1.3. The main responsibilities of an Active Directory Domain Controller are to allow access to hosted domain resources, to authenticate users, store user account information and enforce security policy when accessing a Windows domain.

1.4. [bookmark: _GoBack]When a Domain Controller is unavailable there a few actions we could take, Disable the Firewall and try again, Ping the Domain Controller from the Client to check if they are communicating and check network configuration. Lastly reset the router and Domain Controller and Clients.	Comment by John Rees: Decent ideas about debugging.  In practice, most larger systems will use a secondary domain controller, which takes over if the primary domain controller fails.
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